odosu oygsue PLR IJey0 J ASAV
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lJpolbdole

o 12036 IUiply IUblo,s6 1JpgsJs (ASAV).

* sew wedsu ldeunle IUSIS" Jees Idesgsue IUskse (PLR).

© seole "Jeuwle IUbloys" 1Js 1Jzuesd eds eogsue "ee) Idesgsue 1dslse” (PLR) IUss
9SS luwwgslpo.

lJedoule [Jpuedpd
ouwows Idpgdspele 1Jglyo WO o3l ldpuwews IJs luesble Ido)lez ldedsule 1Jpebss Ideldss:

o lzoj6 IUloly IUblo,s IJpgesds (ASAV) Ides oubgd IUluosl) 9.23.1 19 [uosll leds.
c 8y Iduulez 1U3ds po Cisco Il oo, 9-202502.

op louble IJP&JSP'U Ugl_).)o Bs o3l IJp e pu Ulao_)o 1J 92956 WOS wSis6 pgpdso ¢luos.
u)lu apsg Ula_o_)o Upu»ua)po -._95 05l IJrouuUL_p uudgsu prouuga (Idujluos) Bl
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o 2ldsl sop weass luweedld PLR Iguoobl s 319,56 1dsuo9d IJg ugliss (RAM) IJws
Swp wposs ldgol) wol.

* OOSE PSS UEISE LuEsLe wtsue witswe PLRIJe,u" Jdeunetresu lpdluss weass
s luweedld luveobl [JJs pobduloos: wiel po 1Jluosl, ASA 9.23.1 90l Lgso.

e B IUluosly 9.22 oo ASA slUluoshle IG5 e g es luweredld PLR gds U316
IJpeuou0s. pu IJlueol) 9.23.1 90l wedor spdu Jdpuwetdpsu losh luveedld PLR
céuo IJobs, go 1Usld6.

lJodosy

Swp 3p 056 PLR U ASAV gJss gpse puuole IUuwzlos 1Jgles 1Jpsg900 blojysl wpl BOs 3JY
Azure 9 AWS 9 GCP g OCI.

909 p389p £Js IUlubps 1wl uwss 1Jgluos Jduvwdle. wpl Bs 3JI VMware 9 KVM g Hyper-V
9 Nutanix 9 OpenStack.




pdlzbs: s300s Llple gpdslo IJouwt Ilzoslbs JJodsso $ud lple s cessdic
eds Idosgsue.

ebsle oywesd e Jostswe IDolse 1Jeso (PLR):
1. 18e 9los ubo, 1Jisle, s ASAV sbsgd s oe 1Jodssy pu ¢Jld Jolué configure terminal.
2. £Js 9lzoé Lwlb, I9lo, (CLI) ASAV. Ix¢J 1Jie, PLR 1Jpy0 Jogass Iluweedld 1Uss ogole.

O o3l Idpeld: swp lgosl) ASAVS0 plr.
oyeSue Smart Flex-model ASAV50_plr

B 1Jiey IJuwlod ASAV50_plr o9 lovoedls zoly wuwesd 10 zszlulse pu 319,68 U9 o9d
I Jeuiokses (RAM).

wgodd oo lduwduwds puwe Idluweedlé IJpbdye 9sep uud zese Iluvozdldle [Jpoles
B "lzwlo 1U3ds" £Jis CSSM.
Jogwes JJb,j 1J1R)s eu lzess ASA: sep Jolus pedsele 1Josgsue B ol Iboulb.

CLI Jolo 1: 5] oJas 9lzod Lwlo, 19l sle I Jglos Cisco Secure Firewall ASA
Series General Operations. 9.23

3. Jb¢ld 9 2e PLR. 1Yoy o) engsue 1Jees 1J33s.

lciscoasav(config)# license smart flex—-model asav50_plr

lciscoasav(config)# license smart reservation
lciscoasav(config)#

4. 1Jzuesd £dis se5 bdo 0 9lzes wb) 1isle, (CLI) 1ElLos wensesdad ASAV po JIJ 15¢lJ
bJo 1Jzz; 1U39s Jie, License SMART UNIVERSAL. louwg se) bdo Izzs Jbélde B psgd
038) IJo)lpz 1J3Js6 (CSSM) py Cisco.

ciscoasa(config)# license smart reservation request universal
Enter this request code in the Cisco Smart Software Manager portal:
UDI: PID:ASAv,SN:9B6ST9ACC24

Request code: DB-ZASAv:9A6ST9ABC24-Bk2XuYYa9-90

5. wed Id>29d [Js CSSM: 5lud) B9 edlpd Idowssew Idoslésue S lud) W98 2o


https://www.cisco.com/c/en/us/td/docs/security/asa/asa923/configuration/general/asa-923-general-config/intro-license-smart.html#concept_AE8E3A3A2E6241D390364DB878690091
https://www.cisco.com/c/en/us/td/docs/security/asa/asa923/configuration/general/asa-923-general-config/intro-license-smart.html#concept_AE8E3A3A2E6241D390364DB878690091
https://www.cisco.com/c/en/us/td/docs/security/asa/asa923/configuration/general/asa-923-general-config/intro-license-smart.html#concept_AE8E3A3A2E6241D390364DB878690091
https://www.cisco.com/c/en/us/td/docs/security/asa/asa923/configuration/general/asa-923-general-config/intro-license-smart.html#concept_AE8E3A3A2E6241D390364DB878690091

IJosgsue wp sboy wuwsoe el lud) eds polugs.

5, Cisco

General Licenses Product Instances Event Log
By Name By Tag
Available Actions - Manage License Tags I License Reservation... |3-> Show License Transaclions Search by License o,
Advanced Search «
O License Billing Available to Use In Use Substitution Balance Alerts Actions
@  Cisco ASAv10 Universal License Prepaid 5 0 - +5 Actions -
@ Cisco ASAW100 Universal License Prepaid 5 0 - +5 Actions «
@®  Cisco ASAv30 Universal License Prepaid 5 1 - +4 Actions +
(1 Reserved)

@ Cisco ASAVS Universal License Prepaid 10 0 - +10 Actions -
@  Cisco ASAVS0 Universal License Prepaid 5 1] - +5 Actions =
@®  Cisco ASAvU Universal License Prepaid 50 0 - +50 Actions ~

Use of the Software contained in this Smart Account is subject to Cisco’'s General Terms. Cisco may
restrict the availability or features of this Smart Account or the Smart Licensing capabilities in any
region, or modify or discontinue features to comply with applicable laws and regulations. You may
only use the Software in the country for which it is purchased and intended to be used.

6. 1Jod sps Ibde B Iyl s slod, Iels.


https://software.cisco.com/
https://software.cisco.com/

Smart License Reservation

ster 1 ster D STEP 3

Enter Requast Code

STEP 4

Autharization Code

Select Licenses Review and Confirm

You can reserve licenses for product instances that cannol connect 10 the Inlernel for security reasons
You will begin by generating a Reservation Request Code from the product instance.

To learn how (o generale this code, see the configuration guide for the product being licensed.
Once you have generated the code:

1) Enter the Reservation Request Code balow
2) Select the licenses (o be reserved

3) Generate a Resarvation Authorization Code

g on the product instance to activate the features
* Reservalion Request Code:

DD-ZASAv: SAFBUGLEV58-MBvVZRMISp-FB|

Upload File

7. 02809 pu luweedld PLR IJeg 902, Vs o3l Idpeld: 1Jluosly ASAVSO0. 235 1o ,ésue sludy
W99 IJolds.

Smart License Reservation

STEP 1 W STEFP 2 STEP 3

Enter Request Code

STEP 4

Authorization Coda

Salect Licenses Review and Confirm

Product Instance Details

Product Type: ASAHIGH
uDI PID: ASAv
UDI Serial Number: SAFBUGLEVSE

Licenses to Reserve

In order to continue, ensure that you have a surplus of the licenses you want to reserve in the Virtual Account,

Cancel Mext

8. lee IJoBluosd 9ludy W98 lugble Hej IJoBaso.




Smart License Reservation

STEP 1 v STEP 2 v

Enter Request Code Select Licenses

Product Instance Details

Product Type: ASAHIGH
uDI PID: AShy
UDI Sarial Number: GAFBUGLEVSE

Licenses to Reserve

License

Cisco ASAVED

ASAVE

ster 3

Review and Confirm

STEP 4

Authorization Code

Expiras Quantity to Reserve

1

Caneel Back

9. louwe ue) IJeessd IJpersue slud) W9l ledls.

Smart License Reservation

STEP 1 v STEP 2 v

Enter Requesi Code Select Licenses

Product Instance Details

Authorization Code:

Praduct Type: ASAHIGH
uDi PID: ASAv
UDI Serial Number: SAFBUGLEVES

STEP 3 W'

Review and Confirm

I DAGstm-WxiY8M-cuGgEd-bUuGQJ-NAgaFg-hSRmRm-XgWetg-sHLjrm-g5 I

To leam how to enter this code. Sae the confiouration ouide for the oroduct baina licensad

STEP 4

Authorization Code

\J The Reservation Authorization Code below has been generated for this product instance. Enter this code into the Smart Licensing settings for the product, to enable the icensed features.

Download as File Copy to Clipboard

10. 8p vovuse e ldugssd Vs ASAv.

ciscoasa(config)# license smart reservation install DAGabc-

ABCD6E-fgH1Jk-1MnOPQ-RStuVr-sTUvWx-YzAbcd-eFGh1ij-kL

INFO: ASAv platform license state is Licensed.




1. 0pldd pu ouwesd IJosgsue luvaesle IJie, show license features 9 9z o Il wez 1B

IJouul. sszw v sboy luveeslgol 1dees.

[ciscoasav(config)# sh lic features

Serial Number: AEIJMLUP4D4
Export Compliant: YES

License mode: Smart Licensing
License reservation: Enabled
ASAv Platform License State:

Active entitlement: ASAvV50_PLR,

Licensed
enforce mode: Authorized

Firewall throughput limited to 106 Gbps

Licensed features for this platform:

Maximum VLANs

Inside Hosts

Failover

Encryption—DES
Encryption—3DES—AES

Security Contexts

Carrier

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
Shared License

Total TLS Proxy Sessions
Botnet Traffic Filter
Cluster

ciscoasav(config)# §

B0 R R RE RR R RE RR R AR RR RR O RR RE RR R AR W

1824
Unlimited
Active/Standby
Enabled
Enabled

e

Enabled
10000
Disabled
10000
10000
Enabled
Enabled
Enabled
Disabled
10000
Enabled
Enabled

12. 0283 pu bble) 1o s Idppdsbs b ldedsse IJzhs wuvésde.

Iboly oygsue IJoungsd

lciscoasav(config)# sh run license
|
license smart flex—-model asav50_plr
license smart reservation

ciscoasav(config)#

13. lewb config WS wJgsy wie ldJogvgsd Joguw V&G L§ oYd9su ieole lebo lJoybgsd.

31,6 IJIelub




ciscoasav#write memory
Building configuration...

wgdsyl Eud wedsd PLR |_9 Lldeo. AR oU lp)leo I&ole oludé lJooslus. o wessd |_9
blJs pIr spdo 1o 8 eds uwes peldes Idzols sldedusle Iposlews 9€s) S

S uble Ipzeses ASAV gldleshs glds 1Je9d, s9uos wontsue Jd 9226 wluwesle Ebe
IJeszswe pu Vod spdud wpdso ldozese.

ewd> ©J9su ASA VO 9o Iduwsls [dpoess JI sild IJesgsue wope bhoo eds puvess
SIS Joble (IJpuussd): sdsuw JIJ pusls B)os.



IJgle IJowesd PLR

1. 18eg slzos b, 1Jisle, s ASAV sbxgJ s oe 1Jodssy pu ¢JlJ Jolué configure terminal.

2. bed bele ez 1J33s Jesgsoo 1Isle, Jdzwosd eds ses bele Izzs souwe 1de
lJouwduvds.

ciscoasa(config)# license smart reservation return

WARNING: ASAv platform license state is Limited functionality.
Enter this return code in Cisco Smart Software Manager portal:
UDI: PID:ASAv,SN:9A6ST9AXQ24

Return code: DrT1pZ-8cRT2N-jhC8fj-64ABCD-xXYZeM-qD1

Seos IJoblisd 1 ez936 1o ASAV s IJouigsd elds! oluvoésle cmgsue wersws.

3. wwed Isged IJs CSSMglu ) 9938 edlps IJowase posdle IJpuwg.

General Licenses Product Instances Event Log
Authorize License-Enforced Features... G—l IAFBUGLEVSE =
Name Product Type Last Contact Alerts Actions
UDI_PID:ASAv; UDI_SM:9AF8UGLBVSS; ASAHIGH 2024-Aug-01 04:50:40 (Reserved Licenses) Actions

Showing 1 Record

4.168) W93 IJB8lispes IJpuuwrds IJlg)lele 9235 [51Jo.

General Licenses Product Instances Event Log
Authorize License-Enforced Features... (» SAFBUGLEYSE o,
Name Product Type Last Contact Alerts Actions
UDI_PID:ASAv; UDI_SN9AFBUGLEVSS; ASAHIGH 2024-Aug-01 04:50:40 (Reserved Licenses Actions +

Transfer...

Rehost Licenses from a Failed Product...

5. 1duod ues bde Iz Bs pove 1zob slod, W98 LilJs 1z



Remove Reservation

To remove a Product Instance that has reserved licenses and make those licenses once again
available to other Product Instances, enter in the Reservation Return Code generated by the
Product Instance. If you cannot generate a Reservation Return Code, contact Cisco Support

* Reservation Return Code: DGstme-U8VuhQ-wK27M1:y4aNa2-X{WEEG:
NSw

Remove Reservation Cancel i

6. spJdu Lilds IJe,ygsue oo CSSM 9o s ASAv.

General Licenses Product Instances Ewvent Log

Authorize License-Enforced Features... > 9AFBUGLBVSS o,
Name Product Type Last Contact Aleris Actions

No Records Found

Mo Records to Display

ciscoasa(config)#
Warning: ASAv platform license state is Unlicensed.

Install ASAv platform license for full functionality.

7. 185z 0 9028 PLR wJolus o3l 1ipy s slzos pwlo, Iisle) ASAV.
Jlhs9e> wstsue e 1d3Is

8. ¥p wugbsd Ui, Flexible PLR.
Jl s92> wugsue Smart Flex-model ASAV50_plr

9. 02838 eu LilJs Iolp, IJentse eu IJodsso Ielis wubésdo:
E)u2 wyESUe running-config



lciscoasav(config)# no license smart reservation
lciscoasav(config)# no license smart flex-model asav50_plr
lciscoasav(config)# show running-config license
lciscoasav(config)#

10. wedd pu lolz pssle IJesgsue show Joldss [Jgle ouvesd IJe,ésoe.

ciscoasa(config)# show license features
Serial Number: 9AF8UGL8V58
Export Compliant: NO

License mode: Smart Licensing

ASAv Plattorm License State: Limited Functionality

No active entitlement: no feature tier and no throughput level configured
Firewall throuahout limited to 10 Gbobs

Licensed features for this platform:
Maximum VLANs

Inside Hosts

Failover

Encryption-DES
Encryption—-3DES-AES

Security Contexts

Carrier

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
Shared License

Total TLS Proxy Sessions
Botnet Traffic Filter

Cluster

1024
Unlimited
Active/Active
Enabled
Enabled

2
Disabled
2
Disabled
20000
20000
Disabled
Disabled
Disabled
Disabled
2

Enabled
Enabled

®® @8 ®® S SE EF S EF BEF SF S EE FE E EE e wE e

ciscoasa(config)#

1. b IJo sy Bs odosu wie ldogugsd Jozow B0 ks edssy loule lghs IJe poss.
sldye IJIdelos

ciscoasav#write memory
Building configuration...
[OK]

ciscoasav#




pdlzbs: 9spdu lghs luvegsle Iluweedls 9sedu lsuol udd IJostsue wes Iéle
lIJogwesd

lJozdd pu lduors

1.8p90 lu se,u0 1Jle, show license all IJzlJs Jpouwed 905800 Jo JJouwesd IJulze.



lciscoasa(config)# show license

Smart Licensing Status

Smart Licensing is ENABLED
License Reservation is ENABLED

Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION
Export-Controlled Functionality: ALLOWED
Initial Registration: SUCCEEDED on Aug 96 2024 ©5:56:07 UTC

License Authorization:
Status: AUTHORIZED - RESERVED on Aug 06 2024 05:56:07 UTC

2. o9g> wvedle IJgpsd 1U3Ys W disk0:/smart-log/agentlog

loze guowlds vele ouvesd IJosésue Bs uved IJpzeses JJozdd pel Bl Jlu 1Josésue
9> wved wuoele.

<tfroot>

more diskO:/smart-Tlog/agentlog

2024-09-17 05:28:27.658: Received reservation install message type 19

2024-09-17 05:28:27.658: Received auth_code = DArTlp-f7dLoA-gx4RLa-mHiWEf-3cJAaa-kJe5]i-EzfdSP-rC6hp5-v
2024-09-17 05:28:27.658: >> PIError: Tue Sep 17 05:28:27.658 UTC-SAResInstall_v2-0OPLR Parse Error: Inco
OPLR auth length

2024-09-17 05:28:27.658: >> PIError: Tue Sep 17 05:28:27.658 UTC-SAResInstall_v2-0OPLR Parse Error: Inco
OPLR auth length

2024-09-17 05:28:27.671: >> PISyslog: Info - %SMART_LIC-6-AGENT_REG_SUCCESS:Smart Agent for Licensing
Registration successful. udi PID:ASAv,SN9A9ABC24

2024-09-17 05:28:27.671: >> PISyslog: Notice - %SMART_LIC-5-IN_COMPLIANCE:A11 entitlements and licenses
on this device are authorized

2024-09-17 05:28:27.671: >> PISyslog: Info - %SMART_LIC-6-AUTH_RENEW_SUCCESS:Authorization renewal succ
State=authorized for udi PID:ASAv,SN9A9ABC24

2024-09-17 05:28:27.671: >> PISyslog: Info - %SMART_LI C 6- RESERVED | NSTALLED: Uni ver sal License Reservat

Aut hori zation code installed for udi PlID: ASAv, SNOA9ABC24

2024-09-17 05:28:27.671: >> PISyslog: Info - %SMART_LI C 6- EXPORT_CONTROLLED: Usage of export controlled f

is allowed



2024-09-17 05:28:27.671: >> PISyslog: Info - %SMART_LIC-6-RESERVED_INSTALLED:Universal License
Reservation Authorization code installed for udi P:ASAv,S:9A6ST9SMQ24

2024-09-17 05:28:27.673: Received Smart Agent Noti f yRegi st er Success

2024-09-17 05:28:27.673: Processing registration result 1

lwed ol ipble o 2800 ASA 1 J3Is g.is Iz036 FXOS Firepower gl o JlIzol

pedyple Sl LoJs

CLl Jolo 1: 8] odasy alzos w1 Jigl slo 1 Jglps Cisco ASA Series. 9.8
oolgs o 56 Cisco Secure Firewall ASA Series
pdlzblo 1l osl, U2l _os o Cisco Secure Firewall ASA. 9.23(x)
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https://www.cisco.com/c/ar_ae/support/docs/security/adaptive-security-appliance-asa-software/215920-asa-smart-license-registration-and-troub.html
https://www.cisco.com/c/ar_ae/support/docs/security/adaptive-security-appliance-asa-software/215920-asa-smart-license-registration-and-troub.html
https://www.cisco.com/c/ar_ae/support/docs/security/adaptive-security-appliance-asa-software/215920-asa-smart-license-registration-and-troub.html
https://www.cisco.com/c/ar_ae/support/docs/security/adaptive-security-appliance-asa-software/215920-asa-smart-license-registration-and-troub.html
https://www.cisco.com/c/ar_ae/support/docs/security/adaptive-security-appliance-asa-software/215920-asa-smart-license-registration-and-troub.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa923/release/notes/asarn923.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa923/release/notes/asarn923.html
https://www.cisco.com/web/software/286285517/151968/Smart_Software_Manager_On-Prem_8_User_Guide.pdf
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