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1 "interfacelnfoList”

[ 1
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il

"1d"; "string",

"type": "Interfacelnfo",
"links":

{

lI 111 L1

string”
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{ "interfacelnfoList™: |

:
"interfaceld"; "da%edc2d-58ba-11¢f-b764-ffealbBd9fal2",

"hardwareName™: "Ethernet]/4",
"bypassinterfacePeerld”: null,

“interfaceld": "dbeRd2c]-58ba-11ef-bT764-396644d1¢752",
"hardwareMame™: "Ethemet2/1",
"bypassinterfacePeerld”: "dc74ibc3-58ba- 1 lef-bT64-114423dbcbd 7",

"interfaceld"; "deTd4fbe3-58ba-1 1ef-bT64-11d423dbebd 7",
"hardwareMName™: "Ethernet2/2",
"bypassinterfacePeerld": "dbeSd2c]-58ba-11ef-b764-396644d1c752",

th
"id": "defanlt”,
"Iype": "interfaceinfo",
"links"™: § "seli™: "hitps:fuS0cDdp2-
vrouter.cisco.com:25455/api/fdm/va/operational/interfaceinfo/ 1 /'default”
'
i
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{
[ i "Sl'l'il'IE,“..
"type": "string”,
"name”; "string”,
"lapMode”: "boolean”, /{optional) false by default
"mi"™: "integer”, /Moptional) 1500 by default
"propagateLinkState"; "boolean”, /Moptional) false by default
"failOpenSnortBusy™: "boolean”, /{optional) false by default
"failOpenSnortDown®: "boolean”, /{optional) false by default
"bypass™; "string", /{optional) DISABLED by default
"inlinePairs™;
[t
"first"; {
"id"; "string",
“type™: "physicalinterface”,
"name": "string"
b
“second™: {
H'.I.I."; Hﬁntl'i]'-lg"-..
"type":"physicalinterface”,
"name": "string”
b
"type™: "inlinesetpair”
], /7 list can be empty
"links"; {
"self™: "string"
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1, §

"name": "inline_set_example”®,
I'lt}rp-E:ll: "iI'I].iTlEE'E:t“;
"tapMode”: false,
"mtu”: 1500,
"propagateLinkState": false,
"failOpenSnortBusy™: false,
"fallOpenSnortDown"; true,
"bypass™: "STANDBY™,
"inlinePairs"; [

{

e A {

"id": "12345-6789-1234-56789",

M, 1k

"type": "physicalinterface™

"second”: {
"id": "12345-6789-1234-56T89",
"type": "physicalinterface”

|

L1

i
]

ype": "inlinesetpair”



2. Jouile pzpoes luulo, sledss Glze API Explorer JJzuo9d eJs e ds 1z e9J8).

pl>6 Uoub_)/Ui@_o_jé/U,_§§ro IJIe,loseldeoluo) |J>|¢_J§6
3.Create Security Zone (jlgg API Explorer JJeo9d gJs leodd 1Ugesdsd) (Iewshs).
polbd ozsdlIlsoliply
41Jou) eds 1zols Olzg puvod i 9lzes w)pes IJobusdle JJewesd eds lpeds
JJersds).
peds ol wes 1o ubg oy

SIS pTRIES pULPLS SUUOl Lluwetsle welss IUlzess

1.1dz009d eJs perle 1Uslzos 9pedsple 29d 1i9lz sleos welgs 1dizo 6 (leg puwed i 9lzos
woped IJobossle JJeuesd eds leeds 1Jze9Js).
GET/OPERATIONAL/INTERFACESinfo/{objld}
2. Jousle pzpses luulo, sledss Glze API Explorer JJz o9 eJs e ds 1z e9J8).

pl>6 |JQUDJ/|JIEOJ5/|JL§§p UI;.éo_;IQa@é/Unguo_, |J>|¢J§6
3.Create Security Zone (lgg API Explorer JJeo9d gJs lpodé 1Ugesdsd) (Iewshs).

pulbd oyesdidlsuliply
41Jogi, gds 1Jzob Olzg pumwed v slzos wypzs IJobousdle JJeuesd eds lpeds
JJersds).

poeds pl wes ldogbgsdNdoui,

OTIS) PePIEs Vs 1wl

1. 1Jzuesd eds peyle 1slzod (lze puved v slzod wypzd IJobosdle JJeuesd eds
iro&Jé JJCP?JE')).
lJzuesddlzose/ldlesls Il sos/Iglzole
2. 1Jzwesd edss preselo s lduvb,.
IzooodlJizosélldlesls U1 eluns/Ideoluos 10s1gJss
3. 8p v Ipzeses IUpuopus Glze puvedyind 9lzod w)pes lJobosdle Jdzuesd eds
lpeds JJzesJs).
PUT/IJlz o 6/default/inlinesets/{objld}
4. 1Jogiy 8ds IUzob Oleg puveduvd slzes wypzs Idobosdle JJzuesd eds lpeds
JJersJs).
eoeds ol wes IdogbgsdIJogi,

IJozdd pu lduoes
<#root>
> show runni ng-config inline-set

inline-set test_inline_0
interface-pair test2 testl



inTine-set test_inline_1l

har dwar e- bypass st andby

interface-pair test27 test28
inline-set test_inline_2

hardware-bypass bypass

interface-pair test26 test25

> show i nline-set

InTine-set test_inline_0
Mtuis 1600 bytes
Fail-open for snort down is off
Fail-open for snort busy is off
Tap mode is off
Propagate-link-state option is off

har dwar e- bypass node is di sabl ed

Interface-Pair[1]:
Interface: Ethernetl/3 "testl"
Current-Status: DOWN
Interface: Ethernetl/4 "test2"
Current-Status: DOWN
Bridge Group ID: 519

> show i nline-set

Inline-set test_inline_1

Mtuis 1500 bytes

Fail-open for snort down is off
Fail-open for snort busy is off
Tap mode is off
Propagate-link-state option is off
hardware-bypass mode is standby
Interface-Pair[1]:

Interface: Ethernet2/7 "test27"
Current-Status: DOWN

Interface: Ethernet2/8 "test28"
Current-Status: DOWN

Bridge Group ID: 618

> show i nline-set

Inline-set test_inline_1

Mtuis 1500 bytes

Fail-open for snort down is off
Fail-open for snort busy is off
Tap mode is off
Propagate-link-state option is off

har dwar e- bypass node i s bypass



Interface-Pair[1]:

Interface: Ethernet2/6 "test26"
Current-Status: DOWN

Interface: Ethernet2/5 "test25"
Current-Status: DOWN

Bridge Group ID: 610

> show i nterface

Interface Ethernetl/7 "", is admin down, line protocol is down
Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec
Available but not configured via nameif

Interface Ethernet2/7 "", is admin down, 1line protocol is down
Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec

Har dware bypass is supported with interface Ethernet2/8

Available but not configured via nameif

Interface Ethernet2/8 "", is admin down, 1line protocol is down
Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec

Har dware bypass is supported with interface Ethernet2/7

Available but not configured via nameif

lpwoduld IJIgble 9]l odlzol

190,

» show running-config inline-set
ol IUpzeses 10slg)ss
show interface

* woug e lduble
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- Sew luodle JJlJslzole Vs j9z.

Edit New Inline Set

MarmiE BATLI
[ ] [ 150
Cimfiid] B Blisk Thids BATL) imicie Bl Deliaian
1500 ardd 9758,
LT ducdvanced
Bypass
Disabled et

Inferfsce Pairs

[ fifthinteriace [Eihemet?/; w Ploass | t w.-]

Indoripes Pair con' b patially iy,

Acdd another padr

e

gee MTU

oeles Iizoss - o8l eus Ilouile

* Sop P Igble 25838 £Jis 91208 IUpuwgse Iyum9pss JIJ edd: v cedso cels:
- Stw lu woge st Islzele IJoglys.
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Edit New Inline Set

€@ Invalid interface pair for Bypass. Interface Ethernet2/4 can be paired with
Ethernet2/3.

€@ Invalid interface pair for Bypass. Interface Ethernet2/5 can be paired with
Ethernet2/6.

€ Bypass is not available for Interface Ethernet1/3.

€ Bypass is not available for Interface Ethernet1/4.

Name MTU
test 1500
General Advanced
Bypass
Standby v

Interface Pairs

@ firstinterface (Ethernet2/1) v —@— @] secondinterf... (Ethernet2/2)

@ fourthinterfa... (Ethernet2/4) _@_ (@ fifthinterface (Fthernet2/5) v

This pair of interfaces does not support the selected bypass mode.

(@) interface3 (Ethernet1/3) e —@— (@] interfaced4 (Ethernet1/4) v

This pair of interfaces does not support the selected bypass mode.

Add another pair

e

IJoedd pu Slzed Idpuwegse ldyuwspss (GUI)



edlglbs: IUjse |JlsJ (Ethernet2/1-Ethernet2/2) welde.
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© Sup wddse IJigble B |uvoelué REST API.
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Hesponse Body
f

"error': {
"severity": "ERROR",
"key™: "Validation",
"messages”: |
"description”™: "Invalid MTU value, The MTU should be greater
than or equal to 1500.",
"eode”: "mvalidMuValuelnlnhneSet",

"location™: "mitu

i
!
|
i
:
Response Code
421

IJozdd po Logs REST AP

989> wuSsd ol IJlesl)

* Ipzesele ldpupput: sepd S8b pg Sbu bouses s EtherChannel.
© peeoele puopud pe wrlys ldlzejd: sepd Vb e lUslzole IUplbss ssebde 9296 U Js.
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* ¢bp DHCP
* uyesd DHCP
* gpsd DHCP
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* nat

« VPN
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* Netflow
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- spedu ldewy) eds Idyvedle Ws Ingfw/var/log/cisco/ngfw-onbox.log.
IJoze eu preses luvb, puopus.
- peld Jdigble IJpzopds Idos op ldees) edsol B Iuvedle:
- Jlesgp slzocly Ideels).

- Slzocly Jsuwl 9z welss wolde.

root@FPR-3110-Pair:/home/admin# cd /ngfw/var/log/cisco/
root@FPR-3110-Pair:/ngfw/var/log/cisco# cat ngfw-onbox.log | grep "InlineSet"
2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InTlineSetValidator: 548 - Invalid
interface pair for Bypass. Interface Ethernet2/4 can be paired with Ethernet2/3.
2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InlineSetValidator:548 - Invalid
interface pair for Bypass. Interface Ethernet2/5 can be paired with Ethernet2/6.
2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InTlineSetValidator:541 - Bypass
is not available for Interface Ethernetl/3.

2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InTlineSetValidator:541 - Bypass

is not available for Interface

* 0dd pu d6 1Jpas) pu 9lzod Idpuuetse IUyuw9pess (GUI).
- sop e Iizale £ Slzed IJeuwetse lyuwspss (GUI).
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e . i) e = = . admin
i) Firewall Device Manager - . ; v ik SECURE
il i 4 Manitoring Policigs Objects Device: firepower @ @ ® . Adlministrator asce’ SECURE

Ciseo Secure Firowall 3110 Thieat Defense @

(% Dashboard

EEE®® o000 o000«

Average Throughput

All Interfaces « Obus

Events CPU Usage Memory Usage Disk Usage
W useo
B Freo
LT
e OK_ 300 1% mm 024% mem 4%

ool w6 FDM

* 388w s p)9) Lozs pu CLI.

<#root>

> system support trace

Enable firewall-engine-debug too? [n]:
Please specify an IP protocol: ICMP
Please specify a client IP address:
Please specify a server IP address:
Monitoring packet tracer debug messages

[ packets show up here ]
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https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/3100/fw-3100-install/m-overview.html#id_80729
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/3100/fw-3100-install/m-overview.html#id_80729
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/secure-firewall-3100-series-ds.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/secure-firewall-3100-series-ds.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



