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1] B Test Malware! - WICAR.org - Test X - = ] X
i o I (] https://www.wicar.org/test-malware.htm| I Ay Y= -=-' g
WICAR.org - Test Your Anti-Malware Solution! HOME TEST MAL/

Select a test payload...

Each test will open up a new browser window at http://malware.wicar.org/. You may wist
all tests should be blocked by your anti-malware defences. If a blank window loads, then

EICAR TEST-VIRUS

MS14-064 XP and below

[S5L] The official EICAR.COM anti-virus test file. [55L] All Windows NT/95/98/2000/XP IE3+
This is a 16bit DOS COM file and cannot Internet Explorer Windows OLE Automation
run on recent OSes, but should be detected. Array (pre XP) CVE-2014-6332
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Name : wicarmalware.nfshost.com
2607 :ff18:80:6: :6a08
288.94.116. 246
malware.wicar.org
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C:\Usersh\Administrator:netstat -ano findstr ESTABLISHED
TCP ESTABLISHED
TCP ESTABLISHED
TCP ESTABLISHED
TCP ESTAELISHED
TCP ESTABLISHED
TCP ESTABLISHED
TCP ESTABLISHED
Tcp ESTABLISHED
TCP ESTABLISHED
Tcp ESTABLISHED
ICE ESTABLISHED
TCP ] 168.68.61:58635 788.94.116. 24 . ESTABLISHED
TCP 1 B.61:5 ; 14.116.: % ESTAELISHED
TCP 192.168.8.61:58637 788.94.116. 246 44 ESTABLISHED
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IP IJezds: 192.168.0.61

* IP gy wg>:208.94.116.246
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L Secure Endpoint

Dashboard

Inbox

Overview

Events

Analysis
Outbreak Control

Management

Administration

el 1Jsless [Jglpd

New rule in: MaliciousConnection

General

Rule name

BlockMaliciouslPs

Position

Top

Enforce

Direction

Out

Protocol

| TCP
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€ Policies
Edit Policy: TZ

8 Windows
Name TZ

Description

Mados and Engines

Host Firewall @

vill be enabled.

Outbreak Control
Device Control
Product Updates

Advanced Settings

MaliciousConnection.
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wluile Secure Endpoint

Commeon Vulnerabilities and Exposures

Sort By Sort Order

Apply Filters

Mac Linux Android

£5 DESKTOP-NUIEOTG in group TZ - Definitions Up To Date

Hostname DESKTOP-NUIBOTG

Windows 10 Pro (Build 19045.5917)

2025-06-10 08:52:41 UTC

TETRA 64 bit (daily version:

Enabled

(Updated : 2025-06-10 08:41:42 UTC)
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