lIJog)w eds poyd IJIJvd WOs 9236 wedp
o9 lJuolsé IJleyd

lJpzogsle

lJp 9500

S9uoe o3l ldpuwas Jsss weass Ideeyd 1Upuwdsd gu ldoilld pps> Bs 9236 wedpe u9bo
lJoolso IJT,ooé.

lJpolbdole
o900 Cisco Uiy oday Jssd pe,Ws Lldeslose IJoldss:
© 9236 wpdp wdbs IJuolss IUlews ey Cisco
lJpdovlo Idpuwespd
ouwow Idpgdsele 1Jglyo WO o3l ldpuwews 1Js luesble Ido)lez Ioldse:
* 9236 wpdp udbs IJuolss 1Ulews v5.4.2025030619
wp qu.ulc |J,°&J_9,o|u |.J_9|_,.>o -._95 o.)l IJrouuuLp Iou Ulao_,o |J,o_935.>o a_9._s R I,c;&oJ._so tluoo.

Jp v J

lo w228 IUprd IJuoest IJpuwdsd ev uups pesu 09 Iz 1Jgble IUlsdss B Bop boses
lJere soguosuee wuvdd Veld.

IJed



1. 100dJ IJs wodes IJipsle B 9256 wpde AMP Ussd JJeos) eds e s IUss wogw B
lole e pu lJozdsdle Sso.

msi ProtonVPN.exe as W32.DFC.MalParent |Toctics | UVERTRY B Threat Detected 2025-03-09 05:23:12 UTC

File Detection Detection
Connector Details.

Comments MITRE | ATT&CK

2. 168, 1s89us 1Jluul Jbee puwly 1Jzols.

ls 8906 puwly 1Jzols

3. sedud Eue wluosd e 1Js Idsess wre odluasd IJouslb.

oluosd 1dzre WS puwl) 1Jzols

4. 8p NJoprs) IJs IJigudd Jogsss pdlo 1JIud zuwe 1dEuwe.

op lJIgvd L9l ulbs Idpdbg



odpse lu Bop 030 IJpedsple 09 o) Lo9)s Jodsse buses IJuors supss»
Ilpwewels IJpoluwe JJodsse wuvdd puse- wldlualss 1Js 3dd. spdo Tu suwles
09V9s, 030 IJuvdlosd gus bhuwld 2lds Ids TAC Jlg)le wpdsdle lsgloss ¢lbiss s
wuwse ldgpdss.

lo sdsu lue ser) o syvles IJ sIuvd zuve Suwe 19 s puwless luplds: louad o TAC.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



