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https://console.amp.cisco.com/compromises

Roman-VM1-Clzco

File Detection

Connector Datails

Roman-VM1-Clsco
File Datection
Connector Datails

Comments

abcdetxt Win.Ransomware. Elcar=W32.EICAR.15lc
Detection
Fingerprint (SHA-255)
Fili: Narmi
Fie Path
Fie Size
Parent Filename

o5

abcde.ixt 25 Win.Ransomware.Elcar-W32.EICAR.15lc
Detection
Fingerprint (SHA-256)

File Name

021-10-05 15:25:32 EDT

2021-10-05 152532 EDT

File Path
File Size
Parent Fingerprint [SHA-256)

Parent Filename
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Moved to ISOLATION group from TEST SINGLE P... Threat Detected 2021-10-05 15:26:05 EDT

Threat Grid Submission on Medium Severity Threat Detected 2021-10-05 15:26:05 EDT

Forensic Snapshot on Medium Severity Threat Detected 2021-10-05 15:26:05 EDT
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Roman-VM1-Clsco XyZ.Ixt a5 WinRansomware Eicar=W32.EICAR.15Ic ._.' at tected 2021-10-06 15:43:42 EDT
File Detection Detection
Connector Details Fingerprint (SHA-258)
Comments File Name
File Path
Parent Fingerprint (SHA-256)
Parent Filename

55

Roman-VM1-Clsco xyz.ixt 25 WinRansomware.ElcarzW32.EICAR.15lc + 2021-10-0G 15:43:42 EDT

File Datection
Connector Details

Comments

Detection
Fingerprint (SHA-256)

Fila Name

Error Details File Path Cowyz et

Parent Filename
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Automated Actions Action Logs

Threat Grid Submission on Medium Severity Threat Detected 2021-10-05 15:44:13 EDT
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Dashboard

Dashboard Inb»an Overview Events D5 Clarity

5.6% compromised 30 days ~ || 2021-09-05 20:58 | 2021-10-05 20:58

Significant Compromise Artifacts

TEST SINGLE PC FILE ~ | eicarcom

Server

CUSTOM

Compromise Event Types

) Threat Detected
IR Guaortin Fare

@ 1 Requires Attention @ 0 In Progress & 3 Resolved

£S Roman-VM1-Cisco in group TEST SINGLE PC 4 events
32 Not Isolated
Hostname Roman-VM1-Cisco Group
Operating System Windows 10 Pro Policy
Connector Viersion 7.45.20701 Internal IP 1€ D
Install Date 2021-06-11 10:08:24 EDT External IP LT 19 |~
Connector GUID B35L In5458cd Last Sean 2021-10-05 16:39:38 EDT
Definition Version TETRA 64 bit (dally version: B5826) Definitions Last Updated 2021-10-05 16:04:18 EDT
Update Server tetra-defs. amp.cisco.com

Processor 1D 118bibMD0S0E5T

Related Events Vulnerabilities
2021-10-05 15:33:08 EDT No known software vulnerabilities obsarved
2021-10-05 15:33:08 EDT
2021-10-05 15:43:42 ED

2021-10-05 15:43:42 EDT
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D 1 Requires Attention

o

@ 0 In Progress @ 3 Resolved

o 52 Roman-VM1-Cisco in group TEST SINGLE PC

&2 Mot Isolated
Hostname
Operating System
Connector Version
Install Date
Connector GUID
Definition Version
Update Server

Processor ID

Roman-VM1-Cisco Group

Windows 10 Pro Policy

7452070 Internal P

2021-06-11 10:08:24 EDT External IP

B3L 458cd Last Seen

TETRA 64 bit (daily version: 85826) Definitions Last Updated
tetra-defs. amp.cisco.com

118bib 00050657

Sort | Date

I 4 events

19
B
2021-10-05 16:39:38 EDT

2021-10-05 1620418 EDT
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Dashboard

Dashboard Irikyene

0% compromised

TEST SINGLE PC

Sernver

Prodect

Events 1035 Clarity

J0 days -~ || 20271-09-05 21:05 | 20271-10-05 2103

Significant Compromise Artifacts

CUSTOM

Compromise Event Types

PROTECT-NOTE
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Dashboard

Dashboard Iniban Overview Events 105 Clarity

5.6% compromised 30 days ~ || 2021-09-05 21:14 | 2027-10-05 21:14

Significant Compromise Artifacts

FILE | BlCar.com

CUSTOM

Compromise Event Types

=) Threat Detected
m Quarantine Failure

@ 1 Requires Attention ® 0 In Progress @ 4 Resolved

[ | Sort | Date

| i= Roman-VM1-Cisco in group TEST SINGLE PC I 2 events

o2 Not Isclated
Hostname Roman-VM1-Cisco Group
Operating System Windows 10 Pro Policy
Connector Version 74520701 Internal IP . (LY
Install Date 2021-06-11 10:08:24 EDT External IP 64 9w
Connectar GUID B2 Last Seen 20271-10-05 21:12:45 EDT
Definition Version TETRA 64 bit (daily version: B5826) Definitions Last Updated 2021-10-05 16:04:18 EDT
Update Server tetra-defs.amp.cisco.com

Processor ID 118bfbff00050657

Related Events Vulnerabilities

m 2021-10-05 21:10:56 ED Na known software vulnerabilities obsensed

[ Medium | i 2021-10-05 21:10:56 EDT

Ssel sds 22l 22828 Lopo "




Automated Actions

Automated Actions Action Logs

Threat Grid Submission on Medium Severity Threat Detected 2021-10-05 21:11:29 EDT

Forensic Snapshot on Medium Severity Threat Detected 2021-10-05 21:11:28 EDT

el Sop wedsd luwe ldpuosd wew IUg pdsle 1UIJss: Bluo sgss wozsoo lJs puwl 1Uzol;
2SS Spdud pdlebs IJJGbs ldos sop lugilsol wezyd wapwse edlpd IJowssew IUdpusyc.
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Device Trajectory

53 Roman-VM 1 -Cis group TEST SINGLE PC 2 COMpIomiss events |Spandeng bess than a
:§§ Pt Heclated
Hoatmname
Dparabing Syslem Policy
CoNNGCIon Vorsion Intermal W
Extemal I
S458ed Last Seen 2020=10=05 21:11:40 EDT
TETRA B4 bit (clally version: 85826) Defnitions Last Updsted 2021-10-05 16:04.18 EDT
Upsdabe Server tedra-diefs amp cisco.com

Procgssor ID 188LHMD00SDES T

Related Events Vulnérabalites

2021-10-05 21:10:56 EDT N kncrar ol i il alikbes ohoaresd

==
== T 20E1-10-08 21:10:88 EDT

Sswe logile J§bs we> 385860 Jpl 09 p9 o B 1Ju09,6.

Device Trajectory

58 Roman-VM1-Cisco i group TEST SINGLE PC 2 coempeomse events [spanning kess than 2

% kol [solated

SCIOn Version 74520001 O |~
Instll Dl 20E1=06~11 1000824 EDT B 8w
SE1or G B3, raicd 2021 =10-06 2921140 EDT
TETRA 64 bit (dally werslon: 85826) 2021-10-05 16:04:18 EDT
Update S ieira

Processor ID ELEMIO0S0E5T

Relaled Events Vulnerabilities

=3 i 2021-10-05 21:10:56 EDT My knecrwen aoibwane vulnerabilies observed

2110056 EDT
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Dashboard

Dashboard Inbox Cwverview i0S Clarity

1 _8% compromised

127681

o...

AB_.
ab
abhe...  imont
e yujterad Prat- CK jesuto
Stikel....
M i Ro...
i34413 jes.. Prat-test
e p.. edubar

TAC

sumit

L= P Dinsh...

IND...
2.zl Audit

him... | jorgg
fsquirt  jorg el

@ 11 Require Attention ® 1 In Progress & 7 Resolved

E8 win in group prandave

2 DESKTOP-078F5Q1 in group elirojas Windows Week 3

¥ SUMRAM-M-V5AS in group sumit_group

ES DESKTOP-NHVAFUE in group fsquirt

&2 DESKTOP-TNC3KTK in group ncalvaca-test-change

8 DESKTOP-K9THOUS in group edubarma_7_2

£ DESKTOP-OT8F5Q1 in group jesusm2_7.3.15

£8 josemhie-clone-2 in group josemhue_testing_files

2 DESKTOP-SESRSS1 in group traininggroup_iscarden_sep

B2 NEW-W10.5vd01.1ab in group danieben

104

30 days 2021-09-11 21:47 | 2021-10-11 21:47

Significant Compromise Artifacts
FILE | 2546dcil.. BeSeedad eicar_com.zZip
FILE | 275a021b...16511d0f eicar.com. bxt
FILE | el1105070..e7470397 eicarcom2.zip
FILE | 4a4 Unconfirmed 483963.c
FILE ¥ Je3189celfe24524_0

i 2 (3(4|5|6|7

Compromise Event Types

) Threat Detected
IEEEE Threat Quarantined
=) Quarantine Failure

High | ExecutedMalware ioc

) PowerShell Download String

2 3>

4 events
8 events

7 events

42 events

1 event

1 event

9 events A
80 events

1 event

wped w28 Idpzeses S Hsbs IUpbs loodd lds odd 1dpzeses IJos Gpul Ssol
o9 IJzre. 90,1 J9z9s s wolss 91zr6 V@Gl WV 030 IJpzeogs: Sizs pdlzbsd
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Dashboard

Dashboard Inkbox Cverview Events i05 Clarity

‘] OU% compromised 30 days ~ || 2021-09-11 21:47 | 2021-10-11 21:47

traInINgGroup_SCarden_sep i Significant Compromise Artifacts

nca... jua FILE | 2546dcl.. GeSeedad eicar_com.zip
nc

— or FILE | 275a021b...16511d0f eicar.com. it
nca.. jorg AR FILE | @1105070...a7470397 eicarcom2 zp
m i -

trainingQroup_iscarden_sep abhs Umaont
yujlerad  pey jesirto.
Stkel..
J Ro
134413 jms . Prat-test
A il e Compromise Event Types

Iei isc DHrsh =T Threat Quarantined

Orbi. jmaciasc

Audiy Th .
Threat Detected
o | Medium |
fsquirt jrg.. hsivel... m Quaranting Failure

TAC

surmit

© 1 Requires Attention @ 0In Progress & 0 Resolved

L &8 DESKTOP-SESRSS1 in group traininggroup _iscarden sep 80 events

Hostname DESKTOP-SESRSS1 Group

Operating System Windows 10 Home Policy

Connector Version 7.3.15.20174 Internal IP 10

Install Date 02 9-23 21:12:23 UTC External IP B4

Connector GUID : Last Seen 2021-09-30 07:45:03 UTC
Definition Version TETRA 64 bit (dally version: 85778) Definitions Last Updated 2021-09-30 07:45:03 UTC
Update Safer telra-dels amp.cisco.com

Processar ID Of8bfb0000061

Related Events Vulnerabilities

2546dcfl.._6eSeedad 2021-09-27 20:34:34 UTC No known software vulnerabilities obsernved

| Medium | 2546dcil._ Gedeedad 2021-09-27 20:34:36 UTC
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