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l2ool lads
Jbbé IJg5dc 1wl Llple luwogdle Isds JJozdd pu ldlouold soidss wuss IJuslole.

https://dhxyz-sma2.1iphmx.com/sma/api/v2.0/quarantine/messages?quarantineType=pvo&quarantines=TEST_QUARA

wusot ldoslule

u9bé yolss 9lzos wyped lJuboussle: susly URL IJiuuluu§ J9lgod wypzd wbousyle °
SMA (eJs uvesd lJpold: https://dhxyz-
smaZ2.iphmx.com/sma/api/v2.0/quarantine/messages).

luwe IJe5d: peyd Idesd IJElue » PVO (gds uvesd Idpeld TEST_QUARANTINE) IJ3s
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https://dhxyz-sma2.iphmx.com/sma/api/v2.0/quarantine/messages)
https://dhxyz-sma2.iphmx.com/sma/api/v2.0/quarantine/messages)

https:ffdh5560-sma2. iphmx_com/smaya 2 0/quarantine/messages?quarantineTypa=pvolkquarantines= TEST_QUARANTINESlimit=2:

bdo GET IJ¢gluo vuwed [Josss

TEST_QUARANTIMNE Centralized Policy 16

ouwlisd TEST_QUARANTINE
IJlzeol) Isds e CURL

louble 55 puel> 86 Basebd Ippss Joluw IJegssd:

echo -n 'username:password' | base64

lowels JI8s 10, uls]

G woudss bl lehs IJoszse Juweple Iuwlsd [Us pdo8 peds:

curl -X GET "https://dhxyz-sma2.iphmx.com/sma/api/v2.0/quarantine/messages?quarantineType=pvo&quarantin
-H "Authorization: Basic token-generated-in-base64" \
-H "Accept: application/json" \
-0 response.json

Jozdd eu e IUlzelds

w2dd pu IJess Ulzplds Jhuwlsd Idos wp oddsol:

$ grep "totalCount" response.json | awk '{ print $2, $3}°'
{"totalCount": 24},



Lo dsé MIDs JdJ pzlJ

Iowegse JQ Jouodss MIDs JJ)uwlisd IJos o luoshol (8ds uwwsd lJpeld: [Joobss
cuve ldeeld).

$ jg '[.data[] | select(.attributes.sender | endswith("@labcisco.com”)) | .mid]' response.json > mids-1
$ cat mids-Tabcisco-domain.json
[
440,
439,
438,
437,
436,
435,
434,
433,
425,
414
1

Spdu o seblud £33 MIDs 3l §po wlple wpe Bs TEST_QUARANTINE B 9lzoé Ipuuctse
lum9pss J SMA.

Search in Quarantine "TEST_QUARANTINE"

Search in Quarantine "TEST_QUARANTINE"

Note: For best performance, your search should contain envelope recipient

Message Received: @:‘ Today ':::' Last 7 days ':::' Between date range: to
Envelope Sender[ Contains w | Ilabcisco.com
Envelope R;Edpient[ Contains w | I
Subject | Contains v ]

Criginating ESA: I

Attachment: | Name: I

Size: | Less than v || KB to KB

ovosyy Idgd



Messages in Quarantine: "TEST_QUARANTINE"

_menwlumwmgvj Reieass | Delete Il
Sender Recipient
wepm 0,60 g

kvkbknOc@labaisco.com
€190909)@abaisco.com
shkglvg3@labeisco.com
eaihGkZz®labeisco.corn

Gedublso@labeisco.com

lb@example.com
lab@example.com
Iab@exhrnphe. com
lab@example.com

lab@exarmple.com

vh dee0m
601Agr2 i be £BT
14t1py) corm de.com

320atnm3@labeisco. car

lab@exarmple.com

Subrject

wector salar
pixel deita
L terra
LETE ECES
cloud cloud
pinel salar
quantum alpha
amega slphs
sigma beta

wector claud

Received =

15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:24 (GMT -07:00)

15 Mar 2026 11:01 (GMT -07:00)

Scheduled Exit
17 Mar 2025 03:25 [GMT -
17 Mar 2026 03:25 (GMT
17 Mar 2025 03:25 [GMT -
17 Mar 2026 03:25 [GMT -
17 Mar 2026 03:25 (GMT -
17 Mar 2026 03:25 (GMT
17 Mar 2026 03:25 [GMT
17 Mar 2026 03:25 [GMT
17 Mar 2026 03:24 (GMT

17 Mar 2026 03:01 (GMT

07:00)
07100}
07:00)
07:00}
07:00)

-07:00)
-07:00)
-07:00}
-07:00)
-07:00)

Size

116K
1.15%
1.14K
1.16K
1.2K

1.19K
1.2K

1.21K
1.15K

1.2K

In Other Quarantines | Originating ESA

- BETA-ESA (68.232.147.138)
= BETA-ERA (68.232.147.138)
. BETA-ESA (68.232.147.138)
= BETA-ESA (68.232.147.138)
E BETA-ERA [68.232.147.138)
= BETA-ESA (68.232.147.138)
= BETA-ESA (68.232.147.138)
=] BETA-ESA (68.232.147.138)
= BETA-ESA (68.232.147.138)
=] BETA-ESA (68.232.147.138)

Massages in Quarantine: “TEST_QUARANTINE"

Wiew All Me-ss-agesl Search Quarantine. .. |

Quarantined for Reason

Content Filter: “test_quarantine'

Content Filter; “test_quaranting'

Content Filter:
Content Filter:
Content Filter:
Content Filter:
Content Filter:
Content Filter:
Content Filter:

Content Filter:

“test_quarantine’
“test_guaranting'
“test_quarantine'
“test_guarantine'
“test_guarantine’
“test_guarsiting'
“test_guarantine’

test_quarantine'

Tracking

View

volsg 1Jg)d

oo 9s6 MIDs gluile 2p9Jo

Sp v dss MIDs gluuble pdd IJze9Js.

$ jg '{action:"release", quarantineType:"pvo", quarantineName:"TEST_QUARANTINE", mids:[.data[] |
$ cat payload.json

"action":

{

"release",

"quarantineType": "pvo",
"quarantineName": "TEST_QUARANTINE",
"mids": [

440,
439,
438,
437,
436,
435,
434,
433,
425,
414
]

}

oudss IJlgesl, (POST)

buwld bdo 1dluesl [Js SMA:

$ curl -X POST "https://dhxyz-sma2.iphmx.com/sma/api/v2.0/quarantine/messages" \
-H "Authorization: Basic token-generated-in-base64" \

{"data": {"action":

-d @payTload

-H "Content-Type: application/json" \
.json
"release", "totalCount": 10}}

select



Sun Mar
Sun Mar
Sun Mar
Sun Mar
Sun Mar
Sun Mar
Sun Mar
Sun Mar
Sun Mar
Sun Mar

lJoesl pu ldoolseg

lJozdld pu wvedlo_lJoss>

ew IJozeld pu mail_log JJ,uwlisd Idos wp luosl)ol. @pdg,d o 9s6 HwlisJ GREP
"release" mail_log 9o, w wblgle MID IJos o@9p wouodswol ledlor o w oJd IJos wp
luoslyol.

15
15
15
15
15
15
15
15
15
15

11:
11:
11:
11:
11:
11:
11:
11:
11:
11:

48:
48:
48:
48:
48:
48:
48:
48:
48:
48:

21
21
21
21
21
21
21
21
21
21

2026
2026
2026
2026
2026
2026
2026
2026
2026
2026

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

MID
MID
MID
MID
MID
MID
MID
MID
MID
MID

436
425
414
433
440
439
434
437
435
438

released
released
released
released
released
released
released
released
released
released

from
from
from
from
from
from
from
from
from
from

quarantine
quarantine
quarantine
quarantine
quarantine
quarantine
quarantine
quarantine
quarantine
quarantine

"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"

(manual)
(manual)
(manual)
(manual)
(manual)
(manual)
(manual)
(manual)
(manual)
(manual)

t=1393
t=1411
t=2787
t=1397
t=1387
t=1388
t=1396
t=1391
t=1395
t=1390

IJozdd poluivyd Os 9lzes Idpuwegse lyuwsess

Bl See wuduw Iduee Jdeeld IUss Spe wlbdl$o: Suwess o Iduee Jlszess eds volse:
ol Jlve wpe luesl Jlwe 1) wlisd.

Messages in Quarantine: "TEST_QUARANTINE"

Messages in Quarantine: "TEST_QUARANTINE"

||| sender

Recipient | Subject

Mo records found.

Received + | Scheduled Exit

Size

View All Messages

Search Quarantine...

In Other Quarantines | Originating ESA | Quarantined for Reason | Tracking

&d lJoolseg 1Uzas»6

Je2dd oo lovedsle AP

wvles ldosss



Ip wlghsé wyvgsd I._JiroJ get oo luwo b gpse IUyuwlisd Jdolds pu lug sl o totalCount i_9 &3p
929> puld3 MID pgsus wes Idlu.

https://dhxyz-sma2.iphmx.com/sma/api/v2.0/quarantine/messages TquarantineType=pvolquarantines=TEST_QUARANTIME &limit=25&offset=0&orderBy=received&orderDir=descista Send

luwoedle GET Juwles IJunss

Jsud

$ curl -X GET "https://dhxyz-sma2.iphmx.com/sma/api/v2.0/quarantine/messages?quarantineType=pvo&quarant
-H "Authorization: Basic token-generated-in-base64" \
-H "Accept: application/json" \
-0 response.json

$ jq '[.data[] | select(.attributes.sender | endswith("@labcisco.com”)) | .mid]' response.json > mids-1
$ cat mids-labcisco-domain.json
[]

lbo3b Isuwlisd 1 ezees (500 5uulJs)

JJegled pe 1Jgpdsle IJJus)s wdeldsé Sew o wdop Jsdss 1bé pzpstle IJuslule
lJJosi6 oluwegsle wrdse Iduodzlo. gusel weolz lJs peldzs £33 Jos) pu luwlisd: szo
eurle pedele 1 9ldLlzs Juoelu luwe o preses Idoslole IJdleds woso wels) $s9>
lovoeled 9lzos wyped IJobousyle.

wowb pedele 9lzes wypzs lJobosile Jdepdslo IUpzpes
ewd luwupb Jpssé Jous,)é pu Idyuwlisd: iuuoé)ro o3l 1Jpub 9 Jodssy bdod:

lJg>: sg2s 3JdY g Idywedle lJos op beleol JJJ bdo. wsupl spdoud joub o3l gds »
&> Jus) (8ds wwwsd 1deeld: 500 Is 1000) JJzuesd eds pis> po Iuslule B 95w
Slesc wid,) ble lJuble geldle lowole 1Upods |Jpzwpds.

lJllgé: seas 03l u¥lbbs wilsé pee9sd IJuulisg IUglueé . I3l welys 1Jgss IUlgplds ¢
Juwlsd 1des ldpuwpese wvo Jrsd Sseo edsd 0udss bdole pogss: pel $isd> pu
Bspd IJoeasue o brsd Bsped IJe> Ss JJ luwensgle Jled (eds uvesd Idpeld.
lJ5126=0. 1J15126=500. 1J];lz6=1000).
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https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma16-0/api_guide/b_sma_api_guide_16_0.pdf
https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma16-0/api_guide/b_sma_api_guide_16_0.pdf
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https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma16-0/api_guide/b_sma_api_guide_16_0.pdf
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