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Add Certificate: | Create Self-Signed Certificate [~ ]

Common Name: ISAML_SSG

Organization: ICiscn

Organizational Unit: IESA_TAC

City (Locality): | |Raleigh

State {Province): INC

Country: Iug
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Certificate Name: | |[samL ss0

Commen Name: | SAML_SS50
Organization: | Cisco
Organization Unit: | ESA_TAC
City (Locality): | Raleigh
State (Province): | NC
Country: | US

Sigmature Issued By: | Common Name (CN): SAML_SSO
Organization {O): Cisco
Organizational Unit (OU): ESA_TAC
Issued On: Sep 20 15:50:27 2019 GMT
Expires On: Sep 7 15:50:27 2069 GMT
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pkcs12 -in SAML_SSO.pfx -out UNIX_FULL.pem -nodes

Se worrsy Mezossle s8uwe Idetele [ds pddsu.

1. sobdo ldpdw Idezed 2osol wzys) eluss.

2. 100z pdVOsy VLESULWS p2y UueILe 9luwpo el <name>.crt g9<name>.key.
3. logwe IdBuwe —wse Idubolis— gJId — wolss I bolse— po 1 pdus 1 ez9J.
4. 1duo8 1dpzossle Bs pJd <name>.crt glzdbo.

5. louwg Idpdlog — wae ldpsolz IUgluo — po 2dId — wolsé IUpBdalz 1gluo — o Idpdd
1Jp29J.

6. IJuod IUpzossle Ws pdud <name>.key glzdbo.

7. s5pJdu IJlo oepesd [Juvols 9ldedolz [Js zje SAML SP o0 IJodsso.

lJlb,s.96 2: iuuo'a)p I.Jiro_) OpenSSL Jluuble j9z yuoble 9pvulz Slos IJosdse
Ipucgse 030 1Jbb,586 gwpl Sz lugile 59z Uolsle 9pBalz puluing pu uulo; IUlsle,.
Sp wlugvle j9z IJuvoble sldpdelz.

Bp wouvgsd I, OpenSSL s glzos Lulb, I9le, Unix Ig Linux Is MacOS. I wowsd 1Jeeld
lJlgwe IJpbdse.

<#froot>

openssl
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$ openssT req -newkey rsa:2048 -nodes -keyout saml_sso.key -x509 -days 1095 -out saml_sso.crt
Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be Teft blank.

Country Name (2 letter code) []:US

State or Province Name (full name) []:NC

Locality Name (for example, city) []:Raleigh

Organization Name (for example, company) []:Cisco

Organizational Unit Name (for example, section) []:ESA_TAC
Common Name (for example, fully qualified host name) []:SAML_SSO
Email Address []:user@example.com
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rsa -des3 -in unencrypted.key -out encrypted.key
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writing RSA key

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:
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