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- |DP parses SAML request

- Stores RelayState value:
- Idocs/ab123678/f

pdlebsé: swgs) eds SMA [uuble uolsé p99g6 dlosl. spdud Is ol louile uolss eds

Identity

odsyu 193 1Jgre6

End User Service
Provider Browser (Agent) Provider
End User accessing a deeplink
1 htips:/facme.example.com/docs/ab123678/f_123 ) 2
’ = SP generates SAML request
- Includes RelayState as:
Service Provider redirects - “ldocs/ab123678/f_123
3 SAML authentication request back to browser
with RelayState=/docs/ab123678/f_123
Browser relays SAML request
( To IDP
123
Identify/Authenticate
D. the user
IDP generates SAML assertion
and sends it back to browser
ith RelayState=/docs/ab123678/f_123
6. hul > ik —~ > Browser relays SAML assertion
7 back to the SP with
- RelayState=/docs/ab123678/f_123 ’ 8
- SPvalidates SAML Response
If user is authenticated, SP sends - Parses RelayState value as:
Q. securitycontext to browser and presents - “/docslab123678/f_123"
the requested resource
( “ldocs/ab123678/f_123"

lJodosuy

(SP) £J.s zol; SMA

Jeodsss SMA Jp9d, 2306 SAML JJs o9 1Js EUQ. ided 1 bsle 1Jolss:

woved 1Usged [Js 9lgosé 95w SMA 1.

loodd IJs bl

|Juble > SAML.2.

22> luol96 099, £300.3.
VIS peyd Jslu pj9> 1Jgdp0: bd peyd Il 1Uss spdud lsol odssuo s OKTA 4.

Sedd pu pde Cuuwsd pEr IJluwe 98wl URL ¢306 Ip ueodd Joldss IUlwe (ACS)5.

Jolzos EUQ.

WIS ywolxs SP §p wugpsd yvolhs Jusdse bdole SAML.6.

S

ESA sooss 0l JJluwegslp eJs SMA.



Edit Service Provider Settings

Service Provider Settings

Profile Name: ITest
Configuration Settings:
Entity ID:  [mysma
7
Name 1D gasis:names:tc:SAML: 1.
Format: (¥ Y . g
Assertion
Consumer
URL: (7
P
sP h file Mo file ch
Certificate:  Cheesefile  Nofile chosen
Private Key:  Choose file Mo file chosen
Enter passphrase: |..........
Uploaded Certificate Detalls:
Issuer: C-IN\CN-myte-stsma.cism.com'l.L-hangalure\.D-cism.com'l.ST-_'_‘rU-ciscu
Subject: C=IN\CN=mytestsma.cisco.com\L=bangalore\D=cisco.com\ST= | cV=cisco
Expiry Qct 11 01:55:18 2029 GMT
Date:
Sign Requests
Sign Assertions
Make sure that you configure the same settings on your Idantity Prowider as well.
Organization : -
el Mame:  [Cisco Systems I
Display Mame:  [mytestsma.ciscoeuq.com
URL:  |https://mytestsma.ciscorug.com:B3/
Technical
I:
Contact: Emall: |

lea1> p9 9, 1UE>p6 B 8lz0d Idpuwatsp Isuuspss (GUI)
cdoso wbosd SAML s OKTA

Jlogile obosd SAML 2.0 b OKTA Js o] SMA EUQ. ideJ 13 bl 1Jelss:

wwed 1Usg9d 1Js OKTA Jpuded.1.

lbodd lds vbousyle > obosllo Gp e logsle wdlpd obosy.2.

22> SAML 2.0: &p o> IJolds 3.

bed luwe Idobosd: eds wwosd IJpold SMA EUQ. ¢p 235 Idelds 4.

B ewdlu URL Jogwzsd 1Usgsd IJizhbs: Ibed euslo URL J SMA ACS pu leshle 0395.
copo SMA.

s URI JJzpeo9) (perwd Jsly SP). i)é.J OO p&HV IJIJslu IJpdyy eds SMA.G.

Joouwsd perd Idluwe: 225 g0slo Idosss IUIJIe,90s.7.

wlJouwes Jlgwe puworp IJobosd 22> couwsd luve puvetse OKTA IJpul 8.
Jeedss IJogiy 1glues wd.

IJpd IJpglde: p ldoe IJobousd 1Jzass 9louwe pJd wslule wg)sad IdP XML 199.
wslule IJog)sw URL.



L O mal-org-710728 - clace-sma: - X R

« ¢ @ @0 & retps I - comaci o s Mmoo e £

SAML Settings Ean
Single Sign On URL Ftps:ffertistions cibeoewy com B3
Reeiplant AL Pt S RS0 OB
Destination URL hetpsiierytastsma ciscoaug. com: B
Audience Restriction mysma

Defauit Reloy State

Name 1D Format Emaildeoss

Response Signed

Assertion Signature Signed

Signature Algorithm RSA_SHAZSE

Digost Algariihen SHAZSS

Assertion Encryption Unencrypted

SAML Single Logout Disabled

autheComentClosiRel Paisword Protected Trarspan

Honar Force Authentication Vo

SAML lssuer ID ittt et comi$org eatemalioy

&2 p¢d OKTA
oJ9sU 099 1Jo9ss (IDp) eds zol; SMA

Jodsse OKTA Jesd, 1Josss (IDp) eds SMA. 19 IJgbogle 1Jeldss:

wved [Usgad 1Js 9lzod 9so SMA 1.
lowdd 1Js bhs IJolble > SAML.2.

oo lesble p9d) 1Josss: §p wluwesl wslole weasd Okta ldP pu IJSwe Iduwlod 193.
S bl 1J8se $2935l.

Edit Identity Provider Settings

Identity Provider Setting

Profile Name: |Tesl:

Configuration Settings: ° Configure Keys Manually

Eiﬁfi'\-’ D: Ihttp:ffwww.okta.co;_

SS0 URL: https: // I\ 2 com/app/mailorg710125_cis
L) cosma_1 I s <o/ sam|

Certificate: Choose file No file chosen
Uploaded Certificate Details:
Issuer: C=Us\CN=INEEEE =San
Francisco\0=0kta\ST=California\emailaddress=info@okta.com\OU=5S0Provider
Subject: C=US\CN=INER\|-San
Francisco\O=0kta\ST=California\emailAddress=info@okta.com\OU=S50Provider

Expiry Oct 14 12:29:40 2029 GMT
Date:

Import IDP Metadata

No file chosen

| Submit



lesble wososBle IDp B 91206 [Jpuwegse lUyuwsess SMA

CESSU puvdpsu Jubusg OKTA

Jduwele Jdpuwetreso wldeuohb§s eds SMA EUQ pu edld OKTA: §p wogsso puvegdesu
9 pzesele Joboss OKTA:

Ws OKTA! Ve IJobosy 1Uss igu'biooﬁ.
lowwd IJs Ideole > IJlgugluo &p 23> wgssu.2.
T CESSU wedly JJ puwgdpc &p > wp.3.

@ Ccisco-sma

Active = L View Logs

Assignmeants

Assign = A Convert Assignments People -
EILTERS Persan Type
il ua £
inport@test.com S
Groups
1 I Individual L X
R Gestcom

UESSU puwEpSU DS po¢d OKTA

N

pdlebé: spdud vessu ldpumwetrps $298l 9p5lews IJpuverpsy pu Active
Directory lg | ywegsle wdled 3Jsd 1) s>8p0 OKTA.

wJd9sy MFA W s OKTA (lzoshs)



Bl oo o8 puolb 86 pugsss IJeglpd (MFA) JJsueed IUs EUQ W ¥ e wodyse uwsluwlo
MFA s OKTA JJoboss:

Os ble OKTA lvodd IUs Ui,olo > |Jpol>96.1.
Ip wodasu IJegled IUpbdycs: eds uwosd IJpold. OKTA Verify l9 Google Authenticator2.
l9g SMS: 99, vobousd IJuwsluws eds wbosd SMA EUQ.

lJoedld pu wouwesd 2¢9d SAML

IJoosed lJpesdes: Jdoedd pu ldodssu: 1dpd Igbsle 1ol sé:

Bp wlJluwes)lue JJsuesd IJs gusle URL SMA EUQ: gJs gwosd IJpeld. https://<sma-1.
fqdn>:<port>/.

olds pu lghs wozse lJpuweg,uo 1Js OKTA Jdpuol> §6.2.

I3l op wpdso MFA. 1Jed wpas MFA.3.

olds pu 18 w9zsod o6 g6 IJs paed £5J 1duuss Ideuislss J SMA. Jol spdodd.
IJsue9d s 9bliss IJg5d.

Connecting I.I@

okta

cuwesd 1sgsd wluwegsle OKTA



eld ses Jdozdd pu OKTA
‘Clscg Seam Cuaraino

Spam Quaranting

Saarch Hettagt [ v Searih

Dmslaving | — & of 4 Aemg.
Tt e, =3
teom Subjert Dite w Sae
I bt 1400k POLE 2CKE GGHT 49530} L
I awdirn 14 on PO B OMT 284080} L
] i a4 G AR dEcRE (OME 95 M) (B
] pre— 4 O BATH FECKE CGMT 48593} (B
TR AT Ll St |
Dempianing b — & of 4 gwma
B [P (et it

Sue &d IJosss Idegisliss wed ouvesd 1Usgsd wluvegsle OKTA

R
W ral

ral

Connecting to &

O

okta

Okta Varity

Ener your i v

Entesr Coda

y passoDde




agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



