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i Add Relying Party Trust Wizard x|
Select Data Source
Steps
Select an option that this wizard will use to obtain data about this refying party:
@ WWelcome )
) ! Import data about the relying pary pubkshed online or on a local network
@ Select Data Source
Lisa this option to import the necessary data and cestificates from a redying party onganization that publishes
@ Speciy Display Name its federation metadata online or on a local network.
@ C_:.‘;,-_ Mubti-facto Federation metadata address (host name or URL):
Futhenticatio i

@ Chooss lssusnce

Authorization Fules BExmmpile: fs.contoso.com or hitps-//www contoso com./app
@ Readylo Add Trust (®) Import data about the rehing party from a fie
@ Finish Lise this option to import the necessary data and cerificates from a relying party organization that has

eported its federation metadata to a file, Ensure that this fie is from a trusted source,  This wizand will not
vabdate the source of the file

Federation metadata fis location: _
ZMCHS DSMMSAML SMA config'sma_saml_metadata sxomi Browese.
| Enter data about the redying party manually

Uisa this option to manually input the necessary data about this rehing party orgarization.
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Cisco ESA - Dev Properties *

Maonitoring |dentifiers Encryption Signature Accepted Claims
Organization Endpoints Proxy Endpoints Motes Advanced

Specify the endpoints to use for SAML and W 5-FederationPassive protocals.

URL Imndex  Binding Default Re
SAML Assertion Consumner Endpoints

https:fdh1111-esal.iphmx.c.. 0 POST Yes
hitps:fdh1111-esa2.iphmec.. 1 FOST Mo
https:fdh1111-esad.iphmec.. 2 POST Mo
hitps:/dh1111-esad.iphmx.c.. 3 POST Mo
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Add SAML..

Add W5-Federation ... Remove Edit
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https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/technical-reference/the-role-of-claim-rules
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Cisco ESA - Dev Properties >

Manitoring |dentifiers Encryption Signature Accepted Claims
Organization Endpoints Proxy Endpoints Motes Advanced

Specify the endpoints to use for SAML and W 5-FederationPassive protocaols.

URL Index  Binding Default Re
SAML Assertion Consumer Endpoints

https:dhi1111-esal.iphmx.c.. 0 POST Yes
https:fdh1111-esa2.iphmecc.. 1 POST Mo
https:fdh1111-esad.iphmec.. 2 POST Mo
hitps:/dh1111-esad.iphmx.c.. 3 POST Mo
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Add SAML...

Add W5-Federation... Femove Edit..
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Cisco ESA - Dev Properties *

Maonitoring |dentifiers Encryption Signature Accepted Claims
Organization Endpoints Proxy Endpoints Motes Advanced

Specify the endpoints to use for SAML and W 5-FederationPassive protocals.

URL Imndex  Binding Default Re
SAML Assertion Consumner Endpoints

https:fdh1111-esal.iphmx.c.. 0 POST Yes
hitps:fdh1111-esa2.iphmec.. 1 POST Mo
https:fdh1111-esad.iphmec.. 2 POST Mo
hitps:/dh1111-esad.iphmx.c.. 3 POST Mo

< >

Add SAML...

Add W5-Federation ... Remove Edit...
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Edit Access Centrol Policy...
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Issuance Transform Rules | Issuance Authorization Rules | Delegation Authorization Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name Izsued Claims

Edit Rule... Remove Rule...
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‘You can corfigure this nule to send the values of LDAP attributes as claims. Select an attribute store from
which to extract LDAP atirbutes. Specify how the attrbutes will map to the outgoing claim types that will be
issued from the nie.

Claim nule name:
LDAP
Fule template: Send LDAFP Altributes as Clams

Atribute store:
Active Directory
Mapping of LDAP attributes to outgoing caim types:

ﬂm"“m“’“‘“ Outgoing Claim Type (Select o type 1o add more)

E-Mail-Addrasses w | Mame 1D

Token-Groups - Ungualified Names v | memberOf
User-Principal-Name w | userPrincipalName

Bless pbldus ldezesd
2 luole. o
wuisd vslule ogysd IDp sozesdel [Js ESA

w8 1Jopld odysu Bless Idpbldole 9lde@s wldbyd 1dpgsd: 9p vouors) wslule og)sw
099, 1Jo9sé (IDp) 9oz psdol |Us ESA.

.& UedS)! @pdo Jl&bo uuu&.jJ Cop0 AD FS pé”ﬂ)&é CJU”IU |\Jr°u0|3-.§5 LJuuubo 9p V!a;)k:
0o U'a]ogé loole bl Iduoslus 131 Jje 1Ule).

Sp wlehs wuugsd ¢208 AD FS I3l Jjp Ile). *
I wougsd odo lJlglp,:

net stop adfssrv
net start adfssrv
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