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Message

|
UE SRR MR 5 & B-M.
Delete Archive Reply Reply Forward @ Attachment Move Junk Rules Move to Read/Unread Categorise Follow

to All Other
Your Ship EXpress Order was shipped

° o AppleService <apple-service@apple-service.com>

To: © Ramanjaneya Devi Madem (ramadem)

1, To protect your privacy, some pictures in this message were not downloaded.

Up

@

Send to
OneNote

Today at 12:52 PM

Download pictures

Dear Customer,

We thought you'd like to know that your item has shipped, and that this completes your order.

Your order is on its way, and can no longer be changed.

Your estimated delivery date is: Your order was sent to:
Friday, April 8 Home address on file

Shipment Details

Insured value: $300.00

Shipping and handling: To be paid on delivery

If you did not make that order, let us know as soon as possible to make sure we do not

charge you by visiting the Customer Service.

Click on the link below to track you package or notify us of an error:

http://www.shipment-express.com/en/tracking.html

We hope to serve you again soon!
Ship Express

Copyright 2016 Ship Express Inc. We understand the importance of privacy to our customers.

pold gds Idoyss IUIJIe,9us Phish [dezlds Bs edews oo [dpuuedse

ewsel $99p Idpumwede wlduds B98 euslu URL: sep gyu0 w096 IJpdlzbble oo Jdpumeise
9sboy o3l ldpuwese Jeis pu Blisps "wd)b IJud)" (1Uss $le wlduds woass eds euslu URL

PHISH) ws CSA.



Beware of the warning signs!

0 From: do-not-reply@intlshippingexpress.com

YOU'VE BEEN T
PHISH ED! Subject:  Your Ship EXpress Order was shipped

Company-wide simulation SHl P EXF)TSS.

in progress!

0 Dear Customer,

We thought you'd like to know that your itern has shipped. and that this completes your order.
Your order is on its way, and can no longer be changed.

Your estimated delivery date i Your order was sent to:

Friclay, April 8 Home address on file

Shipment Details

PLEASE DO NOT TELL YOUR Insured value: § 300,00

CO-WORKERS ABOUT THIS ik el Bl

" did ke that order, | kn sibl e di
PHISHING SIMULATION. e i s g esoind el it s

Click on the link below to track you package or notify us of an error:
https/fwww.shipment-expre m/en/tracking.htmi?

We hope to serve you again soon!
Ship EXpress

ee

We'd like to see if we can
hook them, too!

ALWAYS REMEMBER

peld Juowdes Idpdlzble Idos gusuvlesel IJeuwegse v 1Jud) 998 guslu URL Ws Idwyss 1UIJIe 906 Phish

IJozdd pu lduozs eds CSA

Swp &2 Vlispsd "lJuy) lJeed)," I>0loAnalytics > Standard Reports > Phishing Simulations > Repeat
Clickersas shown in the image.
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Jobs Uil s JJuo 26 yoew Report APl 2se spdu JJpumdsd Idees) eds 1ses Ideess JJzled

lJglbgs 1. 9p -__iopdgsg 0536 "lJo9ess Idlewsé po Cisco" B gubs [Jusss
IJIJIde90s 1dlewsd

B 91206 IJpwedsp ldyuwspssd (GUI) Jewlys Idesss IIJIe 908 1Ulewé: low§JSeurity Services >
Cisco Security Awareness > Enable . |Js [5¢lJ 1Jpwlo 96 9,05 CSA IUpps) (Iue Idppes) Jeledol IU3s wp
IJeue9d ediso pu ¢2p6 uelwd CSA Jal o9 p9 oz s 1Jpdlzos 1Jpsds s wlwdl) shuwd
lJogssole shodool.

Cisco Security Awareness Settings '

Make sure that you have a valid Cisco Security Awareness token before you enable the Cisco Security Awareness cloud service on your email gate
You can obtain a Cisco Security Awareness token from the Cisco Security Awareness portal.

Enable Cisco Security Awarenesq

I CSA Server | | AMERICAS v |

Repeat Clickers List Polling interval | ?) | 1d

Jébs Ll Juodes lesble 1sgs ‘._,IJi,oIQ ou Cisco gds wolws Idoyss IJIJYe,sus Lﬂlogé ou Cisco
od9sU 8lzos uwb, IUisle, (CLI)

|J o wesaconfig Jodgsy CSA g, CLLL

ESA (SERVICE)> csaconfig

Choose the operation you want to perform:

- EDIT - To edit CSA settings

- DISABLE - To disable CSA service

- UPDATE_LIST - To update the Repeat Clickers Tist

- SHOW_LIST - To view details of the Repeat Clickers Tist
[]> edit



Currently used CSA Server is: https://secat.cisco.com
Available 1ist of Servers:

1. AMERICAS

2. EUROPE

Select the CSA region to connect

[1]>

Do you want to set the token? [Y]>

Please enter the CSA token for the region selected :
The CSA token should not:

- Be blank

- Have spaces between characters

- Exceed 256 characters.

Please enter the CSA token for the region selected :

Please specify the Poll Interval
[1d]>

lJ2gb9s 2. | wplz wouwlsd ldoss IUIJIe 908 Jdouoss Idlzoslds Idos wp
ecldlool py 506 yuele 6 CSA

S

pdlebs: sop luuileCYBERSEC AWARENESS ALLOWEDG 0z MailFlow o v dd el os pe
ESSU IV ppydle Idpuuz IJuosss eds "lsdlod Idoguésd"” el o9 e oz oul.

Spam Detection: Use Default (On) On Q Off
AMP Detection Use Default (On) On Q Off
Virus Protection: Use Default {On) On O Off

Sender Domain Reputation Use Default (On) on O Off
Verification:

Virus Outbreak Filters: Use Default {On) On O Off
Advanced Phishing Protection: Use Default (On) On O Off
Graymail Detection: Use Default {On) On O Off

Content Filters: Use Default {On) On O Off

Message Filters: Use Default (On) On O Off

Jébs Lol s Juog w98 IJy s> "cybersec_awareness_allowed" pg welbsd pssle [Jlpl

Jduwele wouslisd Idesss IUIdJessos 1JElues wredle Idouoss Idlzoslds 1deeldls pu 2506
wweled CSA elys zese pdle Idpuwe IJuo9ss eds woled Idenss IdIdIe,gus Idlews:

I logole PTPIES pyuwd 22826 9O ESSUCYBERSEC AWARENESS ALLOWEDG 0z w99 [Jwys. luwdd
lJsMail Policies> HAT Overview > Add Sender Groupl J_w. S| v 6CYBERSEC_ AWARENESS ALLOWED9g>30l &p (90
vogssu ldle) eds 1 & e Submit and Add Senders.

w. luolweo ,o)uu,JlP/domainigGeo Locationey g S Swp wie yuwlsd [do)ss IdIJde sos Jgpedd
lJouoss Idlzeslds.

loo®d |JsMail Polices> HAT Overview > Add Sender Group > Submit and Add Senders > Add the sender 1P >
submitlJo & syl Commitd ol 09 o902 O 1JLo9,)6.




Sender Group Settings '

Name: ICy berSec_Awareness_Allowed
Comment: |l'.:~,,|I berSec_Awareness_Allowed
| Policy: [CYBERSEC_AWARENESS_ALLOWED VII
SBRS (Optional): I— o I—

[) Include SBRS Scores of “None®
Recommended for suspected senders only.

External Threat Feeds (Optional):

For IP lookups only | | S°ource Name Add Row |
| Select Source v | 1~ |

DNS Lists (Optional): (7 I
(e.g. 'query.blocked _list.example, query.blocked_list2.example’)
Connecting Host DNS Verification: [_] Connecting host PTR record does not exist in DNS.
[_] Connecting host PTR record lookup fails due to temporary DNS failure.
[_] Connecting host reverse DNS lookup (PTR) does not match the forward DNS lookup (A).

| Submit | Submit and Add Senders >>

Jobs Julyws Jegeses IUeyuwdso CyberSec_Awareness_Allowed pg weds> wog w99 lJw)s>
CYBERSEC_AWARENESS_ALLOWED.

Sender Details

Sender Type: | @ p addresses O Geolocation

Sender: (?) |52 242.31.199 |
(IPv4 or IPV6) |

Comment: | (Configured as CSA NAM(AMERICA) ]

[ e

Jobé vl vé Juodaé lesble 1Jggs L',Ui,olg, pu Cisco gds wilus Ido,ss UIJIe 90 UT,poé pou Cisco

CLlI v vdsd:
1. luo’d |Js listenerconfig > Edit > Inbound (Publicinterface) > HOSTACCESS > NEW > New Sender Group .

2. lugvle pze9ssd pyuvd 22856 LUOgCYBERSEC AWARENESS ALLOWEDIJ w85 9l ol9s IP/ezlJ
IJeouwd pu 28 wp wie yuwlisd Idossy IUIJIe 906 1UElLos wepds IUouoss Idlzeslds.

3. UESSU LuSyY pge9ed IJeyuwdsu 1deass6 |Js 1 9luuegsleMovel Jg sl 1J9l)s i.)Q|o listenerconfig
> EDIT > Inbound (Publiclnterface) > HOSTACCESS > MOVE .

4. 1UIJele.

~
pdlglbs: gu9ly IP 1UElLo wldesuwd 09 g0l IP 1UElLo o CSA ssuwews [Js Idpulb 96
IJos 2wl Lee lds IJersd Jdewesd eds ewslu IP Iduoese IUss uwsope luwesleo.
IJuwple Jeolsso IPuwele |Jpuosad 030 B 2ol Iz plsé pg L IUpuds 443 J SEG
14.0.0-xxx lJlouold wgsps welus CSA.



AMERICA REGION

hostname IPv4 IPv6
https://secat.cisco.com/ 52.242.31.199
Course Notification (Outbound) 167.89.98.161

Phishing Simulation (Incoming Email Service) 207.200.3.14,
173.244.184.143

Landing and Feedback pages (Outbound) 52.242.31.199
Email Attachment (Outbound) 52.242.31.199
EU REGION:
hostname IPv4 IPv6
https://secat-eu.cisco.com/ 40.127.163.97
Course Notification (Outbound) 77.32.150.153

Phishing Simulation (Incoming Email Service) 771:32.150.153

Landing and Feedback pages (Outbound) 40.127.163.97

Email Attachment (Outbound) 40.127.163.97

Jébs Luluis Jeolss IP 1Uzluos wpollos CSA Americas 5 EU sl uple 1Jp o
lJglbes 3. 1ugs lg)le gus ol IJu@, pu SEG

Swper? bunldouwlsd Idesss 1dldIdess0s Jdeuvoss [Ulzeslds 9pds Slises "ldod) 1deed)”
B 98¢ SEG: spdu luuble oz wisd 9bs 898 Jlwegh lple wubly IJwsss [Js 0ddle
IJpuverpsu ldpedsu.

Op wluuble woz w8 pEuouo 9> 2385 9w pdsuindude Repeat ClickersListgl o6 1JIZwslh WOs Guwpe
IJouwodpsu.

o0 9lz06 lJpwegsp |9 pesé: lue8d |JsMail Policies > Incoming Mail Policies > Add Policy > Add User > Include
Repeat Clickers List > SubmitCommit9lJo g syl w.



(® Any Sender | Only if all conditions match v
(_} Following Senders ) Any Recipient
) Following Senders are Not @ Following Recipients

Email Address:

o~ (e.g. user@example.com, usern@®, @example.com,

@.example.com)
(e.g. user@example.com, user@®, @example.com, @.example.com)
LDAP Group: Include Repeat Clickers List
' {From Cisco Security Awareness)
Query:

Group: I LDAP Group:

Query: | testLdapServer.group v |

Group: I Add Group | Remove J

Following Recipients are Not

Email Address:

J8bs Uuluws Juog Idwsss 1dsbo 1deguoue IUss wp wdssuo Jdegled pg IUomss [psze Jdedlele IJpod )6

sdsd luweduuld IJigble 9]l odlzol

1. lye@Jesaconfig > SHOW_LISTU9.86 wdlosd Blises IJpul ) IJpwd))6.

ESA (SERVICE)> csaconfig

Choose the operation you want to perform:

- EDIT - To edit CSA settings

DISABLE - To disable CSA service

UPDATE_LIST - To update the Repeat Clickers 1ist

- SHOW_LIST - To view details of the Repeat Clickers 1ist
[1> show_1l1ist

List Name : Repeat Clickers
Report ID : 2020

Last Updated : 2021-02-22 22:19:08
List Status : Active

Repeat Clickers : 4

2. luodd lJscsaconfig> UPDATE_LIST 3l Juo oygw BS Oy wpdse Blispes IJud) [dpod)).

ESA (SERVICE)> csaconfig



Choose the operation you want to perform:
- EDIT - To edit CSA settings
- DISABLE - To disable CSA service
- UPDATE_LIST - To update the Repeat Clickers Tist

- SHOW_LIST - To view details of the Repeat Clickers 1ist
[I> update_list

Machine: ESA An update for the Repeat Clickers Tist was initiated successfully.
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Connecting to the Cisco Security Awareness cloud service [https://s
Pol1ling the Cisco Security Awareness cloud service to download the
Trying to get the Ticense expiry date: loop count 0

Connecting to the Cisco Security Awareness cloud service [https://s
Trying to download Repeat clickers 1list: loop count O

The update of the Repeat Clickers list was completed at [Tue Jan 5
Pol1ling the Cisco Security Awareness cloud service to download the

Hereis an output when you have entered the incorrect token:

tail csa

Fri
Fri
Fri
Fri
Fri
Fri

Feb
Feb
Feb
Feb
Feb
Feb

19
19
19
19
19
19

12:
12:
12:
12:
12:
12:

28:
28:
28:
28:
28:
28:

39
39
39
43
43
44

2021
2021
2021
2021
2021

Info:
Info:
Info:
Info:
Info:

CSA:
CSA:
CSA:
CSA:
CSA:

Connecting to the Cisco Security Awareness cloud service [https://s
Trying to get the license expiry date: Toop count 0

Polling the Cisco Security Awareness cloud service to download the
Connecting to the Cisco Security Awareness cloud service [https://s
Trying to download Repeat clickers Tist: loop count O

2021 Warning: CSA: The download of the Repeat Clickers 1ist from the Cisco Security

4. spJdu L;U'ol lJIbdle eds Olispd £33 polo o) IJped),6 o0 9lzod lUpuwese lUyum9pessd
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ﬂ Manitor Mail Policies Security Services Network System Administration

Cisco Security Awareness

Cisco Security Awareness

Cisco Security Awareness | Enabled
Repeat Clickers List Poll Interval @ | 1d

Repeat Clickers List Settings

List Name Report ID Last Updated Status Repeat Clickers Update
Repeat Clickers 2020 Tue Feb 23 02:24:14 2021 IST Active 4 Update List

Cisco Security Awareness Updates

File Type Last Update Current Version New Update

Cisco Security Awareness Config MNever Updated 1.0 Not Available

Cisco Security Awareness Engine MNever Updated 1.0 Not Available

No usces i rogrese.
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https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html
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