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S50R Threat Categories

SDR Threat Categories
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Botnets
Cryptojacking
DME Tunneling
Domain Genaratet
Dynamic DNS
Ebanking Fraud
Exploits
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Info: Start MD 11 1 CID 19884

Info: MD 11 ICID 19884 From test@i sco.com

Info: MD 11 SDR: Domains for which SDR is requested: reverse DNS host: Not Present, helo:
desktop-9pf6£f2t, env-from: cisco.com, header-from: Not Present, reply-to: Not Present

Info: MD 11 SDR Consolidated Sender Threat Level: Favorable, Threat Category: N A, Suspected
Domai n(s) : N A (other reasons for verdict). Sender Maturity: 30 days (or greater) for donmain:
ci sco.com

Info: MD 11 ICID 19884 RID 0 To: test@isco.com

Info: MD 11 Message-ID 'op. 1n¥bljjr8qfre9@eskt op- 9pf 6f 2t"

Info. MD 11 Subject "test 1"

Info: MD 11 SDR: Domains for which SDR is requested: reverse DNS host: Not Present, helo:
desktop-9pf6£f2t, env-from: cisco.com, header-from: cisco.com, reply-to: Not Present

Info: MD 11 SDR Consolidated Sender Threat Level: Favorable, Threat Category: N A, Suspected



Domai n(s) : N A (other reasons for verdict). Sender Maturity: 30 days (or greater) for donain:
ci sco.com

Info: MD 11 SDR Tracker Header
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Info: Start MD 9364 ICID 79

Info: MD 9364 ICID 79 From <test@ncom ngtest.contentfilter.conp

Info: MD 9364 SDR Domains for which SDR is requested: reverse DNS host: Not Present, helo:

mai |l . cisco.com env-from |ana.cf, header-from Not Present, reply-to: Not Present

Info: MD 9364 SDR: Consolidated Sender Threat Level: Untrusted, Threat Category: N/A, Suspected
Domain(s) : lana.cf. Sender Maturity: 1 day for domain: lana.cf

Info: MD 9364 ICID 79 Receiving Fail ed: Message rejected by Sender Domai n Reputation engine
Info: MD 9364 SDR. Tracker Header

629d5de5_JxmkzLXzbSob4h6Tgmxj 2QFeN6eeb3J8CI2zj 9h8XgF/ +e0YQVYXdO5I nVSWX9Gh371 Sai DHc0SJ5eRdyLYasm=

Info: MD 9364 Subject ""
| nfo: Message aborted MID 9364 Receiving aborted
Info: Message finished MD 9364 aborted
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Order Condition Rule Delete:

1 Lomain Heputation sdr-sender-matunty (“days”, <, 30, "7) =

Add Condition...
Order Condition Rule Delote
i Dramaain Reputation sdr-sender-maturity (“days®, ==, 30, ") 'ﬂ'
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/content/dam/en/us/td/docs/security/esa/esa14-2/release_notes/Secure_Email_14-2_Release_Notes.pdf

oJlzble 1l 051, Cisco Secure Email 9 Web Manager AsyncOS 14.2.
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