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Sender Domain Reputation

508 Verdicts

sD% Threat Level verdicts

Faworable
Neutral
Questionable
Trusted
Unkniown
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50DR Threat Categories

SDR Threat Categories

Bogon
Botnets
Cryptojacking

DMNS Tunneling
Domain Generatet

Dynamic DNS
Ebanking Fraud

Exploits
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<ffroot>

Info: Start MID 11 ICID 19884
Info: MID 11 ICID 19884 From: test@cisco.com
Info: MID 11

SDR: Domains for which SDR is requested: reverse DNS host: Not Present, helo: desktop-9pf6f2t, env-from

Info: MID 11 SDR: Consolidated Sender Threat Level: Favorable, Threat Category: N/A, Suspected Domain(s



Info:
Info:
Info:
Info:

SDR:

Info:
Info:

MID 11 ICID 19884 RID O To: test@cisco.com

MID 11 Message-ID 'op.lm7b1jjr8qfre9@desktop-9pf6f2t’
MID 11 Subject "test 1"

MID 11

Domai ns for which SDR is requested: reverse DNS host: Not Present, hel o: desktop-9pf6f2t, env-from

MID 11 SDR: Consolidated Sender Threat Level: Favorable, Threat Category: N/A, Suspected Domain(s
MID 11 SDR: Tracker Header : 629d04c8_DDZgM4bulLke8/Do4MqUGdIEP9QZc730fsh9YLwqvKidy3M/WEbOfkQpwOOt
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<#root>

Info: Start MID 9364 ICID 79

Info: MID 9364 ICID 79 From: <test@incomingtest.contentfilter.com>

Info: MID 9364 SDR: Domains for which SDR 1is requested: reverse DNS host: Not Present, helo: mail.cisco
Info: MID 9364

SDR: Consol i dated Sender Threat Level: Untrusted, Threat Category: N A, Suspected Donmin(s) : lana.cf. ¢
Info: MID 9364 ICID 79 Receiving Failed: Message rejected by Sender Domain Reputation engine

Info: MID 9364 SDR: Tracker Header : 629d5de5_JxmxzLXzbSob4h6Tgmxj2QFeN6eeb318CI2zj9h8XgF/+e0YQVxd05T1nV
Info: MID 9364

Subj ect

Info:

Message aborted M D 9364 Receiving aborted

Info:

Message finished MID 9364 aborted
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Add Condithon.... |
Chrelmr Canditinn Rusle Nelaka
1 Domain Reputation sdr-sender-maturity (“days®, ==, 30, *¥) -]

Add Condition... I

Order

1

Condition Rule Delete

Lomizin Heputation sdr-sender-maturity (“days”, <, iU, 7] E




Conditions

Add Condition...
Order Condition Rule Delete
1 Domain Reputation sdr-sender-mabkurity ("days®, <=, 30, ") 'ﬂ
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https://www.cisco.com/c/dam/en/us/td/docs/security/esa/esa14-2/release_notes/Secure_Email_14-2_Release_Notes.pdf
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