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A Monitor Mail Policies Security Services Network System Administration

Add SMTP Route

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

b Centralized Management Options

Receiving Domain: \7)

Destination Hosts: Priority .'?':. Dectination :'_?'. Fort Add Row
—_— Jn 10.1.1.1 25 m}

(Hostname, IPv4 or IPv6 address.)
Outgoing SMTP Authentication: No outgoing SMTP authentication profiles are configured. See Network > SMTP Authentication

Note: DANE will not be enforced for domains that have SMTP Routes configured.




pgl.Jlo DNS

Spduul luolss s we)s) peldle IDN B g9l DNS.

lowdd IJs IJgvwds -> DNS -> cz)s) Idlgshle -> [golds pzld IDN Lopo "eglysle glbe DNS

=1
lJwosJé
ﬁ Monitaor Mail Policies Security Services Nebwork System Administration
Edit DNS
Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

I Centralized Management Options

DNS Server Settings

DNS Servers: (@ Use these DNS Servers

Priority (2! | Server IP Add Row
fo [10.0.201.2 o
[ [10.0.201.12 w

Alternate DNS servers Overrides (Optional):
Domain(s) DNS Server IP Address Add Row
[Fror. 5 [10.1.1.4 w

i.e., example.com, e, 10.0.0.3
exampiled.com

Alternate DNS servers Overrides (Optional):
Domain DNS Server FQDN DNS Server IP Address Add Row

i.e., example. com i.e., dns.example.com ie, 10.0.0.3

Interface for DNS Traffic: | aAute B

Wait Before Timing out Reverse DNS Lookups: Izu

Ip.J|t]b5:

sop 2d peldle IDN 1Jgles woluubs 20 DNS 125, JJlocsoa/lJele.

‘peldlo IDN IJpedsé: O ébe DNS 1dppds: $p wlugile pdSle polbd Slo pwedle voouwsd
Punycode pJlwis Jpezldle IDN [eg: xn-2scrj9c.xn-2scrj9c.] Jegldzo wedsd luwpele pzldle IDN
IJpedsé.

puvopt - IJ3ldSwes

SpJduul luvwgsle >gp0 IDN Ws:

1 powepess 1Usheullduolsaes > luolbslorys) peldle IDN B 1dezld IUIBe,luos
- Hat/Rat ->|_olwé/wg s, peldle IDN s Hat/Rat
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Jodssu z29d 9,09J Iquuo\Jp.(RAT) wluwogsle IDN oo dd [Js wslule [Jo)s -> 2o9J
9u29d IJpuvade (RAT) slug) W9 luelws IJpuuade => luolwé pezld IDN -> |huwld -> IJIJojle

Recipient Access Table Overview

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... 8

I Centralized Management Options

Overview for Listener: Items per page
Add Recipient... Import RAT...
All
Order Recipient Address Default Action Delete
1 | humaaralab.com Accept
2 | doosralab.com Accept

All Other Recipients Reject

Edit Order... || Export RAT... |

Jodssu pzesehe pruvds 229J IU9uosd Ids IJpuossd (HAT) wluwedsle peldle IDN oo dd
IJs uwslowle IJonss -> 0lb)6 gles gds HAT -> 101096 pzp9gd oyuwd 22826 ->buwld
|JpJou§Q _9lu'o|;9-;>oro g_;|u.uoé_>|ro lu‘-’P PO S IDN -> |, ywlJ ->U|Jo_j||o



Sender Group: IDN_Support - Incoming

Success — Sender "FH=.¥19" was added.

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... 8

i Centralized Management Options

Sender Group Settings

Name: | IDN_Support
Order: | 9
Comment: | IDN Support
Policy: | ACCEPTED
SBRS (Optional):  Not in use

External Threat Feed (Optional): | None
For IP lookups only

DNS Lists (Optional): | None

Connecting Host DNS Verification: | None Included

<< Back to HAT Qverview ] Edit Settings... I

Find Senders that Contain this Text: (7 | [ Find |
Sender List: Display All Items in List Items per page
Add Sender... ]
All
Comment Delete

idn sender

<<« Back to HAT Overview ]
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Incoming Mail Policies

Made —Clusber: E2A_BETA_CLUSTER

= Centrahzed Mansjement Dpbans

Fedlpwing Groders

Following Seaders aro Mot

Empd Address:
Sl et S

o

(6.0 UEeABename Com, Lel, BeraTele oo, L el o)

LD Grgau;

Cuiery:  LDAP.groug H

Greup: _Add @J Bemove |

Charge Mods. .

&y Pacipanl

ol eg Red peens

Sy P AT 2l

o

fo_g. wierflerrmple.com, waerll. Pevama's oo, B orample.com )

Clsto Seourity Asmareness nol cosfigured.

LDAP &5 tray
Guerys  LDAR group B

Growe: | Ags Grgup || Remgun

Following Recipients are Mot

Erunil Saddrees

e @ iAEnPeT AT, oo, e, Perampde ooen, B arampds, ooam ]
LOAP Groep

Gaary

Grvap hod Group | REmave




Add Incoming Mail Policy [

Fade —Cluster: EBA_BETA_CLLUSTER Chamge Made... B

s Camralirad Hasnagament Cphone

Fnley Mo LE) |u.|r.|=~u||.-.-

fEg mp AT gooy)

Ircert Before Palicy! | 3 {Defoull Poicy] B

Brkd Limer... I

Sender Recigients Edit Deete

i i R PR B T = |
e I —
[

pdlebé: spdud locls v IUgpdss Juoz IJwss [duols).

29d IJlgwosule
Jlolds iwple pzldle IDN [ 29J Ilpwosolslo: loodd s

vog e -> 2a9d Ilgweeole ->|olds | o sule IJozdd pu IJpsuwd ->lold6 pzldle IDN
>1Jbosld ->1UIJojle

Add Sender Verification Exception

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... B

# Centralized Management Options

Sender Verification Exception

Exception:

, user@, @example.com, @.example.com, @{1.2.3.4]) |

Order: |1 (of 1)

Behavior: | @ Allow

Reject
SMTP Code: |553

SMTP Text: IEchopc sender <$EnvelopeSender> rejected

Cocel [Soom |




+

Monitor Mail Policies Security Services Netwaork Systemn Administration

Sender Verification Exception Table

[ Success — Entry was added ]

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

b Centralized Management Options

Find Sender Verification Exception

Search for Email Address: (2) | | Find

Sender Verification Exception Table
Add Sender Verification Exception... | Clear All Sender Verification Excaptions

Order | Exception Behavior | SMTP Response Delete

1 | @dEFw Allow N/A 7

B9lispe IJevlysu

Jluol8s Iuwele pzldle IDN |Js Blises IJgolase: loodd IJs

0oz Wws> -> Blispd IJeulase >luolds Slises IJgolssy ->1¢d peldle IDN B IJprwe ->
buwld >1JIJejle

(]

Monitor Mail Policies Security Services Metwork System Administration

Add Address List

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

i Centralized Management Options
New Address List Details
s———p Address List Name: IIDN-SUD port

——p Description: | |IDN-Support-test

List Type: Full Email Addresses only
Domains only
IP Addresses only
O All of the above

Addresses: AT, sqm@cinge.ded, @) efg.: user@example.com, user@, @example.com,
@ e 1.2.3.4], @.example.com

Corcel [Soore |




Address Lists

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... [ 2]

I Centralized Management Options

Address Lists

Add Address List...

All
Address List Name Description Used for Addresses Delete

IDN-Support IDN-Support-test (3) sy @oinEe.Aed, @A, .

guluo) wgdpe 1Uszos
Jluol8s Iuwele pzldle IDN |Js gsouos Idoede 1Uszos: luedd lJs

vog IJuwuss -> gulua) [Joedpe Vs 1J9goes ->|olds 9z06 ->spdud |olds |wpe pzlJ IDN -
>bowld >l

ﬂ Monitor Mail Policies Security Services Network System Administration

Add Destination Controls

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

b Centralized Management Options

Destination Controls

Destination:

IP Address Preference: | pefault (IPv6 Preferred) B

Limnits: Concurrent Use Default (500)
Connections: | @ Maximum of |500 (between 1 and 1,000)
Maximum Messages Per Use Default (50)
Connection: | @ Maximum of |50 (between 1 and 1,000)
Recipients: | @ Use Default (Mo Limit)
Maximum of |0 feo

Number of recipients between 0 and 1,000,000,000
per number of minutes between 1 and 60

Apply limits: | Per Secure Email hostname:
D System Wide
Each Virtual Gateway
(recommended if Virtual Gateways are in use)

TLS Support: | Default (None) a8
DAME Suppaort: (7)

Bounce Verification: Perform address tagging: @ Default (No)
Ne
Yes

Applies only if bounce verification address tagging is in use. See Mail Policies > Bounce Verification.
Bounce Profile: Default B

Bournce Profile can be configured at Network > Bounce Profiles.

Note: DANE will not be enforced for domains that have SMTP Routes configured.

Conce =0




Destination Controls

FUCCESS — Your changes have been committed. ]

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... 8

b Centralized Management Options

Destination Control Table Items per page [ERIILE)

| Add Destination... | |_Import Table
All

Domain = IP Address Preference Destination Limits TLS Support | DANE Support ~ | Bounce Verification * | Bounce Profile | Delete

Default connection limit,
doosralab.com Default 50 messages per connection, | Required Default Default Default
Default recipient limit

Default connection limit,
humaaralab.com | Default 50 messages per connection, | Required Default Default Default
Default recipient limit

500 concurrent connections,
EiEER Default 50 messages per connection, | Default Default Default Default
Default recipient limit

500 concurrent connections,
Default IPv6 Preferred 50 messages per connection, | None None Off Default
No recipient limit

* Bounce Verification settings apply only if bounce verification address tagging is in use., See Mail Policies > Bounce Verification.
*~ DANE will not be enforced for domains that have SMTP Routes configured.

Global Settings

Certificate: | Client-Cert

Send an alert when a required TLS connection fails: | Enabled

Edit Global Settings... | ‘

pJVle ogHsV IJSWjle

Sedu odasu ldpuwede Lhuwlisd IJovese 9IJES) wluwesle luve pzld IDN Jopu pdle
oersY IJoujloe.

loodd s Jubeds ->pddle ogrsd IUSSjle ->|olds pJo ogysdd IUGSjle =52l Igwe -
> dISU Osp pJD wes S IJEISle -> Jdpuwade Luwlisd IJSsle sldorss) -> 22> goslo
1J 8,6 9spJdud lgosh) luveéslp suslu pzld IDN.



] Mongor Mail Polioes Sacunty Servoes Pmbwnrs System Adminmirabon

Add Bounce Profile

Mude —Cluster: ESA_BETA_CLUSTER Chuarge Modn... =]

b Centralized Maragerant Optisea

Add Bownce Profile

[ T F———
Meximum Number of Retries: 106

feetwesn 0 amd 10006)

Maximism Time in Queue: 255300 seronds

(fwtmeen I and 30000060

Inftial Teme to Wart per Message: 313 sefonds

(between 60 and SE40G)

Maximum Time to Wait per Message: | 3600 setnnds
(betwean 60 and 85400)

Hard Beurece and Delay Warning Hessages:  Send Hard Baunce Messages:
Llme Dtk [Yox] £ s Mo
Lise DSN farmat o0 BesfD Messages:
Lise Detmult (ras) ) Yes 21
Mrszmace Composition
Message Subject: [Dethvery Status Hotfication (Failure)

Parse DSN "Status™ fickd Use Defaailk (Noj Yes ) Ne
from bounoe resmerses

Matification Termglabe: Bounce Natifcalion Termplare can be deiined af Ml Pabicles = Texl Mesources.

Memmage Langusge Template Pruview | Delete
Cefault B Systen Genersted B T =}
Audd Roe |

Send Delyy Waming Messages:
Uses Defadt (No) Yes O Mo

Message Composition
Mensage Subject; s

{Dualiry’}

Hotificstinon Tempiste:  fooecs Rntfication Tamplete carn be defioed st Mad Poficey > Test Resaurcer.

Message Language Terplate Previem Delete
= i
Add Rw

Minimum Interval Batmeen Massages: (4400 econds

Maximum Muifber of Hesasses 0o Send.: 1

Rustipierd. for Boune and Wareng Mussge:

Mesage werder

O Atema I whenEdlie e
S —
Use Doanzin Key Signing for Bounce and Delay Messages:

O Usa Dafaudt [N} ik L1

There is Ao signing profile matohing bou
AppmArate ngning profiks

e from sddress MATLER-DAEMOME__NOTSET__. Bowoe messages will not be signad untd you create

LDAP

spdod ITo 1Jzu08d £ luueeJlele LDAP AcceptiGroup o Iwple pzldle IDN Jpl o9 ps op
Vs IJue9)s.



Incoming Mail Policies

O Any Sender If one or more conditions match V|
@® Following Senders (O Any Recipient
(1) Following Senders are Not ® Following Recipients

Email Address: BRFe

.m@

(e.g. user@example.com, user@, @example.com, @.example.com)

(r:. g. user@example.com, user@, @example.com, @.examps’e_com)
Cisco Security Awareness not configured.

LDAFP Group:
Query: | openLdapl.group “| LDAP Group:
Group: | Add Group || Remove | Query: | openldapl.group |

Group: | Add Group || Remove

Idap(CN=samlusergroup,CN=Users,DC=samladfs, DC=com,WinLDAP.group)

Idap{CN=4TTd,CN=Users,DC=samladfs, DC=com,WinLDAP.group)

4

|

&d e Idgubsliss IJpeds

Ssedod 1986 £5d SPM 1Jpzds seoue luwele peldlc IDN B gusloleeldic/p9o9€ was
IJpuweddp IUIJI e, 908



Note: For best performance your search should contain an envelope recipient.
Today
Messages Received: (@ Last 7 days
_)Date Range: | and
Where [From || Contains vl
Envelope Recipient (7) |Is v
[ Clear Search ] 14 items found

Search Results Items per page
Displaying 1 — 14 of 14 items.

||| From | Envelope Recipient To | Subject Date » Size
O anvitha@doosralab.com [SUSPICIOUS MESSAGE] this is to test policy 10 Feb 2021 16:30 (GMT -06:00) | 3.6K
i * R medta.EE Please read as this is very eréirmy mubuEEmetr for both the countries. h 09 Feb 2021 21:49 (GMT -06:00) | 7.3K
_ * BUTRETT2@v 7 —.com this is japanese test S 2178385 T T 09 Feb 2021 21:37 (GMT -06:00) | 3.5K
I FESeER.E Please read as this is very eeiimy miuSEmstr for both the countries. 09 Feb 2021 21:18 (GMT -06:00) | 3.4K
E * {FES2QIEEL.E Please read as this is very et mUSEEMEa for both the countries. 09 Feb 2021 17:13 (GMT -06:00) | 7.6K
[ anvitha@humaaralab.com Please read as this is very sy mibySEmetr for both the countries. 09 Feb 2021 17:11 (GMT -06:00) | 8.8K
O anvitha@humaaralab.com Please read as this is very ersny sy SEMe for both the countries 255 . 09 Feb 2021 17:02 (GMT -06:00) | 4.7K
— anvitha@humaaralab.com Please read as this is very esir@u mlLSEEMsT for both the countries. 09 Feb 2021 17:00 (GMT -06:00) | 5.1K
[ anvitha@humaaralab.com Please read as this is very SRMEASSD 2000 yR071308 for both the countries. | 09 Feb 2021 16:54 (GMT -06:00) | 5.2K
L anvitha@doosralab.com this is a test 09 Feb 2021 16:01 (GMT -06:00) | 3.3K
— anvitha@humaaralab.com Please read as this is very eréir mUSBmer for both the countries 595 . 09 Feb 2021 15:49 (GMT -06:00) | 8.1K
I anvitha@humaaralab.com Please read as this is very ereiimy mibySEEmstr for both the countries. 09 Feb 2021 15:41 (GMT -06:00) | 8.8K
O anvitha@humaarzalab.com Please read as this is very 31 for both the countries. 08 Feb 2021 21:53 (GMT -06:00) | 5.0K
] anvitha@humaaralab.com Please read as this is very 3741 for both the countries. 08 Feb 2021 21:47 (GMT -06:00) | 3.9K
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Internal Users +

g T

Tirme Range:

19 Sep 2020 00:00 ke 19 Ot 2020 12:08 [GMT +00:00)

Dakn in time range:37.4 % complate

Top Uiers by Clean lacsming Meisages Teop Users by Clean Dutgaing Hessages

Fopn | ‘. Gomnunacisco.com | "
dansBeds gaSus 14 e A S ) ma ]
—— info@ie T 1] —— ﬁ dokgindnwm =,
SancBeBur gaBun ] g Aedia org [
SjayEEE 12 astra_sttackerBa ]
indogfE. e 13 ]
nehaph gl wm 12 Mawkige ¥22.34 (02
supportBigutisin.de 12 nithishgaeim ] 1
VR 12 cocluenun@Croprepy [I1
dpgehehaEm. sercBoas@sBur i | |
2 4 & & W ] " = =
Weszages Messages
Export... nparnt
"o dats was F n the pelected tme range
Blsplayed (10 |
l Incoming Incoming  Incoming Detected Incom: nq Incoming Encoming Gutgoing Outgeing  Outgoing Detected Sutgeing Cutgoing
Spam Virus by Advanced 2 Stopped by | Incoming Secia Incoming | Incoming | Incoming Spam wirus by Advanced Content Filter | Stopped by | Outgeing
Intemsl User Datected Datected Malmare Protection Content Filter Marketing Netwarkong Bulk Graymails Claanw Datacted Dwtacted Malnare Protection Matches Contant Filter lean

o o ] 2 2 o o [ o 4 o o ] (] [ o
o o o 0 ] o o 4 o o [ - ] 1

] ] [ o o o ] [ o 3 o ] Q ] [ [
o o -] o o o o o o 3 o o o o o o |
Sy o o 0 0 0 0 o o o 2 o o o ] ] ol

2) Bis wedw Iyuwlsd spduol 138 luve peld IDN 39509 I uodss Lluveilp peldle
IDN/i_wple 1Jpwcs psoleoslo 1o IUIJJe,908

Available Time Range: 16 Jun 2020 18:00 to 12 Feh 2021 08: 19 GMT -06:00) Data in time range: 87.98% complete

ﬁ Envelope Sender: '?' Contains I"‘w"‘:@ﬁQ =3
Envelope Recipient: (7) Begins With v |

Subject: | | Begins With v ||

Message Received: ) Last Day @ Last Week O Custom Range

Start Date: Time: d End Date: Time:
|c|2;ns;2c|21 IEID:EID and Tpa/12/2021 08:20 (GMT -06:00)

b Advanced | Search messages using advanced criteria

Generated: 12 Feb 2021 08:21 (GMT -06:00) Export All... | Export..
Results Items per page

Displaying 1 — 15 of 15 items.
1 11 Feb 2021 13:42:13 (GMT -06:00) MID: 23579661 HOST: ESA1-EFT (10.0.202.17) Show Details I

SENDER: 83,0 S @IRER. EeE —

RECIPIENT: anvitha@humaaralab.com

SUBJECT Please read as this is very $ 9944900000000 000900000000 00000000 00000000 0000V 0000...
LAST STATE: Message 23579661 to anvitha@humaaralab.com received remote SMTP respor
2 11 Feb 2021 10:13:55 (GMT -06:00) MID: 23579651 HOST: ESA1-EFT (10.0.202.17) Show Details I
SENDER: ) FoDRIREL. 503
RECIPIENT: anvitha@humaaralab.com
SUBJECT:  Please read as this is very 999 e¢ 0090990900000 009000000000000000000000000 000000000
LAST STATE: Message 23579651 to anvitha@humaaralab.com received remote SMTP respor
3 09 Feb 2021 17:09:49 (GMT -06:00) MID: 23570342 HOST: ESA1-EFT (10.0.202.17) Show Details &=

SENDER: 3 FO@00RE.L. 53
PIEI anvitha@humaaralab.com

Please read as this is very § 900640 009900000 9000900000000 000000000 0000000 000000000 ..

LAST STATE: A new message 23570347 was generated to handle bounce of message 23570:
4 09 Feb 2021 16:59:11 (GMT -06:00) MID: 23570318 HOST: ESA1-EFT (10.0.202.17) Show Details I

3) luwegae 1oy CLI grep g tail Jg,0 mail_log" 90, pzldle IDN B [Jgwzdle



Mon Feb 8 21:47:11 2021 Info: Start M D 23569633 | Cl D 148853
Mon Feb 8 21:47:11 2021 Info: M D 23569633 | Cl D 148853 From

<@.>

Mon Feb 8 21:47:19 2021 Info: MD 23569633 I CID 148853 RID 0 To: <test@ ab. conp

Mon Feb 8 21:47:52 2021 Info: M D 23569633 Subject 'Please read as this is very for both the
countries.'

Mon Feb 8 21:47:52 2021 Info: M D 23569633 SDR: Domai ns for which SDR is requested: reverse DNS
host: sampl e. host.com helo: |ab.com env-from ., header-from Not Present, reply-to: Not

Pr esent

Mon Feb 8 21:47:53 2021 Info: MD 23569633 SDR Consol i dated Sender Reputation: Tainted, Threat
Category: N A, Suspected Donmin(s) : |ab.com Youngest Domain Age: 3 nmonths 29 days for domain:

| ab. com

Mon Feb 8 21:47:53 2021 Info: MD 23569633 SDR Tracker Header

87dSxFf NYdSi Cahr xSUZFOr dpenKi F6J2uKi Pf +SFKCt j 52hNCpe6LDQ@BUFAI i GhUDA7FsuXLvHTcaATt 6 AKAAPW. pwEeo/ d
cl PBUCxB48=

Mon Feb 8 21:47:53 2021 Info: MD 23569633 ready 605 bytes from

<@.>
Mon Feb 8 21:47:53 2021 Info: MD 23569633 matched all recipients for per-recipient policy
DEFAULT in the inbound table
Mon Feb 8 21:47:53 2021 Info: MD 23569633 interimverdict using engi ne: CASE spam positive
Mon Feb 8 21:47:53 2021 Info: M D 23569633 using engi ne: CASE spam positive
Mon Feb 8 21:47:53 2021 Info: 1SQ Tagging M D 23569633 for quarantine
Mon Feb 8 21:47:53 2021 Info: M D 23569633 interim AV verdict using MAfee CLEAN
Mon Feb 8 21:47:53 2021 Info: M D 23569633 interim AV verdict using Sophos CLEAN
Mon Feb 8 21:47:53 2021 Info: MD 23569633 antivirus negative

Mon Feb 8 21:47:53 2021 Info: MD 23569633 AMP file reputation verdict : SKIPPED (no attachnent
in message)
Mon Feb 8 21:47:53 2021 Info: M D 23569633 using engi ne: GRAYMAI L negative

Mon Feb 8 21:47:53 2021 Info: MD 23569633 Custom Log Entry: SDR Age is less than 1 Year
Mon Feb 8 21:47:53 2021 Info: MD 23569633 Qutbreak Filters: verdict negative

Mon Feb 8 21:47:53 2021 Info: M D 23569633 Message-1D ' <d35764%nf 971@sal. | ab. conp'

Mon Feb 8 21:47:53 2021 Info: M D 23569633 queued for delivery

Mon Feb 8 21:47:53 2021 Info: New SMIP DCI D 250225 interface 10.0.202.17 address 10.0.201.5
port 6025

Mon Feb 8 21:47:53 2021 Info: DCl D 250225 STARTTLS comrand not supported

Mon Feb 8 21:47:53 2021 Info: Delivery start DCl D 250225 M D 23569633 to RID [0] to offbox

I ronPort Spam Quarantine

Mon Feb 8 21:47:53 2021 Info: Message done DCI D 250225 M D 23569633 to RID [0] (external
guar ant i ne)

Mon Feb 8 21:47:53 2021 Info: MD 23569633 RID [0] Response 'ok: Message 27293054 accepted’
Mon Feb 8 21:47:53 2021 Info: Message finished MD 23569633 done

Mon Feb 8 21:47:58 2021 Info: DCI D 250225 cl ose
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