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sldozdsd

- lJodlsle IJpwesé https://visibility.amp.cisco.com/investigate
- 1Jeyd; I s 85 JJz9l,_https://visibility.apjc.amp.cisco.com/investigate
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ip:~4.2.2.2° email_subject:"Invoice Dua®

domain:“cisco.com® cisco_mid:"12345"

email:"noreply@cisco.com™ sha256:"sha256hlehash”
email_messageid:"123-

abc-456@cisco.com” file_name:"invoice. pdf®
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/content/en/us/support/docs/security/email-security-appliance/211404-How-to-configure-Azure-AD-and-Office-365.html
/content/en/us/support/docs/security/email-security-appliance/214976-esa-13-0-new-mailbox-auto-remediation-fe.html
/content/en/us/support/docs/security/email-security-appliance/214976-esa-13-0-new-mailbox-auto-remediation-fe.html
/content/en/us/support/docs/security/amp-endpoints/215556-cisco-threat-response-ctr-and-esa-inte.html
https://visibility.amp.cisco.com/investigate
https://visibility.apjc.amp.cisco.com/investigate
https://visibility.apjc.amp.cisco.com/investigate
https://visibility.apjc.amp.cisco.com/investigate
https://visibility.eu.amp.cisco.com/investigate

Investigate

» 0 OMITTED

+ 10 RELATED

2.2 o3l pl wpuod gdse B edwd IUghs Bwd luadle IyuwlJé: Jpl 09 p9 o B IJue9,6:

Rl (7] New message ] Delete [ Archive & Junk ¥  Sweep E
i N e i: Focused  Other 2 Filter
A ) Inbox 20 Other: New conversations
MyAnalytics
i B Sent Itemns
: amacorra@cisco.com
{;’9 Drafts remediation test 11:26 PM
s
¥ remed|ation test

Add favorite H




23 e IJud) V99 "pe S Juu_IJc'S Cisco": 23> pu gsblo IJ8lispo i.,s o0 "lJlp)lsle
lJeJlzss 1Jp>g906" Jpl 09 p9 oz O 1Jue9,é:

640962-564D203017654DD782E6-...

24 l..9..$ ol IJ,OUIJ: SO ua)..S) ud)gs.o ‘ovl)JO _9U-b°) ull..S)O puvudo u|aao l..9..$ |.J)\.JU
1w ddes Ilspor Jpl 09 pasoe Bis 1 u29,6:

640962-564D203017654DD782E6-...

640962-564...

2.5 B ESA: spdod IlbJlg gds IJuvedle 1Jeldss cpe "mail_log" IJes b, iv
luedlz "CTR" ool 9llz)le 1 pzase SlJelJs lJwols.ss.

Mon Sep 13 23:38:03 2021 Info: Message 640962 was initiated for 'Forward' remnedial action by
"admin' fromsource 'CTR in batch '2b46dcaf-9b3d-404c-9327-f114fd5d89c7' .

Mon Sep 13 23:38: 06 2021 Info: Message 640962 was processed with 'Forward' renedial action for
reci pient 'ee@mexesa.com in batch '2b46dcaf-9b3d-404c-9327-f114fd5d89c7' . Renedi ati on stat us:
Renedi at ed.
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[Message Remediated]remediation test

Escalation Support
This message 5 forwarded as part of the mailbox remediation process

You farewarded this MtSia0e on Blan 981320271 11:39 P

E amacorra@cisco.com

remediation test
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FW: [Message Remediated]remediation test

» Escalation Support <EE@mexesa.com>

MTa Hermandez (amacaora)

This message is forwarded as part of the mailbox remediation process.
From: amacorra@cisco.com <amacorra@cisco.com>

Sent: Tuesday, September 14, 2021 4:26:23 AM

Subject: [Message Remediated]remediation test

remediation test
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Monitoring ~ Tracking  Quaranting

Massage ID Heater <18M385hu2@mal sergio.com>

Procesging Dataits

Summary

222447 Stan message 40962 on incoming connaction BCID 31).

232447 (@ Message 640962 enqueued on incoming connection (IGID 31} from amacoeraf@cisce.com.

X244V @ Message SA0PEL Croction: wcoming

232448 () Messsge S40962 cn incoming ecrasction 10D 1) soded recpient (eelmaness com).

23507 () Mwssage SE0P62 criginal subct on infection: mMmeckation st

233507 () Message S40962 nol cvalusted for Sendar Domain Repatation. Reasen; Disabled a8 Mol Flow Policy

237507 () Mussage SE0962 (145 bytes) from amacoms@isco. oom ieady,

23I507 ) Message SL0962 hes sonder_group: whitelss, sonder_ip: 15.0.0.59 and sbes: Neas

2XISOT fy Messae SA0BED matched par-rocipient policy se Tor inbousd mail policies.

2TISOT g Message BI0D62 scannad by Asvancod Matwass Pratestian saging, Finsl vestict: SKIPPED(nG Sachmént in messags]

2R250T ) Messsge SE0062 seannad by Cutbmak Fiters. Verdier: Nagsthve

2RI50T ) Mesaage BEDMG2 comaing matsags ID handor "¢ 1AMINSRUI@MSL sorgio come

2RIRCT Yy Meessbge BA0DE2 uived for Salhidy.

21:35GR gy (DOID6) Dnivary stamed for message 640062 10 ce@menees. com

21500y (BCID 6) Dedvery detalls Message 040962 sent bo ee@mexnesa.com

W Meszage G406 fo celPmenesa.com recebred remote SMTP response “2.6.0 <183 @mal serglo.com [Intemalide 27221 502727676,

Hostrame-BY3PR 1SMBS165 asmped 19.oroc outlosk. com] BI51 Bites in 0,165, 48,360 KBJsse Queued mal 1or delvery’

237950 o Wncoming connection (ICID 31) et

ERIECT f Mesaage 80962 wos intkted for Forwand remedial sction by “sdmin’ from scurce 'CTR' In bistch ‘2b&Gdcal - 90d-404¢- 0327111 SMaSc8RcT",

2LRR0E (1) Massage BADGAD was processed with Forward” remadiial action for rciplont "aelmoxosa.com’ in hatch “Ihdfideal-0b3d- 404 - 0337
11141d5480c7". Remediation status: Romodisted.
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https://securex.us.security.cisco.com/integrations
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