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e Cisco Security Cloud

The Cig Author arity Cloud application offers seamless integration for connecting your Cisco devices with
Splunk. It features a modular UX input design, built-in health checks, and constant monitoring to ensure
operational integrity.

Product(s) Enabled:
Cisco Al Defense
Cisco Duo
Cisco Email Threat Defense (ETD)
Cisco Identity Intell... More

Category: Firewall, Security, Fraud & Compliance | Author: Cisco Systems, Inc. | Downloads: 17522 |

Released: a month ago | Last Updated: a month ago | View on Splunkbase
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Login and Install X

Enter your Splunk.com username and password to download the app.

Username

Password

Forgot your password?

The app, and any related dependency that will be installed, may be provided by
Splunk and/or a third party and your right to use these app(s) is in accordance with
the applicable license(s) provided by Splunk and/or the third-party licensor. Splunk
is not responsible for any third-party app (developed by you or a third party) and
does not provide any warranty or support. Installation of a third-party app can
introduce security risks. By clicking “Agree” below, you acknowledge and accept
such risks. If you have any questions, complaints or claims with respect to an app,
please contact the applicable licensor directly whose contact information can be
found on the Splunkbase download page.

Cisco Security Cloud is governed by the following license: 3rd_party_eula_custom

| have read the terms and conditons of the license(s) and agree to be bound by
them. | also agree to Splunk's Website Terms of Use.

Cancel Agree and Install

Olegl wbo, juwldé god oo wse IJolge Jdobosg Jel 09 p9soe. bbb 9é wpe.




Complete X

Cisco Security Cloud was successfully installed.

Open the App

Go Home
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‘ Q. secure network analytics X

? Secure Network Analytics
o Network Analytics

Analyze your existing network data to help detect threats that may have found a
way to bypass your existing controls, before they can do serious damage.

Learn More Configure Application
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jon Application Setup App Analytics = . Cisco Security Cloud

Application Setup | Secure Netweork Analytics

Secure Network Analytics

% Secure Network Analytics
o Network Analylics

<g | Add Secure Network Analytics
I3

Analyze your exlsling network data to help detect threats that may have found & wary to bypass your eulsiing conirols, before thay SNA Connection
can do serous damage.

*Input Name
Detect attacks in real tme across the dynamic network with high-fidelity akerts enriched with context, including user, device, - -
location, timestamp, and application. ﬂ

ved fiokl

Walidate the efficacy of policies, adopt the right ones based on your enviranment's needs, and streamline palicy vislation
investigations.

dress (IPvd or IPvE Address or Hostrami)

Use advanced analytics to quickly detect unknown malware, inshier theeats like data exfitration and policy viclations, and other

2% Divrd or 1vB ADESS 0 Hoswarel for (s aocourt
sophisticated attacks

*Domain D
Iceritify and isolate threats in encrypted raffic without comgromising peivacy and data integrity.

Doman 0¥
Documentation
Jaem r v Addenin or Power Anatysf)
Fe
Rale of P -
i *Password
Sup
- Pas o

*  Logging Settings

Input Cenfiguration
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SNA Connection

*Input Name

[ SNA_Manager ]

Enter a unigue name
*Manager Address (IPv4 or IPv6 Address or Hostname)
— ]

Enter the Manager Address (IPv4 or IPv6 Address or Hostname) for this account

*Domain ID
| 301 ]

Enter the Domain ID for this account

*Username (Role of Primary Admin or Power Analyst)

| admin |

Enter the Username (Role of Primary Admin or Power Analyst) for this account

*Password

Enter the Password for this account
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~  Logging Settings

Log level
INFO v

Input Configuration

Promote SNA Alarms to ES MNotables? @

Al Critical ‘ Minor H Trivial H Info

Include SNA Alarms as Risk Events @

*Interval

300

Time interval in seconds between API queries

Source Type (O

cisco:sna

*Index

cisco_sna

Specify the destination index for SNA Security Logs
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Data Integrity Resource Utilization Alerts & Detection Application Setup App Analytics
Application Setup Secure Malware Analytics Dashboard
Duo Dashboard
My Apps
Cisco Multicloud Defense Dashboard
Secure Firewall Dashboard
Q. Search..
XDR Dashboard
> Input Name Product Cisco Secure Email Threat Defense
Dashboard
?  SNA_Manager Secure Network Analytics
Secure Network Analytics Dashboard
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Cisco ldentity Intelligence Dashboard
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- : c © Not Secure  hitps:/fmanager.ift/smcffiles/

T;*:" Manager VE

Browse Files

= 7 R

admin - 19-May-20825, 2:13:03 a
apps - B6-Jun-2025, 9:26:56 am UTC
] database - B86-Jun-2025, 9:26:56 am UTC
G | etc - B6-Jun-2025, 9:26:56 am UTC
@ fedlet - 15-May-2025, 3:01:83 pm UTC
(] fedlet-manager - 15-May-2025, 3:01:83 pm UTC
logs - 24-Jun-2025, 1:01:85 am UTC
J manual-set-time = B6-Jun-2025, 9:26:54 am UTC
¢ nginx - B6=Jun=-2025, 9:26:56 am UTC
[ security - B6-Jun-2025, 9:26:56 am UTC
) | services = R6-Jun-2025, 9:26:56 am UTC
] smc - 89-May-2025, 10:59:39 pm UTC
Boum e - 29-Apr-2025, 8:57:16 pm UTC
¢J tomcat - 26-May-2025, 2:27:00 pm UTC
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https://%3CManager_IP%3E/smc/index.html
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';;*/ Manager VE

Browse Files (/smc/config/domain_301)

/smc/config/domain_381

Parent Directory

S —

alarm_configuration.xml 15-May-2025, 5:57:26 p
] application_definitions.xml 93 15-May-2825, 5:57:26 pm UTC
[=] custom_security_events.json 8.48k 15-May-2025, 5:57:27 pm UTC
[#] domain.xml 155 15-May-2025, 5:57:26 pm UTC
2] exporter_3@1_10.106.127.73.xml 252 @6-Jun-2025, B:59:81 am UTC
2 exporter_301_10.106.127.74.xml 300 19-May-2025, 2:26:58 am UTC
2] exporter_301_10.122.147.1.xml 14.2k 14-Jun-2025, 6:31:00 pm UTC
@ exporter_301_10.197.163.45.xml 587 19-May-2025, 2:30:00 am UTC
| exporter_snmp.xml 344 15-May-20825, 5:57:26 pm UTC
2 host_group_pairs.xml 6@.22k 86-Jun-2025, 9:32:36 am UTC
Y host_groups.xml 56.99k 086-Jun-2025, 9:33:58 am UTC
[£) host_policy.xml 113.32k 15-May-2025, 5:57:27 pm UTC
[ map_@.xml 25.2k 06-Jun-2025, 9:31:15 am UTC
[ map_l.xml 629.25k 86~Jun-2825, 9:31:16 am UTC
] map_2.xml 436.26k @6-Jun-2025, 9:31:16 am UTC
[£] service_definitions.xml 140.09k 15-May-2025, 5:57:26 pm UTC

£ swa_301.xml 2.19k 86-Jun-2025, B:57:50 am UTC
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