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1. wpdsu IJpuolb§6 sldodss o ldeeluvesd (AAA) 9o dssu Idpuolb 96 999l IJeéssd
9luolB6 lgwe puwegse Ids Sless IJoslole [Jpedss.

aaa nhew-model
|

aaa authentication login SSLVPN_AUTHEN Tocal

aaa authorization network SSLVPN_AUTHOR local
|

username test password ciscol23
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2.9p vlugvle joz IUplosez RSA-Shamir-Adleman.

crypto key generate rsa Tabel AnyConnect modulus 2048 exportable



3. Bp wluuble TrustPoint Joowsw Juolss 09506 [Jpgzoe. Spdud 1U)z9e 1Js Jisds6 wdasy
ouwzsd IJuvels J PKI Jdzue9d eds s pu ldevdliosd 29d lugsle I ioelse.

crypto pki trustpoint TP_AnyConnect
enrollment terminal

fgdn sslvpn-c8kv.example.com
subject-name cn=sslvpn-c8kv.example.com
subject-alt-name sslvpn-c8kv.example.com
revocation-check none

rsakeypair AnyConnect

pdlzbs: szo wdosu Ilwe Idublisg (CN) B luve IJpsuo9e wluwesle uslo IP Iy
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wldoslos [Jlews (C8000V). §> suwles beld CN wuvdd Lozse: eds IEe pu 7 &S
IJ5les: Bs w@dsd £33 Igble IJ uobsle 1Jos $slzool Idpuwogs p90 £0d wuwesd
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1Js¢9J.

4. 255 wgpe IP 1Jpeds Jogsso Ideolsso 1Us gpsd Cisco 1Jlpo.

ip local pool SSLVPN_POOL 192.168.13.1 192.168.13.10

5. (I2oshs) 9 vodssu Slises 9009d Ssluwss Jsop luvegsleol JJod S 1dpuduwe. wodsy
lspo 1J9o9d 030 pu Idgvwdle IUgzes IJos spdu Idsuesd IJsol pu gdld o VPN.

o dJ 18u)luos: wp) zpse Y6 o9 Idwslule gwy 08E VPN (IJudE 1JJled) BBl Jp swp
odysu 1Jod S 1dpduwe.

ip access-Tlist standard split-tunnel-acl
10 permit 192.168.11.0 0.0.0.255
20 permit 192.168.12.0 0.0.0.255

6.cebsd ¢l HTTP 1Jle0.

no ip http secure-server

7. oJdsu pdwye SSL.

crypto ss1 proposal ssl_proposal
protection rsa-aesl28-shal rsa-aes256-shal

8. ©J9su uwsluwd SSL. gluwesgle 18,z SSL: 9uBbs & @86 PKI.

crypto ss1 policy ssl_policy

ss1 proposal ssl_proposal

pki trustpoint TP_AnyConnect sign

ip interface GigabitEthernetl port 443
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9. (Ilgeshs) louvle pdd wg)sd AnyConnect wpwless ppy) pdd wersd IUgpsd IUles pu
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<tfroot>

true

true

false


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/anyconnect-profile-editor.html

A1l

A1l

A1l

false

Native



true

30

false

true

false



false

true

IPv4,IPv6

true

ReconnectAfterResume



false

true

Automatic

SingleLocalLogon



SingleLocalLogon

AllowRemoteUsers

LocalUsersOnly

false

Disable



false

false

20



false

false

true
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10. Bp wogpesd pdd wg)sd XML IJ3s wp logblge |Js 31,6 Flash (13156 1Je98w6) JJeszo
9233 pdV IJog)sus:

crypto vpn anyconnect profile acvpn bootflash:/acvpn.xml



11.0ebsd ghe HTTP IJlpu.

no ip http secure-server

12. ©J9su wog w99 s o SSL.

crypto ss1 authorization policy ssl_author_policy
client profile acvpn

pool SSLVPN_POOL

dns 192.168.11.100

banner Welcome to C8kv SSLVPN

def-domain example.com

route set access-1list split-tunnel-acl

woz wg9sd SSL 09 zlaso Jpedple IJwgssd IJos swp >9¢ol [Js g psd IUwgs>.owpe
Il |Js woz IJegssd pu pdud wg)swd SSL.

13. Bp wodssu Blde bloys sep pu gdldo uuwe Slzole 1J9u09d 1Jblo,s.

interface Virtual-Template2 type vpn
ip unnumbered GigabitEthernetl

ip mtu 1400

ip tcp adjust-mss 1300

14. o J9su pJV wg)sd SSL 9 weass Idpuol> 86 999lisp 1Jpel e 9lddlde IJbloys.

crypto ss1 profile ssl_prof

match policy ssT_policy

match url https://sslvpn-c8kv.example.com

aaa authentication user-pass Tist SSLVPN_AUTHEN

aaa authorization group user-pass Tist SSLVPN_AUTHOR ss1_author_policy
authentication remote user-pass

virtual-template 2

SEUP> U pdI IJogosue eds Bspe lduog sewslu I ol URL.



P\Jltjbac: Sew v sJ9u IJQoaggQ%IQ URL W,s380 Jpdwd wg s SSL VPN 9szw
s luwdsw wiasd sles eds 1JISd Jlbol) zduws IJged.

9swp luwwgsle 030 Idguluo) WBs pJud wgjysed SSL:

oz IUpblw§6 - pble§s 0o weass pdBd og)ysd SSL ssl_prof Jgpsd eds luvp wog
SSL ssl_policy.

pblo s url - pblu 86 zpd Jugss> SSL profile ssl_prof Jg psd £Js URL sslvpn-
c8kv.example.com.

§§|:5p6 oSy Idpuwegsp Jpuolb 96 AAA - sop luveesle Slisps wpys) SSLVPN_AUTHEN
loole ldpuol>96.

Slised cersy Idpuwotsp 1JElLo8 wezeses cd9s e AAA - luule IJogasd: soe luvagsle
Ilisps v dé SSLVPN_AUTHOR pg wog IJwgysd ssl_author_policy.

IJp o> 96 eU wg> User-pass - sz 9,28 1Jpuob 96 Jdgpsd Iogss Iuvp
IJpuwerpldded 1dp9) 1dpuuewss |ds.

IJsIJo [Ublo,s 2 - seas Is IJBIJw IUbloys uusop luvoouslgo.



o9 IJle Lol

Jdop IJizsle IJos wese wsu Cisco Secure Client g Secure Gateway Ieule loile louold SSL
VPN Lyze IJs puwous Wop w8 lo ol AnyConnect SSL VPN

£ psd Cisco IJleo (AnyConnect) |Js w83 leuold glds Idpuvess C8000V

>
aaa authentication login 5 M local
Cisuoﬁ:nure(:linm ) 55LVPN Gateway aaa authori network SSLVEN AUTHOR local
i - crypto ssl proposal ssl_proposal
L) oo st el on Lprotection rsa-aes2b6-shal rsa-aesl28-shal

S ——— - f
erypto ssl policy ssl_policy
gsl propesal ssl proposal
pki trustpeint TP AnyConnect sign

| ip interface GigabitEthernetl port 443

| Establish 3-way TCP handshake to host sslvpn-c8kv.example.com port 443 | Crty PETL e rofile

match policy ssl policy
match url https://sslvpn-cékv.example.com

| 550 Handshake-Server selects cipher from propesal list and sends cert |

- — — aaa authentica n user-pass list SSLVPN AUTHEN
Client sends http POST to start Aggregate Authentication Initiliazition phase _ -
Maps connection to SSL profile my-profile by matching URL sslvpn-c8kv.example.com aaa aulhorization group user-pass list SSLVPN_AUTHOR ssl_author policy
— authentication remote user-pass |
POST [ HTTP/1.1 virtual-template 2

Host:sslvpn-cBkv.example.com 1
User-Agent: Any Connect Windows 5.1.8.105
<group-access=https)/sslvpn-cBkv.example.com</group-access>
zconfig-auth client="vpn" types="init" aggregate-auth-versions="2"7 pool SSLVEN POOL
def domain example.com
1

ip local pool SSLVFN_POOL 152.168.13.1 192.168.13.10

crypto ssl authorization policy ssl_author policy

Aggregate Auth (auth-request) - Send client authentication request

interface Vi L -Template? type vpn
<config-auth client="vpn” type="auth request™» ip unnunbered GigabitEthernetl
<tunnel-group> ssl_prof </tunnel-group> ip mtu 1400
<message>Please enter your username and password </message> vpn mode =ss1
<input type="text” name="username” label=" "> <finput>
<input type="password” name="password" label="" "x <finput>

oG loyold glds 1dpuwess 1


https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/222430-understanding-the-anyconnect-ssl-vpn-con.html
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>
aaa authenticat login SSLVPN AUTHEN local
Cisco Secure Client SSLVFPN Gateway aaa authorization network SSLVEN Al OF local

crypto ssl proposal ssl_proposal
protection rsa-aes256-shal rsa-aesl28-shal

| i !

Invoke AAA authentication for N_A 1" + local erypto ssl policy ssl_policy
ssl proposal ssl proposal
pki trustpoint TP AnyConnect sign

| Retrieve sessionfuser attributes from AAA eg. lpv4 address from pool SSLVEN_POOL | ip interface GigabitEthernetl port 443

!
crypto ssl profile my-profile

[ Client initiates tunnel establishment and request attributes like ip address via CSTF |
match pelicy ssl_policy

CONNECT/CSCOSSLC/tunnel HTTR/1.1 <snip..>

Host:sslvpr-cBkyv.example.com )
¥-CSTP-Hostname: DESKTOP-PMHGE?S aaa aul iLion group user-pass list SSLVEN_AUTHOR ssl_author_policy

X-CSTP-MTL: 1399 authentication
X-CSTP-Address-Type: IPvE, IPvd virtual-template

__match url https://sslvpn-ciky.example.com
asa authenticatior ~pass list SSLVEN_AUTHEN

mote user-pass

Clone T 2 inta V-Accessl- apply per user features like ACL, QOS, VRF crypto ssl authorization pelicy ssl_author_policy

" = 1 pool SSLVEN POOL
interface Virtual-Access2 def d e Talcon
f"show derived-config. ”.I : . '
E ip lecal pool SSLVPN_POOL 192.168.13.1 192.168.13.10

interface Virtual-Tes

ate? type vpn

| = = — — ip ¢ mbered GigabitEthernetl
Hﬁ;:r]s;;gsoaélanymnneﬂ client attributes like ip address, domain via CSTP ip mtu 1400
i vpn mode =5

server Cisco 105 SSLYPN <snip...>
X-C5TP-Address: 192.168.13.8
K-CSTP-Default-Domain: example.com

Tunnel established - User traffic can now be transmitted

oG loyold glds 1dpvess 2
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@ Cisco Secure Client

Please enter your username and password.

https: //sslvpn-c8kv.example.comr

& Cisco Secure Client | https://sslvpn-c8kv.example.c... X

Please enter your username and password.

Username: |tgst |

Password: | ®**=*====

pelods Cisco Jloold 1Jgpsd |JTPQ
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Cisco. wg> wuwesd IUsgsd IJulze: selad gpsd Cisco IUlew wujsd pdd ogrsed XML
vuvdd lVu,)luos. 9pe 3JY: seolz Cisco Secure Client |Js lgho IJogvgsd JIs shbo,
pJV 1Jog)sd Vs 9lzos IJpuwedse Idyuwspeso (GUI). JI sdvds pe> 119 olweso
Cisco Secure Client. Jlgho v vgsd IJgpdso o) wi) IJplauw IUlspew 899 50 Cisco
Secure Client Ws >,z Windows 9235 gsl) luole.
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@ Cisco Secure Client — X

atfoanr, .
asco  Oecure Client

General Virtual Private Network (VPN)
Preferences Statistics Route Details Firewall Message History
AnyConnect VPN
N
Connection Information -
State: Connected
Tunnel Mode (IPv4): Split Indude
Tunnel Mode (IPvE): Drop All Traffic
Dynamic Tunnel Exdusion: None
Dynamic Tunnel Indusion: None
Duration: 00:05:47
Session Disconnect: None
Management Connection State: Disconnected (user tunnel active)
Address Information ~
Client (IPv4): 192.168.13.3
Client (IPv6): Mot Available
Server: 10.106.45.225
: - . Bytes ~
Collect diagnostic information for all o L W
installed components.
Diagnostics | Reset | ExportStats

lzuolissle Cisco Secure Client (AnyConnect)

3. luwdd 1Js AnyConnectVPN > ol osd Idpuwly 90ids oo lo 1dpedople 1Upe 9006 sl
PE |J|ouu|_)|o |JipO5 _9|qu»|)|-;) 86J Lﬂpoé.



€9 Cisco Secure Client - X

olrar], ' ®
asco  Oecure Client
General Virtual Private Network (VPN)
AnyConnect VPN
Non-Secured Routes (IPvd) A
0.0.0.0/0
Secured Routes (IPv4) A

192.168.11.0/24
192.168.12.0/24
192.168. 11.100/32

Collect diagnostic information for all
installed components.

Diagnostics

oBluosd puwl 1Jepsd IUles po Cisco (AnyConnect)

luwog pdo 03l @uupe in order to Idse 1o wubdsdd sepd wuvdd Lozse s C8000v:

1. Jeuuo pedsple gduwd gpd SSL - |bol,) gduwé gpd crypto ssl{user user-name |profile profile-
name}

<#root>

sal _c8kv#show crypto ssl session user test

Interface :

Virtual - Accessl

Session Type : Full Tunnel
Client User-Agent : AnyConnect Windows 5.1.8.105

Username : test Num Connection : 1
PubTic IP : 10.106.69.69

Profile :

ssl _prof

Policy :

ssl _policy



Last-Used : 00:41:40 Created : *15:25:47.618 UTC Mon Mar 3 2025
Tunnel IP : 192.168.13.3 Netmask : 0.0.0.0
Rx IP Packets : 542 Tx IP Packets : 410

sal _c8kv#show crypto ssl session profile ssl_prof

SSL profile name: ssl_prof
Client_Login_Name Client_IP_Address No_of_Connections Created Last_Used
cisco 10.106.69.69 1 00:49:41 00:49:41

2. Jeyue leuolissle SSL VPN - show crypto ssl stats [profile profile-name] [tunnel] [IJo Wl osJ]

<#root>

sal _c8kv#show crypto ssl stats tunnel profile ssl_prof

SSLVPN Profile name : ssl_prof

Tunnel Statistics:

Active connections 1
Peak connections 1 Peak time : 1d23h
Connect succeed ;13 Connect failed : 0
Reconnect succeed : 0 Reconnect failed : 0
IP Addr Alloc Failed : 0 VA creation failed : 0
DPD timeout : 0
Client
in CSTP frames : 23 in CSTP control : 23
in CSTP data : 0 in CSTP bytes 1 872
out CSTP frames 11 out CSTP control 11
out CSTP data : 0 out CSTP bytes : 88
cef in CSTP data frames : 0 cef in (CSTP data bytes : 0
cef out CSTP data frames : 0O cef out CSTP data bytes : 0
Server
In IP pkts : 0 In IP bytes : 0
In 1IP6 pkts : 0 In 1IP6 bytes : 0
Out IP pkts : 0 Out IP bytes : 0
Out IP6 pkts : 0 Out IP6 bytes : 0

3. JJeedd pu ldodssy Iddeds Idpbod eds slzos 1U9uosd [Ubloys Idpde,us wldgesd.



<tfroot>

sal _c8kv#show derived-config interface Virtual - Accessl

Building configuration...

Derived configuration : 143 bytes

I

interface Virtual-Accessl

description ***Internally created by SSLVPN context ssl_prof**%*
ip unnumbered GigabitEthernetl

ip mtu 1400

end

e dpla IUisble sluodlzol
$98, 03l IJBuwpe pedsple spdod luuagslel Jluvaduldd igble IJodssy sluadlizol.

1. ouozse i'ablc SSL Jdwedd pu IJovdly o sy 9256 IJluwedeld sldew 9lde psJ.

<#froot>

debug crypto ssl condition client usernane

debug crypto ss1 aaa

debug crypto ss1 aggr-auth message
debug crypto ss1 aggr-auth packets
debug crypto ss1 tunnel errors
debug crypto ss1 tunnel events
debug crypto ss1 tunnel packets
debug crypto ss1 package

2. weue e, IUlupldss JJoedd po odsso SSL.

show crypto ss1 authorization policy

show crypto ss1 diagnose error

show crypto ss1 policy

show crypto ss1 profile

show crypto ss1 proposal

show crypto ss1 session profile <profile_name>

show crypto ss1 session user <username> detail

show crypto ss1 session user <username> platform detail

HOH OH K KR K H R



3. bls IJogugsoe slesh IJodhs, (DART) J Cisco Secure Client.
Jozese zied DART. o wooudss IJgbsle IJesozs s Run DART Jog
|2l oé Llowed ol Lizble gl o lzol

UpSdE CuoRse leble louold ulee:

debug crypto ssi
debug crypto ss1 tunnel events
debug crypto ss1 tunnel errors

<tfroot>

*Mar 3 16:47:11.141: CRYPTO-SSL: sslvpn process rcvd context queue event

*Mar 3 16:47:14.149: CRYPTO-SSL: Chunk data written..

buffer=0x726BCA8891B8 total_len=621 bytes=621 tcb=0x0

*Mar 3 16:47:15.948: %SSLVPN-5-LOGIN_AUTH_PASSED: vw_ctx: ssl_prof vw_gw: ssl_policy remote_ip: 10.106.
*Mar 3 16:47:15.948: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: cisco] [Source: LOCAL] [Tocalport
*Mar 3 16:47:15.949: CRYPTO-SSL: Chunk data written..

buffer=0x726BCA8891E0 total_len=912 bytes=912 tcb=0x0

*Mar 3 16:47:17.698: CRYPTO-SSL: sslvpn process rcvd context queue event

16:47:20.765: X-CSTP-Session-Timeout: 43200
16:47:20.765: X-CSTP-Keepalive: 30

*Mar
*Mar

*Mar 3 16:47:20.755: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] CSTP Version recd , using 1
*Mar 3 16:47:20.755: [CRYPTO-SSL-TUNL-ERR]: IPv6 Tocal addr pool not found
*Mar 3 16:47:20.755: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] No free IPv6 available, disabling IPv6
*Mar 3 16:47:20.755: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0]
SSLVPN reugesting a VA creation
*Mar 3 16:47:20.755: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] Per Tunnel Vaccess cloning 2 request sent
*Mar 3 16:47:20.760: %SYS-5-CONFIG_P: Configured programmatically by process VTEMPLATE Background Mgr f
*Mar 3 16:47:20.760: [CRYPTO-SSL-TUNL-EVT]:[0] VACCESS: Received VACCESS PER TUNL EVENT response.
*Mar 3 16:47:20.760: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] VACCESS: Received vaccess Virtual-Accessl fro
*Mar 3 16:47:20.760: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] VACCESS: Cloning Per Tunnel Vaccess
*Mar 3 16:47:20.760: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] VACCESS: Interface Vil assigned to Session Us
*Mar 3 16:47:20.761: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] Allocating IP 192.168.13.4 from address-pool
*Mar 3 16:47:20.761: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] Using new allocated IP 192.168.13.4 0.0.0.0
*Mar 3 16:47:20.761: %LINK-3-UPDOWN: Interface Virtual-Accessl, changed state to up
*Mar 3 16:47:20.763: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] Full Tunnel CONNECT request processed, HTTP r
*Mar 3 16:47:20.763: HTTP/1.1 200 OK
*Mar 3 16:47:20.763: Server: Cisco I0OS SSLVPN
*Mar 3 16:47:20.763: X-CSTP-Version: 1
*Mar 3 16:47:20.763: X-CSTP-Address: 192.168.13.4
*Mar 3 16:47:20.763: X-CSTP-Netmask: 0.0.0.0
*Mar 3 16:47:20.763: X-CSTP-DNS: 192.168.11.100
*Mar 3 16:47:20.764: X-CSTP-Lease-Duration: 43200
*Mar 3 16:47:20.764: X-CSTP-MTU: 1406
*Mar 3 16:47:20.764: X-CSTP-Default-Domain: example.com
*Mar 3 16:47:20.764: X-CSTP-SpTlit-Include: 192.168.11.0/255.255.255.0
*Mar 3 16:47:20.764: X-CSTP-SpTlit-Include: 192.168.12.0/255.255.255.0
*Mar 3 16:47:20.764: X-CSTP-SpTlit-Include: 192.168.11.0/255.255.255.0
*Mar 3 16:47:20.764: X-CSTP-SpTlit-Include: 192.168.12.0/255.255.255.0
*Mar 3 16:47:20.765: X-CSTP-Rekey-Time: 3600
*Mar 3 16:47:20.765: X-CSTP-Rekey-Method: new-tunnel
*Mar 3 16:47:20.765: X-CSTP-DPD: 300
*Mar 3 16:47:20.765: X-CSTP-Disconnected-Timeout: O
*Mar 3 16:47:20.765: X-CSTP-Idle-Timeout: 1800
3
3


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e

*Mar 3 16:47:20.765: X-CSTP-Smartcard-Removal-Disconnect: false

*Mar 3 16:47:20.766: X-CSTP-Include-Local_LAN: false

*Mar 3 16:47:20.766: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] For User cisco, DPD timer started for 300 sec
*Mar 3 16:47:20.766: CRYPTO-SSL: Chunk data written..

buffer=0x726BCA8891E0 total_len=693 bytes=693 tcb=0x0

*Mar 3 16:47:21.762:

% .1 NEPROTO- 5- UPDOWN:  Li ne protocol on Interface Virtual -Accessl, changed state to up

pedyple dlo LoJs



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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