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File  Edit  View
{

"global”: "DBG_TRACE™
¥
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1. o Event Viewer

2. Vs ldzie IJls e 9p wlJu9uwsgApplications and Services Logs.

3. 1uW9) v IJplouw Ui..s,oQCisco Secure Client — Zero Trust Accessgg > dProperties.
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File Acion View Help
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Bl Event Viewer (Local)
» L Custom Views
» [a Windows Logs
~ |7 Applications and Services Logs
[+] Cisco AnyConnect ISE Posture Module
[+ Cisco AmConnect Network Visibility Module
|51 Cisco AnyConnect Secure Mability Client
‘.—l Cisco AnyConnect Umbrella Roaming Secunity Module
> [ Cisco Orbital
[+] Cisco Secure Client
[+ Cisco Secure Client - AnyConnect VBN
[+] Cisco Secure Client - Diagnostics and Reponting Toal
[+ Cisco Secure Client - ISE Pasture
[5] Cisco Secure Client - Network Access Manager
ﬂ Cisco Secure Client - Network Visibility Module
[+ Cisco Secure Client - Secure Firewall Posture
5] Cisco Secure Client - Umbrella
Cisco Secure Client - Zero Trust Access
» [ CiscoSeaureEndpoint
] Hardware Events
> 2 intel
s ] mteltusdioSenicelog
‘.—| Intermet Explorer
5] Key Management Senice
» 1 Lenovo
] Managesof
» [ Migrosoft
[+] Microsoft Office Alerts

Cisco Secure Client

Level Date and Time Source Event |
(Elnhrmaﬁon 02-09-2025 153331 €5¢_zTta_agent

(1) Information 02-09-2025 152831 €sc_zta_agent

Log Properties - Cisco Secure Client - Zero Trust Access (Type: Administrative

General
Full Name: Crsco Secure Client - Zero Trust Access.
Log path: %SystemRootinSystem3ZWinewt\Logs\Cisco Secure Client - Zero Trust Access.evix
Log size: 4,07 MB(42,63,936 bytes)
Created: 04 June 2025 12:03:07
Modified: 02 September 2025 15:34:01
Accessed: 02 September 2025 153712

Enable logging
Maximum log size (KB m:
When maximum event log size is reached:

© Overwrite events a5 needed (oldest events first)

(O Archive the log when full, do not overwrite events

() Do not overwrite events ( Clear logs manually )

5] MicrosoftWindows/DeviceManagement-Enterprise-Diagnostics-Provider/Im

] OneApp_iGCC
» [ OpenSsH
[] Teleport
] Windaws PowerShell
5] Windows@Ciscn
[ ykpiv-ssh-agent
» Lg Saved Logs
i Subscriptions
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Cisco Secure Client - Zero Trust Narme
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Description  Status Startup Type  Log On As

Access Agent @((apabiliw Access Manager Service Provides fac... Running  Manual Local Syste...
Stop the senvice {;"(aplumﬁwke_ﬂ']ﬂid En.ahlzs I.)in... Manual . Local S)rslz.
Pause the service ) Celiular Time This service ... Manual (Trig... Local Senvice
;ﬁi“(tﬂiﬁmeﬁmpagalﬂnn Copies user... Running  Manual (Trig...  Local Syste...

&), Cisco Orbital Cisco Orbit.. Running  Automatic Local Syste...
Description: 1 Cisco Secure Client - AnyConnect VPN Agent Cisco Secur.,  Running  Automatic Local Syste...
Cisco Secure Clien Trust Access £} Cisco Secure Client - Cloud Management Cisco Cloud... Running  Automatic Local Syste...
Agent Service ‘.':-‘,(isco Secure Client - Posture Agent Cisco Secur..  Running  Automatic Local Syste...

£} Cisco Secure Client - ThousandEyes Endpoint Agent ThousandEy... Running Automatic Local Syste...

1) Cisco Secure Client - Umbrella Agent Cisco Secur..  Running  Manual Local Syste...

- Running
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Stop Service

sudo "/opt/cisco/secureclient/zta/bin/Cisco Secure Client - Zero Trust Access.app/Contents/Mac0S/Cisco

Start Service

open -a "/opt/cisco/secureclient/zta/bin/Cisco Secure Client - Zero Trust Access.app"
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Windows

lez CMD Llposhle 1deuwssd 98p wousésd e, IJelds:

"%ProgramFiTles(x86)%\Cisco\Cisco Secure Client\acsocktool.exe" -sdf 0x400080152

* 9p wouisd DebugView oy Sysinternal JIJoll yuegd KDF
* v gsdbebugviewdadministratorg o pd s gshle 1JBlses IJoldss:
lud) eds Idoglb
- &Jdlpd [gwsl, Capture Kermne
- &Jlpd [¢wsl) Enable Verbose Kernel Output
* esble
- edlpd [¢wsl) Clock Time
- &Jlpé [gwsl) show Milliseconds
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* O wlebs oubgsd €06 IJgpsd gwl ploldos 1deuudsd:

net stop csc_vpnagent && net start csc_vpnagent

* |3Inet stop csc_vpnagent & & net start csc_vpnagentd o SE&pd: Gp wlgl>6 © g sJCisco Secure Clientl Jgs,06 o0
services.msc

Csco Secure Cent - Anylonnect  Mame " Description 5
WPH Agemt ), Apphcation Layes Gatewasy Service Provides su_.
Shop the service ) Applcation Management qu.usuf'm._
Paise the service £, Appl Deployment Service [AppXSVC) Providesinf_  F
) AssignedAccesshlanager Senvice Messigneddc.
&) Auto Time Zone Updater Automnatica_
Descrgtion: ) MCTP service This is fudi.. F
Cico Secure Chent et WPM -»ﬂhc‘bgrmndlrllﬁgﬂ'ltl’ruﬁfﬂiu‘.ﬂe Teansfers fil.
Agent for Windows {5} Background Tasks Infractructure Senvice Windows i F
{E) Base Filtering Engine The Base Fil—  F
) BitLocker Drive Encryption Service BOESVC hos... F
£ Block Level Backup Engine Service Thee WEENG...
) Bhusetnoth Audic Gateway Service Servicesup... F
{E) Bluetooth Support Service The Bluetoo... F
() Bhusetooth User Support Service_T206f The Blustes...
£} BranchCache That senvice ..
() Capability Access Mansger Service Provides fac... F
) CaptureService_T206f Enables opti...
) Celulas Tirne This service ...
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https://help.duo.com/s/article/5343?language=en_US
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* Gp lebe luolz IJpuvdJo. 929 bKDF LogsgWireshark Captures &p lowg IUgble Ios )s>
lJo@llbol DART Bundle
* 9 Cisco Secure Client Diagnostics & Reporting Tool (DART)wlwwgsle leoshle Ideuu9sd

i @ Apps Documents Web Settings People

Best match

Cisco Secure Client Diagnostics
I @ and Reporting Toaol
Anp

e Run as administrator

3 Open file location 0 Sec
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Sllent
Cisco Secure Client - DART >

| =B ceneral Information

- @ System Information
@ System Information (extensive)
i~ Active Connections Information

- [ Route Information

- B Interface Configuration

i~ [ Network Connectivity Test
i ESystem logs

- B Appiication logs

e Jlsdled oguzsd KDF gJds Windows I waéspe 1Ule,) Idelds:

"%ProgramFiles(x86)%\Cisco\Cisco Secure Client\acsocktool.exe" -cdf

)

pdlzbos: Go wozpse JJ Iduvedle: pwedle KDF. IUe @l Wireshark 9oz pise DART |
>1Js TAC.

Pl s |
oz deelos 1Ub,8s6 glowes yudundo Uiglp_, lJoldsé Jopdso ouwzsd KDF gds MacOS:

* Stop Service

sudo "/opt/cisco/secureclient/bin/Cisco Secure Client - AnyConnect VPN Service.app/Contents/Mac0S/Cisco

* EnableFlag

echo debug=0x400080152 | sudo tee /opt/cisco/secureclient/kdf/acsock.cfg



* Start Service

open -a "/opt/cisco/secureclient/bin/Cisco Secure Client - AnyConnect VPN Service.app"

* wpdsu !

* w>e Wireshark Capture

e 22> JJ Idslzole. slusi IJodlb 1Jz506

i S A ey aten  Smhed S —

* Bp wlebo luolz IdpubdJo. 929 bKDF LogsgWireshark Captures & o lowg 1Jglosle 1os )8
lJo@lbol DART Bundle
i -_éoz_ Cisco Secure Client - DART

+

Cisco Secure Client - DART

* 9uog edles lRosh JJesble Ideldss:
> Include Legacy - Cisco AnyConnect Secure Mobility Client Logs
> Include System Logs


https://help.duo.com/s/article/5343?language=en_US

* [y, Run

[ ] Cisco Secure Client - DART

Welcome to the Diagnostic and Reporting Tool (DART).
DART iz a tool that helps to bundle the appropriate log files and

diagnostic information that can be used for analyzing and debugging the
Cisco Secure Client.

NINr
CISCO

Bundle Options:
Enable Bundle Encryption

Encryption Password

Additional Log Options:

Include Legacy - Cisco AnyConnect Secure Mobility Client Logs

Include System Logs

S
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https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-client-5/225409-collecting-kdf-logs-for-secure-client.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-client-5/225409-collecting-kdf-logs-for-secure-client.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-client-5/225409-collecting-kdf-logs-for-secure-client.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-client-5/225409-collecting-kdf-logs-for-secure-client.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-client-5/225409-collecting-kdf-logs-for-secure-client.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-client-5/225409-collecting-kdf-logs-for-secure-client.html
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