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X o« <+ Add ~ 5§ Manage tenants What's new 55 Preview features

@ Overview

B Preview features center! [

A Diagnose and solve problems Overview  Monitoring  Properties Recommendations

~ Manage

[ ]
an Users Sign-ins

A Groups

4 External Identities

il Roles and administrators
& Administrative units

Delegated admin
partners

Enterprise applications

[T Devices

obosdlo [Jpsuwuwle

Setup guides

&7 Got feedback? ~

(@ Microsoft Entra has a simpler, integrated experience for managing all your Identity and Access Management needs. Try. Micr I

IJg1o96 3. 1JIu: go) wlbwsd 2383 Jol 09 p9 oz B 030 1J09,)6.

Home > Default Directory | Enterprise applications » Enterprise applications

Enterprise applications | All applications

Default Directory

o« () mefresh L Download (Export) O Previewinfo ZZ Columns & Preview features & Got feedback?

> Overview

View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.

~  Manage

wbosd zas

IJglbgo 4. Vs Suwe IJluolBs pu ldpe,uo IJoy Cisco Secure Firewall - Secure Client W
o€ Ioge: 9lgw, Cisco Secure Firewall - Secure Client oo J9z6 [Juolsg: &p luol96

lJoboss.

Home * Default Directory | Enterprise applications > Enterprise applications | All applications >

Browse Microsoft Entra Gallery

""" Create your own application &' Got feedback?

The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single si
leverage prebuilt templates to connect your users more securely to their apps. Browse or create your own application
Gallery for other arganizations to discover and use, you can file a request using the process described in this article,

£ Cisco Secure Firewall - Secure Client : Single Sign-on : All User Account Management : All

—3 Federated SO Provisioning

Showing 1 of 1 results

Cisco Seecure Firewall -
Secure Client (formerly
AnyConnect)
authentication

Cisco Systems, Inc.

2

Cisco Secure Firewall - Secure Client (forme...

A7 Got feedback?

Logo @

Create

Mame* (O

Cisco Secure Firewall - Secure Client (formerly AnyConnect) aut..

Publisher (@ Provisioning (0

Cisco Systems, Inc. Automatic provisioning is not
supported

Single Sign-On Mode © URL @

SAML-based Sign-on hittps:/fwww.cisco.com/go/sec

Linked Sign-on urefirewall

Read our step-by-step Cisco Secure Firewall - Secure Clisnt
(formerly AnyConnect) authentication integration tutorial

Use Microsoft Entra ID to manage user access and enable single
sign-on with the Cisco Secure Firewall for Secure Client (formerly
AnyConnect) SAML authentication.

in
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Cisco Secure Firewall - Secure Client
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z2i Cisco Secure Firewall - Secure Client (formerly AnyConnect) authentication | Overview

Enterprise Application

Properties

MName
Cisco Secure Firewall - Secu... [y

Application 1D @

5 Overview
[ Deployment Plan

#+ Diagnose and solve problems

» Manage 098b5489-4aec-4c73-8de1-... [
> Security Object D @
> Activity 584f4478-7571-4361-0453- [y

»  Troubleshooti Si rt s
roubleshooting + sUppo Gett“‘.g ﬂarted

v 1. Assign users and groups
vy . 9 group

Provide specific users and groups access
to the applications

Assign users and groups

2. Set up single sign on

Enable users to sign into their application
using their Microsoft Entra credentials

Get started

lesls ouwzsd 1dsg9d 1Jizhbs
lJ¢lo9é 6. i'a.:,_, SAML s Select a Single Sign-on MethodPage.

3 Cisco Secure Firewall - Secure Client (formerly AnyConnect) authentication | Single sign-on

Enterprise Application

a  Single sign-on (550) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in
your organization to sign in to every application they use with only one account. Once the user logs into an application, that
credential is used for all the other applications they need access to. Learn more.

B Overview
I Deployment Plan

#{ Diagnose and solve problems

' Manage Help me decide

{3

Select a single sign-on method

Q

il! Properties

8 Owners
Disabled

Single sign-on is not enabled. The user
won't be able to launch the app from
My Apps.

SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language) protocol.

4t Roles and administrators
& Users and groups
—3 Single sign-on

3 Provisioning

C Self-service
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Basic SAML Configuration 2 Edit

Identifier (Entity ID) Required
Reply URL (Assertion Consumer Service URL) Required
Sign on URL Optional
Relay State (Optional) Optional
Logout Url (Optional) Optional

oJ9sou SAML Ul wlws

IJgb096 8. Bs Lowes lesls wuwesd 1Usgsd IJizhbs wluuwegsle SAML. bed 1UB8se 1Ugluos woso
NITNE

I B prwe IJuue Idperd 1Jew guslo URL wlguagsle o3l 1o plb:
https://<VPN URL>/saml/sp/metadata/<tunnel_group_name>
v IS e uwe eudlu URL IJEILo wld)ys 1dow guglo URL luwegsle o3l IJuel:

https://<VPN URL>/+CSCOE+/saml/sp/acsStgname=<tunnel_group_name> [tunnel_group_name
= SAML1]



oJlzbé: Tunnel_group_name g wluw Jelds 1Jiz,08 9szo Ul czoss IUBspé eds udlb
l.lgu&be l/l.
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SAML Certificates

Token signing certificate 2 Edit
Status Active

Thumbprint

Expiration 2/4/2028, 4.33:14 PM

Notification Email

App Federation Metadata Url https:// . D
Certificate (Baseb4) Download

Certncate (Raw) Download

Federation Metadata XML Download

pdlzlbs: e luves)l 030 Idgbolbé IJos wpe wujisdoel |Us ASA TrustPoint AzureAD-AC-
SAML1. Lze lJs Suwe wdsso ASA Jdewosd eds s pu IJosluosd.



1Jgo96 10. Bs Guwpe lesh 2ol 1z plss IJley po Cisco - 1Jg psd IJlpw: logwg guslo (Eulasy)
URL lJpuluwe luwoobl lds pobdolod. sop luvogsle goslo (gulssu) URL oo Jodysy
Jlisy glbp SSO gJs ASA.

* Microsoft Entra Identifier - 03] 09 SAML IDP W.s wJssu VPN.

* euslu URL Jowesd 1U>g9d - 03l 09 o wesd 2¢9d URL.

* ewlu URL Jogwesd 1Jgsz - 03l 09 ouwesd &9z URL.

Set up Cisco Secure Firewall - Secure Client (formerly AnyConnect) authentication

You'll need to configure the application to link with Microsoft Entra ID.

Login URL https://login.microsoftonline.com/65d917a5-74a4... [
Microsoft Entra Identifier https://sts.windows.net/65d917a5-74a4-42aa-8e3... [N
Logout URL https://login.microsoftonline.com/65d917a5-74a4... [

URL IJ¢loo o SSO
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8. |Jss ASA TrustPoint AzureAD-AC-SAML2.
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o Cisco SAML 1| Users and groups

Enterprise Application
& @ + Add user/group £ Edit assignment _ Remove assignment :_\~_ Update credentia’ O Refresh E:é‘j Manage view P? Got feedback?

B Overview -
m @ The application will appear for assigned users within My Apps. Set visible to users? to no in properties to prevent this.
Deployment Flan

. Diagnose and solve problems ) . . . - N
Assign users and groups to app-roles for your application here. To create new app-reles for this application, use the application registration

~ Manage
it . 2 First 200 shown, search all users & groups
||__ Properties
&b Owmers Display name Object type

4. FRoles and administrators

Me application assignments found
&2 Users and groups b8

3 Single sign-on
IJowoap ldpzpsele

IJebo9s 2. Ige) puwerpsu 19 pzesele B prve 29l [uolds pops.
oLl 2

Add Assigni

Default Directory

® Try changing or adding filters if you don't see what you're looking for.

Search

|0

4 results found

Users All  Users

MNone Selected

elect a role

& Test1 User

luolwss p0p6 1

|Jg1o96 3. B pywg 1desly luolds pops. lud) W9s IJ)) wessy.



Add Assignment

Default Directory

Users

1 user selected.

Select a role

CESSU purtdp Testl
Jobosy IDp lJolus:

Jy) IJgbsle Idwlods Jdobosy IJelus JJdulbizso Jel 09 p9 oz WS 030 IULo9).



Add Assignment

Default Directory

Users

1 user selected.

Select a role

Meaf-

o868 popsd 2

Home > Default Dir Users

Add Assigni
Default Directory @ Try changing or adding filters if you don't see what you're looking for. Selacinaiio)
") Reset
Search
. el ‘ No items selected
4 results found
All  Users
Users A
Mone Selected Name Type Details
Select a role
D & Test2 User
v

4

UESSU puwEdp Test2

CESSU puvEde Testl:




Cisco SAML 1| Users and groups

Enterprise Application

¢ « + Add user/group 7 Edit assignment  [i] Remove assignment €Y Update credential ) Refresh 3 Manage view

Overview =

@ The application will appear for assigned users within My Apps. Set 'visible to users? to no in properties to prevent this,
Deployment Plan

B E

Diagnose and solve problems R - R - o i .
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration
~ Manage

" . &2 First 200 shown, search all users & groups
Il Properties

&8 Owners Display name Object type
&, Roles and administrators

[_] . Test1 User
22 Users and groups k- ¢

D) Single sign-on

B Provisioning

C Self-service

lRooh cessu puweip sles

CESSU ldpuweise Test2:

Cisco SAML 2 | Users and groups

Enterprise Application

& 4 Add user/group (D) Refresh 33 Manage view

el

B2 Overview -
@ The application will appear for assigned users within My Apps. Set 'visible to users?' to no in properties to prevent this.
[ Depleyment Plan
#. Diagnose and solve problems ) " . - N .
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration
“ Manage

o A First 200 shown, search all users & groups
|!_ Properties

dx Owners Display name Object type
4k Roles and administrators )

] . Test2 \User
S3 Users and groups b4

3) single sign-on

3 Provisioning

C self-service

kool 2 cessu puveie
oJdosu ASA e, CLI
lJglb9es 1. [uuble vl & 96 9l uwas,l> yuolsle SAML.

I wodssu uldbos &8s 9luwas)lb gvoble SAML IJgluoo v pze9es udd.

<#root>
config t

crypto ca trustpoint

Azur eAD- AC- SAML1

revocation-check none
no id-usage
enrollment terminal

27 Got feedback?

A7 Got feedback?



no ca-check
crypto ca authenticate

Azur eAD- AC- SAML1

crypto ca trustpoint

Azur eAD- AC- SAML2

revocation-check none
no id-usage
enrollment terminal
no ca-check

crypto ca authenticate

Azur eAD- AC- SAML2

U096 2. $p wodose peyd SAML.

lgwegse 030 1dIgle) Jugds, lesble pg,d SAML.

webvpn

saml idp https://xxx.windows.net/xxxxxxxxxxxxx/ - [Azure AD Identifier]

url sign-in https://login.microsoftonTine.com/XXXXXXXXXXXXXXXXXXXXxX/sam12 - [Login URL]
url sign-out https://login.microsoftonTine.com/XXXXXXXXXXXXXXXXXXXXXX/sam12 - [Logout URL]
trustpoint idp AzureAD-AC-SAML1 - [IdP Trustpoint]

trustpoint sp ASA-EXTERNAL-CERT - [SP Trustpoint]

no force re-authentication

no signature

base-url https://asa.example.com

IJs 1096 3. wlbwsd puol>86 SAML gJis pzeses wdd VPN IdisJs.

Bp wodIsu pzedesd v 8 SAMLT Ll weésle AzureAD-AC-SAML1 IdTrustPoint.



<ffroot>

tunnel-group SAML1 webvpn-attributes

authentication saml

group-alias SAML1 enable

saml identity-provider https://xxx.windows.net/XXXXXXXXXXXXX/

sam idp-trustpoint AzureAD AC-SAM.1 <---- Overrides the primary IDP certificate in the Single Sign-On (

IJgbgo 4. wlbosd puel> 86 SAML eJs pzeses vd§ VPN IJeluss.

Bp wodISuU pze9esd v SAML2 Ll uweésle AzureAD-AC-SAML2 IdTrustPoint.

<{froot>

tunnel-group SAML2 webvpn-attributes

authentication saml

group-alias SAML2 enable

saml identity-provider https://xxx.windows.net/XXXXXXXXXXXXX/

sam idp-trustpoint AzureAD AC-SAM.2 <---- Overrides the primary IDP certificate in the Single Sign-On (

IJglogs 5: p0b IJodgsu.

write memory
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debug webvpn saml 255
debug webvpn 255

debug webvpn session 255
debug webvpn request 255
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