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+ Cisco Firepower Device Manager Virtual 7.2.8
» Cisco Firewall Threat Defense Virtual 7.2.8

» Cisco Secure Client 5.1.4.74
* pew pdY lIJog)sw (Windows) 5.1.4.74
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—— Internet
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B o =0
Monioring  Policies  Objects Device: firepower

SUBSCRIPTION LICENSES INCLUDED

This Licernse allows you to perform intrusion ntion snd file control. You
miust have this Boense to apply int i pol in e 5. Wou also must have this
icense to apply file policies that control files based on file type.

inchudes: T Intrusion Pobcy

URL License

This license allows you 1o control web access based on URL categornies and reputations, rather
than by indiidual URL alone. You must have this license to deploy access rules that filker web
traffic based on category and reputation,

Includes: URL Reputation
wtswe Ieesd 1l
|Jg 9o 3. [uolds wzee ulosy

loedd IJs Jlsole > gvodladlud) + ).

6 g =0
il Monitoring Policles Dovice: frepower
Object Types  + Network Objects and Groups
T Networks 7 objects

e
-

1 IPvd-Private=10.0.0.0-8 NETWORK

luol9s wreg guldsy

@ @ | omsre % secure

Malware

sfense. You must have this icense 1o apply file polities
5 transmmiitted over your network,

includes: Cy File Palicy

RA VPN License Type VPN ONLY ¥ DISABLE

@

Pleasa selact the license type that you purchased to enabls remots sccess VPN, Mate that
Secure Firewall device manager does not SuUppon any of the advanced leatures covered by the
Apex license

Includes: RA-VPN

©ee0d : ;.

10.000.0/8

bed Idpedsple 1Juo,9,86 Jluolds wree eulasy IPVA 2383 10@) B93 15) 918,

* IJlywpe: ftd-cert-match-pool
o 1Juge: IJobl g
* ubl9IP:172.16.1.150-172.16.1.160

csco SECURE




Add Network Object

Name
fid-cert-match-poal
Description
-
Type
() Metwork () Host () FQDN

IP Range

172.16.1.150-172.16.1.16D

oBluosd weee eulysy IPv4
Uabgo 4. |uu-U|C 'oJl_9 u&)sd E_,D-.S\J T,DO
Bp wouisd pe) pdY wgsW IUgpsd Idlpu 90dwseo pu 098¢ walez Cisco Software. oo $J

lJs Blises 1Jgsb e lody 898 luolds 5. bed Idpedsele 1duo9,86 Jlolds [sgld $lispes
IJeobe 91y 998 Ids) polds.

* luwpe IJg,uo: cert-match
« FQDN I go9ly IP: 192.168.1.200
¢« 1Joy9o99d9d 1Jlwl us: SSL


https://software.cisco.com/download/home/286330811/type
https://software.cisco.com/download/home/286330811/type
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i?grczf Part 1 : Profi fuﬂm“
EEn0es (Pal .

* Preferences (Part 2% e 1
il Backup Servers
= Certificate Pinning

4 Certificate Matching Hostname  Host Addr... User Group Backup Ser... SCEP Mobdle Sett... Certificate ...
& Certificate Enrollment
=

Mote: It Is highly recommended that at least one server be define I( Ad... |

Server List Entry

Server Load Balandng Servers SCEP Mobile Certificate Pinning

Primary Server Connedtion Information
I Display Name (required) cert-match I I!’rlrrlelr',.I Protocol | 551 ~ I

FODN or IPA... User Group ASA gateway

192.168.1.200 ! Auth AP-AnyConing
Group URL IKE 1

192.168.1.200

Backup Servers
Host Address Add
0K Cancel

I>¢ld Blisps 1Ugslse

loedd IJs pbluds IJuvoelss: lud) 896 1uplds ). bed Ideedsple 1Juo,9,86 Jluolds [sgld
luwe pes) Sludy eds jy p9lVy.

* |J|u.upi CN
* |Juplb: vpnEngineerClientCN
* eled lJogbgsd: sumlss
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ﬁ Cisco Secure Client Profile Editor - VPN

File Help
kL VPN ¢ Certificate Matching
% Eggggg‘ bl Profile: C:Users\ianzh3OneDrive - Cisco\DesktoplvpnClientxml
f Backup Servers Key Usage Extended Key Us...
[ | Decipher_only () serverauth [ oves
£ Mobile Policy |__|Encipher_Only || ClientAuth | IKE Intermediate
B Server Lict || CRL_Sign || CodeSign

|_|Key_Cert_Sign || EmailProtect
|| Data_Endipher... |} 1PSecTunnel
| |Key_Endipherm... || IPSecliser
[ Non_Repudiat.... || TimeStamp
|| Digital_Signa... | OCSPSign

Custom Extended Match Ma... i \

T:l; = | Distinguished Mame Entry X
Delete
Name CN W
Pattern  vpnEngineerClient
Match only certificates with Key Usage Operstor @ Equal () Not Equal
Match only certificates with Extended Key Usage
Distinguished Name (Max ... [ wildcard
Mame  Pattern  Wildcard Operater MatehC... [__Add... B MatchCase

beld Uluwe Ipps)

2B pJU wgrsd Ugpsd Idlew eds IUdpusoe Idpeds soldss odluosd pdud IJog,sd.

wilerkif i-:ate#r'atr:h:'_

|

¥ <Dist inguishediame:
wv<0izt inguisheddamelef inition Operator="Equal™ Wildcards"Digabled” MatchCazes"Enabled™>
‘Name+(N< Hame>
cPatternsvprEnginearClientCN< Fattern>
<Distinguisheddamalef init ion>
i ! 3'

T{I:rf\al:lul-:--‘-.l,ntnrr:atiuﬁerver-‘:‘elec:inﬁ serControl lable="false™>
als=
ChutoServer3elect von lmprovement > 204  hotoSer ver Se lect 1on Improvement
CAutoferverSelect ionSuspendT ime>d{/dutoServerse lect ionSuspendT ime>
</Enab ledutomat icServerielect ion
RetainVprilnlogof f>falee /RetainVenOrLogoff>
4aptivePortalRemediat ionBrowserFai lover *false</Mapt ivePortalRemediat ionBrowserFai lover?
<Al lowtarwa |Host Input »troed A0 |lowianua IHost [npuat >
</Clientlnitial izat ion>
¥ <herverl st
¥ LHoStERE rve
¢HostHamercert-match< HostName>
{HostAddress>192, 1621, 200< Most Address>
4 HostEnt v

= o L&
o fannConnectPraf i lex
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T ' adrmin FE LTS [T —
— .‘Ei ( j ) w SECURE
@ O H Adminisirator csco SECURE

Secure Client Profiles

Start by creating the first Secure Cilent profile object
/CREATE SECURE CLIENT PROFILE

-] posals
& Secure Client Profil...

5 ldentity Sources

logble pJd we)sS gpsd lpu

Ied Idpedsele 1Juou9056 Jluolds pdud og s gpsd Tp 9lud) B9 ) p9lBS.

* IJluwp: secureClientProfile
« pJUV o)V IUgpsd IJlpy: secureClientProfile.xml (wzpsd pu lJJdpwsse; IUpeds)

Add Secure Client Profile

MName

secureClientProfile

Descriplion

Secure Client Profile

[ LFLOAD ] sacuraCheniProdile xmil

CANCEL

lJol 6 pJBd wessd gpsd low



IJglb9o 6. |uolds woz IJpze9es
lowwd IJs 1dgol; > Remote Access VPN (IJge9d g wg5) > View Configuration (g,0
lJodesy) > Group Policy (wog 1Jeze9ed): [ud) B899 + -

i o 3 =] ORQ®® : = T
Monharing Policies Objects Dovice; firepower (] . Adiministrator e S

Device Summarny
Group Policies

2 objects ¥ Filter

1 DMGrpPolicy Al all traffic Al all traffic

luold6 Loz IUpze9esd

Sp wbeld Iegdsele 1Uou9,86 Jluolds wog preses Slud) W98 iy e9l9s.

* 1Jlywp: ftd-cert-match-grp
o pdVle wgHs Idepsd IJlews: secureClientProfile

Add Group Policy

q Soarch for attribute Marme

fid-cart-rmateh=-gre

Basic

Session Settings

i
Adhvanced
OMNS Senver

Address Assignment

SEiect LSS GIoUn W
Split Tunneling
Sacura Cllent Bannér Text for Authenticated Chents
Traffic Filters Secure Client profiles
Windows Browser Proxy

T Eiftar

sl |

e |

wBluosd voz IJpzeses
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i o == ==m @ @ @ @ s admin slealte cp e ne
Moniioring Policies Objecis Device: firepower (] . Administrator cista Sk -

Object Types Certificates

T Networks 121 objects Y Firer

N MAME TYPE

1 AAA-Cortificate-Soervices Trusted CA Certificate

. Acid Trusted CA, Centificate
Application Filters

2 ACCVRALZY Trusted CA Certificate
3 Actalis-Authentication-Root-GA Trusted CA Certificate
4 AffirmTrust-Commarcial Trusted CA Certificate
5 AffirmTrust-Networking Trusted CA Certificate
& AffirmTrust-Fremism Trusted CA Certificate
7 AffirmTrust-Premium-ECC Trusted CA Certificate
& Amazon-Root-CA-1 Trusted CA Cortificate
% Amazon-Root-CA-2 Trusted CA Cerificate

10 Amazon-Root-CA-3 Trusted CA Certificate

11 DefaultintermnalCertificate Internal Certificate

12 DefaultWebserverCortificate Internal Certificate

luolds Livolss slgdss

lud) eds wepsd [duvelss gldpdle.

Choose the ty

vpe of internal certificate you want

1O Creaie

B Upload Certificate and Key

Create a centificate from existing files
PEM and DER files are supported.

Fa

(s} Seli-Signed Certificate

Create a new certificate that is signed
by the devicea.

weesd lduvolss gldpdele

i)'aJ lJeedsele IJuo,986 Juolss FTD: e e wluwos)ls Jbols 9p00lz wygsue pu
IJdpwses ldpeds e lody eds b p9lsé.

* 1Jlywpe: ftd-vpn-cert
o Juwoddle ldoedy pu lduoed JJesele 1Ugluos: glbe SSL



Add Internal Certificate

Name

ftd-vpn-cer

Cartificate

=====BEGIM CERTIFICATE====-=

MIIHDCCAmSgamT BARI TTRES9YS 2 cmmn DY INa LIV cHAQEL ERarb TELMAREATLIE -

ERMCSLAxD I AMBENVEAETEVRVA I 1vMw0AYDVOQHERVUD 2 £ Sbz EOMARGAT UECHMF "
"

T Nt 00 Ty o] Y B O 08, e T D Wy e PP AT B L O T T e el T e D o D T e L T

Certificate Key

----=BEGIN RSA PRIVATE KEY-----
MIIECgIBAAKCAQE Axdnbe TURg ol ~GUGINELF T 1 /+xHRRRrFOOIOCCIZLYR It awE -
SERPULYPOT fowC FA X UMOS0EVGEHT ] LRXSnv X dENcakUb IV cRIgHIAJEBT pihatD

el e BRI o Pl W B e D T e o e o e W 1 e TR e TR AT S i P e e R S, S S - .-';

Vahdaton Usage for Special Senncas

CANCEL

oVluosd Iduielss 1UslgJss
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(= . ) i) 6] == . crmis
ii] Firewall Device Manager e ool o D @ . 0 @ . SOH w el cecUR
i el [ Monitering Policies Objects Device: firepower e - Administrator asce SECURE

¥ Application Filters

Certificates

120 objects Y Filter -

Preset filbers: System defined, User defined Ak Intarnal Gk

S RO Conichin e
1 NGFW-Default-InternalCA Internal CA Add Trusted CA Certificate

& UALs

2  AAA-Certificate-Services Trusted CA Certificate

3 ACCVRAIZ1 Trusted CA Certificate

& Identity Sources 4 Actalis-Authentication-Root-CA Trusted CA Certificate

1 Users 5 AffirmTrust-Commercial Trusted CA Certificate

ﬁ. = 6 AffirmTrust-Metworking Trusted CA Certificate

a 7 AffirmTrust-Premium Trusted CA Certificate
Secre

luol6 Juol>s pize e &6
bed 1dpedsele 1JJe6 J CA & luuag,s Liols pu IUdpusse) IUpeds.

* |Jluwp: ftdvpn-ca-cert
o Juweddle 1Jozdd pu lduozs JJgsele 1Uglos: gpsd SSL

Add Trusted CA Certificate

Mame

ftdvpn-ca-cert

Cartificata o - ra - ea.cn

15958 Cén ikt rchoose a hile (DER, FEM, CRT, CER I ST .-.'Z.'.-.-!::I

=== ==BEGIN CERTIFICATE-«--~-
MITDbOCCAL S ghuTBAGT TUKK gL g2 29 /DY JKoT Thy cNAQE L Bet TELMAKGALUE -
BHMCS LaxD{ AMB VA TEVR va3 LvMQawDAYDYOOHEWVUIL 2t 5b 2 EOMAGATUECHMF

FERT 2N M LAD AR D L TEE e o "HE ARS8, T W e s ™ e o o e e e T el e LS F

Skip CA Carntificate Check

Validation Usage for Special Services

CANCEL




oBluosd ol IUpyze 1Jpuosd 1Je 96
1296 9. |uolds pJd wgysd louold VPN JJguosd 0 wed

lowwd IJs 1Jgoel; > Remote Access VPN (IJge9d g wg5) > View Configuration (g,0
lJed9sw) > Connection Profile (pJVle wg)s IUlouold) 1ud) B9 iy logble pJd wg)sd
IJlouold.

i Firewall Device Manager " o .

I G2 )
| Monitoring Policies Objects

@ @ @ @ H admin i ool
. ' Administrator Ll

RAVPN
Connection Profiles

#3 Group Policies

B =AML Server

[ |

luolds pdd ogysd louold VPN JJdsuosd eu wed

bed Ideedsele 1Juou9,86 Jodod wgrssd Ilouald slud, eds i Idolds.

* lgwp pdV og)sY IJleold: ftd-cert-match-vpn
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Monitaring Policies Objects Device: firepower

L—:}_ Firewall Device Manager ot o = = @ @ @ E ;dmr:i.:.w;m( w ::Ills::lq: SECURE

Remote Access VPN

FIREPOWER
S—.

CUTRIDE s

- O

Connection and Client Configuration

remoE clients they can use 1o ¢on

Specity how to authenticate

Connection Profile Name

ftd-cert-match=-vpn

Group Alias (one per line, up to 5) Group URL (one per line, up fo 5)

fid-cert-match-van

Primary |dentity Source

Authantication Typs

Client Certificate Gnly v

Usernarme from Certificate
!.J' THoD Spocie T

Primary Flekd Secondary Fleld
CN (Commaon Name) > QU (Onganisational Unit) =

() Use entire DN (distinguished nama) as username

w) Advanced
Authorization Server Accounting Server
Plgase select ¥ Please seloct w

Client Address Pool Assignment

IPv4 Address Pool IPvE Address Pool
+ +

DHCP Servers
+

s [

oluosd pddd og)rsd lounld VPN
Sp wbeld Idpedsele 1Juoi9rs6 Juog Idpzeses glud, W98 Ui IJelds.

* &2 wog ldpgpsgs: ftd-cert-match-grp



Tirep:
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il | : Monitoring Policies Objects Device: firepower @ @ .

Remote Access VPN 1 ecd ‘ o FRemol ' 2

]

Remote User Experience

View Group Policy

ftd-cert-match-gp e

Paliey Group Brief Details

S| - |

s> vog lJpeeses
T3 uwoldd 096 IJgoljc 9lgod ehzséd: gipd IUgpsd IJTpgé Jlouold VPN.

* wolyé 0956 IJgoly: ftd-vpn-cert
* 1Jglzod 1Jglzse: ¢le (GigabitEthernet0/0)
* 25p6 IJgpsd IUlpus: Cisco-secure-client-win-5.1.4.74-webdeploy-k9.pkg

admin
Administrator

alualie oo
ence SECURE
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Firewall Devic anager = = : o el
Firewall Device Manage Manitoring Palicies Objects: Device: firepower e @ . Administrator asce’ SECURE

@ FIREPOWER ]
‘a A
4 = " . - oUTIIGE HSIDE =
€ Remots Users | . Securs Glents [ SRR e v TR 5 aces ® | e
- o
=

B, identity Source for User A

Global Settings

es to any of these options
ngs in different profiles

Certificate of Device Identity Outside Interface
Nd-vpn-cert (Valication Ugage: SSL Se... ~ outside (GigabitEthemet0/0) =
Fully-gualified Domain Narme for the Outside Interface Paort
443

Access Gontrol for VPN Traffic

1

Bypass Access Control policy for decrypted traffic (sysept permit-vpn)

NAT Exempt

@e

Secure Client Package

Packages
UPLOAD PACKAGE -
| i i £ in=5.1.4., pkg

oluosd Ulgshle 1Jge9pesd
181096 10. wldess IUpdgoo Jpdd oe s Ileusld

1o 1dpedsps sgde J VPN coLosd 9b b s logls i



Firewall Device

BE o 3=
Monioring Policies Objects

Manager

p summary of t mote Access Vi

firepower

CNCNONO,

~ Summary

Frd-Cart-Match-Vpn
Prirary ldentity Source
Authentication Type

Primay identity Source

Fallback Local ldentity Source

W) Adwanced

Autharization Server

Accounting Server
Client Addness Pool Assignment

WPvd Address Pool
W6 Address Pool
DHCP Servers

STEP 2: GROUP POLICY

Giroup Policy Name
Banner + DNS Server

DHS Server

Barner toxt for sutherticated clents

Session Settings
Mazimum Connection Time | Alert Intenval

Bdie Tameout [ Alert interval

hatside Interface

Fully- quakified Domain Mame for the Outside
Interlace

Paont

Access Control for VPN Traffic

NAT Exempt

Secure Client Package

Packigus

Cheni Certificate Only

Usernamse from Certificate Map Speciic Fisld
Primary Field N (Comenon Mama)
Secondary Field QU (Oegasisational Uit}

T Neterts e posl

o oot msch-grp

Uniliibed 1 1 minutss

307 1 minubes

Simultansous Login par User a
Split Tunneling

P Spit Tunneling Aliow all traific cver iunned
P Split Tunnading Alicew all traffic cond tunned
Secure Client

Socure Chent Profiles & secureClieniProfle
Cortificate of Davice kdentity £ hd-vpn-can

B GigabiiEthemeti0 {outside)

55 Windows: ceo-secure-cSrt-win=1, 1.8, T4-webepioy - k0.0kg

o

adriin
Adimirisrates

vl

ao SECURE

oldss 1dpdéue Jpdod ogrsd IJleold
IJoldss B 9lzos Lwlo, IUIsle, (CLI) IJgl o6 o FTD

cldss leshle louold VPN B slzos ulo, IUisle, (CLI) J FTD wgs 1oy o FDM,



// Defines IP of interface

interface GigabitEthernet0/0

speed auto

nameif outside

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.1.200 255.255.255.0

// Defines a pool of addresses
ip local pool ftd-cert-match-pool 172.16.1.150-172.16.1.160

// Defines Trustpoint for Server Certificate
crypto ca trustpoint ftd-vpn-cert

enrollment terminal

keypair ftd-vpn-cert

crl configure

// Server Certificate

crypto ca certificate chain ftdvpn-ca-cert

certificate ca 5242a02e0db6f7fd

3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Defines Trustpoint for CA

crypto ca trustpoint ftdvpn-ca-cert
enrollment terminal
validation-usage ss1-client

crl configure

// CA

crypto ca certificate chain ftdvpn-ca-cert

certificate ca 5242a02e0db6f7fd

3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Configures the FTD to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

http-headers

hsts-server

enable

max-age 31536000

include-sub-domains

no preload

hsts-client

enable

X-content-type-options

X-Xss-protection

content-security-policy

anyconnect image diskO:/anyconnpkgs/cisco-secure-client-win-5.1.4.74-webdeploy-k9.pkg 2
anyconnect profiles secureClientProfile disk0:/anyconncprofs/secureClientProfile.xml
anyconnect enable

tunnel-group-list enable

cache

disable

error-recovery disable

// Configures the group-policy to allow SSL connections



group-policy ftd-cert-match-grp internal
group-policy ftd-cert-match-grp attributes
dhcp-network-scope none
vpn-simultaneous-Togins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ss1-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-dns none

split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify

vlan none

address-pools none
ipv6-address-pools none

webvpn

anyconnect ss1 dtls none

anyconnect mtu 1406

anyconnect ss1 keepalive none
anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client none
anyconnect dpd-interval gateway nhone
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules none

anyconnect profiles value secureClientProfile type user
anyconnect ss1 df-bit-ignore disable
always-on-vpn profile-setting

// Configures the tunnel-group to use the certificate authentication
tunnel-group ftd-cert-match-vpn type remote-access

tunnel-group ftd-cert-match-vpn general-attributes

address-pool ftd-cert-match-pool

default-group-policy ftd-cert-match-grp

tunnel-group ftd-cert-match-vpn webvpn-attributes

authentication certificate

group-alias ftd-cert-match-vpn enable

oldss B gpsd UuwIds VPN
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pdlebé: s3dsd pd wg s Idepsd IJles Bs Jpusse, Windows:
C:\ProgramData\Cisco\Cisco Secure Client\VPN\Profile

; = | Profile
“ Home Share View
<« T » This PC » Local Disk (C:) » ProgramData » Cisco » Cisco Secure Client » YVPM » Profile v O
Mame Date modified Type Size
#r Quick access
MgmitTun b 372024 20:15 File folder

B Desktop ’ : N -

e onnectBrofile ced g 4 21:44 50 File 97 KE

Downloads 3 T L
+ = secureClientProfile t )2 10:48 il Document 4 KB

% Documents
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[ Certificates - Current User
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| Certificates
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8 Cisco Secure Client | cert-match o
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& t Crsco Secure Client *

™ AnyConnect VPR

T ® ek

Svd louold VPN Jg psd Manager VPN
IJg 096 2. cldss gduwle gpd VPN B FTD CLI

U EJ show vpn-sessiondb detail anyconnect o, s FTD (Lina) CLI I¢ 335 IJ VPN 2Jwé o possw.

firepower# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : vpnEngineerClientCN Index : 32

Assigned IP: 172.16.1.150 Public IP: 192.168.1.11

Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384
Bytes Tx : 14718 Bytes Rx : 12919

Pkts Tx : 2 PktsRx : 51

Pkts Tx Drop : 0 PktsRx Drop : 0

Group Palicy : ftd-cert-match-grp Tunnel Group : ftd-cert-match-vpn
Login Time: 05:42:03 UTC Tue Jul 2 2024

Duration : Oh:00m:11s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess |D : 00000000000200006683932b

Security Grp : none Tunnel Zone: 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 32.1

Public IP: 192.168.1.11

Encryption : none Hashing : none

TCP Src Port : 50170 TCP Dst Port : 443

Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS: win

Client OS Ver: 10.0.17763

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.4.74
Bytes Tx : 7359 BytesRx : 0

PktsTx : 1 PktsRx : 0



Pkts Tx Drop : 0 Pkts Rx Drop : 0

SSL-Tunnel:

Tunnel ID : 32.2

Assigned IP: 172.16.1.150 Public IP: 192.168.1.11
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA 384
Encapsulation: TLSv1.2 TCP Src Port : 50177

TCP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes
Client OS : Windows

Client Type: SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.4.74
Bytes Tx : 7359 Bytes Rx : 12919

Pkis Tx : 1 PktsRx : 51

Pkts Tx Drop : 0 PktsRx Drop : 0

lowoduuld IJigble 9l oJlzol
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Jul 02 2024 04:16:03: %FTD-7-717029: |dentified client certificate within certificate chain. serial number: 7AF1C78ADCC8F941, subject name: CN=vpn
Jul 02 2024 04:16:03: %FTD-6-717022: Certificate was successfully validated. serial number: 7AF1C78ADCC8F941, subject name: CN=vpnEngineerCli¢
Jul 02 2024 04:16:04: %FTD-6-113009: AAA retrieved default group policy (ftd-cert-match-grp) for user = vpnEngineerClientCN

Jul 02 2024 04:16:09: %FTD-6-725002: Device completed SSL handshake with client outside:192.168.1.11/50158 to 192.168.1.200/443 for TLSv1.2 sess
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https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
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