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IUsSle IUles o> wosss> FirePOWER. IJl ool 7.4.1
FMC. IJluosl, 7.4.1

Secure Client IJ]_»>l, 5.0.05040
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pdlzbo: Vs FMC: ould 2lzs IJs oo Idpeyze 1Upuo39 (CA) Sod I oopdy PU
logvle CSR. I3l wp lugule CSR o0 puo>) Ehzs (OpenSSL g zos ¢lhzso): Wl IJlgwdse
Is29s s9uvd 9szw luwesle cuuwsd uiol>é PKCS12.

lJglo9é 1. [ 8d |JsDevices > Certificatesyl oy § yAdd. i'ao_) IJzols 9lud) 999 edled IUzee () Lopuw
ouwesd IJlvulu.



Add New Certificate (7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:

‘ FTD-A-7.4.1 v ‘

Cert Enrollment®*:

| " [£]

luolds o uwesd [Juvols

|Jglo9d 2. &g CA Information i'aoJ u9e lJouwesd IManuagld o9 Juolxé CA ldpuuegsrpd Jogdse
CSR.



Add Cert Enrollment (7]

ssl_certificate ]

| CA Information I Certificate Parameters Key Revocation

Enrollment Type: | Manual -

Description

[ ] CAOnly
Check this option if you do not require an identity certificate to be created
from this CA

CA Certificate: veeEfWF+K2

14YwiFbh9CidiwRCO 1 LI+AIHVIVQ
mazZMn8GIYZEN

KGkh5J8wTbdd

wWhi lsina Vil A==

Validation Usage: |:| IPsec Client :| SSL Client :] SSL Server
Skip Check for CA flag in basic constraints of the CA Certificate

Cancel Save

luolds pedsele Iesze Idpupsd
|.J'a]o_96 3. i'acu Skip Check for CA flag in basic constraints of the CA Certificate as shown in the earlier image.

|IJg 196 4. oo Certificate Parameters: 1o Jl &l osd luwp 1Jp9 296 .



Add Cert Enrollment

MName*

ssl_certificate

Description

Include FODMN:

Include Device's IP Address:
Common Name (CN):
Organization Unit (OU):
Organization (O):

Locality (L):

State (ST):

Country Code (C):

Email (E):

luolds pedple Juolss

CA Information Certificate Parameters Key Revocation

Don't use FODN in certificate

h

certauth.cisco.com

TAC

Cisco

Bangalore

KA

IN

Include Device's Serial Number [ |

IJg 096 5. wpokeylge, uae IJpdele I RSA pg luup 92ze pbclz. 108, W9 §swe.
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Add Cert Enroliment Q

MName*

‘ ssl_certificate |

Description
CA Information Certificate Parameters Key Revocation
I
Key Type:
(@ RSA () ECDSA () EdDSA

Key Name:*

‘ rsakey |

IKey Size: I

‘_ 2048 v |

v Advanced Settings

:I lgnore IPsec Key Usage

o | (IR

luold6 pdelz RSA

|J¢lo9é 6. &g wCert Enroliment. i'ao_, uldbo 1Je@o pu IUBlses JpuuwsJo IJos e lugvlgel JJws
9lud) B9 SAdd.



Add New Certificate [ 7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
| FTD-A-7 .41 v \

Cert Enrollment*:

ssl_certificate v | +

Cert Enrollment Details:

MName: ssl_certificate
Enrollment Type: Manual (CA & ID)
Enrollment URL: MN/A

luolds Livolss z2826

IJ21096 7. 108, 898 pe )b &p lud) W9 dYesoblus Ig,s Jluuule CSR.

Warrning

This operation will generate Certificate
Signing Request do you want 1o

eeeeee
- [

louule CSR

IJgl96 8. luywg CSR gleuod eds wadseo pu Swd Idesze 1dpuod8d. wers luesh yiolss

lJo9so pu Gwd CA Bp wluwas)lol lJu,Browse Identity Certificategl J 9y 99 §Import.



Import Identity Certificate (7]

Step 1
Send Certificate Signing Request (CSR) to the Certificate Authority.

Certificate Signing Request (Copy the CSR below and send to the Certificate Authority):

-——--BEGIN CERTIFICATE REQUEST-----
MIEYTCCAECAQAWVTEMMACGATUECWWDVEFDMO4wDAYDVOQKDAVDaXNjbzEbBMEKG

ATUEAWWSY 2Vyd GF 1dGguy 212y 28uY 2 StMOswCOYDVOOIDAJLOTELMAKGATUEERMC

SU4wggliMAOGCSgGSIbIDOEBAQUAALICDWAWDOIKACICAQDMNZ rd3 1miY G+ 1 bLFK
WYSZddwTafgs8 7 FtAWT +ndUuxLDws54R/txedte X /65uSyY 8/ bxkKidsghMgbrawO
JdogCVigjtatel+95np 1 /myzFOZZRWTeBdi/H 1 pILEdR4AX6ZINMSINA /GLVIMNPoP

Step 2
Once certificate authority responds back with identity certificate file, import it to device.

Identity Certificate File: | l Browse Identity Certificate |
e |

lovosyb guolss IJeg s



pdlzbo: I3l luweg)rd luosly yuols Idpgyd 99l spdud oyl 1Jglbgs 7. Bspl web.
wS9S 3JY IJs logile CSR g wo 9s5pdod [uwas)ls uolss 1Jeg 0.

luol9o Liolss pyze puedd & ¥ohlgdso
lJglogs 1. luw9d |JsDevices> Certificatesyls ) 99 9Add.
g 1dzols slody B9 edles Izee (+) opo cuvzsd IIGwlo.

oule wuwegse Auth-risaggar-ca pu Izd luosly svoble 1Jessé/ldpuuegsp.



n Certificate

General Details Certification Path

| & g Certificate Information

This certificate is intended for the following purpose(s):

» All issuance policies
» All application policies

Issued to: auth-risaggar-ca

Issued by: auth-risaggar-ca

Valid from 04-03-2023 to 04-03-2033

Issuer Statement

obs e Hsuwlgb-dl

IJgLo96 2. 1x¢J | uwpe TrustPoint 9l o ManudJ o9 wuwesd luwdJCA information.



IJ 1096 3. 2 88CA Onlypss Uivolss 1Upnze 1Upu03G (CA) 109898 wollluslzss 9Juo ol
coouwsd PEM.

|J¢lo9é 4. &z 99 Skip Check for CA flagin basic constraints of the CA Certificategl o, 9, Save.

Add Cert Enroliment Q
| Internal_CA |
Description

CA Information Certificate Parameters Key Revocation

Enrollment Type: Manual b

CA Only

eck this option if you do not require an identity certificate to be
created from this CA

CA Certificate: | - BEGIN CERTIFICATE--- =

MIIG1jCCBLEgAwWIBAgIQQAFu
+wogXPrrdY9x1zq7eDANBgk
ghkiGO9wOBAQsFADBK
MQswCQYDVQQAGEWJVUZES
MBAGATUEChMJSWRIbIRydX
NOMScwJQYDVQQDEx5JZGV

u

VHJ1¢3QgQ29tbWVyY 2IhbCB
Sb290IENBIDEwHhcNMTkxM| v

Validation Usage: IPsec Client SSL Client [ | SSL Server

luolws TrustPoint

|Jglo9é 5. wgwCert Enroliment. i'ao_) w6 1Je @6 pu IJBlspesd Jpuwsrds IJos wp logvlael JJws
9luld,) 99 8Add.



Add New Certificate [ 7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
| FTD-A-7 4.1 v |

Cert Enrollment*:

Internal_CA 1 +

Cert Enrollment Details:

Mame: Internal _CA
Enrollment Type: Manual (CA Only)
Enrollment URL: N/A

I8 pyze U2 IS

1296 6. swpe &y02 Idubolss lJos weo luolbwel puvedl eds Idugs IJelds:
- - oes

Iduwolss 1Jp olss
odosu weee Ideolyso Jpuwegdps VPN

lJgl9é 1. luw8d |JsObjects > Object Management > Address Pools > 1Pv4 Pools.

S¢d 29o 2. 1dluwe 9809l IPVA oo pg Yule.



Edit IPv4 Pool (7

Name?*

vpn_pool

Description

IPv4 Address Range®

Format: ipaddr-ipaddr e.g., 10.72.1.1-10.72.1.150

Mask*
| 255.255.255.0

Allow Overrides

OConﬁgu re device overrides in the address pool object to
avoid IP address conflicts in case of object is shared across
multiple devices

» Override (0)

luols wepe IPV4A

weesd vy IJgpsd 1Jlpus

IJgb9s 1. &ussd WebDeployment o9, IUg psd 1Jlewé 998! Juble IUovésd po 098 walez
Cisco.

lJglogs 2. oo 9d |JsObjects > Object Management > VPN > Secure Client File > Add Secure Client File.

S>¢d ebgs 3. IUluwpe 9lgwl, Secure Client pu ) oo 1800

IJgbo9s 4. 2, wog 1Jpdd Ll pSecure Client Imageg | & ) 99, §Save.


https://software.cisco.com/download/home/286330811/type
https://software.cisco.com/download/home/286330811/type
https://software.cisco.com/download/home/286330811/type

Edit Secure Client File 9]

Name:*

I SecureClientWin-5.0.05040 ‘

File Name:*

| cisco-secure-client-win-5.0.05040-wek | ‘ Browse..

File Type:*

Secure Client Image v

Description:

| Cancel ‘ Save

lJol9s 09,8 gpsd Tous
logvle pdd wg s XML 9oz psdo

IJgo9s 1. cussd IUg psdpPrileEditorl JTe0 9o ws@o po 098¢ wulez Cisco.

1Jeb90 2. §p wlouile pdd wg)sW 258> 9lge)Alley IJBses IJpuuwsds Jogsss ol
IJepsd- 909 swede vubvdd Hssuws B piu (pho) Iduveble IJes sedo J "lgpsd 1Jleu”
luvegslpol Jogiso lduuoble 9.9)lewol.

2sblo 1)l polzly opl:

1. 1Jzol) - wp w@ss> Secure Client JJwz e o Idyivel>s WS pgiu uvoble IJzols IJpeds J
Windows.

2. 1Jpuwedsrp - op 0888 IJgpsd IJlps Jdwee gu lIduiels Bs pgiu voble puwegse
Windows lJeeJs.

Essu welyy piu IduuobloTrue.


https://software.cisco.com/download/home/286330811/type
https://software.cisco.com/download/home/286330811/type

903l suwee Jdpuwdsd wuszse e psd Il Jiuvedsle Iuioble 1Up92936 B péiv
lJuwoble 1Jgluo weoly; Windows (Iduble 1Jpzds) Jeueol> 96 Guolsé lUgpsd. subwd "wely)
peiu Iduvoble" gds SSL Wb s swp wae lUloyold wuvdd 1V e)los: woluwbs gpdso
9lzos IJpuuegspe. g0 luwegsle IPSec/IKEV2: Jl wulbo @ 030 1Jps6 1Jp9z2930 Vs pdd wg)sud
lJepsd Ilpo.

[m Cisco Secure Client Profile Editor - VPN
File Help

K | Preferences (Part 1)

& Profile: C:\Users\dolljain\Downloads\client_profile.xml

»- Freferences (Fa
Backup Servers
Certificate Finning B use Start Before Logon ) user Controllable
Certificate Matching

Certificate Enrollment | | show Pre-Connect Message

£} Mobile Policy Client Certificate S...
af Server Lis Windows Linwe | Al ”
macds  All "
|| Auto Connect On Start B user Controllable
B Minimize On Connect B user Controllable
[ | Local Lan Access B user Controllable
| | Disable Captive Portal Detection B user Controllable
B Auto Reconnect [ user Controllable
Auto Reconnect Behavior [ user Controliable

ReconnectAfterResume
|| Suspend AnyConnect during Connected Standby

B Auto update [ user Controllable

RSA Secure ID Integration |:| User Controllable
Automatic i

Windows Logon Enforcement Windows VPN Establishment
SingleLocalLogon i AllowRemotelsers

Linux Logon Enforcement Linux WPN Establishment
SingleLocalLogon d LocalUsersOnly hd

B Clear SmartCard FIN [ ] user Controllable

IF Protocol Supported
IPvd, IPv6 v

luolds e osdle (Idgse 1)

IJ¢ 1096 3. (I¢wSlhs) (B pDisable Automatic Certificate Selection ] g le wgass 1Jle,y Jive szuw IJlsels



Jdpuwere wléosh yvols IJpuolbs.



Em Cisce Secure Client Profile Editor - VPN
File Help

& VPN | Preferences (Part 2)
o — Profile: C:\Users\dolljain\Downloads\client_profile xmil

& Certifeats Pinning [ isable Automatic Certificate Selection (] user Controllable

| 7 Certificate Matching Proxy Setti
= Certificate Enrollment ngs  Native o User Controllable

4 Mobile Policy
i Server List

Public Proxv Server Address:

Hote: Enter oublic Proxv Server address and Port here. Examole:10.86.125.33:8080

B Allow Local Proxy Connections

[_] Enable Optimal Gateway Selection (] user Controllable
Suspension Time Threshold (hours) 4
Performance Improvement Threshold (%) 70

(] Automatic VPN Policy '
Trusted Network Policy Disconnect
Untrusted Network Policy Connect

Bypass connect upon VPN session timeout

Trusted DNS Domains

Trusted DNS Servers
Mote: adding all DNS servers in use is recommended with Trusted Network Detection

Trusted Servers @ hitps://<server=[:<port>]

https:/f Add
Delete
Certificate Hash: Set

Disable interfaces without trusted server connectivity while in truste...

Abwrays On (More Information)
Allow VPN Disconnect

Allow acoess to the following hosts with VPN disconn...

Connect Failure Policy Closad
Allow Captive Portal Remediation

Remediation Timeouwt {min.) 5
Apply Last VPN Local Resource Rules '

[ ] captive Portal Remediation Browser Failover
8 Allow Manual Host Tnput

FPP Exclusion Disable w  [_]user Controllable
PPP Exclusion Server IP (] user Controllable
(] Enable Scripting ("] user Controllable
Terminate Script On Next Event Enable Post SBL On Connect Script
[ ] Retain VPN on Logoff
User Enforcement Same User Only
Authentication Timeout (seconds) 30

R - - | BT 4 B P e 1 ¥



B Cisco Secure Client

atfrat]ne
cIsco

Secure Client

Status Overview Virtual Private Network (VPN)

Preferences Statistics Route Detals Frewal Message History
AnyConnect VPN
27-02-2024
01:59:11 Contacting S5L-VPN.
Network 01:59:16 Establshing VPN sessisn...
01:59:19 The Cisco Secure Chent - Downloader is performing update checks....
01:59:19  Checking for profie updates. .
ISE Posture 01:58:19 Checking for product updates...
01:59:19 Checking for customizaton updates...
01:59:19 Performing any required updates...
x 1SE Posture: Umbrella 01:59:19  The Cisco Secure Cient - Downloader update checks have been completed.

01:59:19 Establshing VPN - Initiating connection...
Mo policy server detected. 01:59;:159 Establishing VPN session
Defauk network access i in effiect.

Connected (10.106.63.12)

wired

01:59:19 Establishing VPN - Examining system...
01:59:19  Establshing VPN - Activating VPN adapter...
01:59:20 Establching VPN - Configuring system...
01:59:20 Establshing VPN...

01:59:20 Connected to SSL-VPN.

lovold gpsd Tew vlez

3. O & SJshow vpn-sessiondb anyconnectJoiéJ..___s) ol uosd IJleuold Jdpeuwwesde IJouvl Jopeu
pee9ed 1Jud s IJpuegsps.

firepower# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : dolljain.cisco.com Index : 8

Assigned IP : 10.20.20.1 PubTlic IP 1 72.163.X.X
Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256
Bytes Tx : 14402 Bytes Rx : 9652

Group Policy : Df1tGrpPolicy Tunnel Group : RAVPN-CertAuth
Login Time : 08:32:22 UTC Mon Mar 18 2024

Duration : 0h:03m:59s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : hone

Audt Sess ID : 0ac5de050000800065f7fcl6

Security Grp : none Tunnel Zone : 0

lwedpla IUisble sluodlzol
S99, 03l IJBuwpe pedsple spdud [uuegslpol Jluvad il Igble IJodssy sluadlzol.

1. $pdu wubgsd wuoese IJigble po slzos Lub, IJible, IJouvgsuoss J FTD:



debug crypto ca 14
debug webvpn anyconnect 255
debug crypto ike-common 255

2. Jlze o3l lsis) JJog s eds Idpuuldd 1dpgive,Jé.


https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html
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