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[Network Connections | & Raute Summarization

Manage the connections that allow user traffic to reach private resources on your network. For information about these options, see Help

o 1 & .
Connector Groups Metwork Tunnel Groups Meraki Sites FTDs

Network Tunnel Groups o o

@
Experience
insignts o o 0
Dissonmected § Warning £ Connected &
&
Connect

Network Tunnel Groups

= A natwork tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Connect tunnels 1o the hubs within a netwark tunnel group to securely control
user access to the Internet and private resources. Help ©f

IJsuo9d Iley - pzesehs 08 Iuieds
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 Network Tunnel Groups
Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization's available network
devices to establish this network tunnel group connection. Help

I General Settings

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access, and choose the
device type this tunnel group will use.

@ General Settings

2 Tunnel ID and Passphrase
Tunnel Group Name

3 Routing [ FTD-BGP
Reglon
4 Data for Tunnel Set
ur [ US (Pacific Morthwest) e J
Device Type
[ FTD - ]

< Cancel m

1Usoo9d IJle - IJlgsble IUgles Jpzpsele IUodE JJuvods
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& MNetwork Tunnel Groups
Add a Network Tunnel Group

Add a network tunnel group o Secure Access and enable secure network connections o
the internet and private resources. Select one of your organization's available
devices to establish this network tunnel group connection. Help 7

Tunnel ID and Passphrase

@ General Settings
Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

@ Tunnel ID and Passphrase | Tunnel ID Format
(®) Email IP Address
3 Routing
Tunnel ID
4  Data for Tunnel Setup [ Trabgpvpn ] @<org=<hubs.sse.cisco.com
Passphrase

Show J

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case latter, one number, and cannot include
any special characters,

Confirm Passphrase

[t o |
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@ Tunnel ID and Passphrase
Internat Protocel Version Setting for Routing

@ Routing O Enable IPvE Routing in addition to IPv4
IPv4 is enabled by default.

4 Data for Tunnel Setup Routing option

Static routing

Use this option to manually add IP address ranges for this tunnel group.
(@) Dynamic routing

WUse this option when you have a BGP peer for your on - premise router,

Device AS Number

Il

Advanced Settings

[) Multinop BGP

Select this oplion to anable the ability for BGP peers 1o establish a connection
{hop) when not directly connected.

[_) override BGP route summarization
By default, advertised routes are summarized using the configured summary

subnets in the Route Summarization page. Select this option 1o override route
summarization.

[") Block default route advertisement
Select to block the advertisement of the default route.

< Cancel
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+ Network Tunnel Groups

Add a Netwoerk Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization®s available network
devices to establish this network tunnel group connection. Help

@ R Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel devices. This is the only time that your passphrase is

displayed.
@ Tunnel ID and Passphrase
Primary Tunnel ID: fidbgpvpn@
@ Routing .
Primary Data Center IP Address: 44.228138150 O 2603:5004:13:20e:1101
3 ftaib
@ Data for Tunnel Setup Secondary Tunnel ID 9RVRNE:
Secondary Data Center IP Address: 523520156 2603:500413: 2021101 ¢
Passphrase:

< [ oone |
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https://docs.manage.security.cisco.com/cdfmc/t_create_vti_tunnel.html

gl Firewall Management Center

Cisco D / Device Management

— Devices = X

Monitor

IDeviceManagement I + Upgrade

Insights & Reports >

Template Management Threat Defense Upgrade
2% Events & Logs >
Platform Settings Chassis Upgrade
Manage FlexConfig

1 Policies > Certificates

® Objects

— Show less

mm Devices I

L6 ol [Jzpelss IJI’PUQ - Jozé IJpedyple

lody eds 18906 IJdde Isuolue wesly IJzols 9oy lds Suwe 1Jslgos
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Deploy 9 ) @ admin

Maonitor

. Device Inline Sets  Routing ~ DHCP  VTEP
iF insightsEReports >
o e , Interfacos | Virtual Tunnels | Q. Search by name | [ syne nterface ]l nda ntertaces - |

Sub Imerisce

s Interface Logical Mame  Type Security Zones  MAC Address (Active/Stand...  IP Addross Path Monit..  Virn Redundant interface
1 Pelicles * Bridge Group Interface
@ Managementifo managemeant Physical Disabled Global
L] Objects Virtual Tunnel Inter
7] GigabitERhemet/D oulside Physical  culside 192168112/ 24 [Static], Disabled Global Loopback Intarface
'.., Devices ¥
N bter fiace
(@ cigaitethemeton insige Fhysical  inside 10.10.10:1/24 (Statie); Disabled Gloal VNI Interface
& Securs Connections
[ GigabitEthemato)2 Physical Disabiled
& Integrations
[@ cigabitEthemator3 Physical Disabled

UL 1Tews Jesby 1Jzelss - odsse FTD VTI

odosy VTI -



Add Virtual Tunnel Interface ®@

General Path Monitoring

Tunnel Type

@ Static O Dynamic

[ VTI-1 ]

Enabled

Description:

" Virtual Tunnel interface for

Security Zone:

wii v

Priority:

0 (0 - 65535)

Propagate Security Group Tag:

Virtual Tunnel interface Details
An interface named Tunnel<I/D> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VT

Tunnel |D:*

[ 1 ] (0 - 10413)




Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for

the VTI.

Tunnel |D:*

E

] (0 - 10413)

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v ] [ 182.168.1.12

7

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPvE addresses accordingly.

IPsec Tunnel Mode:*

@® ipva

IP Address:*

@ Configure IP

() pve

O Borrow IP (IP unnumbered)

[ 169.254.2.1/30

Select Interface

UL 1Tews Jesby 1zelss - odsse FTD VTI

| ®

_I_

Cancel m

odsso VT2 ClUluols [s svodle VPN 1Jelusss J IPsec o 1Us o9 1Tes

FTD

Cisco Secure Firewall Threat Defense for ViMware

Device Interfaces Inline Sets

Interfaces | Virtual Tunnels

Routing

DHCP VTEP

Cancel

Q1 Search by name

] [ Sync Interface ] [ Add Interfaces ~ ]

Interface Logical Mame Type Security Zones  MAC Address (Active/Stand... IP Address Path Monit...  Virtual Router
[iManagernent{)fO management Physical Disabled Global Q<
[E7] GigabitEthernetd/0 outside Physical outside 182.168.1.12/24(Static); Disabled Global &
(& Tunnen VTI- VTl wii 169.254.2.1/30(Static); Disabled Global & 0
(@ Tunnel2 VTI-2 VTl vt 169.254.2.5/30(Static); Disabled Global & 0
GigabitEthernet0/1 inside Physical  inside 10.10.10./24(Static); Disabled Global &



IUbL6 1lews Jeoby 1zelss - odsse FTD VTI

3. luewd lds IJlesoldle IJTpoé > VPN o0 98¢ IJs 098¢ 9 SD-WAN 91y 8, 99,9 Add
Jodysu yvwJs VPN

enter
N & SD-WAN

alwiln  Firewall Mana
cisco t

* Q@ @

® | [metresn ]

admin

= Secure Connections ==

Maniter
IS.Io-tO-SiIl‘r VPN & SD-WAM s I
! Insights & Reports 3
Remole Access VPN
& Events & Logs »
Dynarmic Access Policy
Manage
1 Policies »
»
%" Objects
am Dovices »
" Ho VPN topologhes are configured. Create a VPN Topology.
& Secure Connections
&  Integrations »

1b1yé 2ol IJzpelsé Uirooé -odysy VPN J FTD

louble pglolb VPN

Create VPN Topology ®

Topology Name *
[ SecureAccess-VPN-Primary ]

VPN Type

(O SD-WAN Topology
simplifies and automates the

New P ~
ed VPN

(O Policy-Based VPN

A SASE Topelogy cannot
be selected because
Cisco Umbrella

Select VPN Topology

&

Prerequisites

Select VPN Topology

O @ Hub and Spoke
@ @ Peer to Peer

Select VPN Topology
@
@
®

Connection is not
configured.

Prerequisites

C' Refresh

Ishys 2ol Iz ehss IUTews - dsss VPN J FTD
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Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Pointto Point | Hub and Spok Full Mesh

IKE Version:* (] IKEV1 IKEv2

Endpoints IKE IPsec Advanced
Node A
Device:*

[FTD v]

Virtual Tunnel Interface:*

[VTH (IP: 169.254.2.1) v ] -+

Tunnel Source: outside (IP: 192.168.1.12)Edit VTI
(O) Tunnel Source IP is Private

Send Local Identity to Peers

Local Identity Configuration:*
[ Email ID ¥ ]

| ftdbgpvpn(

odoso udbs wolss FTD IJlpes - VPN

Node B

Device:*

[ Extranet

Device Name*:

[ Secure Access

Endpoint IP Address*:

[ 44,228.138.150,52.35.201.56

Cancel m




Edit VPN Topology

Topology Name:

*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point

IKE Version* ] IKEv1 IKEv2
Endpoints IKE IPsec Advanced
Backup VTI: Remove

Virtual Tunnel Interface:*

[\m-z (IP: 169.254.2.5) v ] +

Tunnel Source: outside (IP: 192.168.1.12)Edit VTI
D Tunnel Source IP is Private

Send Local Identity to Peers

Local Identity Configuration:*

[ Email ID ~ ]
[ tdbgpvpn@ 22-
Additional D

Configuration

Route traffic to the VTI . Routing Policy
Permit VPN traffic - AC Policv

odysu udbé yolsé FTD |JTroQ - VPN

odysu lesble IKEV2 9098l Jeg  ole IPsec | Jp389006 *
o> Iduwsluwle gds luel Umbrella-AES-GCM-256

232> w9e Idpuolb 96 Jpdule 8398 puvend puwwdl *


https://securitydocs.cisco.com/docs/csa/olh/120435.dita
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Edit VPN Topology ®

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point

IKE Version:* [ IKEv1 IKEv2

Endpoints IKE IPsec Advanced

IKEv2 Settings

N
Policies™® | mbrella-AES-GCM-256 &

Authentication Type: [ Pre-shared Manual Key v ]

Confirm Key:*

C] Enforce hex-based pre-shared key only

lesble IKE J FTD IJlew - VPN

odosu leshble IPsec -«
2> pduszle IKEV2 IPsec g Js Iuol Umbrella-AES-GCM-256
opdsu PFS gJs 0556 wedss pee9ssd gedle gds osise 20 »



Edit VPN Topology ®

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point | Hu!

IKE Version:* ) IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Transform Sets: [|KEv1IPsec Proposals 4 IKEv2 IPsec Proposals* /4

tunnel_aes256_sha Umbrella-AES-GCM-...

C] Enable Security Association (SA) Strength Enforcement

Enable Perfect Forward Secrecy

Modulus Group: [ 20 v

Cancel

leslsle IPsec IJglu06 o FTD IJley - VPN

lesble po@rp6  °
ludy 998 e db -



Edit VPN Topology ®

Topology Name:*

[ SecureAccess-VPN-Primary J

Network Topology:

| Point to Point

IKE Version:* [:] IKEv1 |4 IKEv2
Endpoints IKE IPsec Advanced
|Psec IKE Keepalive: [ Enable v
Tunnel ( )
Threshold: | 10 I Seconds (Ra
Retry Interval: | 2 | Seconds
Identity Sent to Peers: | autoOrDN v |
Peer Identity Validation: ‘ Do not check v |

leslsle pe @306 J FTD 1Ty - VPN
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-policy-based.html

abln  Firewall Management Center Deploy - Q{D ® S

€ISE0  Ohjects

EXtendEd | - )

> AAA Server
Monitor ~  Access List
Extended
! Insights & Reports H
Service Access
2 EventskLegs » Standard Mame Value Override
¥ Address Pools
Marage Applicaticn Filters
1) Policies » A3 Path
Cipher Suite List
am Devices » > Commanity List
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leble luwe Slispd IJsosd  *
weass dlgle
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Add Extended Access List Entry @

Action:

l Allow v ]
Logging:

[ Default w ]
Log Level:

Log Interval:

Sec.

MNetwork Port @ Application D Users @ Security Group Tag

Available Networks b Source Networks (1) Destination Networks (0)

Q. 10100, ® ] ©bj10.1030.0 o any

0bj10.1030.0

Add to Destination

Cancel m

295999 FTD IJlpy - lispes 1U9o9d 1Jp9wed



@

New Extended Access List Object

Name
| Par
Enitries (1)
Sequence Action Source Source Port Destination Destination Port Application Users SGT
1 B AMow  obj 1010100 s
Displaying 1-1of 1rows pagel 1 of 1
[_] Allow Overrides
Cancel Save

29999 FTD IJlew - lises 1U9o9d 1Jpoued
2. odosu lduggso IJpwows |Js IUuwslywsd

loodd 1Js 1Jizoss > blys IJizesé > FTD > IJogzso

alli,  Firewall Management Center C1 Search

E15E0

Secura Firowall Routing

BB =
Ciseo Secure Firewall Threat Defense far Vidware

Mt

Device  Interfaces  Inline Sets DHCP  VTEP

Virtual Router Properties

! insights & Reports

-~
Events &Logs > -
Manage Virtual Routers Thase are the basic datalts of this virtusl router
Mansgs | Grobs! VRF Mame:
t]  Policies H Wirtual Router Properties
Description
ECMP
%5 Objects
BFD
’ os o
OSPFV3 ) Seader
Secure Connections >
» EIGRP Auailable Intertaces Selected In
%  Integrations » RiF
Policy Based Routing
v BGP
A, Troubleshooting » .
IPvE

Bo  Adendedabeation
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Add Policy Based Route ®

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface *

[ inside X w J

Match Criteria and Egress Interface m

Specify forward action for chosen match criteria.

There are no forward-actions defined yet. Start by defining the first one.

Cancel

wulez FTD IJley - IJoszs0 IJpuweos [Js [duuslws
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Add Forwarding Actions ®

Match ACL: * {PBR v J +
Send To: * [IP Address v ]
IPv4 Addresses: [ 169.254.2.2169.254.2.6 J
IPv6 Addresses: [ For example, 2007:db8::, 2002:db8::12 ]
Don't Fragment: [None ~ J

D Default Interface

IPv4 settings IPv6 settings
Recursive: { For example, 192.168.0.1 ]
Default: [ For example, 192.168.0.1, 10.10.10.1 J

[ peer Addrass

g_;)eroa FTD IJLOQ - Uu9@50 LJrou.uoL'J) |J§ IJL}”RSIUUO

Cisco Secure Firewall Threat Defense for VMware

Device Interfaces Inline Sets Routing DHCP VTEP

Policy Based Routing
Manage Virtual Routers Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

IG[DDBI b Configure Interface Priority m

Virtual Router Properties Ingress Interfaces Match criteria and forward action

feme neide Ftraffic matches the Accass List Send through & o
BFD PBR 169.254.2.2

OSPF 169.254.2.6

O5PFv3

EIGRP

RIP

Policy Based Routing

~  BGP

wulez FTD |._ﬂpo -ldosgse ldpuwows IJs Iduusluws

wdysy BGP gJs FTD

1. opdsy BGP



loodd [Js 1Jlzoss > 1bLé 1Jizosé > FTD > 1Jegzse > IJleshble IJglos > BGP
pdsu BGP sl ol ) e AS (LSe FTD Idpzds AS) -
lud) 898 e db -

alal.  Firewall Management Center QL Search @ -D[:D ® S

cisco Secure Firewall Routing

FTD You have unsaved change m m

Monitor

L Device  Interfaces  InlineSets  Routing DHCP  VTEP
Insights & Reports S

Enable BGP:

& Events&logs . )
Manage Virtual Routers fb Number

(G abal | eso ]
Manage i -
Policios » Virtual Routes Properties Cverride BGP general settings router-id address:
ECMP Rrauter d
- p
Object omatic -
jects D Automatic
%, Devices » OSPF P Addrass®
OSPFv3
Secure Connections »
4 et EIGRP
s General ? MNeighbor Timers

ﬁ Integrations
w9¢99J9d FTD IJley - w9z 50 BGP
loedd |Js BGP > IPv4 -

2. |uolds 21, BGP - ylos, BGP JJs s IUles 09 169.254.0.5 9. 169.254.0.9



Add Neighbor ®

IP Address* Enabled address

[ 169.254.0.5) ] () As override

Remote AS* C] Shutdown administratively
[ 64512 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

(1o I )

Update Source:
[ )

Filtering Routes Routes Timers Advanced Migration

(O] Enable Authentication
Enable Encryption
0 v

Password
Confirm Password

D Send Community attribute to this neighbor
D Use itself as next hop for this neighbor
(C) pisable Connection Verification

O Allow connections with neighbor that is not directly connected

@ Limited number of TTL hops to neighbor
TTL Hops

[ 254 ]

(1-254)

D Use TCP path MTU discovery

TCP Transport Mode

29999 FTD IJley - w9z s0 BGP




FTD You have unsaved changes m m

Cisco Secure Firewall Threat Defense for Vidware

Device  Interfaces  Inline Sets  Routing DHCP  VTEP

Enable IPva: @ AS Number 65010
Manage Virtual Routers
Global ~

Meighbor Add Aggregate Address Filtering Networks Redistribution Route Injection

Virtual Router Properties

ECMP
BFD Address . Family Remote Private AS Number Description

OSPF 169.264.0.5 64512 Enabled o
03PV 169.254.0.9 64512 Enabled o8
EIGRP

RIP

Policy Based Routing
W BGP

1Pva

w292999J FTD IJlpy - w9zs0 BGP
3. luols Iduvudle - 1duvudle Idos sdie IJledlo ool Jolpse 1Jsue9J

S lod) 998 p9l9s *

Add Networks

Network*
[ ob) 1010100

w9w99sd FTD IJlpew - w9gs0 BGP
eBb lJogss)le sogiyol *

IJozdd pu 2l 1Jod



gw> 1Jsuosd IJley

Secure Access * @ 0 9 Jaikishan Yadav
&« Notwork Tunnel Groups
FTD-BGP

# Edit Configuration

- Datails for the Auto VPN tunnels added to this group are Bsted including which tunnel hub it is a member of.
Home
Summary Seelogs
@ & Comnected
Experience
gt Reglon U3 (Pacific Nortrraest) Routing Type Drynamic Routing (BGR] Rowte summary subnets (0
Device Type FTD Device BOP AS &500
& Last Status Update  Jun O, 2026 253 AM Pear [Secure Access) RGP AS BasK2
Connect BGP Peer [Secure Access) IP Addresses 169254 0.0, 166.254.0.8, 2a04-edcd:bic 723 bET0000/120
Multinop BOP Addresses -
= Muttihop TTL - View advanced settings
Resources
(] Primary Tunnel Hub Seslogs Secondary Tunnel Hub Seslogs
Secure 0 HubUp © HubUp
] 1 1
- Active Tunnels S Active Tunrels S
Mosizor
Tunnel Growp 10 Rdbgpvpngs Tunnel Growp 10 fimbgpvpng
Q Data Center sse-usw-2-1-1 Data Center sse-usw-2-1-0
1P Address A4.228138150 28035004 113: 206: 1901 1P Addross $2.35.201.58 2603:5004°13:20:::18011

2lJé v FTD IJley - IPsec

Q) Search Deplay

Last Updated: 11:56 PM m HAT Exemptions m
p (= Refresh
Monitor - :

Insights & Reports >
Topology Hame VPH Type Netwark Topalagy Tunnel Status Distribution IKEwl  IKEv2
& Events &Logs 3 - —
v Seeurefcesss VPN Route Baged (VTI) Point-to-Point T Towe o
Manege Hode A Hode B
U Palicies »
Dovice VPN interface VTiinterface Brevice VPN interface WTlinterface
®s  Objects
Extranat & ZIBIZBAS0 (44238, FTD outside (192.168112) VT 169.254.21)
um Devices Extranet 523520156 (52.35.20 FTD outside (192166112} VT2 1169.254.2.5)
[ &' Securs Connections >
A intogrations ¥ Vigwing 1-2 of 2

FMC IJlp0 - 2lJé b IPsec

odosu yveds VPN IPsec Ipweoss [ds 1deuwly IJelows eds zoly IJlely
IJslod JJodsad (ASA) Uluwegsle PBR

wdyso VPN eds 1dsuesd Ul

1. cuwesd 1U>god [Js Jozs pedsple 1dsuesd 1lew Laosd Llen
2. luold IJs Idleuald > louoldle Idgveds > pzessle 0@ Iduveds 9lud) 899 +lolwo


https://login.sse.cisco.com/

Jodsu pzesesd S IJubeds

Sacure ACCass

Network Connections |

Mannge thi connections that sllaw uier WMz 12 Pobeh pifvele TSOUTSE ON youf Retwork, For infarmation abeut thets cptiond, bas Halp [

Groups ur P Maoraki Sites FTDs

Hetwork Tunnel Groups 5.

Disconnected O Warning 4, Connected &

Network Tunnel Groups

A natwork tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Gonnect bannels 10 the hubs within a netwerk Tunnel gross to securely cantrol
user 2coess bo She Ivtermet and private resources. Help

: : ) (suna 2] 5 Tt crouns

IJsuesd Ilpw - presele 0ds IJubods

3. 0J9su pzess udy Idubeds - IJleshble 1Jgles

oS0 luwpe p2e9e6 [Jud S 9ldpulb 96 su9e 1zols *
o) W98 Idelds

— & Metwork Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
Home the internet and private resources. Select one of your arganization’s available network
devices to establish this network tunnel group connection. Help 7

o
Experience
Insights
General Settings
@ General Settings 9
-~ Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access,
Cannect and choose the device type this tunnel group will use.
2 Tunnel ID and Passphrase
= Tunnel Group Name
Resources 3 Routing ASA-NAT |
' Region
4  Data for Tunnel Setup . 3
- US (Pacific Northwest) o |
Socure L )
Device Type
a .
Manitar L ASA - |

Q
< Cancel m

Irvastigate

IUs o9 ITee - Idlgshle 1Jgles Jpzpogle 1Jodd JJ iwds

4. $p wodssu per IJudS 9ewlis 1Up)9).

Sp wodssu per S IJud ecbs Ideg). *
lud) 998 Idelds -



4 Netwaork Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization's available network

o
devices to establish this network tunnel group connection, Help 7
Home
o
Experienc
T:w'm e @ Gentesl Seukigs Tunnel ID and Passphrase
Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.
& () TunneliDand P
unnel 1D and Passphirase Tunnel ID Format
Connect
2 ol (®) Email IP Address
out
= ng
Resources Tunnel ID
4 Datafor Tunnel Setup [ asahomevpn ] @<org=<hubs sse.cisco.com
|
Sacure Passphrase
[ 5 Shw]
L The h must be bet 16 and 64 ch s long, It must include at least one upper case letter, one lower case letter, one
Monitor number, and cannot include any special characters.
Q Confirm Passphrase
(e [[ sesssininssnnsnuness Show ]l
Admin

IUsoosd Ules - presele 0BG IJuvwds

5. wpdsu wires euslu Iduveds (NAT)

+ Metwork Tunnal Groups

Add a Network Tunnel Group
w® Add & network b and enable t ions 1o
Hama thi isbermel and privale resources. Selecl ane of your ceganization's available network
dinicad ik U natweek jaih. Halp 02
@
Experience
Insgres
@ PR Routing options and network overlaps.
s Configure routing aptions far this wnnel group.
Connect
@ Tunned I and Passphrase Iﬂ Matwork Adress Transistion (NAT)
= Select to add NAT mapping configurations that resolve overlapging subnet IF address ranges, inclisging netwarks with conflicting IP address spaces.
R (%) routing .
! A) Datsior Tusnel Sep Site + Secure Accoss O All sautes [P addrasses ransiate to Saocure Access - Site O
e Source MAT Fange: Source NAT a
2 Add & destination mapping o enable this rule
e Translate 1o Seduih Acceis NAT
aubnet
T+
AR Destination MAT Mappings
Haene Direction (0 Original CIDR Trarslsted CIDR
do
poust (i ]
33 Configure full bi-directional granular control ination [P address
WS + A Mappings
Betrmto internet Protacel Versien Setting for Routing
[T

Enable IPw8 Reuting in additisn te IPvg

e (= e
Secure Access - [gable NAT Jpgpesele o d Jduvods
6. luolWo wessu NAT JJgzos

IJes88 1 -1desze 11ds 1dpsze 2 (1dpsde 1ds Isuasd 1lew)



IJesd3 2 - 1dpszo 2 [Us 1desze 1 (IJ9uesd IJleu IUs 1psse)

+ Metwork Tunnel Groups

Add a Network Tunnel Group

Ak 2 retwark tunnal group bo Securs Access and enable secure natwerk coneeetions o
Home P BTG BN PrVELE MESUTSHS. SHICT o OF your Saganization’s ivalabia natwsrk
Sevices 10 astablish this retwork tunnal group coanection. Help (7

Exper
@ General Setiings Routing eptions and network overlaps
L Cenfigure fouting splians for this wnnel groep.
Conmect —
() Tunnetio anaPassphease 1§ Network Address Translation (MAT)
= Select to add NAT mapping configurations that resolve overtapping subnet IP address ranges, including netwarks with conflicting I address spaces.
P— Raistin
= o d Source Mappings
| 4 Data for Tunnel Setup Site + Seciire Access AN i 1P 30T TN AL 1 Secure Access 5 Site
e Source NAT fange: Source NAT o
Adid a destination mapping o enable this e
a
Manher Trarsigte 15 Secure Avcess NAT
subnet
Q
. Destination MAT Mappings
Hame Direction O Griginal CIDR Transiated CIDR

) . ASA-To-ETD » Sie - Secure Acoess - WHI0N02/3Z | 1o sat0102032 | X
Ak .

Rows per page | 30 ~ | ¢ [1 »

+ M Mappings

Internet Protecol Version Setting for Routing

Enable IPvE Rowting in addition to iPvd

Secure Access - |gsble NAT Jezpesgle 1o JJduveJds

ozds): s wedsu NAT Jl sy, BGP ppdul . i\__su'ol‘ svddo VPN wldy !u{okz@d@
eJs jwou glws bls s ol

wdpse w3 slsel ool louald IP 1dec e -
swoge IP s sesze CIDR Y 23868 IP ssow B 1Jluads CIDR.



Netwaork Tunnel Groups
Add a Network Tunnel Group
Add a network tunnel group to Secune Access and enable secure network connsctions to

the internet and private resaurces. Seleet one of your organization’s avaisble network
devicos to establizh this netwark tunnal group connaction. Help =

G\I Dansial Swiiigs Routing options and network overlaps
£

Configure routing options for this tunnel group.
=
() Tunnel 10 and Passphrase Network Address Transtation (MAT)

Select to add NAT mapping configurations that resolve overlapping subnet IP address ranges, including networks with conflicting IP addrass spaces.

=y )
) Routing

Source Mappings
4 | Data for Tunnel Setup Site & Secure Access All sowrce P aodresses ranslate 1o Secure Access » Site All sounce IF addresses iranslate 1o
Sounca NAT range: Source NAT range:

Translate bo Secure Access NAT Transiate to Secure Access NAT
Dostination NAT Mappings
Mame Direction Original CIOR “Translated CIDR
ASA-To-FTD She = Secun Access 10.10.10.102/32 192.168.10.102/32 & o
FTD-To-ASA Socure Access - SAe 10.10.10.101/32 172.16.10.101/32 PR

Rows per page | 30 I [ 1 J
+ Add Mappings

Internet Protocol Version Setting for Routing

—
(o]

Secure Access - [gable NAT Jpgpesgle ldodd Jduvods

lud) V9.8 Save

odpset wldouwesd Jods IUpg, Idos cuodd po "ldesde " 1Js "lJpsde " Slo
loglo 9z06 IJulb, CNHE-1 o9 "Site-> SecureAccess”

wlJogwes Joyds 1dess) ldos wuedd po ldesvde " Ids "ldpsde 1" sdsu loglo
9z06 uwlb, CNHE-1 o9 "SecureAccess -> Site"

odosu VPN gJs ASA

1. owed 1Usg9d [Js ASA CLI sbb¢J 9 08 IJepdso 90288 pu louold IP IUIgulpus wloglo

Jloe,ow

ASA# sh ip

guldsu IP Jduble:

b)s80 Julg GvoJs IP 1Jw,es6 Jewslu luwp 1Uglzoo
GigabitEthernet0/0 ¢l,z >Jsd 192.168.1.40 255.255.255.0
GigabitEthernet0/1 >l J >JsdJ 10.10.10.1 255.255.255.0

eulysu IP IJgldssé:
b)s9s Sule Uveds IP 1,686 Jewslo luwe 1Uslzos
GigabitEthernet0/0 ¢,z >dsJd 192.168.1.40 255.255.255.0



GigabitEthernet0/1 >lgJ >Jsd 10.10.10.1 255.255.255.0

ASA# ping 8.8.8
: Yoo oguduvd 1ojge Jlzolo.
Lueld iuosle w3909d9J ICMP Lugs 59 100 Llse |Js 8.8.8.8. 1Upods os lusoly:

eesd IJuglz 09 100 ldelisé (5/5). 1Ue> IJi)Qs/IJpogwbllJa> Uijuos Jdoeds ldpuwens,o =
20/28/30 pdJds wluss
ASA#

2. oJd9su ywsluws IKEV2 9o pdso IKEVZ gds 1U9lzod 1UEhzso

wog crypto ikev2 10
oUu9.s) aes-gcm-256
JI ,_é‘ﬂsroé JJC;&“PJ

| Jpzp9ed 19

o9lous IJgp, 86400
Spdu crypto ikev2 ¢z

3. odysu pdue IPSec

e 9w e IPsec J crypto ipSec ikev2 ipSec-primary
w9w99d9d ESP JJovds,) aes-GCM-256

4. ©J9su pd wg sV IPsec

pJd g, CSA-profile 1l wluws JJouvds) |Js ipSec
lesls pdene IKEV2 IPsec J IPSec | ul s
e8I Idoyss IUIJYe 908 Jdogss IJeedss set ikev2 <primary tunnel-id>

5. 8p wodssy "wog Ipresgsd” 9o pdsu wigesdsd IKEVZ weo Idywes.

wog csa-policy-basic slgJs
welo iu»IL,u@é J csa-policy-group-policy
vpn-tunnel-protocol ikev2

6. oJdssu pzeses IJuBdS.

tunnel-group 44.228.138.150 v,9¢ ipSec-12l
welo gled Jpgpoes IJuwd g 44.228.138.150



loe,)los-group-policy csa-policy-primary

wele wy9e9ded IJluw,ue Tunnel-group 44.228.138.150

IKEV2 p o> 86 g0 wg> pdulz pube,d puwodl <pre-shared-key>

Pl pubed puwodl Jpuob 36 prdss IKEV2 <plulz puvend puvedl>

7. &J9su 9lzos IJuwd g Idblo,yso (VTI)

I3l G gl o9 *
Sew IJl swslgd guslo IP 1Jpesu !J_s VTls pg ls 9lzod I3)s Js ASA -
pued) IJus IUsleos 1Ughess Jeob Ideelss

028> 98¢ 1o euslu IP Jeyds Idoslule

U9 1Jglzoo 1

ulpssd VTI-1

eu9ly IP 169.254.2.1 255.255.255.252

9lzod puo3) IJud s Ehe

9z06 IJuws,§ 44.228.138.150

w29w939d IPv4 Js og 1w g

pJV wg)s9 CSA-profile IJlwlus Jeplss 1o

8. Bp wodsyu IJoseso wlbysds sop wol wazse 26 1Jp9) IUs gwsly IP IJpgso o
lJubedo [Jw,es0 51gd 9lzos VT Idpyeds IJeldss ceolz IUs w ip uopu pos VT

Il VTI-1 0.0.0.0.0.0 169.254.2.2 5. ( JLuwle Iloc,oe I ozee RAPN Iy 2,36 0,9, CGNAT

Route VTI-1172.16.10.101 255.255.255.255 169.254.2.2 5

IJogzse IJllise eds IUuwslwé

1. Olispd 1Uso9d

IJuw el 1Jp9ume J Access-list PBR IP 10.10.10.0 255.255.255.0 is
2-¢,5b6 1Jlb,s8

cuouse RM-CSA Uzl o wissbs IUb,sd 10
pbole s gusly IP PBR
setip IJglo9s IJolJss 169.254.2.2 169.254.2.6



Tradfic Initiated from Router2 fo Router 1

Traffic Initiated from Router 1o Rouber 2

TR

10.10.10.0:24
. V1w T

FealIP - 10.10.10.001
Mapped 1P 172.16.10.101

SrciP - 10.10.10.101
Dwestination IP. 192.168.10.102

SreIP - 100,100.255.0:24
Dastination I, 10.10.10.901

Routerl#show
Interface

GigabitEthernetl
GigabitEthernet?2
GigabitEthernet3
GigabitEthernet9
Routerl#ping

ip

interface

~ N\

3. wbusy sbs IJpush eds sleos 1d>¢9d

interface GigabitEthernet0/1

lowe sled

100 o0 IJpuwess Ilpos

ip address 10.10.10.1 255.255.255.0
policy-route-map RM-CSA

lJozol pu lduoes

A Srvure Aorenn )
r. J

: Sita -8
NAT Enbaled Region A ]
b 17 A
[ % ““““““““““““ % ¥ '\_.—ﬂj =
CNHE - A nfhroonaert cnHE-B
Fuc r
................ f s?
Routir -2
10.10,10,102

Sre P - 100.96.0.0118
Destination IP, 192,168,10.102

Src P - 1000010102
Destination I, 1721610101

brief
IP-Address
192.168.1. 181
18.18.18. 181
unassigned
unassigned

18.18.18.1

Type escape sequence to abort.

Sending 5, 188-byte ICHMP Echos to 18.18.18.1,

rate

is 188 percent

(5/5),

Raad IP - 10.16.18.162
Mapeed P 192 164.10.102
Src P« 100.96.0.016 .
Destination P, 192.168.10.102  °

SrolP « 100.96.0.016
Destination IP, 10.10.10,102

Src P - 10.9810.102
Dustination [P, 172.16,10.101

Sec P - 101010102
Dwstination WP 172.16.10.101

9lzod 1Jpgzo 92lJé lpdluss 1Usuo9d IJs GW

? Method
» NURAM
‘S NURAM
NURAM
y» unset

Status

domn

up
administratively
administratively

Protocol
dowmn

up

down
dowmn

down
down

timeout is 2 seconds:

round-trip min‘avgs/max = 1/1/2 ms

ltooly 1-1dpe9zo 2 —> Idpgzo 1. - ool Ping



Routerli#ping 192.168.18. 182
Type escape sequence to abort.
Sending 5, 18B8-byte ICHMP Echos to 192.168.18.182, timeout is 2 seconds:

Success rate is 188 percent (5/5), round-trip minsavgs/max = 287-211/223 ms
Routerl#

IJodlb 1Jz5e6 eJs ASA (FW pzJs)

capture

capin type raw-data trace interface inside [Capturing - 1380 bytes]
icmp any any

tunnel type raw-data trace interface vti-1 [Capturing - 138@ bytes]
icmp any any

asp type asp-drop all [Capturing - @ bytes]

icmp any any

ASA# ter pag 20
ASA# sh cap capin

18 packets captured

1: 18:56:45.924244 16.190.10.181 > 192.168.1@.182 request
2: 18:56:45.231143 192.168.10.102 > 10.16.18.101 reply
3: 18:56:45.232478@ 19.19.10.181 > 192.168.10.182 reguest
4: 10:56:45.441856 192.168.10.182 > 10.16.10.1081 reply
5: 18:56:45.443122 19.19.10.181 > 192.168.1@.182 reguest
6: 10:56:45.652477 192.168.10.162 > 18.16.18.1081 reply
7: 18:56:45.653423 10.19.10.1681 > 192.168.1@.182 request
8: 10:56:45.875397 192.168.10.162 > 18.16.16.1081 reply
9: 18:56:45.876450 18.16.12.101 > 192.168.10@.182 reguest
19: 18:56:46.0882301 192.168.10.162 > 18.16.16.1081 reply

18 packets shown

ASA# sh cap tunnel

18 packets captured

1: 18:56:45.024458 16.19.10.1981 > 192.168.10.182 reguest
2: 18:56:45.230914 192.168.10.182 > 10.16.10.1081 reply
3: 18:56:45.232516 16.198.10.181 > 192.168.10.182 reguest
4: 10:56:45.441795 192.168.10.162 > 18.16.18.1081 reply
5: 18:56:45.443153 16.19.10.1981 > 192.168.16.182 request
6: 10:56:45.652432 192.168.10.162 > 18.16.16.1081 reply
7: 18:56:45.653454 16.19.10.1981 > 192.168.16.182 request
8: 108:56:45.875351 192.168.10.162 > 18.16.16.1081 reply
9: 1@8:56:45.876480 18.16.12.101 > 192.168.10@.182 reguest
19: 18:56:46.0882248 192.168.10.162 > 18.16.16.181 reply
18 packets shown

IJedlb 12506 eds FTD (FW g wgs)



ftd# sh capture

capture vti type raw-data trace interface VTI-1 include-decrypted [Capturing - 1389 bytes]
match icmp any any

capture capin type raw-data interface inside [Capturing - 13808 bytes]
match icmp any any

capture asp type asp—drop all [Capturing - @ bytes]
match icmp any any

ftd# sh cap vti

18 packets captured

« 122292 188.96.2.8 = 10.10.168.182 H request

« 124856 19.19.18.1682 = 188.96.2.8 : reply

« 329557 108.96.2.0 > 10.108.18.162 H request

.338442 10.10.108.1682 = 180.96.2.0 H reply

. 546327 106.96.2.8 > 10.108.10.162 H request

« 547186 10.10.16.182 = 180.96.2.0 H reply

« 152036 188.96.2.8 = 10.10.168.182 H request

« 752814 10.10.108.182 = 180.96.2.0 : reply

1B6:41.967891 108.96.2.0 > 10.10.18.182 H request
18: 16:86:41.968581 10.10.108.182 = 180.96.2.0 H reply

18 packets shown

ftd# sh cap capin

1:
2:
3:
4:
- H
['H
T7:
8:
9:

18 packets captured

:41.123299 188.96.2.8 = 10.10.168.182 z request
- 124825 10.10.16.182 = 180.96.2.0 H reply
« 330008 188.96.2.8 = 10.10.168.182 H request
« 338396 10.10.108.182 = 180.96.2.0 H reply
.534GE88 188.96.2.0 > 10.10.18.182 H request
547098 10.10.108.182 = 180.96.2.0 : reply
« 152448 188.96.2.8 = 10.10.168.182 H request
« 152783 10.10.16.182 = 100.96.2.0 H reply
1B6:41.968242 188.96.2.8 = 10.10.108.182 H request
18: 16:06:41.968486 10.10.18.1682 = 100.96.2.0 H reply
18 packets shown

W0 = LN g L B

IJligool) 2. - 1ol logald 1Jpgge 2 —> 1Jp9zo 1

RouterZ2#sh ip int br

Interface IP-Address OR? Method Status Protocol
GigabitEthernetl unassigned YES NURAM administratively down down
GigabitEthernet2 18.18.18. 182 YES NURAM wup up
GigabitEthernet3 unassigned YES NURAM admMinistratively down dowuwn

RouterZ#ping 18.168.18.1
Type escape sequence to abort.
Sending 5, 188-byte ICMP Echos to 18.18.18.1, timeout is 2 seconds:

buccess rate is 188 percent (5/5), round-trip Min/avg/Max = 1/

lJo@lb 2506 FTD (FW IJpeds)



capture

vti type raw-data trace interface VTI-1 include—decrypted [Capturing — 1388 bytes]
icmp any any

capin type raw-data interface inside [Capturing - 138@ bytes]

icmp any any

asp type asp-drop all [Capturing - @ bytes]

icmp any any

ftd# sh cap wti
18 packets captured

:11:45.622458 18.18.18.182 = 172. s H request
t11:45.823825 172.16.18.181 > 18. . H reply
:11:45.825762 18.18.18.182 = 172, . z request
:11:46. 045667 172.16.18.181 > 1. . : reply
:11:46.046857 18.18.18.182 = 172. . H request
:11:46.252321 172.16.18.181 = 18. . z reply
:11:46.253572 18.18.18.182 = 172. . H request
:11:46.453883 172.16.18.181 > 18. . : reply
:11:46.454764 18.18.18.182 = 172. s H request
18: :11:46.664119 172.16.18.181 > 18. . : reply
18 packets shown
ftd# sh cap capin

1:
2:
EH
4:
H
G6:
7:
8:
9:

18 packets captured

: 16:11:45.622883 16.18.18.182 = 172. . H request

: 16:11:45.823886 172.16.18.181 > 18. . : reply

: 16:11:45.825442 18.18.18.182 = 172. s H request

: 16:11:46.045697 172.16.18.181 > 18. . H reply

: 16:11:46.046582 18.18.18.182 = 172, . z request

: 16:11:46.252352 172.16.18.181 > 1. . : reply

: 16:11:46.253313 18.18.18.182 = 172. . H request

: 16:11:46.453849 172.16.18.181 = 18. . z reply
454596 18.18.18.182 = 172. . H request
. 664158 172.16.18.181 > 18. . : reply

IJedlb 2506 ASA (FW gso)



ASA# sh capture

capture

match icmp any any

capture

match icmp any any

capture

match icmp any any
ASA%# sh cap capin

18 packets captured

1:
rH
3:
&z
5:
B:
7
8:
9:
1@:

11:08:30.288391
11:08:30.289123
11:98:30.584566
11:088:30.584963
11:08:30.710992
11:98:30.711404
11:98:38.917112
11:08:30.917482
11:08:31.128243
11:08:31.128648

18 packets shown
ASA# sh cap tunnel

18 packets captured

1:
rH
3:
4:
5
'H
T:
B:
9:
1@:

11:08:30.287964
11:08:30.289322
11:08:30.584585
11:98:30.585009
11:88:30.710961
11:08:30.711434
11:08:30.917266
11:98:30.917417
11:88:31.128197
11:08:31.128685

18 packets shown

asp type asp-drop all [Capturing - @ bytes]

18@.183.255.195 > 19.10.10.181
18.10.10.101 = 108.183.255.195
18@.183.255.195 > 18.19.16.181
18.10.10.101 = 106.183.255.195
18@.183.255.195 > 19.10.10.181
18.10.10.101 = 108.183.255.195
18@.183.255.195 > 18.19.16.181
18.10.10.101 = 106.183.255.195
18@.183.255.195 > 19.10.10.181
18.10.10.101 > 108.183.255.195

19@.183.255.195 > 19.190.10.181
18.10.10.101 > 106.183.255.195
18@.183.255.195 > 10.190.10.181
19.16.19.181 = 100.103.255.195
19@.183.255.195 > 19.190.10.181
18.10.10.101 > 106.183.255.195
18@.183.255.195 > 10.190.10.181
19.16.19.181 = 100.103.255.195
19@.183.255.195 > 19.190.10.181
19.10.10.101 > 106.183.255.195

capin type raw-data trace interface inside [Capturing - 13@@ bytes]

tunnel type raw-data trace interface vti-1 [Capturing - 1380 bytes]

request
reply
request
reply
request
reply
request
reply
request
reply

request
reply
request
reply
request
reply
request
reply
request
reply
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