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|Jp 9506

S 03l 90,8586 |J CEDT lu Szpg pelbosle wuvgsuosé pu ubled 9s5zeJol [Js cisco TAC
dEP E.IJO

IJecbdole IJlgul jusé

030 1JD516 p098,6 JIJ pw MacOS g Windows. §o woisd L.

w9uos Cisco .__,io od9u s gy wldesluose IJoldse:

uble IJouvesd MacOS: 1o 9, vl izl eds I>l6 ouugsue ullb 1Jyuoelss (CEDT).app
Jdougsd.

Windows: 169y w9l pj29zl eJs CEDT.exe JJuoe.
louold loeyue uuub. *

p& 2lJé Cisco TAC 9,0 ppss (plodsw BEb I3l Juw wyss weesd IJuolksg polying).

wp wgpsSE wslule IJuble

et Idbls wslule IJoble 030 pyowé puve 1JBss. Jl sop IJodlb s wslole sivguoss oo
L§ UIE.-

pedoplo lUuble 1Jgled

Data mac0s Windows
08, hardware, CPU, RAM, system_profiler systeminfo , ‘E_'IJMI classes
storage SPSoftwarelataType [Win32_OperatingSystem,
SPHardwareDataType Win3Z2_ComputerSystem,
Win32_BI0S )

Kernel parameters sysctl -a N/A


https://software.cisco.com/download/home/286332215/type/286344234/release/1.0.0

Data

Network interfaces & IP
addresses

Routing table
DNS configuration

Network services

WiFi profiles

macQSs

ifconfig -a

netstat -In

gcutil --dns

networksetup -
listallnetworkservices

N/A

odysu lduveJs

Windows

ipconfig /all

netstat -rn
(included in ipconfig fall)

netsh interface show
interface

netsh wlan show profiles

pedple lJpuog



Data macO03 Windows

Cisco preferences/config files fLibrary/Preferences/ Registry exports
com.cisco.* ( HKLM\SOFTWARE\Cisco ,
HKCU\SOFTWARE\Cisco , acsock
service)

Installation directories 1s -laR fopt/cisco ¥ProgramFiles¥\Cisco ,
%ProgramFiles(x84)%\Cisco,
¥%ProgramData%\Cisco

Running Cisco processes ps aux \| grep -i cisco tasklist | findstr fi

cisco, WMI Win32_Process

Installed Cisco products mdfind for Cisco apps WMI Win32_Product (vendor
Cisco)
Application logs Cisco Secure Client log %ProgramData®\Cisco\Cisco
directories Secure Client\Logs
Event logs N/A Windows Event Log [ Cisco

Secure Client - Zero Trust
Access , Application provider

*Cisco* )
Crash reports ~fLibrary/Logs/ M/A

DiagnosticReports/ciscox

(last 7 days)

res tlogs Lelbys

wulove IJeszsy

gwpl ©89p woubésd CEDT: sop eue Ublund IJoszse. 09, ubs glesd eds ol ©89p o
IJI>lé:

ouwe IJuble — spuwe IJoble ssd weel go 9esle 1Usuesd IUles pu Cisco IJos wp
lJogvldol.

wedlo Jobosd — vzeg wslule oo pued IJoizsue Idos e loubldel wslywlbs
wulee IJgesd 9ldouss IUlgwluwss JJgspé.



wslole IJuble — wogup £pJs6 2pe wslule IJoble Cldiely sldouids, oI QQE.JL? IJI e
voubgsuele 1Ussesd IUleu.

stllnanlns
cisco

J\/.

Welcome to the Client Endpoint Diagnostic Tool

Use this tool to collect diagnostic data, which helps the Cisco Support team
quickly identify and resolve your issues,

£y System scanning Detected Cisco Secure Access modules

The following scans are run on your system's detected Secure o oo n " o
Select products 1o diagnoge, Cigcod only SCanning your system for Secure

Access modules.
Access related modules. Mot personal data of any Kind is captured

@ Application logs
Collects diagnostic log file data generated by client software and

the service infrastructura E] Zero Trust Access (ZTNA) - v5.1.14.3417

[ ] Remote Access VPN - v5.1.14.145

System data -
G) ¥ Common System Information

The collection of system data is secure, encrypted, and only
related to Secure Access diagnostics.

eds IJzlow Jispo odogvd IUbls oJ@lkss! ls 9z3le Cisco Secure Access 1Juploss
lJpowwo eds ubled. spdod Idibdle eds glule IJIRosl) JIJ 9236 uplbss wpe lJovlol e
28p luoslyol:

lJ9o9d wr9u & 96 (ZTNA)

gwhs 1dsse IJlews (SWG)

wedo VPN Jdso9d eu we> (RAVPN)

pedsple 1Juble 1Jpue,ds (60909,6 slisel)
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22319 Bp LIEle coass Idpuczle IJos wiss wuvgsuool1.

lod) B8 Juol wldpologs. 19 1, 89,9 wedsele Jdeuosd eds 058> pu ldpedyple.2.

S

odlebs: Jl ogpg 030 IJbI6 Luas IJuslole 1Ugluos wldsesle IJuelbss slo 1 odé
cldsuesd Ileo. Jlsee ldedlb s wslule Giguoss po s we.

stfuan]ie
Cisco

J\f

Welcome to the Client Endpoint Diagnostic Tool

Use this tool to collect diagnostic data, which helps the Cisco Support team
quickly identify and resolve your issues.

4? System scanning

The following scans are run on your system’s detecled Secure
Access modules.

E’J Application logs
Collects diagnostic log file data generated by client software and
the service infrastrociung,

@ System data
The collection of system data i$ secure, encrypted, and only
ralated to Secure Access diagnostics.

Cancel

Detected Cisco Secure Access modules
Select products to diagnose Cisco onl ¥ scanning your system for Secure

Access related modules, Mot persenal data of any kind is captured

Zero Trust Access (ZTHA) - v5.1.14.3417
Remote Access VPN - v5.1.14.145

Common System Information

IJgbgs 1: wepse IJoslule IJouugsuoss

oose Jd odo Idyilgué |pdluss ltosh ldovble IJoubvgsue 992l wepse deslule IJos



WSOe wopswol.

ouvzsue IJubeds

o lRocble Uleuold ldos gusope oubgsdol:

v DNS — s99p wlp)le lRovble cedsd DNS pélod Idossle 1Jpuosw96 1Jees6. 580
guldsy IP IJpguou06 JJedsd Idpuwo0396. sop dpz zese IJuclseg Vs o pdsele
9le> (dns/dns_lookups.txt) uluwgsle pessle pdlbg posIdJs.

lJodlb 1Jzje0 — sdodb 2ip lduveds Jeso pgs6 (sobde leoshlo 1Jeuugsd).

ool logold IJessle Idpuoswws — ool louold Idosslo Ideuoswdo [Jpesso o
Jdozdd pu lJloold.

Bl leeoh Iduwslws — sgow) wudss Iduwsluws pdlod gulssy URL IJpzsss -
wluwegsle v 9bé volss lguvl) yusluvs Cisco (policy.test.sse.cisco.com). s> e 1JE>S> pu
IJossle IJpuosds ldos oduodel 1JWslod (10 Jes 18u08). wouoew IJuckse
wslole HAR IJededlbs oddlss! lcole oodd ool Iduwsluws.

lRooh wwgd ldubeds — ssuw s IJozesdiidouisd 95eu 1d9uosd pdlod vdbs -
wvolsé lguuly uv,ygé Cisco (speed.test.sse.cisco.com). $99p wogese wwgd IJoujsd (6
OISl pe9liss) 9uwsed Idozesd (3 wad3le pusliss) 9ipu IUsuesdldizdlu pe
lowh IJlouold (10 Gpldz oo ICMP). swp eb IJoclsg vouuwsdle JSON 90925 oo
eds 2> yusle.

ledlosé 1Jsuo9d [Js URL — s dd ppel Il Jlue gulssu URL 1Jpess6 $lods JJsuosd *
lJsol wluwegsle bdole HTTP GET. ssge JJl o HTTP (o093 80) 9 HTTPS (o093 443)
wubdd 1)l os. Spdu oS> pulds €55 Bsluwss Vs gugly URL (pod
https://example.com:8443). IJz> IJldues J 20 gugly URL JIJJ Bz o pg pods 30 Sluse
JJJ gu9lo URL. wouopu Idoslole 1Uezees JIJ g09la URL ol sds: URL 921Js |edloso
IJsu09d 9,05 216 HTTP 998¢ IUluweelos (Ms) 9logd Idpzess sewslu IP 1d3s we 2do
9luosl) TLS gblug 1Ugge. swp pdb IJuelisg |Js reachability/reachability_results.json 9
reachability/reachability_summary.txt.

ere lJoslole

2 ldopdle [duplbss Jgps wslule IJi>le sldleold:

IJoslb HAR — suwed wslule buvsd HTTP (HAR) o0 eduws god lJpuwesruo. So8p °
zlJs! Google Chrome Wb (suvwgsp wi9w9d9d Chrome DevTools ey gJIJ io,ooé
PUUOIZ WI9U H99 ). 99 1Ji>lé lJIgvos IJoddliss gu wowsw Chrome gds
ublpd. Jl swpe >gp Firefox 9 Safari Vs IUsge 1Jzlds. swwe 1glz HAR p9lowdle HAR


https://example.com:8443

1.2 980u0p0 wedw IJuveds IJIlpd (wel Bs 3JY |gwesglele XHR/IJlz ol IJos op
oubgsdol w9luubé JS).

rer9€d 2ipd DART — wepg 2ipd wubtsue DART pu gpsd Cisco Secure. 9oil suved
zese wedle lsple lduebsé: ol S 5Jd pwedle 1dsesd 1ds 1Jo$s 1Juo,s6
(ZTA) (poJ flowLog.db g Js Windows b.s C:\ProgramData\Cisco\Cisco secure
Client\ZTA\logs\).

01U IP 1Upere) — $¥9p woungsd Weauolu IP IJouvgsuoss [dpeesis. slze IJduve *
IJolds Jdzuwesd eds $lisesd Jleds oldogvgsuole ldos op zegol.

wuoese Iigble

opdsu edlple wuopse Uighle — czase Iduvedle IJodosdss Jiogubs vl
lJuolsé Jouvgsue punlIdd uilb 1Juoelss. JI sdyy o3l 1Ugsl) pol@l IJI s zldo
lJould puwg Cisco Secure Access 9lzs eds 1UIBJ 9ogssso.

elue wIduble 1Jlgwloms

ISl DebugView (b Windows) — spdo wuwasd wuoese IJigble gds e9ood wsbs
IJoolss 1Jlews J Windows. o3l IJgsl) pesd, B@Eb eJs lubes Windows.



[ ] @ Cisco Endpoint Diagnostics Tool (CEDT)

B ready to start diagnostics

Cisco Client Endpoint Diagnostic Teol
Step 1: Diagnostic Data Collection

Select from the options listed here to collect diagnostic data from your system.

Metwork Diagnostic Data Collection

Select which tests to run to collect system connectivity data, Select modules to collect performance and connectivity issues
DNS Lookup HTTP Archive Capture

Packet Capture Secure Client DART bundle collection

Ping Hosts Reserved IP Addresses

Policy Test Output Certificate Store Inventary

Metwork Speed Test Browser Datection

URL Reachability

Page Load Time
Connection Type Detection
Proxy [ PAC Configuration

Debug Page Load

Cancel Step 2: Add diagnostic details

IUlz)lele

ozl pu esblo IJogugsue IJos wysool 9 &p wldgle weasool 1.
lod, 1Jgbbgs 2: 1o oWl osd lJoyigsue JJpoluss.2.

lod) B9 1JgJed JJg9ss |Js uiluus Ideszsw Io 1Jgle 1Jle, Jdlwele.3.

IJglo9é 2: | jolws vl osd IJoyvgsue



wuse JJ odo IJunluvs wdysu Idpsdple 1dpessé JIJ Iool) oubgsue wp wpdsue. sup
Sue lesble IJizoohle IJos we wpdsuel WO IJgbys 1 B Gb.

lesble wee DNS

228890 Jdues — bed luwp puosd sles Is 1Je, (pdLosd Wbl oJs). pelJ: cisco.com e

w290999dle IP 1Jezsds (lgoshs) — bbéd wagesdsdle DNS IUpgou0b (pdu09Js
wIluods). peld: 208.67.222.222 ¢ 208.67.220.220. io_)d lJz8d Jluwegslpe pedd DNS
IJloe,lgas Jdoble. gus wpassor sop ldluvoedle po IJ puos pélod I pedd: ppl
S99 wolisz pldlwo J>96 DNS g g9l>p DNS 1JpgoJwde.

Swp dpg 2pSE uolsg wze DNS W pJu 31z 9lzs: dns/dns_lookups.txt. wluuwwgsle pzasle
Suwp TextFSM posdd JIJ pzpsed puos I/ pzdd.

Cigca Chent Endpaint Diagnostic Te

Step 2: Add diagnostic details

Hosts to lookup

WWW.CISCO.COm

Resolver IPs (optional)

208.67.222. 222

leshle IJoglb 1Jg 506

slzole — 233 9lz06 I bods 1Jpbdse e dlb edsol (I wudol JIJIJ). *
g ldogsso eds 1JIJ (Idsuoe 1edBlss): e

oble IJobgsd MacOS/Linux: w@9e 116 wouvgsd tepdump -D Jogols
zese 1Uslzole IJpolzs wp wd9p wouodss IUglzole IJos wepd wIJSles
(vlowooule lJglgole IJos wp Gbg louoldol). Bl Je swpe ldeey) eds slzole
wublbs. Bluol o)ze 1Js 19lzos 1J¢lu0s Is. sep wugsd gpdsle IUIedlb
eds eose Idleole Ipbloys wldoeslss.



Windows: sJedl gds JJ NICs Llgweisle IJeJdss IUIJodlb 1eesss Glze *
IJbole W IdBuwe IJolds). gu> luvegsle dumpeap w90 ©zass 9lzod: sop
IJodlb zos 1Jslzole IJedle IJlsds 1dos wp ldogoloel Bs o w IJsde.

e 1dzie — &3 1dg)pe Ios uvsope [Jodlbol JJJ glzos. IJIe,los: 100. 12> Uikéua._s .
10,000.

lJpe>6 (eluss) — IJg> Ui,juos Jpesé IJUok"iIb oldoglos. IJlve,)luos: 20 eluss gds
MacOS/Linux:. 5 ¢luso gds Windows. 1Jg> IJl§uos: 300 wlouss. se9dwd IUIJedlb gos
lJoue9d [Js €35 1Jz)e 19 23 [Jpsé: lsopl slos I9dl.

ole IJodlb 1Uz5e puwe IJuble 1JIowl gus

~

odlzbé: (B Windows): @9, 1Jb16 odiliss! vopsss gJbss IUIJodlb 1B oJ
lJpwlzs. 950 od luwwgsle ©dusé PKTMON (Idpspzo Vs wble IJoyivgsd Windows
10 v2004+). pg 1298 1Js p536 "516 [uwenb IJuslole" (Bs 2lds wowse Wireshark).
e SpIdu wowe NetSH Jed Igs).

Platform Primary Tool Fallback 1 Fallback 2

mac0S/Linux tepdump N/A /A

Windows pktmon (Packet dumpcap (Wireshark) netsh trace —
Maonitor) — captures — captures to PCAP captures to ETL

to ETL, converts to
PCAPMNG

Packat Capture Settings

Interfaces 5

end (I5F) X o0 (Loopback]) X utun [VPN) =

Packet count (max 10,000) Duration (max 300 sec)

£

300

Lo

| 10000




pJOlu |1z Packet Capture

Swp b IJogllb JJ 9lzos Jpdd pwedd wluwedsle luobdlz IJoywess:
tcpdump/{interface_name}_capture.pcap (o< J en0_capture.pcap. ethO_capture.pcap). swpe Lsu'ol
louble pdod wslo wslule IJog s (tcpdump/packet_capture_manifest.txt). 9o wzsd IJuble
Ui,_)uluu@gg_» lJzgip 9ldpess: 9ldslzole lUos we IJo@lbol: 9ldo sl |JE_JL'9;§5 lJp v pd.

leshle peol Idle ol

IJpuos8lJizo 6 IJpuos8s Idos spduel lgeul) IJlouold — bed 1Jizoss IJpuosud6
IJs ool Idlouald (pd09do bl oJs). peld:www.cisco.com

Ping Settings

Hostfs to ping [comma-separated)

WAL CEE OO, SO

leshle |edloss 1Jyued |Js URL

URLs JJozdd — bed URLs JJlgeol, (p8L09] wdloJs). pelJ: https://github.con *
Suwoese blole HTTP GET Jlze ol ledloss 1y osd.

lJpulwds IJlwe,lose: 80 (http) /443 (https). wuopue IJpsule WS IJ URL Jdpsule *
&S peshs (pwd ashttps://example. com:8443).

lJg> I._Ji,juos J 20 gu9loy URL JYJ Wz 0. °

lowole IJpodsé @ 30 eluss JJJ URL.

IJoslole IUezegs JIJ guslo URL: URL szlJs ledloss 1U9,09d 9,05 2ldé HTTP
998w IJlgweelos (Ms) 9logd 1Jpzoss 9ewsl IP 1Uss wp 2do 9luosl) TLS gblog
lJ99w.

Swpe t9b IJuolsg |Js reachability/reachability_results.json g «
reachability/reachability_summary.txt.


http://www.cisco.com
https://github.com
https://example.com:8443

URL Reachability Settings

URLS to check (comma-separated)

WWWL LS00, Com

lesble ool IJueg
guldso URL e — Igd Idpuosdso Jitoul ooz (p8009ds wBluods: IUe> *
lJIBuos 10). polJ: waw.cisco.com

Swp wudS ltouble IJueg pllod uldbs wolss lgowl) yuslws Cisco: »
policy.test.sse.cisco.com

couopu lduolsg Ul pu peozle ool Iduvsluws [Jeolbpd _9;_,g§lolo HAR IJpdo8bd °
odllssl loole oogd IJIRool.

Policy Test Settings

Host URLs

[ WAL CIS TGO ]

leshle IJoglb HAR

colsse URL IJossd — bgd golsss URL Jldedlb HAR (L0968 wBbluods). pold:

https://www.cisco.com

odest 1o peodd oboly sogp Wugp 2oed Bib Vs ldsde Ields. cuvetsp IJ‘E%
w9w9Y9J Chrome DevTools (gu bysd Chromedp) Jlwews gduws Chrome wigo Hluw
Sldedlb 2,96 )9, Iduvwds. clds pu wowse Google Chrome gJs ublpd. Jl swp
>gp Firefox 9 Safari Vs 1J9de 1Uzlds.


http://www.cisco.com
https://www.cisco.com/

HAR Capture Settings

Target URLs

[ WWW.Cisco.com| ]

Comma-separated URLS, &.q., Bips:) wwa. cisco.comn

leshle KDF

odosu edlple s1Js Iu‘boél@' lJedwle |.Jrouuoé)!o<3 loole pzeoes lJouiesue. woedp edlple
KDF W Is Wisle wuozse IJlgble swp wpdsuol s Cisco Secure Client:

lesls KDF Idpuwed — 233 lesh puwed Jblds 1usvodlg Idevdlose.

KDF hex — swp pde 8Sp06 [Juwsdluuss IJE@J§6=TJ§I wule eds IUlesh IJpuwo 9 1Jpess. ¢
EU> 228> "ptue e bEd Bspd Uwdluwss gubSs Eluod v

Preset Hex Value Description

Module Default {nene) Mo KDF override is applied.
The Cisco Secure Client's
built-in module defaults are
used. This preserves the
customer's current debug
settings.

DNS/OpenDNS Ax208R1FF Enables DNS resolution and
OpenDNS proxy debug flags
via acsocktool -sdf.

SWG Proxy+DNS BxTRACO1FF Enables SWG + DNS debug
flags via acsocktool -sdf.
Also sets
SWGConfigOverride.json with
"logLevel®™: "1" for
enhanced SWG logging.



ZTA (ZTNA)

Custom

KDF Settings

KDF preset

@x4eB880152

User-provided

Enables ZTA debug flags via
acsocktool -sdf . Also sets
logconfig.json with
"global": "DBG_TRACE" for
maximum verbosity logging.
May trigger a VPN agent
restart on Windows,

Allows entering a custom hex
value for advanced
troubleshooting.

[ Module Default (no override)

KDF HEX

KDF Settings

KDF preset

Extra args

[

optional, e.g., -u -1

l kodule Default (ne override) # I

Kodule Default (no override)
DNSfOpenDNS

SWG Proxy+DNS

ZTA

Custom

=

lesble IP 1dpeguou00

culosu NSLookup URLs — p oSl NSLOOKUP oo 06 [oslhss (o8 09J6
wSlods). I IUIEuos J 10 gulsso URL. sop lUlgwegdle g0 Id puossd peuoue



pdlod zese Ideeldsd IJos wp wdssuol.

ouw gulssu URL — posdle traceroute/tracert pg o006 1Eoshso (9,096 *
wlLoJs). Ies IUleLos J 10 golose URL. ouuagse IJbls oJdlkss! traceroute gJs
MacOS/Linux stracert ¢ Js Windows.

wa9e9ddlie IP 1dos od9e wlded — wa9wsdsdie IP pguou0b loshss Jiuveedlele
NSLOOKUP (s 09J6 w Sl oJs: piJ 208.67.222.

222, 208.67.220.220). 5 g ulosy IP Iz 13008, s IJoesss sop luweésle IJeple
lJpguoueo wldluols [Js Idpessle [des ez IJedles (DNS Il e,)los JJuble:
127.0.0.1. 208.67.222.222).

Reserved IP Settings

Milookup URLs

[proy aieaiiie (0 556, CISC0,COM

Traceroute URLS

prosy Teebeeel. tin 550, cisco, com

Réesalver IPS [opticnal)

[ 208 67222223 J

oSluosd IP 1Jezz90

SW9p wubeswe IP 1dpzess wozpese oo lduslule wundd 1Bl os:

losld Traceroute/Tracert IJIG o)l soss (wuvgsd pllud JJ 030 wddlss):

NN 038

IJegzso IJs ¢bp luwple OpenDNS 1JIwl s 208.67.222.222

IJegzso lJs b luuple OpenDNS IJelygs 208.67.220.220




lJogeso IJs Cisco SWG Infrastructure 1P 146.112.255.50

lJogzso s luwe puosed 99dsd SWG|swg-url-proxy-https-sse.sigproxy.qq.opendns.com

oble IJobésd MacOS/Linux: suvoged I, traceroute

Windows: s uwése le tracert
lpvegdlple NSLookup Il e,)loss (wuvgsd pdlod JJ 030 odllissl):

sop ldluveedle g0 I 000 L2 pdled JJ pedd Vs Blises IJed. vuvdd 0ol s
Cooeu Slspd ldpedpsu odles ppddsu prpesu:

Resolver Description

Systemn default DNS The OS-configured DNS resolver (no explicit
server argument)

127.9.9.1 Localhost [ local DNS proxy (e.g., Cisco Secure
Client's local resolver)

208.67.222.222 OpenDMS public resolver

Bl op odsu gulssu IP Jdpedd Idptguoue (ped 208.67.222.222) wop |uolb ool |Js Blispd
IJpz 88 Jel swp ldlgweedle g0 Jd 0338 Lo pdled 030 IJgulasu.

losled NSLookup:

Target Query Type Purpose

debug. opendns . com TXT ( -type=txt ) OpenDNS debug record —
returns device identity,
organization ID, policy flags,

and server info

swg-url-proxy-https- A (default) SWG proxy hostname

sse.sigproxy.qq.opendns.com resolution — verifies DNS is
correctly resolving the SWG
proxy endpoint




eds wwosd ldpold: oluwogsle Idpeasle IJodles IUIVe,ljoss: suoz g0 3JdY luwogdlple
NSLOOKUP (0>81u X 3 peodlw). w9ss luolds peyd peuoue 9lzd pu IP 1Js jslbs 03l 1dgss |Us
8 luweedlple (puweo>8ly X 4 peodlw).

soe ldluvoedle go guldsu NSLookup Idpgou0s Iedse6 oo ldpuncése pdlod wduw
L§|.f5|406 |Jroa.)>|o |.J¢J||0J6 (IJP-)PE‘B + |Jroa>.)|v;> UPCu"uDo)

Swp dpg geSe IJuclisg Vs pdud 9lzs: reserved_ip/reserved_ip_diagnostics.txt pzeg6 guvew
lJSuwe (traceroute. nslookup) eg ;99w Slwdé JJW&,led po Sod IUlouwlo wuvs) s [Jesd
ldpedd JJJ Ield.

ouvgsuole 1dble

pdbué 98le wepsd IJuoWes pu edld 99dsd SWG pélud 1Usuesd Ipuluiy 1Js IJloe o
(DIA). s92> B IJodzs s ogly:

Tooog IJogbtsue Iele sop leooh dd goglo URL pu edld 1dsdsd 1delds 9ouvdd el
Op Sop pdbud lJuolsg zucl lds zuv. s89p wluile pdole HAR cuvdd leoshs
Jdoedsd o osds.

Performance Diagnostics

MCATes Dage w times through SWG proxy ws Direct Internet Access (DIA). Each UAL |5 tested both through the current proxy and directly

Diagnostic Mode

Orverall Nagnostic

Default URLs (always tested)

hitps:amazon.com
hettps by, com

hittps sirg coam
hitpssian. wikipedia.org
hllps A Tacebook com

Additional URLs (optional, comma-saparated)



[:] Generate HAR files (captures full network waterfall via headless browser)

Number of test runs per URL

E ]

Results are averaged across runs, HAR mode uses a
single run.

2 9008 wubgsue euslu URL gles: spduul Ibeld guglo URL peso JIzewl pu gdld 1dsdsd
IJ2lds 9vuvdd polyie op sop p8bud IJouclsz zovl IUs zow. 8@9p wluuile pJudle HAR
wovdd lgoshs Jdeedsd IJedoosds.

Diagnostic Mode

[ One URL Dragnostic b

URL to test

[

|:| Ganerate HAR files [(cagturdgs udl network waterfall vig haadless browser)

Humber of test runs per URL

E

Results are aweraged across rumns. HAR mode uses a

leshle peisu peiu IJuvoble

oesb Idgvoble pu pgbu Iduvoble IJos we wdgsuol: »
IJoble *
ouvesd Id>gsd -
ey
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Certificate Store Inventory Settings
Collecis certificates from system certificate stones to identify missing, expired, or unirusted certificates,

Certificate stores to scan (comma-separated, leave blank for all)
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Debug Page Load Settings

Loads debug/diagnostic web pages and caplures rendered content and timing data

Debug page URLs (comma-separated)
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Diagnostics Paused

“ The following are now active: Start Packet Capture, Enable ZTNA
Debug Flags, Backup ZTMA Trace Config, Enable ZTMA Trace Logs,
Reload ZTHA KDF Driver. Please reproduce the issue now, then click
Continue to stop all debugging and collect diagnostics.

Continue

pbldouo lewslile 1Jeuu9sd
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oee Jduwele.

Administrator Privileges Required

Some diagnostics (debug flag, packet capture) require administrator
privileges. Enable administrator privileges to run a full diagnostics of
your system.

ﬂ Select Limited Mode to run diagnostics without administrator
privileges.

Limited mode Yes

B configure your disgnostic zettings below, then click Start Diagnostics.

Cisco Client Endpoint Diagnostic Tool o
Step 2: Add diagnostic details L.
Add details for thie listed diagnostic setlmgs 1o fine tung
asaBcript
aEaseript wanls 1o make changes.
Enter your password to allow this. J
e
[anurd ]
Reserved IP Settings
o QD
HSLookup URLS . -
e
] proo y RN .5 558, CISC0. O ]

oplicnal custom nilookup hotls (comma separated)

Traceroute URLS

[ oy el 5 550 50, £OF ]

opticnal custom fracercute hosts [comma -separated)

Riesalver IPs (optional)
1 208, 57.222.222 l

Comma-ieparatod nidahogr IPa, Lesnd &Mply o uid yitem dodault
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ﬂ Diagnostics in progress...

58%

Ciseo Client Endpaint Diagnastic Too
Step 2: Add diagnostic details

Add details for the listed diagnostic settings to fine tune your tests

Reserved IP Settings

MSLookup URLs
—

aptional custom nslookup hosts (Comma separated)

Traceroute URLs
|

gptignal custom traceroule hosts (Comma=separated)

Resolver IPs (optional)

Cancel

Executing task 3/10: DMS Logskup
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Diagnostics complete. Upload file to a TAC
case.

Archive: cisco_diagnostics.tar.gz
File size: 32.54 MB

THAZES: deiri e ke i o R B et e S iy
jeemrs

Case 1D

’ &.q 7008180 ]

Token

| Upload loken from cxd.cisco.com ]
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pld g lw: ~/desktop/cisco_diagnostics/ -

Windows: ~UserProfilez\Desktop\cisco_diagnostics\ -

Seu9s pJud sy 1JIg)lz (cisco_diagnostics.tar.gz) eJs zpse wslule IJouvgsue 1Upzpsd
cOuwSY posdd.

lpwod ol 1JIzble 9l odlzol

Issue Resolution

Mo products detected Ensure Cisco Secure Client is installed and
running on your system.

Packet Capture greyed out Enable it in Step 1, and grant administrator

privileges when prompted.

Debug Flags greyed out At least one Cisco Secure Access product must
be detected and selected.

DebugView greyed out This option is only available on Windows.

Upload fails Verify your Case ID and Token are correct.

Check your internet connection.

"Administrator credentials could not be You cancelled the password prompt or entered
obtained" an incorrect password. Click Start Diagnostics

again to retry.

Limited mode warning Some privileged tasks were skipped. Re-run
with administrator privileges for a full
diagnostic.

Il wisds Idilisg s

o el ldoslole IJos wepegol 030 1JD516S

2 wzpe IUbIs pedople IJoble (Gble IJoigsd 9lJizo s sodssy IJuvwds) sgwedle

IJuJou._s,_glu sudysu puue Cisco guslule IUgesle [Jupelbss U,ouuuo _9._,._slulu Uu”CLSuo
IJobveds Idpoed s wopdle 1Jsuosd IJlew pu Cisco B §b. Hlze wslule

O IJSuwwp Iduwlod JJzuesd eds wupusd wlduasds. Jp sup ldodlb Lso uslulu



https://cisco-sbg.atlassian.net/wiki/spaces/CSST/pages/1413360053/CEDT+-+End+User+Guide#what-system-data-is-collected

LA SO.

ot od lzelz 1Js 9u09d 1JpuussdIes,S
2 9ue9d 1Jpuwdsd Ieoshs sddue puvozuwe. wasuol sup ctbs veue IJouitsuele
(Idoglb IJgse edlple ouoese IJIgble). ouwod IULIS gwsgd wiul,.

' od spduus uuu&sJ 1Ji>l6 €36 pylo’
2 0o v Wepld I £pdss cupbsd: spdod 1Jud) W96 "wuitsd pb ltis" Juse aduws
CUVLSUP 22:$20.

: o lsu swp eb 1JEleS
g sop edb huvsd ldojigsuole Os gube ldpdou IUElue wd Jopu ped>
cisco_diagnostics.

_ | ol el J9 Jp YU Jds peyd CIJ.c'S roJ‘GJJ' I._Jro}}ule{é lJOusoS

¢ sedud IJud) W9l "webs" Vs ey b Idezesd. I sild e ILGEsS 2 bl pedsl.
Sedud ceesdo $9¢l s 2lds I IJpeuwless [JSuss Jizdl s publydoe pg pousuw IUsge
lJglue «d.

; o od ldoslule puivs)ot
2 Sup pogb Lunsu IJoyivgsue (tar.gz) ssope wodse IJoslole 1deugwl s odélss! §od

T lo Tuwy HAR g0 2lds! I590 z9ed Béb. S e IJI»Io w9w9d9l Chrome DevTools oU
|C_J |.Juqu_gS.J ||.JUJd|gSgS .J.quuoda w90 J_9_9ul) ule) U odousSw Chrome &UJ uqu_gS-J
IJodllb HAR.

o Jp wlboy Uilows 1ULsBI 1Updde ol od ould glou IS

2t Josuw wldupa9ss. whboj bt IUlsBIV0 IJpdde S¥b gusel wp wpdsy ldouwesd
lJoBuosds Jduwsobss IUElue wd wotle: 0288 o uved Idodbésd S IJobosd — bl
we wibs gblo Jopdso ouvep) 116 590 1Jw9 8.

o IJes swsg elJs. pbsl gdsTo lbeg JS

¢ loze gu lJlbl, Diagnostics Pause (I._JL;Léglgé lJes 9w Jdouvgsue) — Sedu o sdoy b
IJogles IJIg)s. Jl sepyd Idogvgsd IUs Ilele zos wod) W98 polugs (I9 luog b EJ;% I>¢lJ
Vs wb) 1Jl9le)).

o [ LuwlJs Blispes psile Jp 1o log@eol. od 03l busesS



2 uep. wboy 1yuwlds s pssle wuvesd os 1JbIs 1o wp wpdsvol Jubled IIuwl s
gesble ldogugsue IJos Qpw wogsssol.

Q Jds 1gdde IUebosd leole IUlsBIb 1Jesde. pl3l IUTGS

2 e woubsd Upeeses IJouitsuoss pb s slesdel cuves. 131 Jp wdo ecldsl oo o)
IJowwesd 3s> Idogvgsd: Slogad wpousuw Idsge JJzuesd eds Luvble.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



