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= Users, Groups, and Endpoint Devices

aticn of users, groups, and endpoint devices, for accoss control purposes. Help 0

Provision and manage tha authe:

Users Groups and Organizational Units Endpaint Devices
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4 Users and Groups
Configuration Management
Select how you want 1o connect users to Secure ACCess. Hﬂlp c

Configurations Advanced Settings  Behaviour analytics

Directories Add users, groups and endpint devices to Secure Access through a supported IdP. Help o2
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Integrate Directories

To add users 1o Secure ACCess, provision users through one of Secure Access's supported methods. Help

Provisioning Method
Select a provisioning method to add users to Secure Access.
Mathads
Identity provider(ldP; @ Manual Provisioning Active Directory Goegle Worl ce
] [ [}
h & supported ¥ . ¢ Active Directory and Workspace identitios with Secure

Identity provider(IdP)

1dP directory name
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= Users and Groups
OKTA Integration oua

Fallow the instructions below fo provision identities to this direciory. Help o

Start Provisioning

To provision users 1o Secure Access, you must authenticate to your identity provider (IdP). Generate a token and then use it and the listed provisioning URL 1o provision users throwgh your KiP, Help 5

Provisioning teken

Once generaled, copy and save th

A\ For security reasons, your token will enly be displayed once.
For future referencs, copy this 1oken and keap it in a safe place

niication token. I is required when confliguring your kP,

Token

Provisioning URL

Copy and save this proviskining URL. It is required when configuring your 1ap.

O Copy token

CF Copy URL

Canfigure your 1dP portal

ted authentication t
you can provision user

Use the gen
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Directory v * Applications
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Search
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Cisco User Management Connector
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Applications Catalog Directory and HR Sync Cisco User Management Connector

Last updated: December 2, 2024

| © Add Integration |

Cisco User Management
- Connector

SCIM
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=1 Add Cisco User Management Connector

o General Settings

General settings- Required

Appiication label Cisco User Management Connector

This label displays under the app on your home page

Application Visibility Do not display application icon to users

Cancel | Done |
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Cisco User Management Connector

cIsco
View Logs Monitor Imports

General I Provisioning Import Assignments Push Groups

Settings

Integration

Clsco User Management for Secure Access: Configuration Guide

Provisioning Certification: Okta Verified
This provisioning integration is partner-built by Cisco

Contact partner support: umbrella-support@cisco.com

Provisioning is not enabled

Enable provisioning to autormnate Cisco User Management
Connector user account creation, deactivation, and updates.

I [ Configure API Integration
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Settings

Integration
Clsco User Management for Secure Access: Configuration Guide

Provisioning Certification: Qkta Verified
This provisioning integration is partner-built by Cisco
Contact partner support: umbrella-support@cisco.com

Cancel

Cisco User Management Connector was verified successfully!

I @ Enable API integration

Enter your Cisco User Management Connector credentials to enable user import and provisioning features.

Base URL https:/fapi.sse.cisco.com/identity/v2/scim
API T0ken IR R R R N R N NN R R RN R N Y]
Import Groups

Test API Credentials
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General Provisioning Import Assignments Push Groups

Settings
To App
To Okta Oktd. -
Integration
L. Cancel
Provisioning to App
Create Users Enable

Creates or links a user in Cisco User Management Connector when assigning the app to a user in Okta.

The default username used to create accounts is set to Okta username.

Update User Attributes Enable I

Okta updates a user's attributes in Cisco User Management Connector when the app is assigned. Future

attribute changes made to the Okta user profile will automatically overwrite the corresponding attribute

value in Cisco User Management Connector.

Deactivate Users Enable

Deactivates a user's Cisco User Management Connector account when it is unassigned in Okta or their
Okta account is deactivated. Accounts can be reactivated if the app is reassigned to a user in Okta.

Save
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Cisco User Management Connector

CISCD
View Logs Monitor Imports
General Provisioning Import Push Groups

m [ Convert assighments » ] Search... Groups v

Assign to People

Assignment

Assign to Groups

Groups 01101110

01101111
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No groups found
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Assign Cisco User Management Connector to
Groups

Search...

i:@ Assign

i:? OKTA - Secure Access Users
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DMNS Forwarders
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Users, Groups, and Endpoint Devices

Provision and manage the authentication of users, groups, and endpoint devices, for access control purposes. Help 7

IUSEI’S 7 Groups and Organizational Units 5 Endpoint Devices 2

Users

Manage your organization's users and their devices connections and enroliments. To add users, go to Configuration management > Integrate directories

At any time, you can disconnect or unenroll a user's device. Help (7

Q Search ] [ Source v ]I OKTA Integration(®) ~ Risk Alert v ] [ Trust Level v 3 results
Name Risk Alerts @ User Principal Name (UPN)  Auth Property Source Directory Trust Level @
- Okta OKTA -
Integration
Josue . josue @ . josue @ -l okta OKTA .
Integration
- Okta OKTA -
Integration
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Time Actor Event Info Targets
~ L] Mar 1812:21:31 Cisco Group Push group OKTA - Secure OKTA - Secure Access Users (AppGroup)

dated in 3 Cisco User Management Connector (Apg .
Reports
©  Mar1BI1Z2130 Cisco OKTA = Secure Access Users (AppGroup)
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SUCCESS
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