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el Sacure Access

Connect X
s .
Essentials
Home MNetwork Connections
Users, Groups, and Endpoint
Devices
»
Connect End User Connectivity
DNS Forwarders
Idpongae90 sldpzesg o
i Users, Groups, and Endpoint Devices @ Contiguration managemant

purposes. Help £

Endpoint Devices

Users Groups and O
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4 Users and Groups

Configuration Management

Select how you want 1o connect users to Secure Access. Help
Configurations Advanced Settings  Behaviour analytics

Directories Add users, groups and endpoint devices to Secure Access through a supported IdP. Help 3

Integrate Directory

& Usars and Groups
Integrate Directories

To 800 USES 10 Secure ACCRSS, PIOVISION USEFS INTOUGN oNe of SECUNE ACCESS'S SUPPOTIEd MEoas. Help 7

Provisioning Method
Salect a proviskaning method 10 add users to Secure Accoss.

Methods

m  Manual Provisionin:

Identity provider(ldP)

1P directary name

[ DUQ Integiation ]

Choose Identity Provider

Due w

Cancel
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Integrate directories
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 Users and Groups
DUO Integration ow

Follow the instructions below 1o provision identities to this directory. Help 3

Start Provisioning
To provision users to Secure Access, you must authenticale 1o your identity provider (I0P). Generate a token and then use it and the listed provisioning URL to provision users through your IdP. Help ¢

Provisioning token

Once generatid, copy and save this authentication token, It is required when configuring your IdP.

A\ For security reasons, your token will only be displayed once.
For future reference, copy this token and keep it in a safe place

Token Generated On

7 Copy teken March 18, 2026

Pravisioning URL
Copy and save this provisioning URL. It is required when configuring your g,
(9 Copy URL
Configure your HP partal
Use the ganera ntication token provisioning URL 10 set up Secure Access in your P,
Once setup, sion users 1o S @ Access. Help o
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https://admin.duosecurity.com/
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L Al ) 4

Admin Login

Enter your admin credentials

Email address

Save my email address and login options
Mot recommended for public or shared computers

Continue

Want to protect your organization with Duo? Stari a free frial

Privacy Statement
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Collapse Applications X

2
@ Home Manage

Applications v
2 users > - .

Application Catalog

B Devices ? Authentication Proxy

Y Policies ’ Configure Single Sign-On (SS0)

— — SSO Settings
T Applications
Duo Central

IJobosdle IJeulsse

108y 998 [Uolds s 3.

Collapes Applications
Appilications integrate Duo into one or more of your services or platforms. You can protect as many applications with Duo as you need.
& Hom
& Users » Configured applications
P L . " f upy 8 .
N _ (G e oymmeors )| ) ) 0 End ot suppon 8 s m
1] Policies > Name * Protection Type Provisioning Application Type pplication Palicy Appicati p Policies @

| = Applications:

DUO Add App

loze gw Cisco Secure Access 9lu ) 998 |ol96.4.



[ (. cisco secure access ® ] [ Supported

ST
CISCO

Cisco Secure Access

S50 Provisioning Cisco Application

Secure access using Duo SS0 and SAML,
with MFA and flexible security policies.

N "W NDocumentation O
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& Applications

Cisco Secure Access - Single Sign-On

Provisioning Duo Verified ~ ® Disabled

Set up user provisioning with Cisco Secure Access.
Learn more about provisioning. 7

Authentication

Set up an authentication mechanism with your application to secure the connection.
Base URL*

[ https://api.sse.cisco.com/identity/v2/scim

Duo user attributes and group information will be sent to this URL.

Token*

LB R R RN BN RERERERNEREREREERESERERERERERERERSERSERSEDRJ.} Shnw

The bearer token ar APl token provided by your application

Connect to application ]

'°' Successfully connected to the application

Finish setting up this connection to ensure that Duo can send user
information to the application.

API Connect App

oo uduw edles IJowsse wads): Bp wldops) [Us wessu Iduves 9oids pu 106.
tuolisuod Jel 09 p9 oz Vs 03l 1o osw Idpees».



Q search Edit mappings
B selectal

Required attributes

userName

Optional attributes
) authMame
displayName

Attribute mapping emails

Configure how

in your application so that user information is

name.familyName
ibutes, go to User Attributes &'

received in the co -
[C] name formatted

Duo user attribute = Application attribute
name.givenName
Username e userName [ nativeObjectid
Display Name v displayMName
Email Address ~ emails
Last Name w name.familyName
First Name v name.givenName

Selected (5 items)
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Groups

Select existing groups that will receive updates from Duo in this application.

ﬂ Users or groups will be automatically created, updated, and deactivated in
this application.

(@ Select groups
Groups

[ DUO - Users x

Use groups with S50 access

[ ] Exclude group information
If checked, Duo will send only user details without group information.

Users

User deprovisioning behavior

@ Deactivate Users
Removing a group or user will keep the users in your application but set them to
disabled.

Delete Users
Removing a group or user will permanently delete the users in your application.
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Users, Groups, and Endpoint Devices

Provision and manage the authentication of users, groups, and endpoint devices, for access control purposes. Help 7

Groups and Organizational Units & Endpoint Devices 2

Users

Manage your organization’s users and their devices connections and enrollments. To add users, go to Configuration management > Int

At any time, you can disconnect or unenroll a user's device. Help 7

| |
[ Q Search ] [ Source v IDUO Integration() ~ ]II Risk Alert v ] [ Trust Level v ] 1 results
|
Name Risk Alerts ©@ User Principal Name (UPN) Auth Property I Source Directory I
Josue - j @ e @ ... | Duo DUO
Integration

Verity Usersin CSA

lud) W93 Idpzpscle sldsesle IJoubspss.

Users 7 IGroupsam:I Organizational Units 6 I Endpoint Devices 2

}e

6 Groups jer] (0] Organizational Units

Groups and Organizational Units

Manage your organization's groups and Organizational Units. To add new groups or OUs, go to Cenfiguration management > Integrate

[ Q. Search ] [ Type w ] [ Source v ] DUQ Integration(®) ~ || 1 results
Name Type Source Directory I
DUO - Users 22 Groups Duo DUQ Integration I

Verify Group in CSA
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Collapse Reports X

7 Home
Authentication Log

3 Users S Duo Desktop Deployment
Single Sign-0On Log
B Devices >
Telephony Log

[I] Policies S Administrator Actions

Activity Log

i
<

Applications > o
Authentication Summary

Reports Denied Authentications

Deployment Progress
a  Monitoring ’ Policy Impact

=] Billing 3 Universal Prompt Progress
Passwordless Deployment

Settings .
Unsupported Clients Log

DUO Activity Log

lJouoss luwoubl lds luve IJobosd. *

Activity Log

1 Type 1o search ] [ Last 24 hours V] + Filters Resetall 23 results

Search by actor, application, affected

Timestamp [CST) . Action Actor Affected @O Application Access device Log details
03:11:57 PM Group provisioning Automated Provisioning DUO - Users Cisco Secure Access - = View details
Mar 18, 2026 succeeded Integration Single Sign-On

System Qutbound SCIM Syne
03:11:56 PM Group provisioning Autormated Prowvisianing DUO - Users: Cisco Secure Access = — View details
Mar 18, 2026 succeeded Integration Single Sign-0n

System Outbound SCIM Symc
O3S PM User provisioning succeaded  Automated Provisioning i @ Ciseo Secure Access - = View details
Mar 18, 2026 Integration eom Single Sign-On

System Qutbound SCIM Sync
03:11:55 PM Provisioning successfully Josue Brenes Cisco Secure Access - Cisco Secure Access - = View details
Mar 18, 2026 connected Adminsstrator Single Skgn-0n Single Sign-0n

Outbound SCIM Sy

03 151PM Enabled provisioning Josue Brenes Cisco Securs Access - Clsco Secure Access = = View detalls
Mar 18, 2026 AdminEstralon Single Sign-On Single Skgn-On
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https://securitydocs.cisco.com/docs/csa/olh/118756.dita
https://securitydocs.cisco.com/docs/csa/olh/136531.dita
https://securitydocs.cisco.com/docs/csa/olh/136531.dita
https://securitydocs.cisco.com/docs/csa/olh/136568.dita
https://duo.com/docs/sso-cisco-secure-access#attribute-mapping
https://duo.com/docs/sso-cisco-secure-access#attribute-mapping
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