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“ Private Resources
Add a Private Resource

Private Resources are applications, networks, or subnets that your erganization controls access to. You must configure private resources in order to choose them as destinations when creating access rules.
Help

General

Private Resource Name

AD-Server

Description (optional)

Active Directory server
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Private resource address

Define how the private resource will connect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPvE, CIDR] © Protocal Port / Ranges

[ ad.csalocal ] [ TCP - RDP o | [ Any + Protocal & Port
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Endpoint Connection Methods

Specify the ways user endpoints can reach this resounce. Later, sccess rules will determine which users and devices can access the resource.

Branch Connections
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and devices on the network, such as printers or idasks, to connect to this resource i alowed by 2

B Zero-trust connections

Allow endp0ints 10 conmect 1o 1Nis resource Trom outside your network withoul requiring a VPN connection. Help o7

@D ceem-tased connoction

Allow sciions from endpoints that have the Secure Installed. Enable this option for maxkmum control aver endpeint security requirements {pasture)
[Enforcemant points

Cleud-enty

Cloud ¢ Local [Univarsal Zars Trast Enfarcement point for Remate and Local Users

Accass)

Remote user
Local-caly
a Secure Access Private Resource
Cloud
wia Intarnat
User ina

trusted network

[o>!

(o) 2
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1. luedd IJs e > wog IUsosd

curity Cloud Control 2 : g Jalicishan Yadav -

Secure *

& Orgonization
Cisco-jaiyadav 5

Platform menu

Data Loss Prevention Policy

Secure Ac

Profiles
Endipoint Posture Profies

1PS Profiles

Security Profiles

Access Action Sources Destinations Security Hits Status
& Connoct 3 App Risk Profiles
™  Resources 3 low Private @ Alow Any AD Usars AD-Sarver oz (]
Settings
[0 secws | Thveat Coapois _ _
@ Allow Any AD Usars B0 -]
a  Monitor H Motification Pages
o Admin 3 Do Not Decrypt Lists 5-Allow Private @ Allow Any AD Users InternalbE i . 3
Cedtilicates
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Access Policy

Internet access rules apply to traffic to public internet sites from devices that are on your network or that your
organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help £

[ Rule Defaults and Global Settings |

Add Rule -~

Contral and secure access 1o resources and

Private Access

applications that cannot be accessed by the
general public.

Internet Access

Centrol and secure access to public
destinations from within your network and
from managed devices

Rows perpage | 100 ~ | 1-Zof 2 E]

19 o9d IJles - odsso uwsluws 1dsuesd

L Search by rule name ] [ = Intent ~ ] [ = Objects + ] [ = Seitings ~ ]
2 Rules
D L]0 Rule name Access Action Sources Destinations Securif
D 1 BlockPage-TEST Internet @ Black Any Generative A_. &
O 2 RAVPN-Allow Internet @ Allow Any AD Users Any [ T
Add AD-RDP-Allow

Create a rule to control and secure access to specified private applications and other
destinations on your network. For an end-to-end guide to completing prerequisites and
configuring a rule, see Help 3

@) ruleis enabled

Summary

Sources @

Any Allow
Rule name Rule order
[ AD-RDP-Allow ] [ 1

o Specify Access

Specify which users and endpoints can access which rescurces, Help 5

Action

@ Allow @ Block
Mlow specified traffic if security requirements Black specified traffic,
AL el

3. |uolwo luve Slgso

Logging is enabled Edit

Destinations

Any private destination
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Rule name Rule order

[ A0-ROP-Atow | [ .

o Specify Access

Specify which users and endpoints can access which resources. Help £

Action

@ Allow @ Block

Allow specified traffic if security requirements Block specified traffic.
From To
Spicify ong of Mork Sources. Specify ong of more destinations,
AD Users sAny AD Users X @ Private Resources « AD=Server X ®
IJso9d IUleyw - odsso uwsluws [d9uesd
5. wdysu pubdule v ¥bé IJyolss
Endpoint Requirements

For zero-trust connections, if endpoints do not meet the specifiea requirerments, this rule will not match the traffic. Help o

E] Zero-Trust Client-based Posture Profile  fuie Defauits
Requirements for end-user devices on which the Cisco Secure Client is installed.

Profile: Nonme | Requirements: None hd

Private Resources: AD-Server

For Branch connections:
“ly Endpoint device posture is not evaluated for endpoints connecting to these rezourcas from a branch network.

User Authentication Requirements

(D) Zero Trust Access: User Authentication Interval  Rule Defaults (D visabled

Frequency with which end users verify their identity, in order to connect to any private resource using client-based zero trust access.
When disabled, users are not prompted to re-authenticate to the network. Help

@ Configure Security

Configure security requirements that must be met before traffic is allowed. Help 3

Cancel | Back | w

IJs29d IJlew - o dsso uwsluws 1dsuesd
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(©) Specify Access

Specily which users and endpeints can access which resources. Help 3

a Configure Security
Configure sacurity requirements that must be met before traffic is allowed. Help [
Intrusion Prevention (IPS]  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help (§

Security Profile  Rule Defaults
The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access | File Inspection: Enabled | File Type Blocking: Disabled

Cancel

Access Policy

Internat seeoss rules SPEly T tradfic 1o pubbe IRtErmat $ites 1rom Gevicas tht Bfe o YOUF RATwEK 6f that yeur
crganization mansges. Private sccess muiss apply Lo users and devices scossting spplications and other rescurces on
eur Inkmal network. Secure Accass applos the first rule in tho st that matchas tradfic. Help 3

(I visabled

Isuosd Iley - odsse wsluws Idsuesd
7. 108, 998 e 9b

Bisbe Defsults and Global Sattings

O #(  Fulename Access Action Sources Cestinations Security Hits Status

0 1 AD-ROP-Allow Prevane (=T Any AD Users AD-Senver & -] ‘

0 2 BlockPage-TEST Intemer @ Bieck Any Genrative A & -]

0 3 RANPN-Allow Intsmet @ Ailow Any AD Users Ay & 492 -]

—_—
Rows par page | 100 w | 1303 € [3 >

Default Access Rules @
Rude namse Action Sources Destinations Secusity Peosture ]
For all private access @ ok Amy Ary private destination
For all inlernet access & aiow Any

Ary Inernet destination
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i»

‘e
Experience
Insights

i»

Expirisnce
Insights

L}

End User Connectivity [ & ciaco secure cilont | [ Manags servers

End user cannectivity lets you define how yeur cganization's traffic is stesred from
endpoints to Secure Access or 1o the intemet. m (L

Zera Trust Access Virtual Private Network Internet Security

Enroliment methods.

Belore ugers can ecess resources using cliant-based Zore Trust Access, their endpoint devices must be enrclied.
Manage enrcliment methods for your crganization hare. Help 7

Windows and macOS devi ol uting: | 850
A uaing 550 ieation oly,
| s |
Zero Trust Access Profiles + ZTA Prof
e —
Manage Zero Trust Access [ZTA) prafiles, which allow you to add usérs and groups 1o unique traffic stesring configuiations for client-based ZTA jons. Help 3
#  Name Secure Private Access Securaintemet Access Users & Groups Last Used

1Js 09 IUTey - pJud o s ZTA

2. 1uol 6 1 e 1JElo

© End User Connesctivity

Create profile

For Zero Trust add ta which a se1 of users and groups can be steered, Help £
ZTA profile name Priority Traffic Steering Limits ©
[ ZTARrofile ] [ 1. Cusrrent peofile |

05 Sk Android 10k macOS/Windows 100k

Secure Private Access
o Secure Private Access
O Destinatizng Add the private destinatlons and private resources to which a set of users and groups can be stearnd, Help
2 Secure Internel Access Traffic Steering  Options

3  Users and Groups

G

Private Rescurce

Destinations & Private Resources Destinations  Modified

Audd private hat are i
© “zpc.sseciscotest 1 Feb 22, 2023 for chient-based Zero Trust Access.

Add Destination

il that are not condigs
a5 private resources that user traffic can
access during Zero Trust Access,

1Js 09 IUTey - pJd o s ZTA



Add private resources

Salect private resources that sre CoﬂllﬂdM for clhamt-based Zare Trust ASCeds. You can 5049 up 16 100 private rescurces &t & time.

[Private Resource
x

O LAB-InsideNetwork (10.10:10.0/24, taciab com)

[ LAB Management [152.168.1.0/24)

[0 DMS-Mgma (192188120

O InternalDNS (10101020, 192.168:1.20)
B AD-Server (1010.10.20, ad.csalocal)

O Router1 (104090401, router] tacksb local)

[ Router2 (101070302, router2.esaocal)

1Js o9 IJley - pJd cg)sd ZTA

3. 1ol8s pumwetspsu 9pzetle

“ End User Cannsctivity
Create profile
For Zero Trust Accoss add the destinations 1o which a et of users and groups can be steered. Help I8
2TA profiile name Priarity Traffic Steering Limits ©
l TTAFrom ] [1' Gumsat profie i05 Sk Android 10k macOSMWindows 100k

() Ssacs s acoses

@ Secure Internet Accass

©) users and Groups

Users and Groups

Add a 5ot of users and groups that will be sieered to varous destinations added to this ZTA profile

Users B Growps @

T

Hame Email Type Users




ZTA profile name [Priority
ZTAPrafile 1. Current prafile

Traffic Steering Limits ©

Users and Groups
«~ | Secure Private Access 3
2 Destinations

@ Secure Internet Access
Users 1 Groups @

o Users and Groups

Harme Email

|ay (jay@csa.local)

05 Sk Andreid 10k macOS/Windows 100k

Add a set of users and groups that will be steered to various destinations added to this ZTA profile

+ Users and Groups

Type Users

Jay@gmall.com

pdlzbs: &> suvedsd Ile) po 15 1Js 20 53586 >d¢ IJodsso 9pileuco et IUgpsd

2 User

Rows per page
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%) Remote Desktop Connection = x

4| Remote Desktop
~>¢ Connection

Computer: ad.csalocal

Uszername: csa‘jay

You will be asked for credentials when you connect.

'&, Show Options Connect Help

== Windows Security g 9 Cisco Secure Client = *

Enter your credentials

These credentials will be used to connect to ad.csa.local.

Connect

jay
Password Zero Trust Access:
Zero Trust Access is active,
Passwaord
csaljay
D Remember me
Umbrella:
Umbrella is inactive,
More choices Service Unavailable.

OK Cancel
o @ e

IJso9d IJley - l2ooly IJediBle 1Jgled
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¥} Remote Desktop Connection = 4

Remote Desktop
Connection

Computer: 10.10.10.20

Username: csa‘jay

You will be asked for credentials when you connect.

C, Showe Optio... Connect Help

== Windows Security

Enter your credentials

These credentials will be used to connect to 10.10.10.20.

jay
Password

Password

csakjay

| | Remember me
Mare choices

0K Cancel

Activity Search

FILTERS Q, Search by domain, identity, or URL Advanced =

IP ADDRESS 10.10.10.20 X RESPONSE Allowed X

9, Search filters

Response Salect Al Request Source
B @ Aliowed
= o e 4 jay jay@esa local)
© Blocked
L jay Gay@csalocal)
Identity Type Selact Al L joy sy@esalocal)

5 8 Cisco Secure Client

12 MO

Ready to connect.

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.
Service Unavailable,

atlnsaln
cisco

2. 1Joedd wluwepsle lzle IJoes go ldugslb

CLEAR

3 Total &) Viewing activity from Jan 11, 2026 4:4% AM 10 Jan 12, 2026 4:49 AM

Rule Identity @

L jay (jay@csa.local)
L jay (jay@csa.local)

A jay ljay@esa.local)

Saved Searches ~

Destination

ad.csa local

ad.csa.local

ad.csa.local

\‘_i_;l
Schadule

= B LasT 24 HOURS
Export C5V

& Customize Columns ZTA Client-based -

Restore to default layout «

Page: 1 =  Results per page: 50 = 1-30f3

Dastination IP Destination Port

101010.20:3380 3380

100070.20:3388 3389

100010.20:3380 3389

Action Resource/Applica >

@ Allowed  AD-Servar

@ Aliowed  AD-Server

@ Allowed AD-Server

IJsuo9d IJlew - IJwee gu IJlogulos



Activity Search

@, Search by domain, identity, or URL

IP ADDRESS 10.10.10.20 X PORT 3389 X

Q, Search filters 3 Total

Reny Saelect All
@ Alowed €3 Advanced Request

"] @ Blocked
Identity Type Select Al ZTA CLIENT-B
=
[ ats AD Groups

1 £J AD Devices
[ '@ SAML Users
Enforcad By Select All

Secure Actess Cloud
O FD
] Umbrella Cloud

Activity Search

FILTERS

P ADDRESS 10001020
€, Search filters |
Response Sedect All
| @ Allowed § advanced
@ Blocked
Identity Type Sulect All
A AD Lisers

0w AP Frrusne

Advanced

Source

L jay (ay@csalocal)
L jay (jay@<salocal)
4 jay (jay@csa.local)

Q, Search by domain, identity, or URL

9Total () Weewing acthvity from Jan 11, 2026 %51 AM ta Jan 12,
Roquest Source Action
EXIIETR L ey (ey@csalocal) 8 Alowed
G L jay (ey@esatocal) @ Alowed
EEEEITD L eyley@csalocsl) @ Mlowed
GETETTD L aylay@esalocal) @ Allowed

Advanced = CLEAR

CLEAR

Page: 1 ~
Action
@ Allywed

@ Allowed

© Allowed

2026 5:51 AM

Destination
10.10.10.20
10.10,10.20
ad.csalocal

100.10.20

O Vinwing activity from Jan 11, 2026 4:53 AM 10 Jan 12, 2026 4:53 AM

Saved Searches »

Results per page: 50 ~

Destination

ad.csa.local

ad.csa.local

ad.csa.local

Destination i#

10.0010,20:3308

10.9090,20: 3389

10.1010.20:3389

103090.20:3 368

Destination IP

102010.20:3389

10.10.10.20:3389

10.10.10.20:3389

1-30f3

Dastination

3389

3389

3389

Page:

®

Schedule  Export CSW

W LasT 24 HoOURS 7

@@ Customize Columns ZTA Client-based ~

Restore to previous state ~

Event Details

Identity

4 jay jay@csa.local)
Win1

X

Rule Hame
AD-RDP-Allow
RessurcafApplieation
AD-Server

Zero Trust Access Profile
Default ZTA Profile

Trusted Network
No Match

Enforcement Point
Secure Access Cloud

Destination
ad.csa.local

Destination IP
1010.10.20

Results per page: 50 « 1-30f3

IJs o9d IJlew - IJuze go Iluguls

Saved Searches ~

Dastination Port

3388
3385
3366

IIEE

@ @} B LasT24HoUmS 7
Schedule  Export CSV

BB Customize Columns

Restore to default layaut ~

ZTA Client-based ~

Page: 1 ~  Resultsperpage: 50 ~ 1-90f9

Fosour Zoww Trust [ ]
AD-Sorver Default ZTA Profile AD-ROP-Mllow L+ win
AD-Sorver Default ZTA Profile AD-ROP-Mllow L+ win
AD-Sarver Default ZTA Profile AD-ROP-Allow L+ win
AD-Fenoer Default ZTA Profile AD-RDP-Allow L3 win
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Activity Search

Q, Search by domain, Identity, or URL

Advanced ~

CLEAR

Saved Searches ~

BB Customize Columns

Schedule  Export G5V

B LasT 24 HOURS ™

ZTA Client-based -

1P ADDRESS: 10.10.10.20 = Restore to default layout =
o, Search fiers 8 Taotal ) Viewing activity from Jan 11, 2026 5:51 AM o Jan 12, 026 5:51AM  Pager 1 ~  Resultsperpage: 50 = 1-8cof8 Event Details
Response R 1 5 At Desti o fon 1P = N Action
. oques ource tion tinath Hinat
Select Al i) & Al
@ Allowed £ Advance e
Advanced L joy (jay@esalocal) @ Alowed 10101020  101010.20:3389 3388 AD-Sarver .- Block Reasan
@ Buocked _
L joy (oy@csalocal) @ Allowed 1001020  100000.20:3389 3386 AD-Sarver
Connection Mathod
Identity Type Select Al 1 joy (iay@esalocal) @ Mlowed  ad.esalocal  101000.20:3339 3360 AD-Sarver ZTA Client-based
4 AD Users L joy ljay@esalocall @ Alowed 10401020  10101020:3339 3388 AD-Sarver Time
@ AD Groups Jdan 12, 2026 5:51 AM
O AD Davicas L joy lay@esalocall @ Mowed  adecsalocal  101010.20:3389 3388 AD-Sarver
© SAML Users L jay (lsy@esalocall @ Alowed  ad.csalocal  101010.20:3389 3383 AD-Sarver Access details
AL jay lay@esalocall @ Alowed  ad.csalocal  101010.30:3389 3388 AD-Server dontity
Enforced By Select Al ) L jay (jay@csalocal)
A oy ay@esalocal) @ Allowed  ad.csalocal  101040.20:3389 3388 AD-Sarvar
Secure Access Cloud Winl
FTD L oy (sy@esadocal) @ Aowed  ad.csalocsl  101000.20:3389 3389 AD-Sarver
Rule Name
Umbrefa Cloud
AD-RDP-Allow
Resouree/ Application
AD-Server
Zuro Trust Accass Profile
Default ZTA Prafile
Trusted Network
No Match
Enforcement Point
Secure Access Cloud
Destination
10.1010.20
Destination IP
. .
.
Events  Troubleshooting
O Destination Port [ ICMP Code 3389 =+
T L 7events
SourcaPort/  Destination -
T il hon 1P A Il
ime Event Type Action Reasen Sourco IP Destination 1EMP Type portfichp,.  Web Application ceess Control Ruls |
> M026-01-12 00:51:24 4 Connaction Fastpath 100112.20.48 10.000.20 17674 | tep 3380/ tcp *
3 2026-01-1200:5%:20 4 Connection Fastpath 100112.20.48 10301020 4702 top 3380 [ tep ¢
3 2026-01-12 00:51:18 % Connection F:\sipnth 100112.20.48 10.10.10.20 &IN2 tep 3380/ tcp *
> 2026-01-1200:48:24 4 Cornestion Fastpath 100112,20.48 10101020 S0756 [ top 3380 top ¢
3 2026-01-1200:42:34 % Connection Fastpath 1001127218 10.10.10.20 60548 | tcp 3388 [ 1ep ¢
¥ 0Z6-01-12 0001521 4% Connaction Fastpath 10027206 10.0000.20 40660 | icp 3389/ tcp #
> 2026-01-12 0045 4 Connection Fastpath 1001127216 10.}090.20 44262 | 1cp 3380/ tep ¢
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Secure Access

IPsec
Private/Cloud Apps

ZTA Client Inside

10.10.10.1

A
Remote User App b, - |
jay@csa.local ata
router1.csa.local
10.10.10.101

ZTA gl ps - bosdszs! 21U 1JIze ol

U296 1 - w2283 0913 Eloo eds IUsuosd Ileu

wd9su 93 Elue Jsope 1dauosd ldse gos IJzols Idpuwed Ss 1dsuosd [Js ese 1Je 86 (ZTA)

loodd 1ds 1Jeshs > 1dgzole > 1Jeslys 1UElLos > 1@y 998 +lol9s.

ecurity Cloud Control 1 ! Pk A @ 0 2 Jaikishan Yadav -

= Resources

&> Orgasization ks, or subnets that your organization controls access to. You must configure a private resource if you plan 1o allow end users 1o connect to the resounce using zero-rust

. Sources and destinations
Cisco-jaiyaday 3
Internal Matworks.
rce Groups
= Platfarm menu Hetwark Davices

Secure Access Registered MHetworks

Roaming Devices
v Last 24 Hours

Y
Haoma Sarvice Account Exception

& Expetience Insights » Secwity Group Tags | | e | | W ~ | 5 Privaté Résources + Add

e t SDWAN Service VPN IDs
& onnec

Netwark and Service Objects Private Resource Group ConnectionMethod  Connector Groups  Accessed by Rules Total Requests

Destinations ) Cleni-based ZTA - o 2 1]

I secure
imernet and Saas Resources

4 Monitor > .
Private Resource W & Cheni-based ZTA 1 0 2 o

o Admin 3
Settings

N - o z o
AR Servers Clirl-Basad ZTA

DHE Servers
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= Private Resources

Add a Private Resource

w98, pedsple pod IJEru2 eu 1Jp9ss 19 Iuve ol 19,0,

Private Resources are applications, networks, of subnets that your organization controls access to. You must configure private resowces in order to choose them as destinations when creating access rules. Help ©

General

Private Resource Hame

Routerl

Description (optianal)

Rauter] PR for UZTHA westing

3. i.)é_J FQDN JJpes,> 1Jgluo 1Jss wuss 1dsuesd Idsoe . Jel spdoul weass guslu IP 1Uglue

Private resource address

Define how the peivate resource will connact to appications through Secure Access.

Internally reachable address (FODN, Wildcard FQDN, IPvd, IPvE, CIDR) & Protocol
routerl.csalocal Ary TCP

Remove

Internally reachable address. (FQDN, Wildcand FODN, IPvd, IPvE, CIDR] © Protocol
101010101 Any TCR

Remove + P Address{FQDN

Usa internsl DNS sorver to resolve the domain

Internal DMS Server

PrivateDNS (100000.20)

wldpars IJElue - Jeiss pu ldpedsplodlze luolds o9y 2lo

4. 255 gl5p DNS 105l Jes Jzd 1 pzld

Part | Ranges

23 + Proteeol & Port
Fart [ Ranges

23 + Protocol & Part

PrivateDNS (10103020

5. weass luwldse louold udbs [Juolss
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https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Specify the ways user endpeints can reach this resource. Later, scoess rules will detrming which wsers and devices can access the nesource.

Branch Connections

Allw users and devices on the network, such as printers or kiosks, 1o connect ta this resource i allowed by access rules.

Zere tnust conmectiang

Allrwy endpoints to connect 1o this resource fram cutside your netwrk without requiring 2 VPN connection. Helg

@D Client-based connection
Alkrw eonnaetions rom endpeints That havo tha Secure Chent irstaled, Enailo (his epticn o

Enforcemant points

Clemud-anly
i Enforcemant point for Remote User
Cloud or Locat (Universal Zeno Trust Remote user Local Firawall Private Rescurce
Accass) ~
)
Local-only vin inbeenet
- J 22 -
Local enforcement points
FMC_F... )
Enforcamant point for Local user
1 Ui in & trusted Local Firewall Privaté Resource
network
o A

@ B =

Internal remate addresses are visitle on end-user devices. If you want an address 12 be Hidden, use an extemal address.
| Change the remotely rachable addresses

Cancal

=) -
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https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

&>  Organization
Cisco-jaiyadav >

Platform menu

Data Loss Prevention Palicy

Secure Access

Profiles
Endpaint Pastine Profdes
2 Home .
IP3 Profiles
»  Experience insights »
- ¥ Security Profiles
& Connact * App Rigk Profiles
= Resources H
Santings
o Monitar » Notification Pages
P Do Mot Decrypt Lists
lo Admin » ¥RULE

Cedtificates

Access Policy

Internet access rules apply to traffic to public internet sites from devices that are on your netwaork or that your

[ Rule Defaults and Glabal Settings

Add Rule

Access Action Sources Destinations Security Hits Status
low Private & Allow Ay AD Users AD-Server B2 ]
Peivate @ Allow Any AD Usars s L]
5-Allow Private @ Alow Any AD Users IntemalNs o

IJsood 1dlew - wdosy

1Jpslys 13106

2. 108, B9 luolss Blgss. &p lge, Private Access.
WOs leds 1JBless $92> pdéue suod Idpdsule [Jpdsus JJBless IJgluoo wJ.

organization manages. Private access rules apply to users and devices accessing applications and other resources on

[ Rule Dafaults and Global Settings ]

your internal network. Secure Access applies the first rule in the list that matches traffic. Help
r .
] = Inte 5 W Add Rule
Private Access
3 Rules CunEmI fand' secure access to resources and
applications that cannot be accessed by the
; general public.
U [ Rule name Access Action urees Destinations ul
] i so nati Security
— Internet Access
| -RDP- )] - &
LJ 1 AD-RDP-Allow Private (=) Allow Any AD Usors AD=Server 1) Control and secure access 1o public
= _ destinations from within your network and
a 2 BlockPage-TEST Intemet @ Block Any Gonorativa A... & from managed devices
_J 3 RAVPN-Allow Intormet @ alow Any AD Users Any 4.2k [ -]

Rows per page | 100 ~ 1-3of3

©
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Add Router1-SSH

Create a rule 1o conired and secure sccess to specified private applications and other
destinations on your network, For an d guide ta completing prerequisites and
configuing a rule, see Help 7

@D Rule is enabled

Summary

Sources @

AD Users « Any AD Users Allow

Rube name (T Rule order

Lagging is enabled Edit

-

Destinations

Any private destination

[ Routort-s51 ) [

0 Specify Access

Specity which users and endpoints can access which resources. Help O
Action

@ Allow

Aligw specified tratfic if security reguirements are met.

@ Block

Block specified traffic.

Rule name {0 Rule order

Idso9d IJlew - o dsso uwsluws 1dsuesd
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[I'bou[eﬂ'SSH ] [1

o Specify Access

Specify which users and endpoiis can access which rescurces. Help [

Agtion

@ Block

Diock ipecified tralfic,

@ Allow

Algw specified raffic if security requirements ane mat.

From To

Spacify one o mom sources.

AD Usors <Ay AD Users = @

Speciy ore of mocu dustinations.

ol @
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Endpeint Requirements
For zero-1rust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help C

[] Zero-Trust Client-based Posture Profile  Rule Defautts
Requiramants for and-user devices on which the Ciszo Secure Client is installed,
~  Praofils: Mona | Requiremants: Moo

Private Resources: Router-1

For Branch connections:
ﬂ Endipaint dendce posture is not evaluated for endpoints connecting to these resources from a branch network.

User Authentication Requirements

() Zero Trust Access: User Authentication Interval  Rule Defasits.

Frequency with which end users verily their identity, in order to connect to any private resource using client-based zero trust access,
When disabled, users are not prompted to re-authenticate 10 the netwerk, Help

C"mw|

@ Configure Security
Canfigirs SHCUrity FqUENTBNLS hAL Mt ba mat bafars raific i slowsd, Help

Cancel

(©) Specify Access

Spacily whith usérs and Endpeints can 50888 which resources. Help

Configure Security

Gonfigure sacurity requirements that must be met before traffic is aslowed. Help

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention systam. Help .7

Security Profile  Rule Defaults
The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel
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Access Policy

S —
FRube Defaults and Global Settings
Intermet

ik rulées apply

fé on your network or

jons and olhes resources on

Help 3

4 Rules

() [ 2o Fule name Accoss Aetion Sources Dastinations Saocurity Hits. Status
[ 1 Boiter]-SSH Private @ Allgw Any AD Users Rouber t - [-] |
2 AD-RDP-Allow Privata @ Anow Any AD Usors A-Server @ : -]
3 BlockPage-TEST et @ Bleck Any Gemerative A.. @ 88k [ ]
[ a4 RAVPH-Allaw [ & Angw Any AD Users Ay il s a
Raws per page | 100 1-dcfd < E] »
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1. lveld lJs louald > losoldle Idgveds > FTDs

Connect

*> Organization E N affic to reach private resources on your network, For information about these options, see Help
. N ssentials
Cisca-jaiyadav 3

7o pom

WUsers, Groups, and Endpaint
Secure Access Devices

Platform menu

End User Connectivity

o 1
Forwander
2 Home DNS Forwanders T ——
& Experience insights >
& Connect
™= Resources 1 newn fof eatablishing tunnel redendancy and high
3 within & MElWoTK tEnel Group to securely control
Il Secure > resources. Help o
o Moniter » N

¢ tat w 2 Tunnel Groups m
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FMC_FTD X

Network Connections
Manage tha connections that aliow user traffic 10 reach private rescurces on your "
matwork, For 8 companson of natwork connactivity optians, ses H.‘) [+ Flmlomn‘
Connector Groups Network Tunnel Groups FTDs Duvice FODN Tod.one. docal . ]
Auto deployment Tes
T L UZTA Configuration status A

0 Synced  Last synced o 31 Dec 2025, 31 251 AMUTC

FTDs configured for Universal Zero Trust Access

An FTID acts a5 an on-premise proxy 1o Secure Access cloud for private access traffic, Configure FTDs a3 Secure Access proudes to enable Universal Zore Trust Access to Impeove end-us Assigned Trusted Network ey
exporience and ensure cansistent security controls for wsors independent of whene thay ane connecting from Heilp cf

[ Q0 Search by FTD name ] [ FMC Name v J [ Configuration s1atus v J 1£TDs Truriad nebwork Lot
LAN 1 DMS Servers
FTD Hame Version MG UZTA Gonfiguration status Assocls  [Dwisuit sated eswork]
e oo o R Je—
Device FGON: ¢ Local
Trusted network: &
Associated Resources 1) ~

RESOURCES ASSOCIATED BY STATUS

Status
@ Synced 1

memlmmﬂmlhlnm |

Associste Resources

IJsoosd Idleu - 1Jezdd pu ldedlBle 1Jel 06

Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

[ Q. Search by resource name ] [ Configuration status v ] 1 Resources Associate Resources

Resource name Status

Router1 @ Synced
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Network Connections

FTDs

Connector Groups  Network Tunnel Groups

1 Synced

FTDs configured for Universal Zero Trust Access

FMC_FTD

Firewall Details

Device FODN
Ao deploymant

UZTA Configuration status

(-]

p 10 enable L Assigned Trusted Network
FTDs Trusted network Hetworks
LAN 1DNS Servers
FTD Name Vimraion FMC UZTA Configuration status Associa DfaUR Lrulad network
FMC_FTD vI00.0 FMC | © symeed | 1 Edit assignment | + Trusted network (7
Device FQDM h .

Trusted network:

Assoclated Resources 1

RESOURCES ASSOCIATED BY STATUS

Status

& Syneid 1

Wiew resources assoclated to this FTD

Associate Resources
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1. lvedd IJds Idleuald > louold Idpuwegse Idooliss > 1dsuesd 1Js logsle 1Je86 9lo@) 899
3udlb Jopys) pdud og)sd ZTA

Gisco Secure r.um] [ Manage servers ~

= End User Connectivity
End user connectivity lete you define how your quinliﬂl'\'s traffic it steened from
andpoints to Secure Access of to the intemaet. Help 5

.
Homa Zero Trust Access  Virtual Private Network Internet Security
p Enroliment methods
Exparianca
Iighs Belore Ubers Can SCORSE MSCUOes using cient-based Pero Trust Access, their endpoint devices must be enrolied.
Manage enrollment methods Tor your organization here. Help O
5
L Windows and macl§ devices enroll using: | 550 Authentlcation  Ceriificabes
Cennmet
Andold and 105 devices enoll using S50 Authentication cely,
=
[
Zero Trust Access Profiles & Manage Trusted Networks | [IESFIY 0
1
e Manage Zedo Trust Access (ZTAD profiles, which allow you to add users and groups to unique traffic steering configurations for chent-based ZTA connections. Help '
] Hame Secure Private Access Secure Intemet Access Users & Groups. Last Used
‘o,
Use ZTA for all destinations. 1Usars
Jan 25, 2026

Monitor 2 Dastinations 5
FR | Aprt 0 Encaptia .
B XAt Trusted Natwarks Disabisd m![:: Nt Dl 0 Groups

2 m

imeaitigate
1Js o9 1Jles - pJd o5 ZTA
2. |uolss 19, 1Uzlo
= € End User Connectivity
Create profile
o For client-based Zero Trust Access connections, add the destinations to which a set of users and groups can be steered. Help (5
Home
ZTA peofile name Priority Traffic Steering Limits ©
bl it | (1 Cument potie - 0% Sk Android 10k macOSWindows 100k
Experience
Insights
v
L Secure Private Access
S Secure Private Access
R 0 Destinaticns Add the private destinations and private resources to which a 561 of users and groups can be steared, Help O
= 2 Secure Internet Access Traffic Steering  Options
Resouroes
3 Users and Groups
1 by destination Destinations <
Seture ¢
Private Rescurco
Destinations & Private Resources Destinations  Madified
8 Add private hat are a
i @ “zpc.ssecisconest 1 Feb 22, 2023 for chient-based Zero Trust Access.
Add Destination
= Add destinations that are rot canfigured
ik o] 5 [priVala fesourcas that usar traffic can
access during Zero Trust Access.
dp
A
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Add private resources

Saleet private rescurces that ase con figuned for cliont-based Zaro Trest AScess. You can sod up to 10 private resowses o1 & tima.

=)

LAB-InsideNetwork (10.10.10.0/24, tackab.com)
LAB Management (182 168,10/24)

DNS-MgmE (1621681.20)

IntemnalDNS (101001020, 192 168.1.20)
AD-Servar [101010.20, ad.csa.lccal)

Reuter-1 (V0.0,1010, routerl taclab. local)

Routar? (1010100102, reuter eea loeal)

lJso9d IJlpy - pJd ogysd ZTA

3. 1ol8s pumwetspsu 9pzetle

“ End User Cannsctivity
Create profile
For Zero Trust Accoss add the o which a set of users and groups can be stecred. Help 3
ZTA profile name Priarity Traffic Steering Limits @
l ETAprafie ] [ 1. Gurment profie - i0S Sk Android 10k  macOS/Windows 100k
Users and Groups

@ 7 Destinations

@ Secure Internet Accass

©) users and Groups

Add a 5ot of users and groups that will be sieered to varous destinations added to this ZTA profile
Users ©  Groups @

T

Hame Email Type Users
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ZTA profile name Prigrity Traffic Steering Limits

3 file STy file
ZTAPrafile 1. Current prafile 0S5 Sk Android 10k macOS/Windows 100k

P Users and Groups
;_.f/' Socure Private Access ¢
2 Destinat Add a set of users and groups that will be steered to various destinations added to this ZTA profile

£\

() Secureinternet Access
Users 1 Groups @
o Users and Groups
——
|t Users and Groups
Narme Emadl Type Users
lay (jay@csa.local) lay@gmall.com £ User

Rews per page [ 1g . |
|
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PS C:\Users\jay> ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time=1lms TTL=255
Reply from 192.168.1.12: bytes=32 time=1lms TTL=255

Ping statistics for 192.168.1.12:

Packets: Sent = 3, Received = 3, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = lms, Average = Oms
Control-C
PS C:\Users\jay> nslookup ftd.csa.local
Server: UnKnown
Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12
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& 8 Cisco Secure Client — *
Category:
-+ Session Basic options for your PUTTY session AnyConnect VPN:
T L.ogtlging Specify the destination you want to connect to Ready to connect.

= Termina

Ke o Hast Name (or IP address) Port
yboa Connect

Bell router1 .csa local 2
Features Connection type:

- Window O5SH  OSeral (OOther  Telnet v
ﬁppea.rance Zero Trust Access:
Behaviour Load, save or delete a stored session ) }
Tearkaiion i Zero Trust Access is active.

Saved Sessions
+- Selection

Colours

=I- Connection Default Settings Voad
Data
Praxy Save

#- S5H Umbrella:
Serial Delote Umbrella is inactive.
Telnet ] Profile is missing.
Rlogin
SUPDUP Close windaow on exit:
(O Mways (O Never ) Only on clean exit

Ahowt Heln Onen Cancel -




@ routerl.csalocal - PuTTY

ﬁ PuTTY Configuration

Category:

—I- Session
Logging

= Terminal
Keyboard
Bell
Features

=I- Window
Appearance
Behaviour
Translation

+- Selection

Colours

= Connection
Data
Proacy

+- S5H

Serial
Telnet
Rlogin
SUPDUP

B Haln

Basic options for your PuTTY session

Specify the destination you want to connect to

Hast Name (or IP address) Port
10.10.10.107 22
Connection type:

O55H (O Serial (OOther:  Telnet

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:

() AMways (O MNever ) Only on clean exit
| inan I Canrs

AnyConnect VPN:
Ready to connect.

S - Auto Select Nearest Loca tion I

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Usmbredla is inactive.
Profie is missing.

AnyConnect VPN:
Ready to connect.

E - Auto Select Nearest Location i Connect

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.

Profile is missing.

shaslh
[ory
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Zero Trust Access:

Zero Trust Access is active.

Umbrella:
Umbrela is inactive.
8 Profile is missing.
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Activity Search L -
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P Dt

i li=dord Event Details X

TTA CLENT-BASED L jay jay@eosaiocal] L jay jay@esalocal]  routericsalocal 1000010132 albaw Fout Default ZTA Profile Routeri-S5H

ZTA CLENT-DASED jay Gay@esatocall L jay (ay@esalocall  rowterlesalocsl 10000010122 Al Rt Dafault ITA Profile Router]-S5H
ZTA CLENT-BASED 4 jay lay@esatocall L jay jay@esadocal]  rowterlosalosal 2 Alkre Rt Default ZTA Profile Router]
TTA CLENT-BASED yipcsatocal] A rowuterl.cea.locs Altowr Rl Default ZTA Profile Router1-S5M

0, 2026 5:55PM

Access details

L jay (jay@csa.local)

winl

Router-SSH

Router]

It ZTA Profile

Mo Match
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Security Cloud Control

@® o

0 Jaikishan Yaday -

= Resources

@) Organization

y Sources and destinations
Cisco-jalyaday

Internal Natworks
= Platform menu Network Devices

Registers

etwarks

Roaming Devices

=
Homa Service Account Exception

y  Exponiance Insights » Secwity Group Tags

= ‘ SDWAN Service VPN IDs
- onnec

Il secure

Hetwork and Service Objects

Destinations

Imernet and Saas Resources

5 Monitor »
o Admin 3

Settings

AR Servers
= Counritas DNS Servers

ks, of subnets that your organization controls Sccess to. You must configure & private rescurce if you plan 1o allow &nd users 10 CONNBEE 1o this FESOLNCE uting Tero-Trust

rce Groups

: Private Resource Group

Last 24 Hours

5 Private Resources + Add

Connection Methad Connector Groups Accessed by Rules Total Requests.

Clent-based ZTA @ 2 o
Chuni-based ZTA 1 o 2 o

Char-based ZTA
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Private resource address

Define how the private resosrce will connect 1o sppications Bvough Secune AGcess

Itemaity reschable asdress. (FOON, Wikicard FOON, IPva, [P, CIDA] Pretoced
router csalocal ey TCR

Remove

Intemally reachable address (FODH, Widcard FODN, IPvd, P8, CIDE1 @ Protoos!
WI00002 Aoy TCR

Remave  + IP Address/FGON
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intmmal DNS Server
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https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources
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Endpoint Connection Methods
Spacify the ways User endpoints can reach this resource. Later, sccess rules will determing which users and devic

5 Can ACCess 1he nesource.

Branch Connections

—
Zaes-trust connectians
BT 15 TN FESOURGR TToM SULEKIE your FETWORK WAhGUL Fiduiring & VEN connection. Bk o
@D Client-based connection
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Enforcement points
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m E
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Usir in & trusted Local Firewall Private Rescurce
sead 8t 1o saleeted Firewall
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3
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s via local natwo ~
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https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

= Secure

s Polic;
v

Data Loss Prevention Policy

Platform menu

Secure Access

Profiles
- Endpoint Posture Profiles
omie
IPS Prafiles
Experience Insights *
- Security Profiles
& Connect » App Risk Profibss
™= Resources H
Settings
m Threat Categories
o Moniter ) Notification Pages
Do Kot Decrypt Lists
o Admin s e

Cartificates

Rule Defaults and Global Settings

Add Rule

Access Action Sources Destinations Security Hits Status
Tow Private & Aslow Any AD Users AD-Server a2 -]
Privat & Anow Aty AD Users ESXI -]
S-Allow Frivate @ anow Aty AD Users InbemalGtes & - L]
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Access Policy

Internet access rules apply to traffic to public internet sites from devices that are on your netwaork or that your

organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help CF

[ Rule Defauits and Global Settings ]

e -
Se: N v|[= Add Rul
Private Access
4 Rules Control and secure access o resources and
applications that cannot be accassed by tha
general public.
[_] [ X0] Rule name Access Action Sources Destinations Security
- | Internet Access
O 1 Router-SSH Private @ Allow Any AD Usars e ' Control and secure aceess to public
_ destinations from within your network and
r_] 2 AD-RDP-Allow Private @ allow Any AD Users Ab-Server & from managed devices
L_] 3 BlockPage-TEST Intermet @ Block Ay Generative A, & 698 -]
a 4 RAVEN-Allow Intemet & Allow Any AD Users Any @5 4,32k o

Rows per page | 100 ~ | 1-dof4
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Add Router2-SSH-Allow

Create a rule to control and secure access to specified private applications and other
destinations on your network. For an end-to-end guide to completing prerequisites and
configuring a rute, see Help 7

@D Rule is enabled Logging is enabled Edit

-~ Summary

Destinations

Sources
@ Security Controls Private Resources
ADUsers « Any AD Users Allow + Router2 2
Rule nama (0 Rule ordar
[therz-SSH-muw ] [ 1 w ]

@ specify Access
Specily which users and endpaints can access which resources, Help O
Action

@ Allow @ Block

IJso9d 1Jlew - odsso uwsluws 1dsuesd
4. 22 lple 1JBlEsd 9235 lJpuod) 9ld9god
Rule name (D) Rule order
[RoutelZ-SSH-Nlow J [l w ]

o Specify Access

Specify which users and endpaints can access which rescurces. Help 3

Aetion

@ Allow @ Block

Allew specified wraffic i security requirements are Block specified 1raffic.
mat,
From To
Specify one of Mene SOUrtes Specify one or mare destinations
AD Users «Any AD Users: = @ Private Resources sRouterz = &
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Endpoint Requirements
Far 2efo-trust connections, if endpeints do not mest the specified requinements, this rule will not mateh the waffic. Help

[) Zero-Trust Cliem-based Posture Profile  pue Defauits
Requirements for end-user devices on which the Clsco Secure Cllent s Installed,
~  Profile: None | Requirements: Hone

Private Resowces: Router?

For Branch connections:
[7h Endpsint deviee posture is net avahated for andpoints connecting 1o thise ielources from & branch network.

User Authentication Requirements

G—) Zero Trust Access: User ication Interval

Freguency with which end users verify their identity, in order to connect to any private resource using clieni-based zero trust access.
‘When disabled, users are not prompted to re-authenticate to the network. Help 3

D visabled

Configure Security
Coaligune securly fequiements that must be met bilse yatle it slowed. Holp

(©) Specify Access

Spacily whith usérs and Endpeints can 50888 which resources. Help

Configure Security

Gonfigure sacurity requirements that must be met before traffic is aslowed. Help

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention systam. Help .7

Security Profile  Rule Defaults

The following securily settings will apply to traffic that matches this rule, Help €3

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel
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Access Policy

Internet access rules apply to traffic to public in|
organization manages., Private access rules apply

[ Rule Defaults and Global Settings l

sites from devices that ane on your network or that your
users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help CF

X ‘E6rchiby e nama ] ntent ~ Objests ~ [ Settings ~ Add Rule v

i_, #E Rule name Access Action Sources Destinations Security Hits Status
: I O 1 Router2-SSH-Allow Privata @ Allew Any AD Usars Router2 i) z o I
O 2 Router!-55H Private @ Allow Ay AD Users — i) - )
O 3 AD-RDP-Allow Privats @ Allow Any AD Usars AD-Sarver @ 40 ]
C 4 BlockPage-TEST internet @ Block Any Gonerative A... & 608 -]
[ 5 RAVPN-Allow internet @ Alow Ay AD Users Amy 4.3k [
Rows per page |300—V| 1-50f 5 EJ
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Connect

o> Crgamization e . affic to reach private resources on your network, For information about these options, see Help
ssentials

Cisco-jaiyaday >
B gome [

e Users, Groups, and Endpaint
Secure Access Devices

End User Connectivity

o 1
Forwarder
“~  Homo DNS Forwarders Warning & & 1od @
& Experience Insights 3
Resources » sework lor establishing tunmel redundancy and high
& within a network tenned group to securely contro
Il secure » resources. Help 0

. tat w 2 Tunnel Groups m

A Monitor )
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FMC_FTD P

Network Connections
Manage the connections that allow user traffic 1o reach private resources on your rey etal
network. For a comparison of network connectivity options, see Help o Fi all Details -
Connector Groups Netwaork Tunnel Groups FTDs Device FOON frd.caa. local &
Auto doploymont o
1 synced e UZTA Configuration status -

@ Synced  Last synced ai 12 Jan 2026, at 6:20 AM UTC
FTDs configured for Universal Zero Trust Accass

An FTD acts as an an-premise proxy to Secure Access cloud for private access traffic. Configure FTDs as Secure Access proxies to enable Universal assmnod Trusted Network ~
toimprove end-user experience and ensure consistent security controls for users independent of whare they are connecting from Help

| 1 Search by FTD name ] [ FMC Mame - ] [ Configuration status ~ | 1FTDs Trusted natwork Networke
LAN 1 DNS Servers
FTD Name Wersion FMC UZTA Configuration status (Dedault trusted network)
Device FQDM: loeal
Trusted network: i
Associated Resources 2 o~

RESOURCES ASSOCIATED BY STATUS

Status
@ Synced 2

I View resources associated to this FTD I

1Jso9d 1Ules - IJezdl pu IJedISle 1Ugl o

Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

Q) Search by resource name | | Configuration status ~ | 2 Resources Associate Resources
Resource name Status

Router1 @ Synced

Router2 & Synced
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Network Connections

Manage the connections that allow user traffic to reach private resources on your
metwork. For a comparison of network connectivity options, see Help

Connector Groups Network Tunnel Groups FTDs

1Synced -]

FTDs configured for Universal Zero Trust Access

An FTD acls 5 an on-premise proxy to Secure Access cloud for private access wraffic. Configure FTDs as Secure Access proxies to enable Universal
to improve end-user experience and ensure consistent security controls for users independent of where they are connecting from Help cf

Search by ETD name FMC Narne v

FTD Hame

UZTA Configuration status

FMC_FTD
Device FQDN: £t
Trusted network:

FMC |°5!n=od |

FMC_FTD P

Firewall Details

Device FODN
Aute doplaymant e

UZTA Configuration status

° Synced  Last synced L 12 Jan 2026, at 6:29 AM UTC

Assigned Trusted Netwerk ~
Trusted netwaork Hetworks
LAN 1 DNS Servers

[Detauli trusted network)
Edit assignment | <+ Trusted network (I

Associated Resources 2z A

RESOURCES ASSOCIATED BY STATUS

[Status

@ Synced 2

Wiew resources associated to this FTD

Associate Resources
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# show running-config object application
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Experience
Insights

End User Connectivity

End user you yous iEation's Waffie i stesned fom
ondpoints 1o Secure Acciss of to the intamat. Help I

Zero Trust Access  Virtual Private Network Internet Security

Enroliment methods

Béfore ubérs can SECESs reSourtes using eiént-based Zero Trust Access, their endpoint devices must bé enalied.
Manage Enfalifent Mmithods faf your aiganization hee. Halp

‘Windows and macCS devices enroll using: | S50 Authentication  Certificates

Andioid and 05 devices el using 550 Authentication soly,

Zero Trust Access rofes =
Manage Zero Trust Access (ZTAD profiles, which allow you to add users and groups to unique traffic steering i hons for client-bi ZTA . Help '
L] Hame Secure Private Access Secure internet Access Users & Groups Last Used
Use ZTA for ail destinations
2 Destinaticns 1 Usars.
1 ZTAProfile @ Exceptions Jan 25, 2028
Trusted Metworks Disabled Trusted Netwarks Disabied 0 Groups
& Edit
0 Delete
lJoo9d IJlpy - pdwd wg s ZTA
2. |uold6 1Je9,s 1UglLo
 End User Connectivity
Create profile
For Zero Trust add to which a set of users and groups can be steared, Help 5
ZTA profile name Priority Traffic Steering Limits ©
[ ETAProfile ] [ 'L Crer prifile )| i0S Sk Android 10k macOS/Windows 100k
o Securo Private Access re Pr
O Destinations. Acd the private destinations and private resources to which a set of users and groups can be steored, Help £F
2 Secure Internet Access Traffic Steering  Options

3 Waers and Groups

0 Search by destinatian

Destinations & Private Resources

Private Ressures
Destinations  Modified

© “rpe.sseciscotest

Add private that are
1 Fab 22,2023 tor chent-based Zer Trust Access.

Add Destination

i that are not G
a5 private respurces that user trafflc can
access during Zero Trust Access,
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Add private resources
Select private resources that are configured for client-based Zero Trust Access. You can add up 10 100 private rescurces at a time,
Private Resource

'-ID'WK Router-4 > Rewterd X @ A

O LAB-Insidetgtwark (10.1010.0/24, taclab.com)
) LAB Management (192.165.1.0/24)

O ons-Mgmt (192168.1.20)

O ImemalDNS (1010.10.20, 192.168:1,20)

& AD-Server [1010.10.20, ad.csa Jocad]

@ Router-1 (101010107, routerliaciab lacal)

@ RouterZ (1000002, router? caakocal)

1Js 09 IUTey - pJud o s ZTA
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+ End User Connecibvity
Create profile
For Zero Trust Access add the destinations 1o which a set of users and groups can be stetred. Help &
2TA profiile name Priarity Traffic Steering Limits ©
| ZTAPrafie ] ["- Currem profile i0S Sk Android 10k  macOS/Windows 100k
Users and Groups

() Soms time e

@ Becure Internet Accass

e Users and Groups:

#dd 2 sot of usars and groups that wil be steored te various destinations added to this ZTA prafile

Users B Growps @

Name Email Type Users




ZTA profile name Priority Traffic Steering Limits ©
ZTAPrafile 1. Current prafile

05 Sk Andreid 10k macOS/Windows 100k

@' Secure Private Access Usors and Groups

2 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile

Secure Internet Access

Users 1 Groups @
o Users and Groups |
MHame Email Type Users
lay (jay@csa.local) Jay@gmall.com 2 User - =)

Rows per page

‘ 23] oo
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@ Cisco Secure Client — %

NIIr . o
asco  Oecure Client

General Zero Trust Access
Statistics Advanced Configuration Message History

Status Overview

a
AnyConnect VPN TCP Flows: 611
Allowed UDP Flows: 43
Zero Trust Access Allowed TCP Flows: 597
Blocked UDP Flows: 111
Umbrella Blocked TCP Flows: 14
Authenticated UDP Flows: 0
Authenticated TCP Flows: 1]
Proxy Configurations: A
Secure Private Access Active
Secure Internet Access Active
Network Fingerprints: ~
LAN Matched
v
| Collect diagnostic information for all
installed components,
Diagnostics
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C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [10.10.10.1] with 32 bytes of data:
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255

Ping statistics for 10.10.10.1:

Packets: Sent = U, Received = U, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = lms, Average = lms

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 10.10.10.20

Name: ftd.csa.local
Addresses: 10.10.10.1
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lJoosd |Js PR g_;|u.uoé_.)|fo FQDN



#8 PuTTY Configuration ? X

Category:
=J- Session Basic options for your PUTTY session AnyConnect VPN:
z LOQ?‘"Q Specify the destination you want to connect to On a trusted network.
= al
s Host Name (or IP address) Port
Keyboard
Bell router2 csa local| 22
Features Connection type:
e O5sH OSeid (OOther: Telnet
rppea.rance Zero Trust Access:
Behaviour Load, save or delete a stored session R
Translation Zero Trust Access is active,
Saved Sessions
+- Selection
Colours - -
= Connection Default Settings Load
Data
Praxy Save
+ S5H Umbrella:
Senal Delete Umbrella is inactive.
Telnet L | Profile is missing.
Rlogin
SUPDUP Close window on exit:
JAways (O Never © Only on clean exit
—_ alualn
Aheu tt Heln [ Onen | Cancel a @ —

€ Cisco Secure Client * - X

6y &

AnyConnect VPN:
On a trusted network.

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbredla is inactive.

Profile is missing.
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@ ® Cisco Secure Client b - X

Category
=] Session Basic options for your PuTTY session AnyConnect VPN:
- Loglging Specify the destination you want to connect to On 2 trusted network.
smina Host Name (or IP address) Port
Keyboard | | Connect
10.10.10.102 22
Bell
Features Connection type:
= | W
S O5SH (OSeial (OOther Telnet
HpposEnce Zero Trust Access:
Behaviour Load. save or delete a stored session —_
; Zero Trust Access is active.
Translation Saved Sessions
+- Selection
Colours
Connection Default Settings Load
Data
Proxy Save
4 SSH Umbrella:
Serial Delete Umbrella is inactive,
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit
() Always () Never © Only on clean exit
N0 £
YR [T Plran Pl s

% Cisco Secure Client - b 4

AnyConnect VPN:
On a trusted network.

) %

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive,
Profile ks missing.
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Secure Access

IPsec

Oyt =
- -~ % ?680!;&0‘&/’”3@
% 1.7, Side
s

Private/Cloud Apps

-
-
-

. %0y,

ZTA Client Tee

"‘.

Inside
-

S
Remote or Local User Ap - 10.10.10.1
jay@csa.local P Datq X

-

router3.csa.local
10.10.10.103

ZTA lJgldps - bugdszs! 216 Ul ool
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sts Security Cloud Control ] : Pk H @@ 0 O Jaikishan Yaday

= Resources

Organizaion ks, o subnets that yous organization conirols access to. You must configure a private resource if you plan 1o allow end users 10 connect 1o the resource using 2ero-trust
* Seurces and destinations

Cisco-jaiyadav *
Intarnal Matwarks ree Groups
« Platform menu Hetwork Devices
Secure Access Registered Networks
Roaming Devices
R g Last 24 Hours
Home Service Account Exception .

& Expovioncelnsights > Security Group Tags | | ~ || M v | s Private Rescurces + Add

e t SDWAN Sarvice VPN IDs
& onnec

_ Network and Service Objects *  Private Resource Group Connection Method ~ Connector Groups  Accessed by Rules Total Requests.
_:.: Resources
[ |  Fe— 5 Destinations - Clent-based ZTA B o 2 o

Imernet and Saas Resources

o Monitor » "
Private Resource AR Clent-based ZTA 1 0 2 o

o Admin 3
Settings
AKA Servers Chani-based ZTA . o 2 o
= Caunritas DHS Servers
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+ Private Resources
Add a Private Resource

Private Resources are applications, networks, or subnets that your organization controls access to. You must configure private resources in order to choose them as destinations when creating access rules. Help O

General

Private Resource Hame

[ Router3 J

Description (optional)

Router 3 for uZTMA Testing

IJso9d 1Jlew - odsso [pslhs Igl0é
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4. 255 ¢l DNS JzJ 1 p2lJ

Private resource address

Define how the private resource will connect to applications through Secure ACCess.

Internally reachable address (FQODN, Wildcard FQDN, I1Pvd, IPVE, CIDR) @ Pratocol Port [ Ranges
[ router3.csalocal | [ anyTce ” [ 22 + Protocol & Port
Remove
Internally reachable address (FQDN, Wildcard FQDN, IPvd, IFvE, CIDR) @ Protocol Port | Ranges
1321681103 Any TCP v || 22 ] + Protacol & Port
Remove
Internally reachable address (FQDN, Wildcard FQDN, IPvd, IPvE, CIDR) @ Protocol Port [ Ranges
[ 101010103 | Any TCP v | [ 22 * Protocol & Port

Remove  + IP Address/FQDN

[ Use internal DNS server to resolve the domain LabDNS (162.168.1.20, 10.10.0.20) \
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https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Specify the ways wser endpoints can reach this resource. Later, access rules will determine which users and devices can access the resource.

Branch Connections.

Allow users and devices on the network, such as printers or kiosks, to connect Lo this resource if allowed by access rules.

Zoro-1rust connections

Allgw endpaints 16 cannect to this resouce from oulside your network withoul requiring a VPN connection, Help

@) client-based connection

Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum contrel over endpoint security requirements (posiure).

Enforcement paints
Claud-only
Enforcement point for Remote User
Cloud or Local (Univarsal Zero Trust Remote user Secure Access Cloud Private Resource
Access)
wia Internet
Local enforeement points 21 -
ﬂ FMC.F.. X  sSearch by FTD na ,\]]
FMC_FTD (ftd.csalocal) o } }
| — Enforcement point for Local user
W T ETITOTC T ST (e ST TET T TEWans.
User in a trusted Local Firewall Private Resource
Local-onty network

)

o

via local network
<€D

Cancel Save and Test m
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Resource Connector Groups
Secure Access can forward Zero Trust Access Uraffic to this privale resource using resource conneclars, @
For more information, see Help (7

Resource Connector Groups (optional) @

| ‘Re-es:i % .g. My Server Graup v

Cheose a connestor group in the same data conter, branch
office, or securily zane s the resource, ©
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= Secure L Rule Defaults and Global Settings

@  Organizatic

n -
Cisco-jaiyadav 3 =
v s

Platform menu

Security Cloud Control 2 - i @@ $3, Jaikishan Yadav v 333

Help 7

Cuitan Loss Prewention Policy

Secire Access tent A te Add Rule ~

Profiles
ndpoint Pesture Profil
2o o Endpoint Posture Frofiles
& [Experience Insights »
Security Profiles N o ~ .
Aocess Action Sources Destinations Security Hits Status
& Connect App Risk Profiles
™ Rescurces 3 low Private @ Atlow Any AD Users AD:Server @ 92 -]
—
Threat Categories -
" Privats & Anow Asry AD Useis. ESHI ca - [-]

Moniter H Naotification Pages

o Admin - Do Not Decrypt Lists &-Allow Private @ anow Any AD Users InbermalNS & - [-]

Cartificates

IJ9o9d 1Jlew - o dsso uwsluws 1dsuosd
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Access pO“Gy [ Rule Defaults and Global Settings ]

nternet aceess rules apply to traffic 1o public intemet sites frem devie

1 are on your netwark of that your

her resources on
YEUF int el network. Securs ACcess applies the first rube in the B30 that matehes traffic. Halp

7 Rules Control and secure access to rescunces and
applications thal cannal be sccessed by the
genaral public,

Lo Rusle narm: Access Action Sources Destinations Security

Intornet Access

1 AD-RDP-Aliow Private & Anow Ay AD Users AD-Server £ Control and sacury access 1o public
N destinations from within your netwaork and

H Routerl-S5H Frivate & amow Ay AD Users Bouter-1 & from managed devices

3 Router2-S5H-Allow Private @ Amow Any AD Users Aouter? & 20

4 Cursar Infernat @ miow jay aygesa_ Cursor-test Peo 587 ]

5 Al Block Intarnat @ Block oy ay@ess Ganorative A... & 5 e

] Intarnet-Allow Intarnat @ amew Ay Ary @ 1536k -]

7 RAVPH-Allaw Internat (ST Any AD Users Amy i dal 781 (]

Rows per page | 100 ~ | 17er7 'T]
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https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

Add Router3-SSH-Allow

Create a rule to contral and secure access 1o specified private applications and cther
destinations on your netwerk. For an end d guide to completi isites and
configuring a rule, see Help

@D Rule is enabled

#. Summary

Sources
Any Allow

Fule name @ Rule order

Security Controls

Logging is enabled Edit

Destinations

Any private destination

[ Routors-ssi-asom

) (s

° Specify Access
Spacify which users and andpaints can acoess which resources. Help CF
Actlon

@ Allow

Alaw specifiod balic if sacurity requinements soe mael.

() Block

Blatk spacified tralfic.

Rule name (O Rule order

Isuesd Ilew - odsse pwsluws 1dsuesd
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[ Router3-ssH-Atow

J (e

@ specify Access
Spacify which users snd endpoints £an sccets which resources. Help £
Action

@ Allow

Alow specified traffic il security requinernis are met,

@Bln-:l:

Bilcck specified trathic,

From To
Specify one of maen 1outes

AD Users «Any AD Users X @

AND

Spsbeify aha oF mare dostinations

[Private Resources. «Routerd X ®
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Endpaint Requiremants
For zero-1rust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help C

] Zaro-Trust Cllent-based Posture Prafile  pue Defautts
Requirements for end-user devices on which the Cisce Secure Clant Is installed.
“  Profde: Nene | Requirements: None

Private Resowees: Routerd

Fie Benneh connaetions:
[2ly Endpoint device posture is nat evaluated for endpoints connecting to these resources from a branch netwark.

User Authentication Requirements

(5 Zero Trust Access: User Authentication interval

Frequency with which end users varify their identity, in erder to connect to any private resounce using client-based zero trust access,
When disabled, users are not prompled to re-authenticate to the netwark. Help I3

(D visabled

@ Configure Security

Conligune SECUTY NGSremEntS R4 MUS! be ma batons tratlie i slowed. Help O

Cancel

() Specify Access

Specify which users and endpoints can access which resources. Help .

o Configure Security

Configure sacurity requirements that must be met before traffic iz allowed. Help .

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help .7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule. Help .7

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel
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Save
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Access Policy

Internet access rules apply t
organization manages. Priva

aCeass r

2 B

[ Rule Defaults and Global Settings

fic to pullic internet sites from dovices that ane on your netwark or that your
/ 1o Users and devices sceessin

-atione and olher resourees on

your intermal natwark, Secure Access applies the first rule in the st that matches traffic. Help

O fo] Rule name Access Action Sources Destinations Security Hits Status
O 1 Router3-SSH-Allow Privats @ Allew Any AD Usars Routsrd - o e |
O 2 AD-RDP-Albow Private @ Alow Ay AD Users AD-Sarver . o
O a Router]-SSH Privata @ Mlow Any AD Usars Routar-1 - ]
O a Router2-SSH=Allow Privato @ Alow Any AD Usars Routerz 20 -]
] 5 Cursor Iternet = Allow iy Gay@ess... Curscr-tast 587 -]
O & Al Block wenet @ Block iy Gay@esa.. Generativa A.. 5 e
O 7 Intarnet-Aliow Intermet & Alow Ay Any 1548k L]
O ] RAVPH-Allow Entaerset = Allow Any AD Usars Any 781 -]
Fows per page 10y ~ 8ol 8 E]
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1. luedd JJlouald > loualdle 1Juvwds > FTDs

o> Organis
Cisco-

Flatform menu

Secure Access

Home

& Experience Insights

= FResources

Il secure

@ Monitor

Connect

Essentials

R

Usars, Groups, and Endpaint
Devices

End User Connectivity

DNS Forwarders

affic to reach private resources on your network, For information about these options, see Help

16l Groups
o 1
Warning 4 Connecied §

sework lor establishing tunmel redundancy and high
3 within a metwork tunnel group to securely control
resources. Help o

: . || fat w ] 2 Tunnel Groups m
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Network Connections

Conneclor Groups

1 5yncing

Netwark Tunnel Groups

FTDs

FTDs configured for Universal Zero Trust Access

) configuration changes are being processed

FTD Nama

FMC_FTD
Device FODN.
Trusted natwork:

5 Heélp

Version

viD.D.

0

FMC

FMC

UZTA Configuration status Associat

@ Syncing 3

FMC_FTD

Firewall Details

Dovics FGDH

Auto deployment

UZTA Configuration status

@ Syncing

Assigned Trusted Netwerk

Trusted network Hetworks
LAN 1085 Domains 1 DNS Sarvers
Edit assignment | -+ Trusted network [T

Associated Resources

RESOURCES ASSOCIATED BY STATUS

Status

© Synced

Wiew resources associated (o this FTD

Associate Resources ]



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255

Ping statistics for 192.168.1.12:

Packets: Sent = U, Received = U, Lost = ® (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1lms, Average = Bms

C:\Users\jay>

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12




Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

(Q Search by resource name | | Configuration status ~ | 3 Resources Associate Resources
Resource name Status
Router-1 @® Synced
Router2 @® Synced
Router3 @® Synced
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Network Connections FMC_FTD

s resoure Firewall Details
sea Help of

Connector Groups  Metwork Tunnel Groups  FTDs Duvico FOUN
= Auto deployment
1 synced e UZTA Configuration status
© Syneed  Luit synced a1 23 Fa

FTDs configured for Universal Zero Trust Access

Ar 1 f 6 1o enable Universal Zero Trusl Access o impre Assigned Trusted Network

sar
T Trusted network Networks

LAN 1DNSDomaing 1 DNS Servers
FTD Name Varslon FMc UZTA Configuration status. Assoclat e

FMC_FTD vi0.0.0 FMC | S Syneed | 3 [ Edit assignment | 4 Trusted network ¢
Device FQDN: ! £

Trusied neiwarks Lis

Associated Resources a

RESOURCES ASSOCIATED BY STATUS

Status

8 Synced 3

Visw rescurces asseciated to this FTD

Associate Resources
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# show running-config object application
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AN
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End User Connectivity

[ & Glsco Secure cncm] [M.maguuwnu w

I how your arganization’s traffic ic sleered from
- BRdpeinls 1o Secune Acc nit. Help
Hoers Zero Trust Accass  Virtual Private Network  Internat Sacurity

Enroliment methods

@ Manage

Access, their endpoint devices must be enrolied

S50 Authestication  Certificates

Zero Trust Access Profiles

& Manage Trusted Networks + ITh Prafile
( L

Manage Zera Trust Access (2TA) prafiles, which allow you 1o add users and groups 1o uniqus traffic stesring configurations for client-based ZTA connactisns. Help O

L Nama Secure Private Access Secure Internet Access Users & Groups Last Used
a

Usa ZTA for all dostinations

N 2 Deglinations s' S & 1 Usarg S

1 ITAPsalile 0 Exceptions Jan 28, 2026
Trusted Networks Disablad Trusted Natworke Disabled 0 Groups

N

O Delete

19,09 1UTes - pJd og s ZTA
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 End User Connectivity

Create profile
w® For cii Zara Trust A add witich a 561 of usars and groups can ba stearsd. Help
Hame
ZTA profile name Priority Traffic Steering Limits ©
1 v
s [ ETAProfile ] [ 'L Crer prifile i0S Sk Android 10k macOS/Windows 100k
Expirience
Insights
L
- Secure Private Access
° Securo Private Access
O Destinations. Acd the private destinations and private resources to which a set of users and groups can be steored, Help £F
= 2 Secure Internel Access Traffic Steering  Options
Resmroes

3 Useds and Groups

v o

Sesure
Private Ressures
- Destinations & Private Resources Destinations  Modified
o] Add peivate are
[y ° *EPE. S8 CHEEO.1EEL 1 Feb 22, 2023 for chent-based Zeno Trust Access.
Add Destination
= Add that are not configs
L a5 private resources that uses traffic can
access during Zero Trust Access,
L]
Admiey

1Js 09 IUTes - pJd o s ZTA

Add private resources
Select privale resouwrces that are configured for client-based Zero Trust Access. You can add up to 100 private resources at a time.

Private Resource
|| Ao-server s ows-Mgmt x Routers G2) @ ~

O LAB-InsideNetwork {1010.10.0/24, taclab.com)
O InternaiDHS (10.10.10.20, 182.1681,20)
AD-Server (10.00.10.20, ad.csa.local)

LAB Management (1521661.0/24)

Router2 (101010102, router2.csa.local)

Router-1 (101010101, routerl.csa local)

a
(]
@ DNS-Mgmt (192.1681.20/32)
a
-]
-]

Router3 (101010103, 1921681103, router3.csa.local)
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# End User Conneciivity

Create profile
. For client-based Zero Trust Access connections, add the destinations to which a set of users and groups can be steered. Help
Heme
ZTA profile name Priority Traffie Steering Limits ©
@ TR | [+ cumemprotie - IDS Sk Android 10k macOS/Windows 100k
Expotience
Insights
s Users and Groups
. Secure Private Access P
2 Destinaticns Add a 0t of users and groups that wil be steered to varkus destinations added to this ZTA prafile
Becure Internet Access
= @ Users 0 Groups O
Resowrces
© viers ana croums |
: =
Secure
Name Email Type Users.
a
Maritor
a 9
nvestigaie ‘ —— E
o Mo users
Adimin
+ Users and Groups
ie
Workfows
lJoo9d IJlpy - pdwd wg s ZTA
ZTA profile name Priority Traffic Steering Limits ©
(il J [ curent protie 108 Sk Android 10k macOS/Windows 100k

@ Secure Private Access
2 Destinations

@ Secure Internet Access

e' Users and Groups |

Users and Groups
Add a set of users and groups that will be steered 1o various destinations added to this ZTA prafile

Users 1 Groups @
= )
MHame Email Type Users
Jay llay@csa.local) Jay@gmail.com 2 User =)

Rows per page
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& Cisco Secure Client - X
dtlren]n, S C I t ®
Heco ecure Clien
General Zero Trust Access

_ Statistics Advanced Configuration Message History
Status Overview
a
AnyConnect VPN TCP Flows: 611
Allowed UDP Flows: 43
Zero Trust Access Allowed TCP Flows: 597
Blocked UDP Flows: 111
Umbrella Blocked TCP Flows: 14
Authenticated UDP Flows: 0
Authenticated TCP Flows: 0
Proxy Configurations: ~
Secure Private Access Active
Secure Internet Access Active
Network Fingerpnints: ~
LAN Matched
v
| Collect diagnostic information for al
installed components.
Diagnostics
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C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [10.10.10.1] with 32 bytes of data:
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255

Ping statistics for 10.10.10.1:

Packets: Sent = U, Received = U, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = lms, Average = lms

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 10.10.10.20

Name: ftd.csa.local
Addresses: 10.10.10.1
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@ PuTTY Configuration

Category:

Session

Logging
= Terminal

Keyboard
Bell
Features

Window
Appearance
Behaviour
Translation

+- Selection
Colours

—- Connection

Data
Proxy

+- SSH
Senial
Telnet
Rlogin
SUPDUP

Aheudt Heln

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
router3 csa Jocall 22
Connection type:

©55H (O Sedal ()Other: Telnet

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
) Aways () Never © Only on clean exit

Onen Cancsl

AnyConnect VPN:

On a trusted network.

Connect

Zero Trust Access:

Zero Trust Access is active.

Umbrella:
Umbrella is inactive.
Profile is missing.

Cisco Secure Client - e

AnyConnect VPN:

On a trusted network.

Connect

Zero Trust Access:
Zero Trust Access is active,

Umbrella:
Umbrella is inactive.

Profile is missing.

lJso9d Ids PR Cluwegsle gusly IP



ﬁ PuTTY Configuration

Category:
Session
Logging
=1 Terminal
Keyboard
Bell
Features
Window
Appearance
Behaviour
Translation
+- Selection
Colours
Connection
Data
Prouxy
+- SSH
Serial
Telnet
Rlogin
SUPDUP

Alb-.a Ll

‘F’.‘J .-ltl %

Basic options for your PuTTY session
Specify the destination you want to connect to
Host Name (or IP address) Port
10.10.10.103| 2
Connection type:

©O5ssH () Senal

") Other:  Telnet

Load, save or delete a stored session [§

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:

() Always ) Never © Only on clean exit

[ . Fmmm

AnyConnect VPN:

On a trusted network.

Connect

Zero Trust Access:

Zero Trust Access is active.

Umbrella:
Umbrella is inactive.
Profile is missing.

@ Cisco Secure Client [},

AnyConnect VPN:

0On a trusted netwark.

i O
cisco

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.

Profile is missing.
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Activity Search

by damain, ide

DOMAN  roulnr3.csaloce X

Idontity Type

L AD s

s AD Groups
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(3 Cisco Secure Client - X
atlran]n S C I t O
General Zero Trust Access
. Statistics Advanced Configuration Message History
Status Overview
AnyConnect VPN TCP Flows: 40
Allowed UDP Flows: 2
Zero Trust Access Allowed TCP Flows: 40
Blocked UDP Flows: 12
Authenticated UDP Flows: 0
Authenticated TCP Flows: 0
Proxy Configurations: ~
Secure Private Access Active
Secure Internet Access Active
Network Fin gerprints: ~
LAN Unmatched

Collect diagnostic information for all
installed components.

Diagnostics
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C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255

Ping statistics for 192.168.1.12:

Packets: Sent = U, Received = U, Lost = ® (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1lms, Average = Bms

C:\Users\jay>
C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local

Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12
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@ PuTTY Configuration ? X

Category:
Session Basic options for your PuTTY session AnyConnect VPN:

i Ten'r::?algmg Specify the destination you want to connect to On a trusted network.

Host Name (or IP address) Port

Keyboard
Bel router3.csa locall 22

Features Connection type:

W'mfol“' ©O55H (O Sedal (OOther: Telnet
Appearance
Behaviour Load, save or delete a stored session

Tran Zero Trust Access is active.
ranslation Saved Sessions

Zero Trust Access:

+- Selection
Colours
= Connection Default Settings Load
Data
Proxy Save
- SSH Umbrella:

Delete
Serial Umbrella is inactive.

Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit:

() Aways () Never © Only on clean extt

Aheudt Heln Onen Cancel



@2 @ Cisco Secure Client — X

AnyConnect VPN

On a trusted network.

Connect

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.
Profile is missing.

lJsuo9d 1Js PR Clgwesle gusly IP

ﬁ 9 Cisco Secure Client — X
Category:
= Session Basic options for your PuTTY session AnyConnect VPN
T L.Dgllging Specify the destination you want to connect to On a trusted network.
=|- Termina
Haost Name (or IP address) Paort
Keyboard . | | Connect
152.168.1.103 22
Bell
Features Connection type:
= Wi - —
Windaw OSSH OSeid OOther Telnet v
Epﬁea_rance ) Zero Trust Access:
TB BT;'?‘UF Load, save or delete a stored session Zero Trust Access is active.
ransiation Sawved Sessions
+- Selection
Colours
= Connection Default Settings Load
Data
Prouey Save
H-55H Umbrella:
Serial Delete Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit:
O Mways (O MNever @ Only on clean exit

- . — 1o MO,



#P 1921681103 - PuTTY - O X

AnyConnect VPN:

Ona

Zero Trust Access:

Zero Trust ACcess is active.

Umbrella:
Umnbrella i inactive.
Frofil is missing.
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> ol pdS cEuosue IJerd;

> |boly W0 w)y9w9de] ASP-DP

> sh running-config universal-zero-trust
> |bol, p9z) IP JJslzos

> debug universal-zero-trust zproxy 7
l9wessu wa9zs eds suee IJewson
# tail -f /ngfw/var/log/messages

# |bol,) IJJJ

#&)u0 wlosd nat

# | bol, plg> z59J ASP
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