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0 losue Brenes

» @ 0

Data Transfer @ [ Last 3000y
TOTAL USAGE
f‘ Usage da. delayed up ta 30 min.
b
2.75 TB Total traffic
2.74 TB ~" Increase (last 30 duys)
@
1.70 TB Received
L.70TE ~" ineresse (last 30 days)
-
1.05 TB Sent
- 1.05 TB ~" increste (last 30 days)
L
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s 10U 99 §Connect™> Network Connections
- wew lJu®)Network Tunnel Groups™> Add

Essentials nnel Groups  FTDs
L ) ors —
wps, and Endpaint
-
x o
DNS Forwarders ——

B8 — ganch

B —e Browser-based ITA
B —= Roaring chent

B —= Client-based ZTa
a

— RAVEN

Sesect All

amowork for estabishing tunnel redundancy and high

[ 15 ithin 2 network tunnel group to securaly control

a0 wscurces. Haie o

e J (oo

] 5 Tunnel Groups

Bzuo NTG
3.Generd Settingsl o J9 S 0.

* odgggoTunnel Group Name: Region 9 Device Type
° |ud) Next

@ General Settings |

2  Tunnel ID and Passphrase
3 Routing

4  Data for Tunnel Setup

General Settings

Give your network tunnel group a good meaningful name, choose
type this tunnel group will use.

Tunnel Group Name

| FTD
Region
| Canada (Central) v
Device Type
FTD v


https://login.sse.cisco.com

IJleshle 1Jgled
4. &J9 s Tunne ID9Passphrase. 03 1Jpg 3 pop: 28 luo plodse Jodssy FTD

* 1uE) WO99 Next

, Tunnel ID and Passphrase
@ General Settings
Configure the tunnel ID and pa
@ Tunnel ID and Passphrase ‘ Tunnel ID Format
(® Email IP Address
3 Routing
Tunnel ID
4  Data for Tunnel Setup | ftd1-ipsec
Passphrase
The passphrase must be between
special characters.
Confirm Passphrase
ID g PSK
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* lu®) B9 9Routing> Dynamic routing

- 1o, eJsDevice AS Numbergl o b FTDs BGP ASN

> g>3Block default route advertisementg |6 1JIg sl

c 1ud) 999 save



@ Dynamic routing

Use this option when you have a BGP peer for your on-premise router.

Device AS Number

| 64513

Advanced Settings

(] Muitihop BGP

Select this option to enable the ability for BGP peers to establish a connection (hop) when not
directly connected.

D Multi-region backhaul

Use Secure Access as the network backbone and prioritize regions based on origin.

Block default route advertisement

Select to block the advertisement of the default route.

oJdgsy CSA BGP
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* |y, 99,9 Download CSV
* 1y, 99,9 Done

@ Genaeral Settings

@ Tunnel I and Passphrase

@ Routing

@ Data for Tunnel Setup

wslule NTG

Data for Tunnel Setup

Review and save the following information for use when setting up your netwaork tunnel devices. This is the only tlime that your passphrase is displayed.

Primary Tunnel ID: fidl-ipsecE
Primary Data Center IP Address:

Secondary Tunnel 1D: ftal-ipsec@
Secondary Data Center IP Address:

Passphrase:



Summary

€ Disconnected

Region Canada (Central) Routing Type Dynamic Routing (BGP)
Device Type FTD Device BGP AS 64513
Last Status Update Feb 18, 2026 3:58 PM Peer (Secure Access) BGP AS 64512

BGP Peer (Secure Access) IP Addresses  169.254.0.9 169.254.0.5, 2a04:ed4cd:b:c723::b67:0000/120
Multihop BGP Addresses —
Multihop TTL —
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loodd |Js Resources> Private Resources™ 10 §) <99, Add.
== Network and Service Objects
Resources

Destinations

Internet and SaasS Resources

5]
[ne

T

Private Resources

PR

* 25> Private Resour ce Name:Internally reachable address. Protocol <Port/Ranges. 235 |Jeul93 9ldw)9e9d9dle: 990
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Private Resource Name

FTD Internal Server

Description (optional)

Private resource address

Define how the private resource will connect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPv6, CIDR) @ Protocol Port / Ranges
172.16.15.55 I I TCP - (HTTP/H... I | 8080
£9> eluo
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Policy

Home Access Policy

Data Loss Prevention Palicy

O
Experience
Insights Profiles
Endpoint Posture Profiles
- IPS Profiles
Connect
Security Profiles
= App Risk Profiles
Resources
Settings
" Threat Categories
Secure

Notification Pages

ACP

¢ 1uB) V99 AddRule
- 1u@) 9§ Private Access

Add Rule ~

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Private Access

Irity
Internet Access
Control and secure access to public
destinations from within your network and
) from managed devices
luolds ACP

KT v.'9_9L§RuIeName_9iEJoo [uw ol

* lud) W9WAction: gasAllowdJwele wzydo 1Jp)9) o0

* lody L.§_9L§From-;";p oD |JPwQE)P§Q lJ>s0 Sp PUTOP 1JI>o
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Rule name () Rule order

[ FT0 1Psec Aule | {4 J

o Specify Access
el o i e Help 02
Action

© Allow () Block
Allow specified tratfic 1 " Block specifiod traff

From To

Endpaint Requiremenis

@ Configure Security
wed. Halp O

Cancel

odgsy ACP
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— Devices

Monitor
Device Management
237 Insights & Reports >
Template Management
#% Events & Logs >
Platform Settings
Manage FlexConfig
1) Policies > Certificates
e Objects

— Show less
am Davices

&' Secure Connections »
izoj6 FTD

* 1ol eJs goly FTD. Interfaces
VKT L-99L9 Add Interfaces
- 1ol 999 Virtual Tunnd Interface
© 9p logble slzele B bloys: 9le26 Jegse 1U9uo9d Iles Iiuwluws sless Jpsse
lJsuo9d Idlew IJeluss

Sync Interface ] [ Add Interfaces v ]

Sub Interface

ori..  Virtuall Redundant Interface
Global Bridge Group Interface
Virtual Tunnel Interface
Global
Loopback Interface
Global
VNI Interface
Global |
luolwe VTls
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o lgbo el 108, 998 Enable

© oo 19 luyile Security Zone

* 108, Y9, §Tumnel IDgIg boo B.s5pb.

* o8, B9 §Tumnel Sourcegss 9lzos WAN IJos uwsope lugvle IJud @ puol
* o8 99 §IPsec Tunnel Mode: 2>>1Pv4

* bibye Wy 9IPAddresy v dJe IJgwsle J IJ VTI

o) B9 0K
Tunnel Type

Name:*

[ VTI-1 ]

Enabled
Description:

Security Zone:

zone_vti v

Priority:
0 (Q-65¢

L
o
L
Ln

Virtual Tunnel Interface Details

An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for

#hy ’TI
the VTI

Tunnel ID:*

S
i
W

1 (0 - 104

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v ] [ 192.168.0.20 v ]

VTI1.1



IPsec Tunnel Details

IPsec Tunnel Mode:*
@® 1pva O pve

IP Address:*

(® Configure IP [ 169.254.0.1/30

VTI.2

9lzos IJuwd g IUblo,s 2:

o lgboo lwpl 108, 898 Enable

LNCH S X i_9 luuble Security Zone

1o, B9 §Tumnd IDgIg bo §.5p6

* lud®) B9 9Tumnel Sourcegzss 9lzos WAN IJos uvswpe lugile 1o @ puol
* o8 99 §IPsec Tunnel Mode: g>>1Pv4

* bybye W9 9IPAddressy v JJe IJgusle J IJ VTI

* lud) W9 §oK



Tunnel Type
o

Name:*

VTI-2

Enabled
Description:

Security Zone:

zone_vti v

Priority:
0 | (0 - 65535)

Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VTI.

Tunnel ID:*
2 (0 - 10413)

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v ] [ 192.168.0.20 v ]

VTI2.1

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPv6 addresses accordingly.

IPsec Tunnel Mode:*

@ 1pva O pve

IP Address:*

(® Configure IP [ 169.254.0.5/30 ] [}

VTI2.2

o9y 998 e db.



Deploy ° 0 ® v

You have unsaved changes

b wessyle VTI

odsu udd IPsec
loodd lJs J9zs pedspele CDfME J>sd.

e 1wl W99 9Secure Connection™ Site-to-Site VPN & SD-WAN

Secure Connections = X

Monitor
Site-to-Site VPN & SD-WAN w
Insights & Reports »
Remote Access VPN
% Events &Logs >
Dynamic Access Policy
Manage
1) Policies 3
= Objects
sm Devices 3

&  Secure Connections
S2S
¢ 1ud) V9 9Add

- 1lud) 99,9 Route-Based VPN
- 1w 999 Peer to Peer



Create VPN Topology ®

Topology name *

[ CsA ]

VPN Type

I New -~ N\ N\ “
O SD-WAN Topology @ Route-Based VPN O Policy-Based VPN

=5 5

SASE Topology cannot
be selected because
Cisco Umbrella

Select VPN Topology e
Select VPN Topology Select VPN Topology @ Co:w'r_.emuc:r. is not
configured.
@ O @ Hub and Spoke e Prerequisites
@ ® Peer to Peer @
Prerequisites C' Refresh
\ AN A .

lolss VPN

* o0 U296 5 oo o9y IUsuesd IJlpu spdod Idzuesd s perdle Idusdd seulysy IP
Jeolds IJoslole IUlpuless 9lJelusss
* lud) 99 9Endpoints

- oegwNodeA: [y 9, 99 9DeviceONANd Select Extranet

- lug) L_'9_9L§DeviceName_9iE_Jao lw ol

- 1o, B9 8Enpoint IP AddressesglngJ £ ulosy IP Il wl wsé sldelusss JJsuosd 1Ulew
IJpd09J8 wluods (pu "edb wdasy preses vdS IJubeds" Jopy Idsuesd
|JT|DQ
lJodosw)

© wgwNodeB: 169 99 9Deviceges zol; FTD IJgl o v

- lod) W99 §Virtud Tunne Interfacegzs> 9lzos VTI |.Ji_9J5 lJos op lugilgel Ws 1Jgbgo
IJwlo§s

- 1od,) B9 §Send Local Identity to Peersl Jg SI) 9z33Email ID. 9lxgJ g8 [Jod 8 1UIuwlus (o0
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- 1w 99,9 Add Backup VTI
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Network Topology:

| Point to Point | Hub and Spoke  Full Mesh

iKE version:* [ kevi [ kevz2

Endpoints IKE IPsec Advanced
Node A Node B
Device:* Device:*
[ Extranet A l [ cdFTD-1 b ]
Device Name*: Virtual Tunnel Interface:*
[ CSA l [VTI-1 (IP: 169.254.0.1) v ] +
Endpoint IP Address®: Tunnel Source: outside (IP: 192.168.0.20 Edit VTI
[ Primary-IP,Secondary-IP l [[J Tunnel Source IP is Private

B Send Local Identity to Peers

Local Identity Configuration:*

[ Email ID ~ ]
[ ftd1-ipsec@ ]
Backup VTIL Remove

Virtual Tunnel Interface:*

[ VTI-2 (IP: 169.254.0.5) - +

Tunnel Source: outside (IP: 192.168.0.20)Edit VT
(] Tunnel Source IP is Private

@ send Local Identity 1o Peers

Local Identity Configuration:*
[ Email ID v J
[ fud1-ipsec@ ]

Cancel m

wdosy FTD VTI

e lud) W99 IKE
- 108 999 IKEV2 Settings > Policies
© g2 Umbrella-AES-GCM-256lJg sl

|Qé) k.9_9L9 OK



IKEv2 Policy ®

Available IKEv2 Policy (> + Selected IKEv2 Policy

1 Search Umbrella-AES-GCM-256 In|

: AES-GCM-NULL-SHA
AES-GCM-NULL-SHA-LA...
AES-5SHA-SHA
AES-SHA-SHA-LATEST
DES-SHA-SHA

DES-SHA-SHA-LATEST

* 108, 99 §Authentication Typegz.>>Pre Shared Manual Key: 93¢ J PSK IUss wp wdasuo s Secure
Access (g6 1Jp)9))

Endpoints IKE IPsec Advanced
Pre-shared Key Length:* | 24 Characters (Range 1-127)
IKEv2 Settings
Policies:* | 1 e

Umbrella-AES-GCM-256

Authentication Type: | Pre-shared Manual Key v

Key:*

Confirm Key:*

|:| Enforce hex-based pre-shared key only

L__s g

* lud) W99 IPSEC



© 1ud) 999 IKEv2 Proposals
° OESS UmbrellaAES-GCM-256
- lody 999 OK

Endpoints IKE IPsec Advanced
Crypto Map Type: Static Dynamic
IKEv2Z Mode: Tunnel v

Transform Sets: IKEv1 IPsec Proposals , IKEv2 IPsec Proposals* 5

tunnel_aes256_sha Umbrella-AES-GCM-...

IPsec

b pduzle IKEV2
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Manitor
Device Management

Insights & Reports b
Template Management
#% Events &Logs >
Platform Settings
Manage FlexConfig
1) Policies 3 Certificates
®.  Objects

— Show less
s Devices

B Ipeld IJelds

* lugy edJs FTD

D Name

(] ~ ungrouped (1)

@ cdFTD-1
N/A - Routed Snort 3

O

zol; FTD

- lud) 99 9Routing>BGP>IPv4> Enable IPv4

- 1ud, B9 @Neighbor 9235 )9 IJuble IUslos J BGP (AS) JJsueosd IJlpu: pg gulosu IP
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Davice Interfaces Inline Sets Routing DHCP VTEP

Enatile IPva AS Mumber 64513

Manage Virtual Routers

General I Neighbor Add Aggregate Address Filtering Networks Redistribution Route Injection

Global
Virtual Router Properties - Add
ECMP
BFD Address Remote AS Number Address Family Remote Private AS Humber Description
OSPT 168.254.0.2 84512 Enabled
OSPFv3

168.254.06 64512 Enabied
EIGRP
RIP

Policy Based Routing
v BGP

IPva

2, BGP

)
pdlelbs: Lael pu v9BpL) 2025 wuwegse 2esE pubele IUsuosd Ileu Idos wpe
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i |QL§_) k_930 Save
cdFTD-1 " 1 char mm

5 Routng ol
59 insights & Rep:
v @ A
= aris
Manage Virtual R
I Neighb 1t Adar F Networks o
--------- i i
ECH
Oy
= BFD Hetwork RouteMap
| Bk o5

luolwss Lo
odysu wog lJeo9ed

Jduwpele veyds Idey9) eds ;_J_)lea;_ |J.>Q9Ig_ EU WOXS IEJJoUE) lJulysé (FTD) PU Cisco 9w pdsu
lJsuo9d [ds 1deslys [Jglues: see o wp)y 2096 1dees 19dl po 2dId 1deszds 1JI9dss po ldozde
O 1Jsue9d 1Upeg 9096 wlwpe Prefiltering.

cop peldes IJouoBss Ipuwods Sud lole Bzuo lged 9oe cuopspol Jodss wumshbs
9u$ES. 09 SISe Y6 IUpg) wluwesle pesh Iluw 1ghes IUluwluws (pod puod) 9€ls6
£uslu IP 9es0le) 1o Suwpe wuwngd: Sput: 19 sorlss 298 pas). e0s Iduwele vords 1Jps) B
030 lJpredé: Spdu o sup wibs gpdsle IUBde o IJos vobde sy Jos,6 pod puslule
IJSz00 Jeesd JJeie 19 1douwdd: pel sepd eds ceuwso Idble pe 1Jedlb gds IJoede B
Ilolo B wbuw 19 @

lowwd |JsPolicies™ Prefilter



Policies %

Monitor
Security policies
£ Insights & Reports >
Access Control
7% Events &Logs >
Intrusion
Manage Identity
(D Policies Decryp[ion
. Objects Prefilter v
paoz I9Jdss

* 108y 998wy uwsluws Prefilter IJpwegsed po Jod wor ldsuosd 1Jglue o
[ nowpotey

Prefilter Palicy ‘ Darmain Last Modified
Default Prefilter Policy Global 2025-07-24 08:27:51
Default Prefter Policy with defsult action to allow s Tunnels Medified by "admin® o
2026-02-1815:26:37
PreFil J ]
refFilter - Josue Global Maodified by

ludy eds pouivg l9ds

* lud) 999 Add Tunnel Rule
- ol 2,96 py9) Ideslule po yvwdo VPNaS oy IU v IJé lJo,e56 ZTA 9ldwpele
wol Ids 1Jpeslys 1Jgluos o
o) B9 8Save

PreFilter - Josue Vou havwa unaawed ehanges [ save |
Enter Descriplion
UUUU Rudes
heiater & frecs + Add Tunmel R + Add Prafilter Rule Search Rules.
2 Everts&Log
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Event Details

Action

Allowed
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