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1. lvedd lJs Jogs 1J1)6é J Secure Access.

0 losue Brenes

Data Transfer @ [ Lot 3000y

TOTAL USAGE
- Usage data - delayed up 1o 30 min,
Fiem, .
2.75 TB Total traffic B —= Gaanch
2. T4 TB ~" increase (last 30 days)
b4 i @ —e Browser-based ITA
1.70 TB Received B —= Roaring clent
170 TB ~" nereazs (lsst 30 duys)
- : B —= Client-based ZTA
1.05 TB Sent B8 —s raven
- 1.05 TB ~" incrests (last 30 days)
i Sesect All

2. |olW6 pzp9es uBO8 Jwdo.

* |y, 99 §Connect™> Network Connections
- wew lJu@)Network Tunnel Groups™> Add

Essentials nnel Groups  FTDs
Home Network Connections
Users, Groups, and Encpoint
F Devices
E = End User Connectivity o 4
DNS Forwarders Warning & Connected ©
o
Connest
-
- amawork for establishing tunnel redundancy and high
[—— 15 within 3 netwonk tunnel group te securely contral
i resourcas. Halp o

I J - I 5 Turnel Groups y

3.General SettingslJ o J9 S 0.

° odg.___sQTunnel Group Name: Region 9 Device Type
° lUL9J Next

@ ) General Settings
General Settings
Give your network tunnel group a good meaningful name, choose

type this tunnel group will use.
2  Tunnel ID and Passphrase

Tunnel Group Name

3 Routing | FTD
Region
4  Data for Tunnel Setup
| Canada (Central) W
Device Type
FTD v

IUlesble IUglps

4. |JoJ9syTunne ID9Passphrase.


https://login.sse.cisco.com

* Bp woJ9Sy Tunned IDgPassphrase. 03l | Jpg )8 pop. 2 luo pbJsw Jodssy FTD

® lUL9J L.99L9 Next
@ General Settings
@ Tunnel ID and Passphrase

3  Routing

4  Data for Tunnel Setup

ID 9 PSK
5. vdysu lJusegse IJulow.
wozse lJsuesd 1Jlew

IJoseso IUSkse eds Idupwslws

Tunnel ID and Passphrase

Configure the tunnel ID and pa

Tunnel ID Format

(® Email IP Address

Tunnel ID

| ftd1-ipsec

Passphrase

The passphrase must be between
special characters.

Confirm Passphrase

Se wluols IJuueds (IUuedle) Idpzess wsluwbs FTD IJos coss po eyt psu
IJogsrso IJsuosd lJsol guy ZTA sfis VPNaS. slud, 99,8 pdb.

s 1wl 99 9Routing™ Static routing
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Internet Protocol Version Setting for Routing

General Senings .
@ 9 |_| Enable IPvE Routing in addition to IPv4

IPv4 is enabled by default.
2 Tunnel ID and Passphrase

Routing option
@ Routing (®) Static routing
Use this option to manually add IP address ranges for this tunnel group.
4 Data for Tunnel Setup IP Address Ranges

Add all public and private address ranges used internally by your organization,

1723815.0/24 X
Dynamic routing

Use this option wihen you have a BGP peer for your on-premise router.

Advanced Settings

|

lJoszso lJeloo J CSA
edb odssu pre9es o3l 1duveJs

I wvouisd walule lesh IJuw g gedbol u b)) Jicol plodows Judesy FTD.

* lud) 99,9 Download CSV
e o) W99 Done

Data for Tunnel Setu
@ General Settings P
Review and save the following information for use when setling up your nelwark tunnel devices. This is the only time that your passphrase is displayed.

@ Tunmnel 1D and Passphrase

Primary Tunnel ID: fid1-ipsec@
@ Routing Primary Data Center IP Address:

Secondary Tunnel ID: fidi-ipsec@
@ Data for Tunnel Setup Secondary Data Center P Address:

Passphrase:

Download CSV
< =

wslule NTG
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= Network and Service Objects

Resources
Destinations
Internet and SaasS Resources

Private Resources

PR

* 25> Private Resour ce Name:Internally reachable address. Protocol <Port/Ranges. 235 |Jeul93 9ldw)9w9d9dlc . 990
wluols p9lys Eluoo [uolvse puve 1Uzlzo

e 23> pl &ysaComnection Methodo wle gds lzosled: eds uwosd lJpold: logaldle IUgueds
IJ¢luos IUblo,ss (VPN) ofis IJlouoldle IJes Jl oobdy lsé &6 988l Jeobdulod

* lud) B9 save

Private Resource Name

FTD Internal Server

Description (optional)

Private resource address

Define how the private resource will connect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPv6, CIDR) ®@ Protocol Port / Ranges
172.18.15.55 I I TCP - (HTTP/H... I | 8080
e3> eluo
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loo8d |Js  Secure>Access Policy

A Policy
Home Access Policy
Data Loss Prevention Policy
L O]
Experience
Insights Profiles
Endpoint Posture Profiles
o IPS Profiles
Connect
Security Profiles
= App Risk Profiles
Resources
Settings
“ Threat Categories
Secure

Notification Pages

ACP

* lud) W99 AddRule
- 1ud) 999 Private Access

Add Rule ~

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Private Access

Irity
Internet Access
Control and secure access to public
destinations from within your network and
a from managed devices
lolds ACP

c lud) g.é_9L§RuIeName_9iEJoo [uw el
* ludy W9WAction: gasAllowddwele weydo 1Jp)9) 030
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* lud) V99T 1U9o9d IUds swpwg wo ogdle IUpuegspsu luvaubl [Js 030 1U8les0
* o) BI9Next: &psaveds I oWze IJoldse

Rule name (0 Rule order

FTD iPsec Rule 1

o Specify Access
ity w L :s. Help
Agtion

(&) Allow (%) Block

From To

A Usors » Josue Private fescurces -FTD Internal Server

Endpaint Requiremenis

(2 Cenfigure Security
Bt " . ved, Help £

et m

odgsy ACP

odosu IUsSle Lo wodss 2ol IJzplsé 1Jley (FTD)
oJdysu 9lzole IJuw g IUbloys

9lzoo IJuwd§ IUbloyss (VTI) eds FTD os 91206 pulb 850 pu ldbw§6 3 swp lgwegsleol
Jodssu iov_élé VPN IPsec |Jpwowsé |Js [Jpusl).

1. luoWd |JsDevices™>Device Management.



— Devices

Monitor
Device Management
237 Insights & Reports >
Template Management
#% Events & Logs >
Platform Settings
Manage FlexConfig
1) Policies > Certificates
e Objects

— Show less
am Davices

&' Secure Connections »
izoj6 FTD

* 1ol eJs goly FTD. Interfaces
VKT L-99L9 Add Interfaces
- 1ol 999 Virtual Tunnd Interface
© 9p logble slzele B bloys: 9le26 Jegse 1U9uo9d Iles Iiuwluws sless Jpsse
lJsuo9d Idlew IJeluss

Sync Interface ] [ Add Interfaces v ]

Sub Interface

ori.. Virtuall Redundant Interface
Global Bridge Group Interface
Virtual Tunnel Interface
Global
Loopback Interface
Global
VNI Interface
Global |
luolwe VTls

9lzoo IJuwd§ IUbloys 1:

o lgbo I upl 10E,) 99,8 Enable



S8 19 luyble Security Zone
l0@,) 99, §Tunnel ID9IE o (8.5 6.
l&B) 99 §Tunnel Sourceg s> 9lzos WAN IJos uwsepe logvle IJod @ puol
|08, 99 §1Psec Tunnel Mode: 2>>1Pv4
bybye Wy IPAddesy s dJe IJgwsle J IJ VTI
b, B9 90K
Tunnel Type

Name:*

[ VTI-1 ]

Enabled
Description:

Security Zone:

zone_vti v

Priority:

0 (0 - 65535)

Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VTI.

Tunnel ID:*
1 (0 - 10413)

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v ] [ 192.168.0.20 v ]

VTI1.A

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPv6 addresses accordingly.

IPsec Tunnel Mode:*

® 1pva O 1pve

IP Address:*

(@ Configure IP [ 169.254.0.1/30 ] 0




VTI.2

9lzoo IJuwd§ IUbloys 2:

Igloo I el 18, 89,8 Enable
OIS 9 louile Security Zone
|9 99 Tunnel |D_9ig]oo 9Spo

|8y 99 9Tunnel Sourcegess 9lzos WAN IJos wswpe lugile 1o @ puol

l&8) 99 §IPsec Tunnel Mode: 2>>1Pv4
bbb g W9 9IPAddessy v dJw Ideugle J IJ VTI
1o, B9 §OK

Tunnel Type

Name:*

[ VTI-2 ]

Enabled
Description:

Security Zone:

zone_vti v

Priority:

0 (0 - 65535)

Virtual Tunnel Interface Details

Y iy o~ namact inpalednN s ~ ~anfivqiirad Tinnal SAarire jc mBvei~ { 3 oy o whara VDN r J
An | ..';’.'."’._s'L e named Tunnel<ID> is ML'---"-'_\!“- ed. runnel source I1s a pnysical interface where VPN tunnel te
M /T
the VII
Tunnel ID:*
) - ANATD
2 (v osi13)

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v J [ 192.168.0.20

VTI2.1



IPsec Tunnel Details

IPsec Tunnel Mode:*

® 1pva O 1pve

IP Address:*

(® Configure IP 169.254.0.5/30
VTI2.2

* 1ud) W98 edb.

Deploy o Q @ v

You have unsaved changes

b wessyle VTI
sy udd IPsec
loedd 1Js Jozs pedsele CDIME Josd.

* |y, 99, 9Secure Connection™ Site-to-Site VPN & SD-WAN



— Secure Connections = x

Monitor
Site-to-Site VPN & SD-WAN '
L3 Insights & Reports >
Remote Access VPN
2% Events &Logs >
Dynamic Access Policy
Manage
Erj Policies >
®=  Objects
sm Devices >

%' Secure Connections

8§28

* lud) W9 9Add
- 1wl 999 Route-Based VPN
- 1o 899 Peer to Peer

Create VPN Topology ®
Topology name *

[ CSA ]

VPN Type

s New - ~N N \

o pulJeb9s 5 pu oIdesu 1UsLo9d Idlpu: spdud IUzuo9d eds pe)rdle IJuds sgulssy IP

O SD-WAN Topology
Simpilifies and automates the
VPN and routing configuration
in a hub and spoke topology,
enabling SD-WAN capabilities

Select VPN Topology

&

Prerequisites

N

@ Route-Based VPN
Secures traffic dynamically
between peers based on
routing over Virtual Tunnel
Interfaces

Select \.-'Pﬁ Topolug;'
O @ Hub and Spoke
@ @ Peer to Peer

(O Ppolicy-Based VPN
Secures traffic between peers
based on a static policy using
protected networks.

Select VPN Topology

&
@
@

A SASE Topology cannot
be selected because
Cisco Umbrella
Connection is not
configured.

Prerequisites

C' Refresh

lolss VPN




Jeolds Idoslole IJiuwlguss slJelysss
* 1ol 99 9Endpoints

- wewNodeA: [y, 99, DevicecONANd Select Extranet

- lod) x.éijeviceNamegiE_]oo lw ol

- 1od,) B9 §Enpoint 1P Addressesglsg J £ ulosy IP 1wl wsé 9ldelesss JJs ood 1dlew
IJp 9 09J6 wlods (pu "2db wd9sy preses v 8 IJubeds" oeu IJ9uesd
|JTPQ
lJoJdosu)

© ogwNodeB: 168, 99 9Devicegzss goly FTD IJgl o w3

- 1o, B9 @Virtual Tunne Interfaced g3 9lz06 VT IJloJs IJos wp louildol B 1Uglbes
IJowlo§é

- 108, B9, §Send Local Identity to Peersl Jg 1) 92335Email 1D. 93z J o, 1Jud G IJIuwl s (o0
"2 Loy presesd ludld Iduveds” Loeu wdssu 1d9uesd IUlew)

- 1u®) 99§ Add Backup VTI

- lod) W99 §Virtud Tunnel Interfacegz s 9lzos VTl IJeluss Idos wpe logilyel W 1Jglbgs
NIMRY:

- 1u@,) 99, §Send Local Identity to Peersg S|, 933Email ID. 1bgJ pg )8 IJod 8 1Jeluss (pu "pbb
odIsu pzesed udS IJubeds" Loeu wdssu IJ9uesd IJleu)
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Network Topology:

| Point to Point | Hub and Spoke  Full Mesh

iKE version:* [ kevi [ kevz2

Endpoints IKE IPsec Advanced
Node A Node B
Device:* Device:*
[ Extranet A l [ cdFTD-1 b ]
Device Name*: Virtual Tunnel Interface:*
[ CSA l [VTI-1 (IP: 169.254.0.1) v ] +
Endpoint IP Address®: Tunnel Source: outside (IP: 192.168.0.20 Edit VTI
[ Primary-IP,Secondary-IP l [[J Tunnel Source IP is Private

B Send Local Identity to Peers

Local Identity Configuration:*

[ Email ID ~ ]
[ ftd1-ipsec@ ]
Backup VTIL Remove

Virtual Tunnel Interface:*

[ VTI-2 (IP: 169.254.0.5) - +

Tunnel Source: outside (IP: 192.168.0.20)Edit VT
(] Tunnel Source IP is Private

@ send Local Identity 1o Peers

Local Identity Configuration:*
[ Email ID v J
[ fud1-ipsec@ ]

Cancel m

wdosy FTD VTI

e lud) WV9SIKE
- 108 999 IKEV2 Settings > Policies
© g2 Umbrella-AES-GCM-256lJg sl

Clod) B9 § oK



IKEv2 Policy ®

Available IKEvZ Policy -+ Selected IKEvZ Policy

Q, Search Umbrella-AES-GCM-256 I

' AES-GCM-NULL-SHA
AES-GCM-NULL-SHA-LA..
AES-SHA-SHA
AES-SHA-SHA-LATEST
DES-SHA-SHA

DES-SHA-SHA-LATEST

Cancel m

* o8 B9 JAuthentication Typeg g >Pre Shared Manudl Key‘_9i>'aJ PSKIJss we wdssue I Secure
Access (g6 1Jp)9))

Endpoints IKE IPsec Advanced
Pre-shared Key Length:* | 24 Characters (Range 1-127)
IKEv2 Settings
Policies:* | 1 £

Umbrella-AES-GCM-256

Authentication Type: | Pre-shared Manual Key o

Key:*

Confirm Key:*

|:| Enforce hex-based pre-shared key only

L§ <

* lud) W99 IPSEC
- 1o 999 IKEV2 Proposals
© OEASS UmbrellaAES-GCM-256
- lud) W99 OK



Endpoints IKE IPsec Advanced

Crypto Map Type: Static Dynamic

IKEv2 Mode: Tunnel w2

Transform Sets: IKEv1 IPsec Proposals 4 IKEv2 IPsec Proposals* »

tunnel_aes256_sha Umbrella-AES-GCM-...

IPsec

Cancel n

b pduzle IKEV2
od9su wogsoe FTD

Swwee JI Idoszse ldpuwens [Js 1duwsluws (PBR) cldezde B lehs wozso 2ydd 019,
IJoslole luvoobl Ids 1deglss) bz geudlo IP Jdszes B8b. 9ol pu IJlgcels eds z9J
IJogzso Béb. spdo J PBR wozse s o9, Iduslole luveobl [Us Ideuos, s Idobousd s
IJe9¢999d 19 1Jpullds I IJgusluwle 1JiE s 1dpesss.

9031 spdu Idpdumumle pu ©ozS0 2rIs £19) peSwS 19 Sle 19d9ss eldss gwy Idboulble
IJpdods (pod Loulb IJloe,oo 1deului 9 IJobld 1Je,sss 1Jglds) sopuvse 1dble.
Suodl g oduwse IJobosdle 1eess lely 390 buwld 2596 pi9) Iduslole o)y wd@
IJuivwJs 1Jglos IUbloysé (VPN).

IJoszso IU8kse eds Idupwslws

s luold |Js Objects
- lud) 999 AccessList
- lud) 999 Extended
- 1ud) 99 9Add Extended Access List



Extended

3 ARA Server

— v Agcass List e
) Exionded
Insights & Reports
Service Access
& Events & Logs » Standard
2 Addvess Pools
Manage Apgiication Filiers
7] Policies > AL Pk
. BFD Template
A" Obdects Ciohar Suite Lisy

luold96 Blises IJopde S 199 (ACL)

e an access con
i destination addross and ports. Supp

1, 350 known as

i

15 thir traffic to which a service will apply. 5

Vabud

Ip wlouvle Slisps wede Vs 1J9ue9d (ACL) pauwes wblwd yveds IJp o)

lJpezpsé w9luwlbo FTD (EJkS:u”vﬁJ lJeeld: 172.16.15.0/24) Jswpe huwldol go)
IJouds. wldougwes Jdsgos: luow Idvodle IJos ouvegseol ZTA (ubl g CGNAT)
sldubeds IJos ouwwgseol VPNaS (wzdld pu wees IP JJdubvods 1UElLos

IUblo ,.s8).

Name

[ CSA_ACL ]

Entries (1)

Sequence Action Source Source Port Destination Destination Port
CSA-Management
1 Allow Subnet-172.16.15.0 Any CSA-VPNaa$S Ar

ACL

|, 99 9Devices™ Device Management

Monitor
23 Insights & Reports >
% Events &Logs >
Manage
1| Policies »
= Objects

s Devices

CSA-ZTA

Device Management

Template Management

Platform Settings

FlexConfig

Certificates

— Show less



S Ieold IJelds

s lugy edJs FTD
|l B9 Routing
- 1ud) 999 Policy Based Routing
- 1ol 999 Add

= Device  Interfaces  Inline Sets  Routing DHCP  VTEP
Insights & Reports —_—

£ Evenistlogs ¥ Policy Based Routing
Manage Virtual Routers Specity ingress interlaces, mateh citeria and egress inMerlaces 1o route rathie accordingly. Traffic can be routed scross Egress inerlaces accordingly
- Global ‘Configure Interface Pricrity m
7 Polides N Virtual Router Proportios Ingress Interfaces Match criteria and forward action
ECMP There are no PER policies defined yet. Start by defining the first one.
.
A ] BFD
fam Devices osPF
O5PFY3
&' Secure Connections -
& intogrations > L

Policy Based Routing

l_ols PBR

* lud) Y9 dingressinterface9 s 9lz06 1Usg9d e wagd eydo 1Upy9) pu ldubvedle 1UslgJso
* oo pbloys ldeglss) 98bu ez lud) eds Add
Add Policy Based Route ®

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface *

[ inside X v ]

Match Criteria and Egress Interface

Specify forward action for chosen match criteria. m
9lzod 1Us>ged

* lod) W9 dMarchACLIz>> Blisps Idoedpe Vs 1J9uo9d (ACL) IJeguwes Idos wp logilyoel
wlodl

* lud) 99,9 Send To and select IP Address

* lu®) B9W¥IPVaAddressesg L9 sy IP Lo pu Idubodle 1Jw,es6 Jglzes VTI IJos wp wdysuol
wlodl B FTD (169.254.0.2 5 169.254.0.6) 9o gswol Joddle ollss

* lod) B9G save

Match ACL: * CSA_ACL v -+

Send To: * IP Address v

IPv4 Addresses: 169.254.0.2,169.254.0.6




lJodsso ldpuwews [ds 1duwsluws

2b PBR
olds ey oS [Jgslhsend To >1P Addressc 9J s uw |JgS1)Egress Interface.
wdosu vog lUsuesd

Jduwele vpydé 1dp)s) eds .__,_,eroz;_ lJ>le g0 wods> ICJJol,jé lJolysoe (FTD) PU Cisco 9o pdsu
IJsuo9d [ds Ipshs 1UElLos: sew o wpy 2pdé 1dess) ladl po edld Ideseds IUlsdss po ldozde
IS 1J9uo9d 1Upg 996 wluwpe Prefiltering.

cop peldes IJouoBss Ipuweds Sud lole Beuo leed sue cuopspol Jodsu wumshbs
9uSES. 09 SESe I8 IUpig) wluwesle pesh Iluw IUghes IJluwluns (ped puos) 9elsd
g09lu IP 9psule) 1o Suwpz wumgd: Spug: 19 sorls) 2rd8 w9 £0s Iduwele words 1Jens) B
030 lJprpdsé: Spdu o sup wibs gpdsle 1Udz o IJos cobde sy Jos,é pod uslule
IJSz0e IJeesd JJeie 19 1douwdd: pel sepd eds ceuvso Idble pe 1Jedlb gds IJoede B
IJlolo Bs wbuw IJs@w.

* lye®d lJsPolicies> Prefilter

Policies el 4

Monitor
Security policies
Insights & Reports »
Access Control
#% Events & Logs >
Intrusion
Manage Identity
(D Policies DECI";‘[ZIHOI"‘I
. Objects Prefilter v

Pz l9ds



* 108y D98 wusy uwsluws Préfilter [Jpuwespd oo Sod wor IUsuosd IUElue wd
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Event Details

Action

Allowed

Time
Febk 18, 2026 3:30 PM

Rule Name
FTD IPsec Rule (2386307)

Enforced By

Source
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Destination
http://17216.15.55:8080/favicon.ico

Security Group Tag (SGT)

Destination IP
172.168.15.55

lJoze gu lduunlb

pedyple Sl LoJs



https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-policy-based.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-policy-based.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-policy-based.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



