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* 1lud) 999 Admin> APl Keys
* lod) B9G8 Add
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> Deployments/ Tunnels: (9)leé/Jol b
> Deployments/ Regions. JJ §,lc6 W 9§l
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- Expiry Date: £3p lowole IJuodlzss luol

Key Scope 4 selected Remove All
Select the appropriate access scopes to define what this APl key can do.
Scope
) Admin 7 2 Deployments / Identities Read [ Write v X
B Deployments 23 > P N
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) Investigate 2 ! :
¢ 2 Deployments / Tunnels Read [ Write N x
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Configuration Groups | so-wan 3

Configuration Groups 2 System Profile s Transport & Management

[ 2 Search ] [L

Mame Type Profiles
SPA-AUTO &

Typi: Singhe Router
System Profile

[ SPA-AUTO w ]

Palicy Profile [optional)

| Defautt_Policy. Object_Profile v] & 0

CLI Add-on Profile (optional)
[SP.&_Aum_Raule-rr-aps v] & 0

* e dp oy Iesh IUgeses 9olds pu wpdso wedsd Ieeld

™

N\

Global
SPA-AUTO e
Mame
Device solution  Updated by Last updated Shared
SD-WAN admin Fab 06, 2026 12:29:48 AM 1 Group Global \
Diescription (optiona
| @ Seac Global Dascription
Profile Features ® Services © NATE4
ARA Barner
[m ]"‘ [ Baner len HTTP Server
BFD Clobal
[0 ]2 (cwoa FTP Passive
Mudti-Roglon Fabric NTP
[Mgr ] ¢a  [nre len ARP Proxy
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* lud) 999 Secure Internet Gateway / Secure Service Edge™Add Secure Private Access

@ Authentication

® SSH Version

HTTPS Server

Domain Lookup
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RSH/RCP
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© Ether Ct



Policy Groups

Policy Group 5 Application Priority & SLA 6 NGFW 0 Secure Internet Gateway / Secure Service Edge 4

Secure Internet Gateway / Secure Service Edge 4 /
Q Search Table l
Add Secure Internet Gateway (SIG) Add Secure Internet Access Add Secure Private Application Access
Mame Description Solution

* e wodsu luwe Slud) 99 Create

Secure Private Application Access

Mame

- SPA-AUTO
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Description (optional)
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Configuration

Segment (VPN)

| @ v | [Cﬂrpurate_User J

Cisco Secure Access Region
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* Configuration
© Segment (VPN): i'ao) w9299Y9J VRF 1Uss suwoosy ldobosd (Idobosdle) 1Uss
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&g Tunne Configurationlo 9o, 96+ Add Tunnel:

Tunnel Configuration

+ Add Tunnel

Tunnel

BASIC SETTINGS

Interface Name(1..255) Description
[ @ v ] (ipsec‘IO‘l ] [ ©® v ] <system default>
Tunnel Source Interface Tunnel Route-Via Interface

Data Center

® v \ @ Primary () Secondary

Advanced Settings A

GENERAL

Shutdown TCP MSS
(6-) (s

IP MTU DPD Interval
(o -] [ | (o)

* Tunnel

> Interface Name: ©g>8> luwpe U@ swp wedseo oddlissl Ws JJ o0 sop Vol
luol9s u g o8>

> Tunnel Source Interface: JI weolg s wgss) 03l 1dlgsl. gus oyd [JublpAutou] e Sluo
SY9p wdilissl vluuule 9lzod |uwagle wluwesle Qulg /31. :

> Tunnel Route-Vialnterface: JI weolz |Js wgss) 03l IJlgsh. o)l uosl suvegpd 09 l9d
9lz06 NATed physical WAN gJs 1Jzld6 puwele wgrss g6y 1w 09 suwelbse Jouo
gsre o sobde Sbo WAN ¢lue :

- DataCenter: 235 luwlws 19 Slygs 9981 J3JY. bl wp odssy IJuwd @ IUluwlgus




oldued Wz "elygs”. Vs Iduwsubsgole Idghbso: spdu wdysy i@ |.Ji.;,g§|$
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> Advanced Settings
IPMTU: |gweéale 1390
= TCPMSS: |uwgsle 1350

pdlebo: Bl Yoo oygw Vs lugile iogélké pwE6 Jupdsy wygwdsd Huwlisd I\:Joa_dro
Vs IJlue,ow (ECMP) 958056 Jugs IJud e Bspdud wdssy pl suod IUs 10 1ol
ot lzeslbs wuvbbs/10 JJJ pzoe. 9031 599, el suod IUs 10 X 4 zszloe B

lJoloss JJJ 9gs6 NTG.

Interface Name Description Tunnel Source Interface  Tunnel Route-Via Interface Data Center Action
@ ipseciOl @ @ Auto @ Auto @ Primary & 0
ipsecl02 @ @ Auto @ Auto @ Secondary & @
@ ipsecl03 @ @ Auto @ Auto @ Primary e o
ipsecO4 o] Auto @ Auto @ Secondary & @
@ ipsecl0s @ @ Auto @ Auto @ Primary 2 0
@ ipsecl0B @ @ Auto @ Auto & Secondary & B
@ ipsecl0? 5] @ Auto @ Auto @ Primary s B
@ ipsecl0s @ @ Auto @ Auto @ Secondary & B
ipseci0g @ Auto @ Auto @ Primary & @ MAXIMUM OF 10 TUNNELS PER HUB
@ ipsecl10 @ @ Auto @ Auto @ Secondary & o
ipsec1 [=] @ Auto @ Auto @ Primary & @ q
@ ipsecl2 @ @ Auto @ Auto @ Secondary g 0O
ipsec13 @ @ Auto @ Auto @ Primary & B
@ ipsecl4 @ @ Auto @ Auto @ Secondary 2 o
@ ipseclls @ @ Auto @ Auto @ Primary & 0
@ ipsecll6 @ Auto @ Auto @ Secondary o 0
@ ipsec7 @ @ Auto @ Auto @ Primary & f
ipsecl1g (2] @ Auto @ Auto @ Secondary & @
@ ipseclld @ @ Auto @ Auto @ Primary & B
ipsec120 @ Auto @ Auto @ Secondary o f
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BGP Routing

BGP ASN ©

In Route Policy
@ v | SPA_Auto-In |

Out Route Policy

@ ~ | SPA_Auto-Out |

* BGP Routing

© BGPASN: w23$d ) 9p AS Jegje SD-WAN. wp 225 AS 64512 JJyosd IUlew 9dI spdu
loweslpe. Jejss pu ldpedsple 29d BGP. lze

> InRoute Policy: S99, IJuble wdylissl vlogsle gusluwéd 1Jpuwly 1J9l)s 030 pgdeny dluslo
Jeug puvldd IJogzse. Sege wedsdol 8398l po gJlJcLl Add-on Templatel J w plz/ 0 o
|JrOuUIJICJ |.Jroo|uug_;5.

> Out Route Policy: S 990 LJQJ'DlIo wlogvle guslwd |quu|J lJuols) o030 g_;luuoéblrodeny
dloslo Joguw puwldd ldugesoe. sgo wessyol $x9sl pu gdlJCL Add-
on Templatel J_w ple/ L0 o IJpwble 1Jpolgues.

wRdsyt wael po LB py, 2025, wuwedre 2esE pduvurle 1Usuasd Ul IJos we
louildol zasol ASN IUgle 32644 v dJ 18l os Joduvse BGP B pzpsgle ol s
IJubedo. oo ldpubele IJ8lses IUos wp logbldel §od u9dew, 2025 Bs
Iuweesle ASN 64512 1J¢lLo 13 Jlo w229l unlodl Joble BGP Jds oo IJiew. I3l ¢ p
oessu ldydpe AS 64512 1U¢glo |Js zols eds IJuve s 1Jgluoo wde WJo sJgu @il
eds ldobs) e pre9es 088 Idubeds IJos wp odasvel J BGP (Idsesd 1Jlew)
JJulbs,) BGP AS 64512.

sop louileBePlodssy [JoldsroutemageJbliss! JIJ gl BGP wgo luwbeoyluoz 1Jzoss
gé@PoIicy Group.

route-map SPA_Auto-In deny 65534
description Default Deny Configured from Secure Private Application Access feature
route-map SPA_Auto-Out deny 65534
description Default Deny Configured from Secure Private Application Access feature

R104#sh run | s r b
router bgp 65000

bgp log-neighbor-changes

!

address-family 1ipv4 vrf 10



neighbor 169.254.
neighbor 169.254.
neighbor 169.254.
neighbor 169.254.
neighbor 169.254.

remote-as 64512

activate

send-community both
route-map SPA_Auto-In 1in
route-map SPA_Auto-Out out

[N eNelNoNe)
w wwww

maximum-paths 32
exit-address-family

83 3JY lud,saveds § uu) Iduoz 9pulugs wuie Jyde 1ol s,

* 1wl W99 §Configuration™ Policy Groups

. iao_)c, oo JPolicy™>Secure Service Edge™Secure Private Application Accessy b b 9w gds IJogivdsd p9g)l
ouvdsd J SPA.

* log,DeploydJlwole

Pelicy Groups

Polley Group 5 Application Priority 85LA &  NGFW 0 Secuwns Internot Goteway | Socure Service Edge 4 DNS Seeurity o

+ Add Policy Group  Export  Impart

O Saar

Hame Cescription Sotution Humber of Policies Humber of Davices Devices Up to Date Sowice
ESPA-Aute
Policy Group Neme Description (opt i Device Solution:
SPA-Auto
Tyee Al
Application Priodty HGEW Deployment
Associated & 1device
— ==

Secure Service Edge

Socure Intermet Accers | Fesun Intemad Gatoway Focure Frivate Application Ascass

SIA-AUTO | SPA-Autd
SPA-Auto o
516 . s SPA-AUTO West It
Site-102 SIA Manual + SPA Mansusl £ Usar
Create New
JJoz 99 pusecureAccessl g9 9o woudss IJgbyle IJoldse:
* 1y, 99 §Connect™> Network Connections
logble IJIowl s
au-central-1
Tﬁn MAX 20 TUNMNELS PER DEVICE CONMECTED TO THE NETWORKE TUNNEL GROUP -
Prievary Huly = Secondary Hib [
O ray LT
10 10

odysu IJogeso



oo 8d |JsConfigure™> Configuration Groups

* lud,) W9 9Configuration GrouplJgl o v 98 wluuile/eg s, CLI Add-on Profile

Configuration Groups = so-wan

Configuration Groups 3 System Profile 5 Transport & Management Profile 8 Policy Profile 1 Service Profile 4 CLI Add=on Profile 3 UC Voice Profile o Other Profile 1

GCreate Configuration Group Export | Import

Mame Type Profiles IPrOVISIONing StatUsin Sys: Devices | AusocistedBrvices SOUITE Updated By Last Updated On -
SPA-AUTD & Sourced from User Updiated by admin Updated Feb 11, 2026, 9:05:14 AM
ype: Singhe Router Deployment

System Profile Transport & Management Profile
Associated 2 1dovics
SEA-AUTO 4 SPA-SIA-Auto_WAN

Provisioning  f& 1out of sync

Palicy Profils (cptiona! Service Profile (opt o
Dafault_Policy_Object_Profils ] SPA-SIA-Auto_LAN ? O

GLI Add-on Profile

[ moute moss aE

# Add Prafile

JJuwele would pushle BGP. I ueés ein Route Policyg Out Route PolicylJ3s wp wd9suo puwwdl.
Sedud Idgey) eds pold luwlguscLi Add-ondodyso Idpuwly. $99, 03l IJBIde v dbs wilso
9Sew SELPSLP0 Tury IJzlze:

ip bgp-community new-format
ip prefix-1ist ALL-ROUTES seq 5 permit 0.0.0.0/0 le 32

route-map SPA_Auto-In permit 10

match ip address prefix-Tist ALL-ROUTES

route-map SPA_Auto-In deny 65534

description Default Deny Configured from Secure Private Application Access feature

route-map SPA_Auto-Out permit 10

match ip address prefix-Tist ALL-ROUTES

description Default Deny Configured from Secure Private Application Access feature
route-map SPA_Auto-Out deny 65534

description Default Deny Configured from Secure Private Application Access feature

router bgp 65000
bgp log-neighbor-changes
!

address-family ipv4 vrf 10
network 172.16.104.0 mask 255.255.255.0
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lJle Sedud lJpologd |Js Deploy the changes
JJozdd pu luvedle puvhle BGP Wssecure Access: w289 pu IJgbsle IJoldse:

* bbb §e 89 9Connect>Network Connections™>Network Tunnel GroupsgselectlJ NTG | w0

logile IJosgso

SEcUre Access

Primary 1(131130)

Primary Hub Sialogs Secondary Hub 391801812 3400872006

& Hubup @ v up
w IKE
10 10
Active Tunnels & Acthve Tuneals &
State A RE A J
Tersnes Greap i Tunnel Greup I ESTABLISHED 141464 s0e HMAC-5HAZ-256
Data Centes Data Conter
P Rddrens. ETPeS D3-5004:BO2 06110 # Address Encrmaion Al OH Grony
AES-CBC-256 ECP-384
Connect 38012408247832028048 TIAN4BETASTINESE3
Network Tunnels
- Foview this network Eunned group's IPsec tunnels. Help ¢
Routing
1 Tunnels Poer D Poer Device IP Address Data Center Name Data
. © eep
Brimary 1 131130 178.43.24804 sse-euc-1-11 3420
Primary 2 13ann 178.43.24814 sse-euc-1-1-1 aqza | 1FRIEI04G/24
] Primary 3 13113 8.43.24814 3120 100NZHS23732, 240.1.0.42/32, 24001.0.45/32, 100122 44.10/32, 100.96.2.16/28, 2401.0.48/32,
0.00.0/0, 35.95.175.78/37, 100.96.3.16/28, 100.96.4.16/28, 100122.44.12/32, /0, 240.1,0.43/32,
100.96.1.16/28, 100.96.2.0/26, 100.96.3.0/28, 100.96.4 /26, 100.022.44.11/32, 100.122.44.4/32,
Primary 4 13147 178.43.24814 sse-euc-1-1-1 3020 192188102.0/24, 192168.102.0/24, 192.168102.0/24, 162168.102.0/24, 100.896.1.0/28,
44,240,251165/32, WO122.44.6/32, 100122.40.5/32, 100.112.86.20/32, 172.16.104.0/24,
] VTZABAOAD/24 o7 meore
Brimary § 13n2e 178.43.24814 350 euc-1-1-1 320
Dawnitoad Reuting Table
Primary 6 131126 178.43.240.14 sse-euc-1-11 3120
Primary 7 131127 178.43. 28814 sse-eue-1-1-1 3120 m

pdlebo: Vs o3l IJpeld SO IJledlo go Iduveds 1Jd,es6 Jpuwegse vy Js
172.16.104.0/24 JJ9_o9d IUlpu oo ¢JIJ BGP. 903l suwee wldwszse lJpoluve wsu
Catalyst SD-WAN g .sis6 SSE.

Spdu wbousy Iduvslgws v gwol gds JJ pu 29l v ds WAN s Jogle 9od Catalyst SD-
WAN: ppl suwz guo 20 io;é,jl oubbl 920 5Bl Vs 9 o IUluvegsh. sgopes IUess IJlgelds
JUILBIS eds Jp op cdasue gds IJ 2lds. suvdd s p9zo poved wdd eu pels) 1dsue9d
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Network Tunnel Groups

A network tunngl group provides a framewerk for establishing tunnel redundancy and high
availibility. Connect tunnels to the hubs within a network tunnel group to securely control
user access o the Internet and private resources. Help ©F
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Network Tunnel Group Status Reglon Primary Hub Data Center Primary Tunnels Secondary Hub Data Center Secondary Tunnels
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JJozdd pu el Bl oo 2,96 1de,9, wpy £w) Cisco Secure Access. loo@d |JsEventslgActvity
SearchNetwork-Wide Path Insightsg & o 9.S6 2wy 0956 [Joudd 1Ugl oo L

IJsuesd Ilew - 1oz go Idlognbs

oo 9d |JsMonitor>Activity Search :

Activity Search
5
@, Search by domain Advanced = CLEAR Saved Searches
P ADDRESS 172.16.104.11 X% IDENTITY Algjandra Ruiz Sanchez (alejar) (slefaruid@eisco.com) X Restore to
q 4 Total ‘_'”J Viewing actvty from Feb 17, 2026 11:27 AM to Felb 18. 2026 11:27 AM Page: 1 v Resy
5
Response Select Reguest Source Rula Idantity @ Dostination Dastination P Destination Pt
@ Allowed e R . . R FRSEyo ; : =
[ Fw ] A Alejandro Ruiz Sanchez (slejarui) (alejarui@eisco.com) L Alejandro Ruiz Sanchez (alejarui) (alejarvi@cisco.com) 1721610411:3389 3380
@ Blocked
[ rw ] A Alejandro Rulz Sanchez (alejarul) (slejsrui@ecisco.com) L Alejandre Ruiz Sanchez (alejarul) (slejarui@eisco.com) 1721610411:3389 3380
Warn Page Behavior Sals [ Fw ] L Alejandre Rulz Sanchez (alejarul) (aiejarui@cisco.com) L Alejandro Rulz Sanchez (alejarui) (alejarvi@elsco.com) 216104003388 3360
Narmed 4 Alejandro Rulz Sanchex (alejarui) (alejaruig@cisco.com) L Alejandro Ruiz Sanchez (alejarul) (slejarui@cisco.com)  PCesite-104  1721610411:3388 3368

0 Accessed Aver \Warn

IJs o9d IUley - 1JIzsle
loe®wd |JsMonitor>Events:

Events @ Sehedule report m

riggered by sccess requests made by your arganization's sources. Find out
T LUBEME 08 QOINg and haw yo £ thiir BCCEss 1o requested
destinations. Help [

Evaonts tewl
D3 o Wb o Firawall o IF5 o ITA Clantiess L ITA Client-based o Decryption o
Snatus * | Select stan v 1 Last 24 howrs ~

Event Type: ZTA Chentiess OR DNS % Raset all

[Event Type Status Eventio @ Source Destination Reason Code Rule Name Time @
W ZTACHentiess O ancwed cEEZelu5dl 2achic Alejandro Ruiz Sanchez..,  PC-site-104 - SITE-104-ROP Fab 18, 2026 10:26 AM
=4} * a )
O Sowee & Lernection © Endpoim Posture: & Deatinstion
AD Usars: Alejandro uir Sancher_ Type: ZTA Stavus: @ Comglian FODH: PC-aie-104 [3
Souren B- Posture profile: System pravided (Drew. ResourcslApplication Mame: PC-site-104
Location: Destingtion IP: 172161041

Browser: Firafox 1470
Oparating system: Mac 06 X 1015

Destination Port: 3369
Application Category: Private Resource
Appiication Pratecot:. RDP-TCP

Farewadl (3]

Rows perpage | 30 ~ | 1101 | 1

~
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Catalyst SD-WAN Manager - ,9s lJpunly eds puwess IJuvedé
low’d IJs wuleg Catalyst SD-WAN Manager:

e |y, W99 9Tools> Network-Wide Path Insights
* lud) 99,9 New Trace

Traces & Tasks LEURIETEN | How Auto-on Task SO-WAN | 5D Rewting

["] Enable DNS Damain DiscoveryD

Trace Name Trace Duration{minutes)
SPA 60
Select Site(branch site ¥ VPN
SITE 104 ~ TTOES -
Source Addross/Profix Destination Address/Prefix

17216104.0/28
@ Application ¢ Application Group
o = o
Please select one or mere applications =

Advanced Filters
Monitor Settings
Grouping Fislds

Synihetic Traffic

carcer | (D
* TraceName: (lgoshs) 235 luwe IJoowg
* stel ltosh Idesde ese s 1desss 1JElLe
o VBN: T2 perld Idubods 1J3lL06 IUblo,ss (VPN) 2 92 1des)s [Jéluo
* Source/Destination Address: (Igoshs) bgd IP 19 loydo Ws 908 IUgbs JIJodlb zpse 2ydle
lJeu9 Idos weo ouodseol lgwaubl sitddsvengldiosl

woec Iduuu&
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Overview Routing Insight Path Visualization Flow Trend

Trace: SPA (ID: 192), Flow ID: 143 (Application:ms-wbt)

Upstream (From 15645 to 172.16.104.11:3389)

Hop 0 - Edge Name: R104

IP Lookup on VPN 10 Routing Candidate Paths: 1 Path Decided By: Final Path:

Destination Addr:
172.16.104.11

SERVICE LAN | SERVICE LAN
Local Interface: GigabitEthernet3 9 Local Intertace: GigabitEthernet3

Match Route:
172.16.104.11/32
—

Route Info
Source: adjacent
Distance: 0
Metric: 0

Downstream (From 172.16.104.11:3389 to 15645)

Hop 0 - Edge Name: R104

IP Lookup on VPN 10 Routing Candidate Paths: 10 Path Decided By: Final Path:

Destination Addr: SERVICE LAN MNAT DIA
Local Interface: Tunnel17000111 ‘l Local Color: BIZ_INTERNET

f32

—_— 3
SERVICE LAN

Local Interface: Tunnel17000109 MWAT Translate Source
Pre-MAT
Addr:192.168.4.111
Port:4500

Post-NAT

Addr:192 168.0.105
Port:5079

Match Route: l Local Interface: GigabitEthernet1

Route Info

Source: bgp (external)

Distance: 20 SERVICE LAN

Metric: 0 Local Interface: Tunnel17000103

Received From:
Peer: 169.254.0.41
Uptime: 1d07h SERVICE LAN
Peer: 169.254.0.35 Local Interface: Tunnel1 7000101
Uptime: 1d07h
Peer: 169.254.0.31 -
Uptime: 1d07h
Peer: 169.254.0.27
Uptime: 1d07h
Peer: 169.254.0.23
Uptime: 1d07h
Peer: 169.254.0.21
Uptime: 1d07h
Peer: 169.254.0.15
Uptime: 1d07h
Peer: 169.254.0.13
Uptime: 1d07h
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https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
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