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¢ 1u®) 999 Admin> APl Keys
. Ig,kéJ 99,9 Add
. |CVJ lJg¢sblo IJoldss:
Deployments/ Network Tunnel Group: (9,leé/J el o
Deployments/ Tunnels: 9,leé/Jolb
- Deployments/ Regions. JJ §,le6 W9 9o
Deployments/ Identities: Jolw6-9,led
Expiry Date: £30 lowole IJodlzss Iuol

Key Scope 4 selected Rermowe All
Select the appropriate access scopes to define what this APl key can do.
Scope
) Admin 7 > Deployments / Identities Read / Write ~ X
& Deployments 23 > Deployments / Network Tunnel Group Read / Write N X
) Investigate 2 2 )
Deployments / Tunnels Read [ Write N )4
O policie 25
olieles 25 > Deployments / Regions Read-0nly A X
O Reports 17 >

Network Restrictions

Optionally, add up to 10 networks from which this key can perform
authentications. Add networks using a comma separated list of public IP
addresses or CIDRs.

IP Addresses
| X ADD
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* lu@)CREATEKEYJlwole |y ule ANDAPI KeyKey Secret.

APl Key Key Secret
397766cdb29f43b08ddee3b1d8c04e45 () bfce729cd3e243e281df7271ach12208 &

A

wedsy louwgol Yod IJu®) W9 dACCEPT AND cLOSE! 9lJl Wlud ceolz IJs lublisel o6
125 9238 odd Idos Jp sup uuwgol.

&p Jluole |Ju§)ACCEPT AND CLOSE.
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luoedd lJs wyuleg Catalyst SD-WAN Manager:

* lud) 999 Administration >Settings> Cloud Credentials
* Op lu®) gJsCloud Provider Credentialsy o o SCisco SSE9U & wiso |gslsle API g Organtiazation

Settings
Monitor - .
[ Q | Settlngs / External Services
A a  Cloud Credentials
Cisco Account w

Configuration

Ci i istrati . . -
ul s e Cloud Provider Credentials Umbrella DNS Certificate

Analytics License Reporting

Configure Cisco Umbrella, Zscaler, and Cisco Secure Access credentials to enable Cisco Catalyst

= PnP Connect Sync SD-WAN Manager to create automatic SIG tunnels to Cisco Umbrella or Zscaler endpoints.

Workflows
Data Collection & Statistics C‘ Umbrella
X Cloud Services B zscaler
Tools
Data Stream
& @D ciscosse
Network Statistics Configuration & ColigGtior
Reports T
Organization Id
Statistics Database Configuration [ ]
g
Maintenance External Services ~r Fi equire
3 Alarm Notifications Api Key Secret
-] - -
Administration N [
Threat Grid API .

o UTD Snort Subscriber Signafure

‘) Context Sharing

Explora
Cisco DNA Portal

Managed Cellular Actiyation - eSIM

Identity Provider Sefflings

| Cloud Credentials |

* Organization ID: SpJdud ldguo9d eJs 3JY pu guslu URL 1UElLe wJ9zé pedyple SSE
https://dashboard.sse.cisco.com/org/xxxxx
* Api
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Configuration Groups | so-wan v ]

<« Configuration Groups 3 System Profile 4 Transpor
[ Q Search ] [ Las
Name Type Profiles

SIA Secure Internet Access R1 + R2 074

Type: Single Router

System Profile

[ SIA_Basic v ]

Service Profile (optional)

[SIA_LAN v] o 0

+ Add Profile

© o dp worusy 1Jesh IJepses 90lds po wpdse wedsd 1Ueeld



SIA_Basic e
Description: SIA Basic Profile
Device solution  Updated by
SO-WaM admin

Q Search

Profile Features

Last updated Shared
Nov 05, 2025 03:37:08 PM 1 Growp

MAF

ARA Banner
AAA ¢ | Bannes
BFD Global

BFD & Global
Multi-Region Falsric NTR

| oo | N

oI9S pgesesd lJuoe

loowd Ids Idodssy > peesele IJuwsluslo:

e lu) 99,9 Secure Internet Gateway / Secure Service Edge™ Add Secure Internet Access

Policy Group 4

Application Priority & SLA 3

NGFW o0

Global

Name

[ Global

Description (optiona

[ Global Description

HTTP Server
FTP Passive
ARP Prowy

Cisco Discovery Protocol (CDP)
—

® NATSA ® BGP ® Authentication ® SSH Version

HTTPE Server

Domain Lookup

©
REHIRCP

Line Virtual Teletype (Configure Or
—

Secure Internet Gateway / Secure Service Edge 3

Secure Internet Gateway / Secure Service Edge 3

[ Q Search Table

/

Add Secure Internet Gateway (SIG)

S

;- -

Add Secure Internet Access

Add Secure Private Application Access
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Secure Internet Access

Name

[ SIA

Solution

l scdwan [ RN

Description (optional)

cose JJ IJodssole IJeldss logule IJIodlE wes uuin IJodssy B zolé Catalyst SD-
WAN:

SSE Provider

(@) Cisco SSE

Context Sharing

@ VPN @D scT

Tracker

Source IP address

0 v {{ Monitoring 1

* SSE Provider: SSE
* Context Sharing: iéo_) lJubeds 1Jgluos [Jblo,sé (VPN) 9 ldse 9938l Jlzeslzled
® Tracker
- sourcelP Address: 13 gluo wldzols (9031 suwper JY wogssdo JIJ zoly sldog, b s
2lJs Ilgwesle 1Ugluos wo B przds IJuui)

wew IJgbysconfiguraionesog 1108l 3:

Configuration
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Single Hub HA Scenario

Max one tunnel per hub
Tunnel Type f
Tunnel Type
Interface Name(1..255) Tunnel Source Interface*
& - o . Interface Name(1,.255)

GigabitEthernetl
Tunnel Route Via Tracker @ Tunnel Route Via
[‘:"' ' ] [ @~ ] B - GigabitEthermet]

Data Center \ O Frimary ) Secondary Data Center

By default, for the tunnel route, the system will select the
first NAT-enabled interface it finds. If there is more than
one, you should select your desired WAN interface.

ECMP Scenario with HA

Tunnel Source Interface™

Loopback!
.

Tracker @

&~

© Frimary

* SingleHub HA Scenario: WS 03l IUgwsubs9: Spdud wdaso w9 gld wluwegsle 9256 NTG
Jugubd slg)s Juwdoss: pg 22 18uos Juwesd Ipeldes swdé 1 eseloe Vs ldoluss

JJJ 9g26 NTG

* ECMP Scenariowith HA: s o3l I wsubs9: spdud odssu el suad lJs 8 ig,-..élé JId oI
ppl $38p pl Suod 1Js lgplds 16 1ol JIJ NTG. 9suwpee o3l IJlesh wuwed peldzs leds

g 1JIoId

S
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Edit Tunnel

Tunnel Type
Interface Name(1..255) Tunnel Source Interface*
@ l @ v I Loopback1
Tunnel Route Via Tracker @
l @ v GigabitEthernet1
Data Center © Primary (O secondary

* Interface Name: ;9939 IPSect 9 IPSec2 9 IPSec3 9, |Js 3JY

* Tunnel Source Interface: 13, 9lzole Il wae,zle 19 9lzole pesws pu 2SS Bpo wlvuble IJuwdd

* Tunne RouteVia: |3! iéo_)o Loopback. oo wewle v suods Jébo boses pu Is 1o )ss
o $9z0 IJ2uds 09, Il Jp wdp woesss Uluvegle: Buwsbo, o3l IJgsh posz.
Sluwwede JJgIg_oé Ubdd lJos wp wpdso NAT col gldos s@9e IJuble luublisol. 1531
I ould 1Je) pu 9led Bszw edsY weass 9lzos WAN IJelb 9o

* DataCenter: 03| sgus lJp,d; B Secure Access 1ud Gpo Lluuvle IUlouold

IJeie Idolds pu odsso oy 1dss w89p wodssy Uiggélé wluwwdsle i-.éu'o,J lJpplyuwle
|.Jpé)p¢3 U Cisco.

v Advanced Options

General
Shutdown Track this interface
TCP MSS P MTU

@ v 1350 @ v 1390

H
H

DPD Interval DPD Retries

IKE Diffie-Hellman Group
(o-] (s v




w83 3JY sgv wdssu IJudvd IJeluss JJluslye lJs prd) Idoslole Ideluss.

* TCPMSS: 1350
e IPMTU: 1390
* |KE Diffie-Hellman Group: 20

wsobiss HA Tzl 1pod;

Configuration

+ Add Tunnel
Interface Name Description Shutdown TCR MsS BMTU Action
@ ipsect @ false @ 1350 @ 1380 &0
@ ipsec2 @ false @ 1350 @ 1390 & 0
030 0 IJuwsgs [Juolissd gus luwwesle vy Iduvsobsy Idgbs.
ECMP SCENARIO WITH HA
Interface Name Description Shutdown TCP MSS IPMTU
@ ipsecl © false @ 1350 @ 1390
& ipsec? © false @ 1350 @@ 1390
@ ipsec3 PRIMARY HUB @ false @ 1350 @ 1390
@ ipsecd © false @ 13s0 @ 1390
@ ipsecs © false @ 1350 ® 1390
@ ipsecll © false @ 1350 @ 1390
@ ipseci2 @ false @ 1350 @ 1390
@ ipsecl3d © false @ 1350 @ 1390
& ipsecld © false & 1350 @ 1390
@@ ipsec1s @ false @ 1350 @ 1390

w8 3Jd weole Ids odssy 1ol IJglds Bs wog IJlue,ue [Jley.

High Availability

+ Add Interface Pair
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Monitor

Owverview  Devices  Applicaions  Socurity  Mdiickoed  Tunesls  Logs  Energy Managemeni  Advis

PRIMARY
K
Edit Interface Pair
Active Interface Active Interface Weight
[ & - J [ pseci ¥ ] ['E," . ] 1
Backup Interface Backup Interface Weight
& - I [ psecll (%] J o o~ I 1
Tunnel Type Tunnel Type
Interface Name(1..255) Tunnel Source Imerface* Interface Name(1..255) Tunnel Source Interface®
- Loopbackl i Loopback!l
Tunnel Reute Via Tracker @ Tunnel Route Via Tracker @
GigabitEthermet] @~ 3 » | GigabitEthernetl @~
Data Centes Secondary Data Genter Primary © Secondary

B 030 g9 sJj09 wI9su IJud @ IJiuwlgus 9lJeluss JIJ 59z 0l wd9pe wleslso. 903l
Seus lu JJ v 8 Usso uuwio IJgluo. 9039)9l Iy 030 1JIW8l 9 iguiaaso JIusle Hissuwso
9¢1u9ss Jodl IJgues gsuveo.
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* Active Interface: iuu|uu-.__S

* Backup Interface: C‘;|Q_9..§6
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High Availability

<+ Add Interface Pair

Active Interface Active Interface Weight Backup Interface Backup Interface Weight Action

B ipsect B 1 & ipsecil B 1 & U
T ipsecs | T ipseci2 31 & U
F ipsecd CEN @ ipseci3 P 1 ¢ O
& ipsecd 1 & ipsecid B 1 & 0O
T ipsecs B 1 & ipsects B 1 & U

Eoncel @

pdlzbs: s iBuos 8 stz pu 1JIuald (16 wd @l 8 luwluws 5 8 eluss) spdu
odysuol Bs wyulez SD-WAN Catalyst vManage. s>gp 1J9uo9d 1Jlew e Cisco el

suod [Js 10 gl o 1dIodls.

* lug) save
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e 1ol W9 SMonitor> Tunnels
* Sp lud) 99 9SIGISSE Tunnels

Monitor

Overview Devices Applications Security Multicloud Tunnels Logs Energy Management Advisories

SD-WAN Tunnels SIG/SSE Tunnels
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Hettwaitt Tusned Group Tunnel Marme: Hast Name Gneame 4 Tusnel Greup i Teansgan Trpe Turse! Type HA P Peswider eal)
LR SrEs

R PAYG- 5605620 15000001 RAI-1 HTEMM BE1691015 IPSEC SSE-PubEc pecess  active Cisco Fecure Access 31204523 g Up
CER-PAYG-560- 5628 Tunned 5000002 RIT-1 SITE_MM BE16H1015 IFSEC SSE-Publc BCCESS  BCtive CISCO SHCUNy ACCESS 31204533 Up up
CEN-PAVG-560-5028-4000- b4 20- SB5E06568 70 Tunnai1 5000003 RII-1 SITE WM BEIEHI01S IPSEC SSE-Publc accoss actve Cigco Secuns ACCRSS 31204523 Up up
CER-PAYG-560-5028-4000- b 2e- SDSEILSCEET Tunnei 5003004 Rbg1-1 SITE 101 61681015 IPSEC $5E-Public access active Cisco Secure Access 31204523 up up
CEH-PAYG-560-5bi28-4db0-bé2e-Sh5EIbSCEETd Tunnei1 600G005 RR0-1 SITE b EEIGH1015 IFSEC S5E-Public access active Gisco Secure ACcess up up
CER-PAYG-SB0-SE28 - 40b0- b 2e-ShSE0BSEATY Tunna S000006 Rb01-1 SITE MM EB1681018 IPSEC SSE-Public sccess active Ciseo Secure Access up Up
- Py 560- 5028~ 4dbd-bhde- S0 SE0bScbiTa i SO0000T Ribli-1 SATEM BE16HI015 IPSEC S5E-Public sccess  active Cisco Secure Access 11204523 Up Up
C K PAY G560+ SbE8 - 4db0-bi 2e- 30550050687 i1 GO00008 RA01=1 SITE MM GE1681015 IPSEC SSE-Publc sccess  active Cisto Secuis Acoess 1204523 L Up:
CER-PAYG-560- 5520 - 40640 b6 20- S05 50658870 00001 RE-1 SITE MM BE16H1015 IPSEC SSE-Publc bociss  btkip Ciaco Secuie Asesd 1815614574 g U
CER-PAYG-560-5E28-4db0-baZe- JH5EI0E60TH 000012 REDI-1 STEM SEIEH015 IPSEC S5E-Publc sccoss  baskup Cingo Secuin ACTOss 1114574 Up L
CER-PAYG-560-5028- 4000-0520- 9D5SI0SCEETH | 5000013 SITE_MM BEIS01S IPSEC SSE-Pubic BCCOSS ek Cisco Secure ACCEES 1815614574 uUp up
CEN-PAVG-560-5028-4000- b4 20- SB5E0b5E8Td Tunnad1 000014 RII-1 SITE WM BEIEHI01S IPSEC SSE-Publc accoss ek Cisco Secure ACCoss 1215514574 Up up
CER-PAYG-560-5028-4000- b 20- ShEE00SCEETY Tunnen 6603015 Rbg1-1 SITE 301 61681015 IPSEC $5E-Public access Eackup Cisco Secure Access 1215614574 up up

b~ b 2e-SnSSILSC6ETD Tunneil 6000016 EEIGHI015 IPSEC -Pubic access backup Cisco Secure ACoess 18156145 74 up up
CER-PAYG-5B0-SE28 - 4db0- b 2e-SBSE0LSEATY Tunnai1 6000017 Rb0-1 SITE 101 EB1681018 IPSEC SSE-Public sccese Esckup Cisco Secure Access 187186145 74 uUp Up
G- P G- 500- Sbil- ddbd-béle-Sb5E0b5cEaTd Tunnei 600008 Rii-1 SATE M BE16HI015 IPSEC S5E-Public sccess  backup Cisco Secune Access ALRERREE L Up Up
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Network Tunnel Groups

A network wnnel group provides a f for

tunnel

 and high

availibiity. Connect tunnels to the hulbs within a networ tunnel group to secuntly control

user aceess 1o the Intermat and private resources. Help o
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1 Tunnel Group

Hetwark Tunnel Group Slatus Region Primary Hub Data Center Primary Tunnels Secondary Hub Data Center Secondary Tunnels
CEBK-PAYG-560-5628-4db0- & Connested Eurape (Germany] k3 sse-gue-1-1-0 B
bEZe-2b589b5cEETI
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logile Uveds FQDN I IJobbosd 1Uglue wd Wb SD-WAN (Igeshhs)
ould eldle [uwegsle ¢luo pse weole IUs louvle wzles wlbwsd SFQDN Iy IP spdod cbusdol

eds uwsluwlo IJogzsoe 1Ugluos wJ:

loodd IJs esgd bhs Lwds SD-WAN:

* |y, 99 §Configuration™Application Catalog™ Applications

© SD-AVC Enabled | JfkConfigure Cloud Connection

Application Catalog

Overview Applications 1552 Application Source Settings Cloud Sourced Applications Discovered Application @ Application Lists Conflicts

Applications 1553 Custom Application L Export 3

i Create Application List Define Probe Endpoint As of: Dec 23, 2025 05:00:05 PM &2

Traftic G Business Relevance Action

Application Hame Application Family Appiication Group ication Source type by il

odese: s 2lds cubgsd luosh 18d pu 20.15. spdu luile wbusdle peupuod
w2pL I9lse IJuez

S

odlebs: JJzuosd £ds 28 1Jsuesd s Jeldsg IJobosile: sge wpdsy SD-AVC.

* 1u@) 999 Custom Application

Applications 153 1 Application Attribut ’ Custom Application | L Export @

Create Application List Dafine Probe Endpaint As of: Dec 23, 2025 05:00:05 PM O

B 030 1ppds: sop wdosy luwosule lpvluns wluvegsle Secure Client - Umbrella Module
SWG FQDN:

ProxySecur eAccess



Name of the

Custom APP

Custom Application

Application Name @

Server Names @

[ ProxySecureAccess ]

[ swg-url-proxy-https-sse.sigproxy.qq.opendi ]

Application Name: ProxySecurefccess-Custom

Application Family

Application Group

[ Select Application Family v ] [ Select Application Group b ]
Traffic Class Business Relevance
[ Select Traffic Class v ] l Select Business Relevance v ]
o L3/L4 Attributes

IPv4 Address @ Ports @ L4 Protocol @

FQDN

[ 10.X.X.X, 20.0.0.0/24 separated by ] [ Space separated ports or range or ] [ Enter L4 Protocol

q

Saa$ probe endpoint type

(O P agdress () Fabn () URL

SaaS probe endpoint value

Cancel

* Server Name: |wegsp FQDN IUss oy welgjo (B o3l IJpeld: wp wdasy FQDN IJgl o o

SWG)

- swg-url-proxy-https-sse.sigproxy.qg.opendns.com
swg-url-proxy-https-ORGID.sseproxy.qq.opendns.com

e lud) W99 Save

S

pdlzbo: wgss) ORGId Llywegsle ) 8p p9uwuwo SSE.

9083 3J. sop luuble luveduole Iuuluus: B o030 IJzlé. 29150 Umbrella DNS:

UmbrellaDNS




Custom Application X

Name of the Application Name ® Server Names ©
Custom App [ UmbrellaDNS ] [ Enter Server Names ]
Application Name: UmbrellaDNS-Custom
Application Family Application Group
[ Select Application Family v ] [ Select Application Group ' ]
Traffic Class Business Relevance
[ Select Traffic Class v ] [ Select Business Relevance ~ ]
° L3/L4 Attributes
IPva Address @ Ports @ L4 Protocol ©
— Configure IP addresses to exclude
[ 208.67.220.220,208.67.222.222 ] [ Space separated ports or range or ] [ Enter L4 Protocol v ]
4 »
SaaS probe endpoint type
(O P Address () FQDN () URL
SaaS probe endpoint value
Cancel Save

Sedud Iy IJpclugs pg odysole pusluwle IJoszso.

w9zse s 1Up9)

B 030 IJgbss: sdjpd wozso 296 pu9) Idlucsoe pu ¢l IJIolE Jeelswol go) 10909
IUTew oo CisCo. W 030 1JplJs: wuwegsp uwsluws w9zso pius wuwer Jul woelys veue
wedsele 28 19y Jdpuwless eds pug buwld 2096 1dpas) Es) IJerése Dol pu ¢JIU
"IJsuo9d 1Jles" I9 Joguw Jpphuwle Iduwsiss [Jpzeeds.

lodl 380 235 bysdos IJuszse IUJosu spdu luvasleopl:

* Configuration >Configuration Groups™Service Profile>Service Routel 99 o030 IJlbo,s5.96 IJo9zse JJ9 o9
IUTew: 9dduol ode@) 1Js 1Jp9ub.

* Configuration >Policy Groups™>Application Priority & SLA: 99, 030 |5 86 g¢shle wozgse pou9gs slgd
o dd SD-WAN. sldlop pu 3Jd: wuywee JI worlss 2098 pi9) pesws zos Jlswp
Lol po 201 Idsosd ITee.

JJpi9uo 9ldwsle pe |dqu ldppbuwle: swp luwegsle o3l ldodysyApplicaion Priority & SLA:
* lud) W99 Configuration >Policy Groups™ Application Priority & SLA

* Sp lug) 998 Application Priority & SLA Policy



Policy Groups

Policy Group 4 Application Priority & SLA 4 NGFW 0 Secure Internet Gateway / Secure Service Edge 3 DNS Security 0

Application Priority $¢SLA Policy 4
Q Search Table /

IAppIication Priority & SLA Pol icyl

Name Description References Upd:

* oIdsu lywpe vog 9lu@) 999 Create

Application Priority & SLA Policy

Policy Name

[ SIA-ROUTE

Description (optional) \

¢ de.@g Advanced Layout
e W) B899 +Add Traffic Policy

Policles, » Application Prority & SLA

SIA-ROUTE & & Additional Settings Advanced Layout @9

SLA Class QoS Queue

| ¥y Change made in advanced view won't save to simple view.

Mo SLA Class added, add your first SLA
+ Add Traffic Policy Class in Traffic Palicy



Add Traffic Policy List

Policy Name

[ SSE ]
VPN(s)

[ Corporate_Users ]
Direction

[ From Service v ]

Default action

® Accept () Drop

* Policy Name: IJlwp 1U3S S99 wuowb 03l |Us IJe)uo pu Blispd wog 2)IJs [Jpe,9) o030
e VANE): T2 136 VPN oo puwoged po 2 1o wogo 1Jz,J6 09,

* Direction: py 1Jg>06

* Default action: (99J

w83 3JY spdud wie lugile oz 2yJé 1Up,9):

In this way, you are bypassing the routing of specific traffic to Secure Access

A
VPN: Corporate_Users  Direction: From Service  Default Action: Accept
T e————
MAME MATCH ACTION
LocalNetwor Destination Ip - 172.16.200.0/24 =
£ 1 K Base action - accept i)
Source lp - 101.101.101.0/24 .
. BypassSSEP . . tart | . ~
i 2 roxy App List - SecureAccessProxy Base action - accept a
mbrellaDN ) i
£ 3 Urabralla App List - UmbrellaDNS .
S Base action - accept a8 5
SIAAUTOF Base action - accept  Sse Secure Service Edge - true e
i 4  ULL TRAFFI Source Ip - 101.101.101.0/24 o]
C Sse Secure Service Edge Instance - Cisco-Secure-Access

l

In this way, you are sending specific traffic to Secure Access to be protected

1. Local Network Policy (Optiond): IJ o3, 101.101.101.0/24. 19z 06 172.16.200.0/24. sp0g 0l
IJeuwhy 2,98 o9, IJoslole slgd IJuvods po o sep Lusldol |Js Cisco Secure Access.
ghéc Jl s 990 lJgpdle odl ldlg)le s wop pelded IJoggsoe IS £156 L9luubd p9zo
IJogjse Ss gpdsle wuiy SD-WAN. s 0p0 03l lJodsse g0 worse 2pJds 1de)9)



IUs1gJsé wso 030 IJuvodle 1,886 1Us 1Uguesd 1dleo 90981 Jel 131 Jlu IJwsoliss
IJglue wd sobde 3Jd (IRoshs: 9031 swd eds wsiss IUuvwods [Jgluos o)

2. BypassSSEProxy (Optional): Spug 03l [Juog iao_jé lJJpossw, IUsIgJss wluwegsle 9g56 Cisco
Umbrella IJueloss s Secure Client 9 SWG IJos wp wpdsuol pu Luvld 2596 019,
s dsd I Iduwelos 0,6 s JIse> worso 2rI8 @9, 19dsd IJs Iduwelws @b 1e)s
1B od epbuws.

3. UmbrellaDNS (Best Practice): Spug 03l [Juog luwegdlple DNS 1Je9zod JJlow,oe po ILuwld o)
IJodd. Jl s9uos whuwld luvagdlele DNS |Js pzodlc Umbrella
(208.67.222.222.208.67.220.220) £, lJoBb.

4. SIA AUTOFULL TRAFFIC: s 99p 03l l[Juog wugese zpse dle 1Upye) pu lUpuos)
101.101.101.0/24 |Js IJloe,oe po JIJ 10016 SSE IJos Bpw wloublsel puvwdle ppel
SwopL 2elsd s 1Up)g) 030 W Iduwelws.

IJo280 pu lduors

JJdoedd pu el Bl Jlue 2yJds 1dp)9) odsue wldved pu ¢JIJ Cisco Secure Access: oo §d
|J sEventsl9Activity SearchNetwork-Wide Path Insightsg o9 S6 2wy 0986 IJuww g 1Jgluos wJ:

IJs o9d IJlew - Idoze gu IJluikbs
oo 8d |JsMonitor>Activity Search:

Activity Search = I Lxr 3 oure™

IDENTITY CEX-PAYG-013-dded-deaB-beS0-calBed TIZZIG X

1617 Tota ' Viewing actvity from Dec 37, 3035 &:14 AM 1o Dec 28, 3025 514 AM

varn Page Beh -
mEe [ wee ]
0 A
Lne TVPN-10 IVEN-10)
solate m . CBK-PAYG-0M3-ddel-doal-becB0
T cabBeattziG
S o
«= 101101.101.20
IPS Signature "
oLo
ow
oB

IJs o9d IUlew - Iigsle

loe®d |JsMonitor>Events:



¥ Firgwall
> Firgwall
> Fitgwall
¥ Firewall
» Firewall
¥ Firewall
> Firgwall
w Firewall

O nllowad DdceaddsBsacdble

O allowed BZbeldbbdealds1de
O allawed 204246d757012847
© allowed Bzbedbbdealds1de
O Allawad S4cead9EBSacdsic
® Allawed eachi9315cdde2B2
O sllowad each39315cdde2Bl
O Alowed Sdcea:

¢ I ol

@ source & Connection

Mitwark Tuneols:  COK-PAYG-0F
Viptala VPH: VP10 (VPH-10).
Source 1Pz 10110100120
Source pest: 55240

Type: Network Tunnel

CaK-PAYG-0f3-dda... 110.234.18.177:443
CaK-PAYG-560-5b... 8.8.8.8:53
CAK-PAYG-560-5b... ag88
CBK-PAYG-560-5b... 888853
CBK-PAYG-0f3-dde... 110.234.18.177:443
CBK-PAYG-0f3-dde... 110.234.18.177:443
CBH-PAYG-DI3-dde... 110.234.18.177-443

CBK-PAYG-DI3-dde... 110.234.18.177-443

&

& Security Conrols

Firgrwall

Atow: © View all 5

At

Allaw

Egress P -

Egress Typi: -

Datscenter: Europe (Garmany)

Mo Fi coringl svant Tound

SD-WAN-Allaw-We... Dec 28, 2025 617 AM

For all Internet acce.. Dec 28, 2025 617 AM

For all Internet acce... Dec 28, 2025 6:17 AM

For all Internet acce.. Dec 28, 2025 617 AM

SD-WAN-Allaw-We... Dec 28, 2025 6:17 AM

SD-WAN-Allow-We... Dec 28, 2025 6:17 AM

SD-WAN-Allaw-We... Dec 28, 2025 6:17 AM

SD-WAN-Allaw-We.. Dec 28, 2025 6:17 AM

.

& Destination
FQON: -
Resaurcal Applization Nama: -
Daostination IF: 110.234.18177
Dastinaison Port: 443
Destination List: -
Protocol: TCP
Sevsion Dytes Received: 180
Session Bytes Sen: 362
Application Category:
Appiication Protocol: -
Content Category:

pdlzbé: ol oU i Jysd Iduoz IJIBu,)los pe wpdsyu IJouwegsd: sop websd
IJouvesd vuvdd Vo)l os.

Catalyst SD-WAN Manager - ,9s lJpunl) £ds puvess Juveds

loowd IJs wyuleg Catalyst SD-WAN Manager:

* 1u@) V9. 9Tools> Network-Wide Path Insights

* 1uB) 999 New Trace



[ Traces & Tasks ] |

[ New Auto-on Task ]

(] Enable DNS Domain Zfiscovery®
Trace Name Trace Duration(minutes)

[ e.g trace_[site Iy/ J ‘ 60

Filters

VPN*
— || EIBES v

Destination Address/Prefix

|1

@ Application O Application Group
® ®

{ 101.101.101.20

* Site! i'aoJ lJeo e 1Uds wwsog) puo eydé 1Jp9)

* VPN: iécu &) Juvwdo VPN Jduvods 1J,)e686 pu s 2o 09 IJoslule

+ source: Jog gu9lu IP I9 loydo edis Uvdd BLE Jouodss 208 Idpss) IJos opo
ouodswol w9l yulos site blo 1JIgwslvPNg

w83 3JY Vs Insights. spJdud j9s6 a:,des 9, ldoslole IJos s o o) IJIosls suse 26
IJeus) IJos cuedd Ids 1dsuesd IJleu:

v INSIGHTS Selected trace: trace_80 (Trace Id: 80}

Applications Active Flows. Completed Flows Salected Flow ID: 50
)
Search by Demain, Application, Readout, ete. @ * Readout Legend: @- Error, @- Warning, @- Information, @= Synthetic Traffic, @-PCAP Replay.

[

tal Rows: 10 &
1 Start- Update Time Flaw 1D Insights * VPN _ Source IP Sre Port Destination 1P Dest Part Protocel DSCP Up Dawnstrea m App Group Demain
726105 AM-7:34:05 AM 50 View @ 10 01100101,20 54688 172.211123.249 443 TGP DEFAULT 1 / DEFALLT & ms-services ms-cloud-g,.. NIA [
Birection Hoplndex  Local Edge Remate Edge Local Color Remats Calor LocalDropl%] Wanloss(%) BemateDrop(%) Jitterfms)*  Latency(ms)®  ART CHD{ms)/SHD{ms) *
RIOT-2{Tunnell6000003) SIS BIZ_INTERMET (SIG)  N/A Q.00 MNIA HiA
Downstream 0O SIG (Tuennel1G000003IR101-2  N/A BIZ_INTERNET (SIG) NiA MNiA 0.00
7:35:23 AM-73523 AM 563 View @ 10 10110110120 56408 172.211123.248 443 TCP DEFAULT + / BEFAULT & ms-services  ms-cloud-g... NIA i
) 73AR35AM-T:AT35AM 668 View @ 10 10110120 53175 2888 53 UDPIDWS)  DEFAULT 4 J DEFAULT & dns ather MiA [

13738 AM-T-37:38 AM 573 View @ 10 10110110120 56560 3.74.137.87 443 TCP DEFAULT + / DEFALULT 4 ProxySecureA... other HiA I



osedyple slo Lods

* dJsd o " sp Cisco SASE
sJs edasy Dol Cisco Catalyst SD-WAN. Cisco I0S XE Catalyst SD-WAN. 1 Jl_osl, 17.x

2 Cisco SASE: 15,6 _wsgo gis Cisco Catalyst SD-WAN p>0z og Cisco Secure Access



https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
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