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lJpobdolo

9008 Cisco Llu ooy Jrsd pe,uds Lldpsluose IJoldss:

» Cisco Secure Access
* ouwesd IJlzojo Vs 1Usuo9d w90 w96 wlgwegsle Idpuol> 96 1Jpweoss [Js SAML g
CERT.

Ufod_9Q|o Upuuoé)roc")

+ Secure Client |J] o>l 5.1.13
« TPM

- euwcly IUsuesd Ileo
* zol; Windows

we logvle Idpgdyple 1Ugl)6 WS 03l IJpuwows pu L_Jig_o_jé 1J 92956 WOS wSis6 pgpdso ¢luos.
wlo gpse IJlzojé |Jrouuoé_)pf: WO odl |JpL}uQQ)=L_JQ€J_9;§Q PPUNIT (gIQQoﬂQo@). Bl Jlyo
wedod 8 ldogsgsd Bulds po Wopd Jdules) Idpzeed JIs ).

ped9ple Ivluss

* sose TND JJdeuwssdso odosu "ldepsd 1Jlew" JIsdld woeso 2y3Jé o9, ZTA
Joudsol podul eds Iduvedle 1Jpsesd wol.

© 8890 IJepsd IUlpy wluwesold ouWdsd ZTA guspl ooy udbs IJuelss IJvwds
lJp9e99 wol.

« Joobde 030 1dps)é ls odled wsu lJpuwegse lJuolss.

.« spdo bhs edssole ZTA TND w ivdd puvedd Jozole ZTA IUglLo6 sldloc, .

Trusted Retwark

| WS

- -~
Q L J

lJ89liss 158 ws0

598, IUble Ipzuwe Jduveds soddsd 5w 19uesd wryws puwcese 198, pudluws.

+ 8998 wbusd IJiplo 1dezds Bs 1dubeds 1Jpsesd wol luvagsle 1Upshs wuvdd eru
9PTUNUL-

© Spdu Jdeuwogspsu lJuolisssu IUluuedlss oo ldpssle 390 ls pbldule g Jz)lele.



* Lo dusskess IUpuwedds eds $ble cdusdszs! Ideedsele sldloualdle po lzd 13¢9J
IJ2loo sldlocnoe @98, 1dei9us Jdeuudsd Jdogled pe peodSd IUpglysd Idogiésdss
sldlpusé

lJodosy

1Je 096 1: louble pdod g )5 o ds p9E98 wo - 2150 DNS sl pzlJ
loodd s Jazs sedasle 1a s Ll

* 1y, W99 §Connect™>End User Connectivity>Manage Trusted Networks™> +Add

s
End User Connectivity [ & cisco secure cient | [ Manage servers |
End user connectivity lets you define how your organization's wraffic is steered from

endpoints 1o Secure Access or to the internet. Help 3

Zero Trust Access Virtual Private Network Internet Security

Enrcliment methods

Before users can access resources using client-based Zero Trust Access, their endpeint devices must be enrolled
ods for your ation here. Help

Manage e P

. 580 Authéntication  Cerlificates

Zero Trust Access Profiles 13 Manage Trusted Networks | [IESFar TR0

Manage Zero Trust Access (ZTA) profiles, which allow you to add users and groups to unique traffic steering canfigurations for client-based ZTA connections. Help [F

" Name Secure Private Accass Secure Internat Accass Users & Groups Last Used
$ Degtinatons Use ZTA for all destinations 1Users
! Test] Trustad Networks Enabled O Exceptions 0 Groups Dec 17, 2023
. Trusted Natwarks Enabled P
Default Profile
If there is no prafile match, the default profile is applied. This profile includes private resources that are enabled for client-based Zero Trust Access
Mame Secure Private Access Secure Internet Access Users & Groups Last Used
- Use ZTA for all destinations
24 Destinations All Users 5
Default ZTA Profile 0 Exceptions Dec 17, 2025 &
ofau rofile Trusted Networks Disabled o All Groups i

Trusted Metworks Disabled
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7~ Step 2, Task 2: Defined a trusted network

— 2/4 tasks
a2
Home < Trusted Networks
Edit Trusted Networks
© Include as many criteria as required to define a trusted network or network segment. Help
Experience
Insights
. Trusted Network Name
»
{ TestDMNSServer ]
Connect
D Set as default Trusted Network for UZTA
Resources
Inspect
| (® Physical adapters
Secure O Physical and virtual adapters Beta
Q
Monitor i . . S
Multiple entries within each criterion are tested as OR: Any of the entered values can match.
Q Criterion DNS Domains (0
Investigate .
DNS Domains v ] [ amitlab.com — Remove Criterion
e AND
Admin
Criterion DNS Servers ()
*¥a
Workflows DNS Servers v ] [ 192.168.52.2 ] — Remove Criterion

+ Add Criterion
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* luw®d lJsConnect™> End User Connectivity
c oSy pdV ogysW ZTA
* | plSecure Private Destinationsl9 Secure Internet Access

ldsosd lew 1Jglue

) Secure Private Access
1 Secure Private Access

1 Destination

Add the private destinations and private resources t«

2 Secure Internet Access Traffic Steering  Options

3 Users and Groups

lJsuosd Idlew 1Js Idloeoe

) Secure Internet Access
Secure Private Access

1 Destination Add the Internet and SaaS destinations tc

e Secure Internet Access Traffic Steering Options

3 Users and Groups

(. . .

¢ 1u@) V9.9 Options
VK ) ;'99L§Usetrusted networks to secure private d&stinationsigUsetrusted networks to secure internet
destinationssg o> gJds leosblo IUgsble 9od
- 1ud) 999 + Trusted Network

Name Inspector Adapters DNS Domains DNS Servers Trusted Servers

No trusted networks added

To add a trusted network, specify the criteria that uniquely defines a trusted network or network segment.

+ Trusted Network
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Add Trusted Networks

Trusted Networks

TestDMNSServer
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Add Trusted Networks

Trusted Networks

TestDNESerwer

TestDMSServer

O
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ZTA profile name Priority Traffic Steering Limits

Testl ) | Testl i0S 19/5¢  Android 19/10k macOS/Windows 19/100%

" Users and Groups
@ Socurs Private Access P
3 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile

@ Secure Internet ACCess

Users 1 Groups ©
o Users and Groups
+ Users and Groups
Mame Email Type Users
A Usar
Rtk

Rows per page

: () 23

Iz bys 3: IJedssy pu zluw IUgpsd

1. ol o0 929> elbp DNS Lozse pe)d Lopu polss IJlse o Jel 1Royul Idpeolsis IUweds
Joesh

2. olds py wzass Jlgwdé DNS IJglos wldlouold.

Ethernet adapter Ethernet0:

Connection-specific DNS Suffix . : ==obiabeson

Description . . . . . . . . . . . : Intel(R) 8257UL Gigabit Network Connection
Physical Address. . . . . . . . . : 00-8C-29-UF-E6-BD

DHCP Enabled. . . . . . . . . . . : Yes

Autoconfiguration Enabled . . . . : Yes

IPvl Address. . . . . . . . . . . : 192.168.52.213(Preferred)

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Lease Obtained. . . . . . . . . . : Wednesday, December 17, 2025 8:04:U46 PM
Lease Expires . . . . . . . . . . : Wednesday, December 17, 2025 9:02:07 PM
Default Gateway . . . . . . . . . : 192.168.52.2

DHCP Server . . . . . . . . . . . : 192.168.52.254

DNS Servers . . . . . . . . . . . : 192.168.52.2

Primary WINS Server . . . . . . . : 192.168.52.2

NetBIOS over Tcpip. . . . . . . . : Enabled

pg pilpws wdosu ZTAIJoldss [Us "gpsd Tpu" B wuog >3l ¥ ©e9 9 9236 ZTA oJBlissl
gwd lJouldol eds lpds Iduvodlo 1Jpgesd vol IJos e wdysuol.
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-+ oy Secure Client

2]
X

Zero Trust Access:

Enrolled.

Paused by Trusted Network

General
Status Overview

AnyConnect VPN

Zero Trust Access

ISE Posture

Umbrella

Zero Trust Access

Statistics Advanced Message History

4  Enrollment

Org ID:
Username:

& Sync

Last successful sync:

& Traffic

Secure Private Access:

Secure Internetm:ws:

12/17/2025 7:39:55PM

Paused by TND

Paused by TND

Sync now



— .

® Cisco Secure Client = x

el Secure Client N
CISCo E
General Zero Trust Access &
Statistics Advanced Message History
Status Overview -
AnyConnect VPN TCP Flows: 0
Allowed UDP Flows: 0
Zero Trust Access Allowed TCP Flows: 0 B
Blocked UDP Flows: 0
ISE Posture Blocked TCP Flows: 0
Authenticated UDP Flows: 0
Umbrella Authenticated TCP Flows: 0
Proxy Configurations: A
Seaure Private Access Paused by TND
Secure Internet Access Paused by TND ™
Network Fingerprints: A
TestDNSServer Matched k.
Collect diagnostic information for all
installed components.
Diagnostics .
| ]

« pU 2jped DART - Luzdic ZTA

o sa ad g @s'g TND.

2025-12-17 17:53:40.71938 csc_zta_agent[0x000206¢/config_enforcementc 0x000343c] I/ ActiveSteeringPolicy.cpp:316
ActiveSteeringPolicy::collectProxyConfigPauseReasons() cusds» TND < suasd ProxyConfig 'default_spa_config' (J) <sz2 Gslg2)

2025-12-17 17:53:40.71938 csc_zta_agent[0x000206¢/config_enforcement: 0x000343c] I/ ActiveSteeringPolicy.cpp:316
ActiveSteeringPolicy::collectProxyConfigPauseReasons() wss3s TND = suasd ProxyConfig 'default_tia_config' (J1 sz Gslg 2)

(@1g 38 TND 1dadl scsb - £13a DNS - <l 550y 1dgasd 1daid des

25-12-17 20:33:15.987956 csc_zta_agent[0x0000f80: 0x000ed4] W/ CaptivePortalDetectionService.cpp:308
CaptivePortalDetectionService::getProbeUrl() J) g3 Jaks (s iF ¢ 8 clowaEdla asle url 10 )ue Sldausa s 11 sd

2025-12-17 20:33:15.992042 csc_zta_agent[0x0000f80« 0x0000ed4] I/ NetworkChangeService.cpp:144 NetworkChangeService::Start() J sks
It 1Ji sJsB:

Ethernet0: 1 icda 10 g 55=192.168.52.213/24 dns_servers=192.168.52.2 dns_domain=amitlab.com dns_suffixes=amitlab.com isPhysical=true
default_gateways=192.168.52.2

captivePortalState=¢ s o L s

Conditional_actions:[{" action” :" disconnect” sz, TND luo wp odasue Bs pJd wg s ZTA.

2025-12-17 17:55:36.430233 csc_zta_agent[0x0000c90/config_service« 0x000343c] I/ ConfigSync.cpp:309
ConfigSync::HandleRequestComplete() @a ©Jds <y g

{"ztnaConfig":{"global_settings":{"exclude_local_lan":true}«"network_finger":[{"id:"28f629ee-7618-44cd-852d-
6ae1674e3cac""label":"TestDNSServer""match_dns_domains":["amitlab.com"]:"match_dns_servers":

["192.168.52.2")<"retry_interval":300}]<"proxy_configs":[{"conditional_actions":[{"action":"disconnect":"check_type":"on_network""match_
7618-4cd-852d-6ae1674e3cac"]}{"action:"connect"} id:"default_spa_config"«"label: \Jsu=s3 10

IJ¢1u="<"match_resource_configs":["spa_steering_config"]<"proxy_server":"spa_proxy_server"}{"conditional_actions":[{"action":"disconnect'



7618-44cd-852d-6ae1674e3cac"]«{"action":"connect"}«"id":

2025-12-17 17:55:36.472435 csc_zta_agent[0x00039a8/main< 0x000343c] I/ NetworkFingerService.cpp:196
NetworkFingerService::handleStatusUpdate() zJs —uass Idloacy Uit 1dads quaad Idluacg: slgela 28f629ee-7618-44cd-
852d-6ae1674e3cac: Ethernet0

Ghe 1uald TND gdes Uik DNS

2025-12-17 17:55:36.729130 csc_zta_agent[0x000206¢/config_enforcemente 0x000343c] I/ ActiveSteeringPolicy.cpp:378
ActiveSteeringPolicy::UpdateActiveProxyConfigs() iz ass ol g0 1d sdsd 1doib

2025-12-17 17:55:36.729130 csc_zta_agent[0x000206c/config_enforcement: 0x000343c] I/ ActiveSteeringPolicy.cpp:287
ActiveSteeringPolicy::collectProxyConfigPauseReasons() v«sése TND «—iu=d ProxyConfig "ld so=sd 1l 1des 1o
oo 17108 g de 1dusadts: 28f629ee-7618-44cd-852d-6ae1674e3cac action=Disconnect

2025-12-17 17:55:36.729130 csc_zta_agent[0x000206¢/config_enforcementc 0x000343c] I/ ActiveSteeringPolicy.cpp:366
ActiveSteeringPolicy::updateProxyConfigStatus() ProxyConfig 'Secure Access' so—suad «usw: InactiveTnd
2025-12-17 17:55:36.729130 csc_zta_agent[0x000206¢/config_enforcementc 0x000343c] I/ ActiveSteeringPolicy.cpp:366
ActiveSteeringPolicy::updateProxyConfigStatus() ProxyConfig 'Secure Internet Access' so—u=d wosaa: InactiveTnd
pbic 3 Gsg 1Jale 25 DNS

2025-12-17 17:55:36.731286 csc_zta_agent[0x00039a8/main< 0x000343c] I/ ZtnaTransportManager.cpp:1251
ZtnaTransportManager::closeObsoleteAppFlows() o= @i 1d)E dIG cus ProxyConfigEnrollmentObsolete id=7b35249¢c-64e1-
4f55-b12b-58875a806969 proxyConfigld=default_tia_config TCP & s [safesing.googleApis.com]:443 srcPort=61049

realDestipAddr=172.253.122.95 process=<chrome.exe|PID|PID_1900PAMITAAITOITOITOITOITOIT 5220]\Jsumciz- 3 AMITAMITA>
MATCHRuleType=DNS

e sJis]) Guopse Cisco SASE
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