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* luedd |Js Admin > Licensing JJez 88
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%1 dashboard umbrella. comio/B2 501658 fadminlicensing

Cisco Umbrella

vl
e casco  LICENSING &

Understand what Umbrella Bognsing has been purchased for your of

Upgrade 1o Secians Accois

Lo Management

Inviadion priviouily Senl Plaase chick pour emal

Aarhersication

Umbrella Package

Cusrrent Package License Start Date
Uimkegils DS Security Sepromber 11, 2005
Essgntials

elosl. 390 per IUpduuws B 03l 1Jpel] 8350166.
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Welcome to Cisco Sm:u:ity Cloud

no-raply-security@cisco.com cno-reply-security@cisco.com

ud using claim code CWLG-
IR NH. Yoy will nedd & Security Cloud Sign On account 1o claim your subscription.

of thecsa produ
prodduct SUppor

To claim your subscripticon:

1. Sign in o &
time signing in to Security Clowd Controd, & new orgarizaton will bo created for you
automatically to associale with the subscription. I your account ks as tad with multiple
organizations, solect the desingd crganization fnom the Organization menu

Clhck Claim Subscription.

Em ur subscription claim code IR and follow the on-screen
nstructions fo review and claim your subscription,

For delaiied instrucsions on claiming your subscription, see the documentatiol

2. wed IU>¢9d IJs SCC Llwagsle wslule lew el ouwzsd »g9d Cisco lJglJso
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https://control.security.cisco.com

Select Organization

| Craate few organization =

Mew organization name *

| Jaterosse

=4 character hmit

Reglon deployment
Europe

This selection sets the preferred region for all products and services in this
organization. Seea your Product's Privacy Data sheet on the Trust Portal to confirm
regional availability
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T Clsco Secure Access §
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Subscriptions

8350166_secure-access Externally managed 0

End datae: — : L
Product / Region Entitlements Status
Clsco Secure Access ’:' Global 0 -

aldel. bgd Jos Idpbldus 9235 IJelds:

Claim Subscription

o Enter subscriplion claim code Enter SUb“r]phun Chrm cudﬂ

Ta begin, anter your claim code below and click Next. For detailed
instructions please read our documentation (3.

Subscription claim code *

bbbl Rkl - 7 RNH ]

£ Cancel

DIl 25 L3I IJpesd 1Jpszss po 1Slses lugile pesd 2383 19 LIS 1JSlses 1deouwsJs
lJp9e9-6:

(%) Emtor subseription laien cote Review products

a Review products To use an existing instance instead of creating a rew one, choose Attach existing
linstance from the diopdown menu for the product. Post- clalm actions may slto be

PeGared] B0 Spdy IRl b S0 producl ingianded
Risasl documrssntation for nssne Setalls [

Prodscis Creafo new Instance or atiach
eEnsting
Cigco Secuns Accass ONS Advantags l.&mhemunq IngAanCE

I
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@ Enter subseription clain code Review subscription

Subscrigrion I Ceganization
@ Femriaw produsts I region
I Europe
) Review subscrigtion | e
Products Deployments
Cico Secire Acoess DNS Advantsge
/'IEIHIMMME'I Rusgion pae aakiting deployrent D

4 /

¢ Cancal

o oldss pbldus IJlgue,ld:

A Claim subscription

Claiming this subscription will associate the subscription details, including
subscription ID and product licenses, with the JalereSSE organization.

Cancel

o wes gpdss IUpbldus aldlesh IJulzes: sew lo weuod eds wodes luvesldle ppleds
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Subscriptions

D subscription successtully claimed. e

Products will appear in the navigation shortly, Once your products are fully activated, you can acoess them
from the left-hand navigation or the platform navigator at the top of the page. After activation, configure
your role-based access controls to ensure proper user parmissions.

Product and service activation status 1

Cisco Secure Access DNS Advantage Start date 09/16/2025

B8350166_secure-access Extemally managed (0

End date: —
Product Region Entitlemants Status
Cisco Secure Access Global [v] -

f8643562-d914-4582-a95d-49cf392c757d
End date: —

Product Reglon Entithements Status

Cleco Security Cloud Control Firgwall

Europe 1 Activated
Management Base a o

4. obosy lJoésue eJs posd Secure Access

b. ogass esh Jlple Idplbdye:

Product and service activation status 1 \ -

Cisco Secure Access DNS Advantage Start date 09/16/2025 | Action requined

olosl wgrs> wgsue Appy:



Cisco Secure Access DNS
Advantage

Subscription ID

Apply Boense to an existing instanca

The following Clsco Secure Access DNS Advantage
instances are associated with your Cisco Security
Cloud organization. Select an instance and click
Apply license.

-@ Cisco Secure Access  Extemnally manasged
Instamnce ID 8350166

Cancel Apply license

IJoedd pu boulb 1dsuesd Idlew |Us SCC
lwegse 03l ld8uwe JJozdd pu swb puuelz, Secure Access o SCC.
1. 2ldé wugvsb IJpuwg Vs IJlgve)ldle
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End date; Sep 16, 2026

Product Region Entitlements Status

Cisco Secure Access DN3 Advantage Global 50 & Activated

2. 1Js 09J ITew 1 Blises Ideoselo

Sew bolz psyé Secure Access Il Lopu IJpooele lsuol:

el Security Cloud Control

& Organization
Jalero55E »

£ Home

Products
g Firewall

[0 Secure Access

Platform services
m Favorites »
Security Devices

® .  Shared Objects

O platform Management >

IJeszsd pw Umbrella |Js 1Usoosd 1Ulew

1. 8p wouwesd 1Usgsd 06 Ie)s IJs Umbrella Uluwegsle b IJeuwle 1Je9z9s Iedlo.
2. luo9d IJs prs) w886 guluo) [JBlispsd [Jgsssé:



=% dashboard umbrells. com h t s ¥ Uy MLy QyUyMnNIBGVdGVERGFOZ V. hbmdiSWRA.L...

© i Overview e

Upgrade to Secure Access

Upgrade your ocrganization to Secure Access's next-generation cloud-delivered

Internet protections and access controls.

3. VS LW P38 IJu)S6: 235 Lie Lopu wepdsu uuwesd »>¢9d Cisco Security Cloud



stlvar ],

asco  Upgrade Manager

Upgrade to Cisco Secure Access

This upgrade process involves migrating data and configurations to your new Secure Access organization.
The result is that all curment identity traffic is steered through Secure Access. No protections are lost. Help £

0/4 steps complate

o Prerequisites

Complete these steps before beginning the upgrade process. If you have previously completed a step, mark it

\
© %3

1. Enable Cisco Security Cloud Sign 2. Update VAs and AD connectors
on

Enable Security Cloud Sign On as your Update your virtual appliances and Active
authentication method. Directory Connectors to thair latest versions.

(] Mark as done

4. 25 0pdsy SAML Lopu ©d9sy puwwgspe J9go pedspele SAML J,ulb SCC Jpgs, SAML
Jouvesd »29d Jogs ldpedyple:



© .5 Authentication e

Sot up single 5ign-on via SAML for Umbrelia dashboard users and check on the status of two-5iep verification for your account.

2} Prerequisite 1 : Enable Cisco Security Cloud Sign On
Updaie your Umbnella SAML provider 1o Cisco Security Gloud Sign On

Roturn to Upgrade Managor I

SAML Dashboard User Conliguration

d Ciscs Umbrella suppons Secufity Assertion Markup Language or SAML for legins 1o the Umbrella dashboand. This allows you to provide single sign-on (S50) access i
Umbrglla using entérprise idemity providens such as Okia, Onelogin, Azune and Ping identity. SAML 5350 is avallable 10 3l Cisco Umbnela dashboard users. For mong
nlofmation, sed Umbrelia’s Help.

Status @ Dizabled
Provider Mone

e LN

Two-Step Varification

a This indicates whether two-step vesification {2FA) ks enabled for your user account. If you wish b0 enable this featusne, navigate 10 ABmin > Accounts and expand the accoumnt
you'ne iogged in as by clicking on the: account name, then select Enabie to get starmed. For more infarmation, see Umbnella’s Help

Status @ Enabled

5. ool odasu SAML Lluwegsle gsh ool wdssu:

SAML Dashboard Usor Conligurason

Werify Cisco Security Cloud Sign On
Using Cisoo Security Cloud Sign On as your SAML provider for Umbrella requires all accounts in this crgantzation 50 alneady have exsting Cico Security Cicaud Sign On
accounts, and for those stcounts 10 hivve the Clico Umnbnela sop assigred. You can omate Chco Security Cloud Sign On acoounts and assign the Cisco LUimbrells app a8

ERDACS i 0N, M UMY CHC G, COM,
Piease verify your Cisco Security Cloud Sign On account by chcking e ” Test Configuration” ibuthon Beiow.
[ oo | I

~—

CANCEL PRIVDUS

6. Sew lu wbo, LoWes wuwesd 1Jsgsd 1Ueluos o SCC B Lld36 puULEES pEoduwds (wlds
pu websd pug IUlbLle 1Jpouw e §d):

ew ldpblduéc 9p vouwesd 1Uxg9d wluwedsle wslule lewel> SCC.



CONMNECTING TO CISCO UMBRELLA

Security Cloud Sign On

Ermail

-
[ --------- Show
o

%3 sign-onsecurity.cisco.comjsigninfennoll

Multifactor authentication

Click on Finish or set up Google Authenticator as
an additicnal MFA option,

G Duo @ Ercoled

g0 1Jozdd pu wuwesd 1Usgsd: sew o weuod eds Ihuwlds oul wldssol. gy wdd 1Ju@bs
SIY9u zie SAML @ 1Jepd @Sl

% login.umbrella.com/sso_tes

Success!

You have successfully configured your SAML provider. You may now close this modal,



Szw beled wes 3JI 1Js gie odosu puvaese J9gé ped9ple SAML )6 13)s:

* sbo, Green Tick lpo &> wp sy leshle SAML L udd Lozse
o e» ldolds Jdpologd

SAML Dashixoard User Configuration

Verify Cisco Security Cloud Sign On
Using Cisco Security Cloud Sign On as your SAML provider for Umbrella requings all 3ccoums in this organization 1o already have existing Cisco Security Cloud Sign On
accounts, and for those accoums o have the Cisco Umbrella app assigned. You can creane Cisco Security Cloud Sign On accounts and assign the Cisco Umbrella app at

httpssf fsign-on.security.cisco.com.

Please verify your Cisco Security Cloud Sign On account by clicking the ° Test Configuration” button below.

TEST CONFIGURATION

& Your SAML settings have been properly configured!
CANCEL ’PR—I EVIOUS

b lJegssolo sledlp Idpuwetspsy wol:

SAML Dashboard User Configuration

Save and Notify
After clicking 'Save’, all users in your organization will be required to use the single sign-on service rather than a password. Umbrella will send an emall to every

administrative user In the dashboard, stating their password has been removed from their account.

If you disable the single sign-on service in the future, all users in your dashboard will be emailed a link 10 resel their passwords and their old passwords are not
restored.

Block page bypass users will no longer work once SAML is enabled. Instead, you must use codes for bypassing block pages. For more information, read here.

| PREVIOUS SAVE AND NOTIFY USERS

Two step verification with Umbrella is not available when SAML is enabled. Instead, use the two factor options available with your S50 provider.

lJopd odgsy SAML:
SAML Dashboard User Configuration

Cisco Umbrella supports Security Asserion Markup Language or SAML for logins to the Umbralla dashboard. This allows you 10 provide single sign-on (SS0) access W
Umbrella using enterprise identity providers such as Okta, Onelogin, Azure and Ping entity. SAML 550 |s avallable 1o all Clsco Umbrella dashboard users. For more
information, see Umbrella's Help.

Status @ Enabled
Provider Cisco Security Cloud Sign On

DISABLE CONFIGURE

7. 8p wIJesdsé |Js Secure Access (IUsuo9d 1Jlew) po gJlJ wedss Upgrade B Suwp was
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Prerequisites © V3 prorequisies dong

Start Upgrade S HotSwred -~

Chicking Upgrate gensralss your nenw Seciind ACeds ofganization {and dashboand) and coples your Umbhsla configurations 1o Secuims Access. Umbhrella
continuas 1o aparata during this process and your organization s always protectad. Help CF

Upgrading to Secure Access

Ganerabes 8 new Secure Access ofganization (crganization AL does not changal,
and copies DNS policikes and components to Secure Access policy rules,

© Iduwelz Jdesdss oldeclogs:

Start Upgrade S InProgress .

Clicking Upgrade gensrales your niny Secune Access organization jand dashboard) and coples your Umbealla configurations to Secuns Access, Umbralla
continues 1o operate during this process and your organization is always protecied. Help 3

'

Upgrading to Secure ACCESS...

“You can exit and return to this page at any time. Changes are automatically saved.

« e I pld: szu o cpuod £ds LoWes pod 030 1Jp92936 £Js 1Ju09,6 oul:



Start Upgrade 3 GDone

Clicking Upgrade generates your new Secure Access organization {and dashboard) and coples your Umbrella configurations to Secure Access. Umbrella
continues 1o operate during this procass and your organization is always protected. Help (3

Upgrade Success.

YOUF new Ewe.ﬁmmonganlzallon has been successiully ﬂmﬁd and i3 now listed
in Umbralla’s navigation menu. To review your new Secure Access deploymaent, click
Secure ACCRSS.

Umirella DNS policies have been copsed and converted 1o Secure Access policy rubes, All
deployment and policy compaonents, inchuding identities (sources) and Admin settings, are
shared between Secure Access and Umbrella. Any changes 1o these shared components
are automatically updated in the other organization.

Application seltings and policy ane not shared between the two dashboards, so changes
are not reflected between Secure Access and Umbrella,

Usmbralla and Secure ACCEss ane NoW nunning simultanecusly, but traffic is only steered
through Umbrella. Complete the upgrade process and redirect traflic to Secure Access,

WView rules in Secure Access m

8. lel>s wozso 2ys IUpus 1Us 1dsuesd 1Jlew

Redirect Traffic © Mot Started -~

Hedp .
Redirect your nrganlzmh::n's IdEI‘lLI'I".' traffic 50 that it I3 steerad H'Ir'ﬂl.lgh Secure Access. You must mﬂ.mjﬂ]l’g.' galact which H:IEﬂ1|'|‘!||' trafic Is upgraded to be stesnad

theough Secure ACCESS.

Redirecting traffic to Secure Access

Upgrades traffic steering so that Identity (Source)
traffic is steerad through Secure Access.

— 3

e oldss lebs 1desese IJebs loplpol. Bs IJpeld: wp wozsd 0986 1w ds Bél oo



Umbrella |Js Secure Access:

Redirect Traffic to Secure Access

Salect which Umbredla identities, upgraded to sources in Secura Access, should have their traffic redirected to Secure Access,

Traffic redirected to Secure Access
To verify redirected traffic, in Secure Access review Activity Search logs.

Metworks & Metwork devices
r Secure Access 1 0
Umbrella o

50%

Roaming compubers

9. 1JplJ 1endisé sldenzsd 1Js "dsoesd 1JTey"”

.& w2ds)t 8936 03l [Js [31Jsé Umbrella Org v dd Jlpd 9l spdo gdwo. S5l olds yIe)
cresd Js 1Ugoluoy oldled God cobess 030 1Jsbgs.

o Cemphrte Upgrade and Clase Umbrella D Herl Barind

© gwd wpas lgdlg Umbrella gJs 109,06 ool yue 99> 1J9uo9d IJs pduwuws Umbrella
IJgluoo v gus g3dol:



Complete Upgrade and Close Umbrella

Are you sure you want to close your Umbrella account? Once closed,
all access to Umbredla is lost and cannot be recoverad,

I understand and wish to proceed

Cancal Close Umbrella

IJozdd pu lJoszsd

1. ouwesd 1Us>ged IJs Secure Access wluwegsle wslule lewels ogwesd 1Usgsd 1Uglueé oI
2. luw®d |Js Secure > Access Policy Jg) o 1J89les Idos we eyzsdol Jel 09 1Jzld Vs

IJpeld ool szew &SI pe,W 1dpduwé 09 wduwo Jel 09 1Uzld B IJ§wpe Prepare
for Migration lg Jlo.



http://login.sse.cisco.com

2% dashboard.sse.cisco.com

Al Sapure Access

Access Policy
Internet access rules apply to traffic to public internet sites from devices that are an your netwark or that your
. organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help .3
Ham
1 by rule name = Filters
- J
Cannact
5 Rules
=
Resources D #  Rulename Action Access Sources Destinations
( : ] 1 3/3 DNS-only-poliey-1(U.. & Allow Internet Any AD Group... +1 Global Allow...
Sacure
] 2 213 DMS-only-poliey-1 (U.. & Block Internet Any AD Group... +1 Alcohal  +28
(]
Manitar
| 3 1/3 DNS-only-policy-1D... &) Allow internat Any AD Group... +1 Any

pedyple dlo LoJs

* 9uvlis, g Umbrella
o Igp lJod0s 9l wople - Cisco Systems



http://docs.umbrella.com
http://docs.umbrella.com
https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html
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