od9su S IJzols eds IJsuasd IUlew pu
Cisco

lowod il 1 izble ol o lzol

|Jp 9506

s9uee 03l ldpuwows Jsdss wdosu IJsuesd IJlew Juglus svwds VPN 980sd Il uoldle



o0 IJgpsd IJlpw po gJIJ 08 zol; VPN.

\Lgwe IJetbsbs Jduvods

| Remote Network -A | -
I I _
|
@) |EEF O EEEEEE Sy -ARNIL S SRR SR N NS ERA SRR S R R ]
| "4l | !
| T
| VPN Client | | I
) 10.10.50.024 | I I
I I
| RAVPN HE- B !
! . I
Machine Tunnel | :"&."‘ 5 |
i
N !
. i
|
I
|
CNHE-B |
|
A
—EK !
|
|
| BanchOfice -A
|
Muitiple IPSec Tunnets
l C@)
|
I Private App l
I 10.10.10.0124 I

IJpclbdolo IUlulusé

29, euwdsd 1Jled S 1dsosd Ilew
PU LR P I gds Cisco sleu PO
od9sy pdVd ogysd VPN Jeuwwgse 9lzs eds IUIBJ eJds Cisco Secure Access ¢

lJpobdolo

SILOS oo oJd9y s pgyu9s wldesluose IJoldse:

OpenSSL -
wwoblw glo 509




lJpdouvle lJpumwegsped

ouwowd Idpgdypele 1Jglyo WO o3l ldpuwens 1Js luesble Idolez ldedsole 1Jelbss IJeldss:

Cisco Secure Access

Cisco Secure Client 5.1.10
oble IJogugsd Windows 11 -
Windows Server 2019 - CA

P |uu.u|c IJP&JSP'U Ugl_,.)o u_95 o.)l |Jrouuuu.) oU IJIE_oJo I._Jpgag.w OGS usso pE_deo z_luoo
L)”\.J'JU‘J g9k§-) |JULJ.UE_;§J k_9u|!J.) P19 dolmJ JJu|u§_) |J|oaupJ JLS |p_).

pedple luwluss

Sueew w9 zolj Secure Access VPN IJleuold wuveds 1duioyds Jddel wp ouvgsd uble
IJgpsd 9dsuw Bdb gus cluvsuw louald VPN Lol uubs IJeuucese Iduolss. spdoud
ou9sd bho IJzse eds wllb 1Juelss ghz Idpdow. 9¢l o0 I._Ji@_ojé lJos swp wyuosdol
cuvdd pod)) woluwbs ldpuwegse sy Uvwdo VPN Lo ds Idpdoe. Jpl oguwodss
lJelpz IJouess Jouwesd 1Usged IJs uble IJobgsd Endpoint OS IJos vobde louold
Juvedo IJyiyJo pu 030 Idpsjo. 9dlugile 03l 1Jud 8 w90 wdled IJpuuegsp Swp luwedsle
lJpeuo1> 86 lJpuwensé |Js Idvolss.

SoSe w3 zolj IJsued 1Jley JJpuwssdsu ledluss louold Cisco Secure Client s9¢ wogJ
IJpwodde Bud ouwesd 289d Idpuwedde. sop wuvgsd bl zobi 1Usuosd IJlew gusel ooy
udbo IJuolss gz ubly IJgpd 95wp Buodol pu i Js VPN V)iol lJevedde. sY9o 099
zoly Secure Access VPN _iuslol Jdpuwwgspe Iduoliss 9s8bog IJlouold oddlissl guspl s@89pe
lJouwegsrp wwosisé VPN.

lJg od £Js Machine Tunnel

Swp we wubgsd 806 gesd VPN Iles wd@lissl e wposs IJuble. suwegse gosd VPN
IUTew o og s VPN JIJe il Cpdsy psid b8 Ideoly. B 2lUs wpdsu psis ud8
IJzol: $89e I1dgpsd wode wbosd gpsd IUbLs Jose louold 088 Izols. suvedse clbwsd
epsd 1dbLé gld IJpuosd pu pJd wg)sd VPN Juse Idlouold. wp sop logile o § VPN
Idpg ol pg luwoeule 9les: Jl sop lole ls wease Jdulpe loule louold b 1Jzols Jive pu
IJpde,u0 1o sdsw wdd IJzols Gudlidl JJp uegse.



S89e IJpumedse wwse 088 VPN eu) "ldgpsd Idleu" 9ldss s89p woubgsd luele v
IJzols. g0 luole 1o @ IJIJs: suvep) logile 088 IUpuwegspe Ildpecls. s89p 1Jpuwogsp
vlbe louold v VPN 9ldss 98 IJs ouvgsd lebe IJlogile IJoddlsss Juwwd 1dzol;.

0s User VPN Agent Management Client UI Client Downloader VPN Server
i P — o S — i
¢ 1. Start VPN agent service wpon boot wp 2. Launch Management Client
=
5.Complete Machine Cortificate Authenticatien (Me User Interaction)
6. Launch Downloader Profile |
Rt e e g
9. Establish Management VEN tummel
18. User logs in and initiates a VPN tunnel
ii. Wotify agent of wser tumnel coanection
15. Establish User Tumnel “
4 18, Establish Mamagesent .|
> Tunmel as abave A
(- L -— (-

lJpol> 86 |Jpuwewss lJs Iduuolsé po edIJ

"ot Iduvoble IUIJS" (Ws Windows)

lJ8s9>

oled IJpuwetoe Es) poE9p-

PIE9PO '-91.9]0

S '-9_)u0 dauo uuol.)o IJE_'-)P l'Jr°L9¥s) *

lJsdsd 1Jgluo €5y pewp>. *

lUsdsd IJele &) pEop> (Se d8p 1J8Sp8 IJluodss JUsdsd eds IUlubes 1wl puss
e Jlsop lgwapb lesble 1dsdsd IJlads pU lJpuwogruo).
IJolez Idouoss Joguosue Idepsd Idles €5y €908

lIJodsu

IJbys96 1 - odsu ud@ IJgoly wluwegsle IUpuuweése: machine@sse.com



mailto:machine@sse.com

IJg b6 1 - 1Jlesble 1glob

Ip wodosu lIJleshle 1Jgled: wpl O 3JY 1Upeld 9ldey909d9dle Idos suvegseol o9
lJzol;.

1. lvoyd Ids Idleuold > logold Idpgwegspe IJuoliss > Iduve Jdé 1Ugluoé 1Ublo,s6.
2. luodd IJs wagesle VPN 9 udd lesble o g 1dzol;.

L 1ody W9 IJlesblee slge, 1bls b 1Jzol pu 1U8lsp6 1dpuuusJs.

End User Connectivity & Cisco Securo Cliont | | Manage servors |
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Zero Trust Access Virtual Private Network Intarnet Security
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Help
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+ End User Conneclivity
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—~ . Authentication for Machine Certificate
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CA Certificates
o Authentication for Machine
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Include Machine Tunnel

This machine tunnel has been seccessfully configured. Select the VPN profiles
that will include it

[) Select an existing VPN profiles

[ ivoungta-tast
[ ouo-samL

[ cenr
) RAVPN-ISE
) samL
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1. lvedd s Idleuold > 1 puuegs o sldezessle slzos6 wblb IJuolss > IJpuwaésp9u.

= Users, Groups, and Endpoint Devices @ Configuration managemsent
Provision and manage the authentication of users, greups, and endpoint devices, for access control purpeses. Help £
~
Home Users Groups and Organizational Units 3 Endpoint Devices 4
@
Expesien Users
Insight
Manage your organization’s users and their devices connections and enroliments. To add users, go to Configuration management » Integrate directories
¥
L AL 8Ty Lime, you can disconnect of unenrol a users device. Help [
Connoct r \ - -
l machine J[ urCE Dirgctory w 1 resuits
=
Rt Hame User Principal Name (UPN) Auth Property Source Directory @ [ZTha) & Associated Rules
maching machine@sse. com machine@sse.com manual Manual Profile 1] 1] - o

s e
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lo |
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1. louvle bdo w9 9se Uuolyé:
I spdoud luwegsle ls wyolpz 2905 CSR g, IJlue o 19 9lz0é ulo, I9le, (CLI) OpenSSL.

openssl req -new key rsa:2048 -node -keyout cert.key -out cert.csr

root@ftdl: /home/admin# openss] req -newkey rsa:2048 -nodes -keyout cert.key -out cert.csr
Generating a RSA private key

writing new private key to 'cert.key’

You are about to be asked to enter information that will be incorporated

into your certificate
what you are about to

There are quite a few

request.
enter is what is called a Distinguished Name or a DN.
fields but you can leave some blank

will be a default value,
field will be left blank.

For some fields there

If you enter '.', the

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:North Carolina
Locality Name (eg, city) []:RTP

Oorganization Name (eg, company) [Internet Widgits Pty Ltd]:TAC
Organizational Unit Name (eg, section) []:CiscoTAC

Common Name (e.g. server FQDN or YOUR name) []:machine@sse.com
Email Address []:machine@sse.com

Please enter the following ‘extra' attributes

to be sent with your certificate request
A challenge password []:[}

2. luwg CSR gluuule Juolsé golj.
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p Certificate

General petails Certification Path

l : a Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

Issued to: machine @sse.com

Issued by: csa-AD-CA

valid from 7/1/2025 to 7/1/2027

Install Certificate...  Issuer Statement




a Certificate X

General Details Certification Path

Show: | <All> v

Field Value ”

E Issuer csa-AD-CA, csa, local

| valid from Tuesday, July 1, 2025 10:23:...

=] valid to Thursday, July 1, 2027 10:33:...
Subject machine @sse.com, machine@...

- | Public key RSA (2048 Bits)

| Public key parameters 0500

Subject Key Identifier f89bc7557ef7a01e08a43a3ea. ..

Jecl A tharity Kev Tdantifier KeulN=drfrdaRQe52150a5h5a 7

E = machine @sse.com
CN = machine @sse.com
OU =TAC

O = Cisco

L =RTP

S = North Carolina
C=US

Edit Properties... Copy to File...

3. weosd iols Idzoly Ids wuuwsd PKCS12 Lluwegsle IUpwwlz 9ldvol>s 1Jegd>s WO
IJgbsle IJuwleds (IJglogs 1 91Ugbes 2) eds IJeslds:



openssl pkcs12 -export -out machine.p12 -in machine.crt -inkey cert.key

root@ftdl: /home/admin# openss] pkcsl2 -export -out Machine.pl2 -in machine.crt -inkey cert.key
Enter Export Password:
verifying - Enter Export Password:
root@ftdl: /home/admin#

~| Console Root
v [P Certificates (Local Computer)

~

~

WM W W W W W W W W W W W W W W W W W

| Personal
| Certificates
] Trusted Root Certification Authorities
| Certificates
| Enterprise Trust
_ Intermediate Certification Authorities
| Trusted Publishers
| Untrusted Certificates
_| Third-Party Root Certification Authoritid
| Trusted People
| Client Authentication lssuers
| Preview Build Roots
| Test Roots
| €SIM Certification Authorities
| OEM eSIM Certification Authorities
| Passpoint Trusted Roots
| Remote Desktop
7| Certificate Enrollment Requests
| Smart Card Trusted Roots
| Trusted Packaged App Installation Auth
| Trusted Devices
| Windows Live ID Token Issuer
| WindowsServerUpdateServices

|Jglo9s 7 - |uwosyl> guolss IJgoly eds zols lEowly

1. lowos,b gvolss zoly PKCS12 wew peio peds 19 peio lzoje:

Issued To - Issued By Expiration Date  Intended Purposes
127,001 127.0.0.1 7/1/2028 Server Authenticati...
ﬁmachine@sse.corn csa-AD-CA 7/1/2027 Client Authentication
— ; —

o] Certificate X 3/5/2025 Client Authentication

General Details Certification Path

A Certificate Information

This certificate is intended for the following p:
* Proves your identity to a remote computer

pose(s):

Issued to: machine @sse.com
Issued by: csa-AD-CA

Valid from 7/1/2025 to 7/1/2027
¥ vouhave a private key that corresponds to this certificate.

Friendly Name
duo-endpointhe
<None>
<None>

IJgbogs 8 - IUleuold wuwd IJzol;
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® Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | @ Cisco Secure Client - X

@ Please enter your username and password. ~ AnyConnect VPN:
Please enter your username and password.

Username: jay@csa.local p
Password: | = RAVPN-ISE - TLS - Auto Select Ne Connect

OK Cancel
m Zero Trust Access:
G [J > -+ CiscoSecureClient > VPN > Profile > MgmtTun Search MgmtTun Q
T Sort - = View - (1 Details
Name Date modified Type Size
D AnyConnectProfilexsd 6/6/2025 3:15 PM XSD File 100 KB
e VpnMgmtTunProfile 7/1/2025 12:00 PM Micresoft Edge H... 4KB
€9 Cisco Secure Client — X

m ANy onne L ]
n Connected to RAVPN-ISE - TLS - Auto Select Nearest

Location.
RAVPN-ISE - TLS - Auto Select Ne Disconnect

00:01:15 (3 Hours 58 Minutes Remaining) Pva4

2. 1Jezdd pu louold 1Jows 1JIJs:



€9 Cisco Secure Client (release) —_ X

N :
asco Oecure Client

General Virtual Private Network (VPN)
: Preferences Statistics Route Details Firewall Message History
Status Overview -
AnyConnect VPN Connection Information »
State: Disconnected
Zero Trust Access Tunnel Mode (TPv4): Mot Available
Tunnel Mode (IPv6): Mot Available
Umbrella Dynamic Tunnel Exdusion: Mot Available
Dynamic Tunnel Indusion: Not Available
Duration: 00:00:00
N .
Management Connection State: Connected (en .55€, CiSC0.C0m) I
Address Information ~
Client (IPv4): Mot Available
Client (IPve): Mot Available
Server: Not Available
Bytes -
Collect diagnostic information for al p Yt _
installed components.
Diagnostics Reset Export Stats
Remote Access Log W st 20 nouns *
a
MACHINE TUNNEL  Machine_Tumnel_Profle
CONNECTION EVENT Selact Al
: 1 Events Event Details *
Connecied
Desconneciad Drate & Time
Falled Unes Desies Nam vont Dotalls  Public 1P Intarnal I VPN Prafila > Jul1, 2025 758 PM
g A machine [machinegdsecom) @ Connecied 100050127, nfa Machine_Tunnel_Profile s+ Reghon
uE-west-2
MACHINE TUNNEL Page: 1 ~ Resuls per page: 50 ~ 1-10f1 User
3 Machine_Tunnel_Profie 4 machine {(machine@sse.com)
Rube Identity
OS5 TYPES AND VERSIONS Dvice Nama
Wwindows 10.0.26100 Conmpetian Event
@ Connecled
SECURE CLIENT VERSIONS Event Details

5.1.10.233 Last Connected

1,886 2 - odsy udS IJzoly wluwwgsle Juole udlbs IJuolso
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lJglb9s 5 - odosu pyued AD Jluwe s, ullb IJuelss gds Cisco Secure
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Users, Groups, and Endpoint Devices

Provision and manage the authentication of users, groups, and endpaint devices, for access control puposes. Help O

Usars 8 Groups and Organizational Units 3 Endpoint Devicas 2
Endpoint Devices
Manage your endpoint davice and AD device 15. To add new AD davices, go 1o Configuration managemant > g i ies. Help 7
2 results
Name Device Type Auth Property Directory Assotiated Rules
|5E.csalocal = AD Device ise.csalocal Active Directory Profile 4]
winl.caalocal O AD Device Winl.csa.looal Active Directory Profile Q

ROWS per page
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1. loedd IJs Ileuold > 1dpuweésesn sldeeesele sizoss wdlb IJuolss.
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Users, Groups, and Endpoint Devices

ovision and manage the aul tication of users, groups, and endpoint devices, for access control purpases. Halp 5
Y
Users Groups and Organizational Units 3 Endpoint Devices 4
@
Experince Users
Manage your Srganizations users and their devices connections and enroliments. To acd users, go to Configuration management > ntegrate directories
- At any timé, you can discennect o unennoll a users divice. Help [
Gonnect
10 + rosults
=

3. o ldodssule lud®) Wl weys) Active Directory.
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+ Users and Groups

Configuration Management

® Sedect how you want to Connect users 1o Secure Access, Helpth
. Configurations  Advanced Settings
Directories A uders, Groups nd endpeint deices 1o Secude Access thisugh & tuppodted ldP. Helptd Integrate directories
r Jay-IDP  Aze
Conmect

Manually Added

=
Active Directory & Edit

L]

o Components

4. 588U Eluoss pLob 86 12036 LS IJuolss |Us luve IJpLose.

Endpoint Devices Authentication

Select the Authentication Property that will be used to authenticate AD endpoint devices when connected via RA-VPN. Help

Authentication Property

| Hostname e ]

You must re=sync AD identities when you update
this Authentication Property.
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- Conzole Root
v (¥ Centificates (Local Computer)
~ ] Personal
7 Certificates
w [ Trusted Root Certification Authorities
7 Certificates
" Enterprise Trust
1 Intermediate Certification Authorities
1 Trusted Publishers
] Untrusted Certificates
=1 Third-Party Root Centification Authoriti
* Trusted People
| Client Authentication Issuers
1 Preview Build Reots
7] Test Roots
] ¢SIM Certification Authorities
"] OEM eSIM Centification Authorities
| Passpoint Trusted Roots
1 Remote Desktop
| Certificate Enrollment Requests
] Srnart Card Trusted Roots
~| Trusted Packaged App Installation Auth,
| Trusted Devices
| Windows Live ID Token |ssuer
7| WindowsSenerlpdateSenices
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Issued To
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?.Jurm(iuoemma:dwicdd:m(e...

-Wml‘cu.lu:ll

lssued By | n | Certificate X
127.00.1
PROD Internal ZTMA Sub CA 1

csa-AD-CA

Expiration Date
TM/028
8/5/2025
TH/2027

Intended Purpeses
Server Authenticati...
Client Authentication
Client A i

General Detsls Certification Path

L[y Certificate Information

This s
* Proves your identity to a remate computer

h
for the

Issued toes  Winl.csadocal
Issued by: csa-AD-CA

Valid from 7/1/2025 to 7/1/2027
T You have a private key that corresponds to this certificate.

Tesyer Statement

1 Console Root
~ [GF Certificates (Local Computer)
w ] Personal
_ Certificates
7 Trusted Root Centification Authorities
7 Certificates
*| Enterprise Trust
2 Intermediate Centification Autherities
7] Trusted Publishers
| Untrusted Certificates
] Third-Party Root Certification Authoriti
1 Trusted People
*] Client Authentication lssuers
“ Preview Build Roots
] Test Roots
= «SIM Certification Autheorities
=1 OEM eSIM Centification Autherities
] Passpoint Trusted Roots
| Remote Desktop
1 Certificate Enroliment Requests
] Senart Card Trusted Roots
] Trusted Packaged App Installation Auth
1 Trusted Devices
=] Windows Live ID Token Issuer
| WindowsServerlpdateServices

<

I

Issued To
B0
| i

lssued By
127001
PROD Internal ZTMA Sub CA 1

Expiration Date
/2028
B/5/2025

Intended Purposes "

Server Authenticati..
Client Authentication

Certificate X

e sidiOnce. General Detads  Certification Path

B win.csadocal

csa-AD-CA Ealr i Client Authentication

Value

csa-AD-CA, csa, local
Tuesday, My 1, 2025 7:26: 2.,
Thursday, July 1, 2027

R5A (2040 Bits)
0500
badB094fack 2eblale 166332ce. ..

Vol ity Ky Trentifier KT mrAfr 4a80a G 1999 5H 08

= Win L.csa.ocal
= Win L.csa, kocal
= TAC
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=RTP

= North Caroling
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® Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | @ Cisco Secure Client

Please enter your username and password.

Username:

jay@csa.local

AnyConnect VPN:
Please enter your username and password.

Password: |

RAVPN-ISE - TLS - Auto Select Ne

Connect

Cancel




G J » -+ CiscoSecureClient > VPN > Profile > MgmtTun Search MgmtTun

TL Sort = View wae
Name Date modified Type Size
D AnyConnectProfilexsd 6/6/2025 3:15 PM XSD File 100 KB
e VpnMgmtTunProfile 7/1/2025 12:00 PM Microsoft Edge H... 4KB
9 Cisco Secure Client - X

m ATC-ONNL ]
Connected to RAVPN-ISE - TLS - Auto Select Nearest
no Location.

RAVPN-ISE - TLS - Auto Select Me Disconnect

00:01:15 (3 Hours 58 Minutes Remaining) Pva

Q

(1 Details
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€9 Cisco Secure Client (release) -

atfean] e .
asco Secure Client

General Virtual Private Network (VPN)

g : Preferences Statistics Route Details Firewall Message History
Status Overview

AnyConnect VPN Connection Information
State: Disconnected

Zero Trust Access Tunnel Mode (IPv4): Not Available
Tunnel Mode (IPve): Mot Available

Umbrella Dynamic Tunnel Exdusion: Mot Available
Dynamic Tunnel Indusion: Not Available
Duration: 00:00:00

- " Noge
Management Connection State: Connected (en .55€, CiSC0.C0m) I
Address Information
Client (IPv4): Not Available
Client (IPve): Mot Available
Server: Not Available
Collect diagriostic information or al = )
installed components.

Diagnostics Reset Export Stats




Remote Access Log

[~ s J
MACHINE TUNMEL Machine_Tunnel_Profie X

CONMNECTION EVENT

10 Events Event Details
Connecied
Disconnectied SIS S
Falled u [ ! nection Even tDet bile 1P term N Prof > Jul 1, 2025 B8 PM
Warn:ng b
Raq i Tur
us-west-2
. T
MACHINE TUNNEL o

Machine_Tunnel_Profile winl.csalocal

OS5 TYPES AND VERSIONS
‘Windows 10.0.26100

ser Requested 10.10.50.06, nfa

winl.csa local

Connection Event
@ Connected

SECURE CLIENT VERSIONS
5.1.10.233
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Users, Groups, and Endpoint Devices

Prevision and manage the authentication of users, groups, and endpeoint devices, for access contral purposes. Help 7

P
Home Users & Groups and Organizational Units 3 Endpoint Devices 2
@
Experience Users
Insights
Manage your organization’s users and their devices connections and enrcliments. To add users, go to Configuration management > Integrate directories
& At any time, you can disconnect or unenroll a user’s device. Help (7
Connect i N -
l ] aret J [ncﬂ\re Directory(®) ] l tory ] 1 results
=
Resources MName User Principal Name (UPN) Auth Property Source Directory Connected(VPN) ©
' jay jayi@csa.local jay@csalocal onprem Active Directory Profile 1]
Sec
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Users, Groups, and Endpoint Devices

ardl Maanage thi aul tication of use yroups, and endpoint devices, for access control purpases. Help 5
o
h Users w0 GIIJ:.'P“. and D.‘(J-Jrll!.!!:f.lnﬂlUI\I'.S 1 EINJPCIITI Devices 4
Users
KLANSGE yOUF GIGANZAGONE ulers and their dévices connections and endaliments. To sid users, go 1o Configuration management > Inlegrate dirsctories
& At any time, you san disconnect of unennoll 3 user's device. Help £
Connec!
10 + rosults
3. vew ldudgsuolo: lug) W98 weys, Active Directory.
€ Users and Groups
Configuration Management
Fad F 1 haw you want 1o connect users 1o Secure Access, Help®
Configurations  Advanced Settings
Directories Add users, groups and endpoint devices 1o Secure Access through  supported 1P, Helpth [,m“l“:wimmrmj
y Jay-lIDP  azue
-
Manually Added
=
Active Directory & Edit

Components

4. oessu gluoss puolb 86 ldpuwegdpsu eds Idosss IUIJIe 9us.

Users Authentication
Select the Authentication Property that will be used to authenticate AD Users

Authentication Property

Email

5. 1u8) 9938 e b 9lghs wubvgsd gxple p9uod AD eds 1Jggbe IJos wp wowswol wol.
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3. we9sd pdus cert |lJs cugvsd PKCS12.

4. |lpwosyb Jiolxe PKCS12 B pgju voble u¥bs IJuolse.

3 Console Root Issued To - Issued By Expiration Date  Intended Purposes
v G Centificates {Local Computer) E27.00a 127.004 717208 Server Authenticati...
~ ] Personal - Besalocal csa-AD-CA 72027 Chient Authentication | 5eneral Detals Certfication Path

| Certificates
- L T - dheviceid " P
@3 T Root Certification horities Jum.tlicﬂ.smnna.daﬂ(ad.ﬂac&.. PROD Internal ZTHA Sub CA1 8572025 Client Authentication

1 Certificates f} certificate Information
» (] Enterprise Trust
3 ) Intermediate Certification Authorities This s for the 9 purp: )
3 ] Trusted Publishers = Proves your identity to a remote computer
» ] Untrusted Certificates
3 | Third-Party Root Certification Authorit
3 (2] Trusted Pecple
3 ] Client Authentication lssuers
3 ) Preview Build Roots
» [ Test Roots
3 L €SIM Certification Authorties
»
>
>
>
»
>
>
>
»

» | Certificate x

Issued to: jay Besa.local

1 OEM €5IM Certification Authorities

| Passpoint Trusted Roots Issued by: csa-AD-CA

|| Remate Desktop
) Certificate Enrollment Requests Valid from 7/1/2025 to 7/1/2027

-1 Smart Card Trusted Roots

7| Trusted Packaged App Installstion Auth

| Trusted Devices

“| Windows Live ID Token lssuer Lssuer Statement

7 WindowsServerUpdateServices

‘? You have a private key that cormesponds to this certificate.

J _c*"““"* Root Issued To - Issued By Expiration Date  Intended Purposes a Certificate x
v Y Centificates (Local Computer) 2127001 12700, 7172008 Server Authenticati..
v [ Personal Bl jay@csalocal csa-AD-CA T2 Client Authentication ~ General Detals  Certificabon Fath

| Certificates
= % CISC0: i | hy
v ] Trusted Root Certification Authorities Yol umiciscossestnacdeviceid-Dace... PROD Intemnal ZTNA Sub CA 1 B/5/2025 Client Authentication Showe (<> .

3 Certificates
| Entesprise Trust
_| Intermediate Certification Authorities
] Trusted Publishers

Value

csa-AD-CA, csa, local
Tussday, Jdy 1, 2025 7:05: L...
Thursday, Jiy 1, 2027 7:15:1...

1 Untrusted Certificates
1 Third-Party Root Certification Authoritis
1 Trusted People

- Client Authentication lssuers

“1 Preview Build Roots

] Test Reots

¥

>

>

>

> 3
» RSA (2048 Bits)
¥

>

>

» 1 eSIM Centification Authorities

¥

>

>

>

¥

>

>

>

>
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| OEM 5IM Certification Authornities
1 Passpoint Trusted Roots
7| Remote Desktop
1 Cestificate Enroliment Requests
| Smart Card Trusted Roots
1 Trusted Packaged App Installation Auth
7 Trusted Devices
| Windows Live ID Token Issuer Edit Froperties. .. Copy to Fike...
| WindowsServerUpdateSenices
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® Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | @ Cisco Secure Client - X

@ Please enter your username and password. ~ AnyConnect VPN:
Please enter your username and password.

Username: jay@csa.local p
Password: | = RAVPN-ISE - TLS - Auto Select Ne Connect

OK Cancel
m Zero Trust Access:
G [J > -+ CiscoSecureClient > VPN > Profile > MgmtTun Search MgmtTun Q
T Sort - = View - (1 Details
Name Date modified Type Size
D AnyConnectProfilexsd 6/6/2025 3:15 PM XSD File 100 KB
e VpnMgmtTunProfile 7/1/2025 12:00 PM Micresoft Edge H... 4KB
€9 Cisco Secure Client — X

m ANy onne L ]
n Connected to RAVPN-ISE - TLS - Auto Select Nearest

Location.
RAVPN-ISE - TLS - Auto Select Ne Disconnect

00:01:15 (3 Hours 58 Minutes Remaining) Pva4
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€9 Cisco Secure Client (release) —_ X

N :
asco Oecure Client

General Virtual Private Network (VPN)
g : Preferences Statistics Route Details Firewall Message History
Status Overview
AnyConnect VPN Connection Information »
State: Disconnected
Zero Trust Access Tunnel Mode (TPv4): Not Available
Tunnel Mode (IPv6): Mot Available
Umbrella Dynamic Tunnel Exdusion: Mot Available
Dynamic Tunnel Indusion: Not Available
Duration: 00:00:00
- .
Management Connection State: Connected (en .55€, CiSC0.C0m) I
Address Information ~
Client (IPv4): Mot Available
Client (IPve): Mot Available
Server: Not Available
Bytes -
Collect diagnostic information for al p Yt _
installed components.
Diagnostics Reset Export Stats
Remote Access Log
MACHINE TUNNEL Machine_Tunnel_Profile
CONMECTION EVENT .
Select All 18 Events Event Details
| Connecied
Disconnecied Date & Time
Ealled User Dewicn Hame Connection Event  Event Detalls Public IP Intemnal IP VPN Profile > Jul1, 2025 B:34 PM
| Warning o o . . . B B . Reglen
4 jay aydcsatocal) ® Connected 101050033, nfa Machine_Tunng =+ iR
MACHINE TUNNEL AL jay (jay@csalocal) @ Dizconnected  User Requasted 10:10.50031, n/a Machine_Tunne ==+ User
Machine_Tunnei_Profile L jay ljayBesatocal) @ Connected 101050031, nfa  Maching_ Tunng =+ L jay (jay@esalocal)
A jay lay@csatocal) @ Disconnected  User Requested 101050028, nfa  Machine_Tunne --+ Rule identity
OS TYPES AND VERSIONS . Device Hame
A jay (py@csatocal) @ Disconnected User Requested 10:10.5029, nfa Baching_Tunne =«
| Wingows 10.0.26100 Connection Event
L jay lsy@csalocal) @ Connected 107050028, nfa  Machine_Tunne =+« @ Connecled
SECURE CLIENT VERSIONS F s jay lpy@esalocal) ® Disconnected User Requested 10.10.50.20, nfa Machine_Tunne === Event Details
| 51.10.233 4 jay ljsy@csalocal) ® Connected . 1010.50.20, nfa  Machine_Tunne --+ Loa: Conneatad
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