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Machine tunneal

& A machine tunnel establishes 3 secure Session 1o @ devies whin the user i nat signed in. This allows for the mapping of
dirivaes and secure connections a1 startup befare a user signs inta the system. Help .7
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Users, Groups, and Endpoint Devices [ @ configuration management

5, greups, and endpoint devices, for access control purposes. Halp 7
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Users 10 Groups and Organizational Units 3 Endpoint Devices 4

Users

Manage your organization's users and their devices connections and enroliments. To add users, go to Configuration management » Integrate directories
L AL ary time, you can disconnect of unenroll a user's device. Help O

o
machine 1 resuits

=

Hame User Principal Hame (UPH) Auth Property Source Dirsctory Gonnected (VPH) O Enrolled (ZTHA) & Associated Rules

machine machine@sse. com machine@sse.com manual Manual Profile o o - o
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OpenSSL
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root@ftdl: /home/admin# openss] req -newkey rsa:2048 -nodes -keyout cert.key -out cert.csr

Generating a RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

what you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:North Carolina

Locality Name (eg, city) []:RTP

organization Name (eg, company) [Internet wWidgits Pty Ltd]:TAC
organizational Unit Name (eg, section) []:CiscoTAC

Common Name (e.g. server FQDN or YOUR name) []:machine@sse.com

Email Address []:machine@sse.com

Please enter the fb110wing ‘extra’ attributes

to be sent with your certificate request
A challenge password []:[}

2. uwg CSR9luule yuolss zol;



a  Certificate K

General Details Certification Path

La " Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

Issued to: machine @sse.com

Issued by: tadab-AD-CA

Valid from 6/16/2025 to 6/16/2027

Install Certificate... | Issuer Statement

o]




s Certificate X

General Details Certification Path

Show: | <All> hd

d Value A

Serial number 290000006858f841dcde90385...

Signature algorithm sha256RSA

Signature hash algorithm sha2se

Issuer tadab-AD-CA, tadab, com

Valid from Monday, June 16, 2025 11:26...

Valid to Wednesday, June 16, 2027 1...
machine @sse.com, machine@...

= | by bl lem RSA (7N4R Rite)

Fiel
E
E
Bl

——

E = machine@sse.com
CN = machine @sse.com
OU = CiscoTAC

0O =TAC

L =RTP

S = North Carolina
C=US

Edit Properties... | Copy to File...

o]

3. weosd uvolss IJzol; Ids wouwsd PKCS12 Llgwegsle IUpdclz 9ldvolss [Je9ds>s B
IJgbsle [duwleds (1IJgbss 19 2) eds IUeslds

openssl pkcs12 -export -out machine.p12 -in machine.crt -inkey cert.key



root@ftdl: /home/admin# openss1 pkcsl2 -export =-out Machine.pl2 =-in machine.crt =-inkey cert.key
Enter Export Password:

verifying - Enter Export Password:

root@ftdl: /home/admin#

|Jglo9é 7 - [uwosyly guolsé 1Jzols eds gols lzowl)

I lawesls Uuolss zoly PKCS12 Iuudd pgju IUizes6 19 1Jpedss

@ Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates] — O »
5
3 File Action View Favorites Window Help - &8 X
o AE 4R XE = HE
v [ Certificates (Local Computer) Issued To - Issued By Actions
v p'_”‘g“r:i'f_m 251127.0.0.1 127.00.1 Certificates =
.| Lertihicates .
. machine@sse.com taclab-AD-CA .
» [ Trusted Root Certification 4 w More Actions 4
> || Enterprise Trust s Certificate X
- m .
5 || Intermediate Certification £ t e
» | Trusted Publishers General Details Certification Path More Actions 4
s [ Untrusted Certificates
> [ Third-Party Root Certificati : ) )
5 | Trusted People ) Cestificate Information
» ] Client Authentication Issue This cortilicate is intonded far the falloniag pupase(s):
’ -'_' Preview Build Roots # Ensures the identity of a remote computer
» [l Test Roots * Proves your identity to a remote computer
y -] AAD Token lssuer
5 || Other People
» ] eSIM Certification Authorit
s [ ] Local MonRemovable Certi
y [ OEM eSIM Certification Au
5> || Passpoint Trusted Roots Issued to: machine @sse.com
» [| Remote Desktop
> |1 Certificate Enrollment Requ Issued by: tacab-AD-CA
Personal store contains 4 certificates. Valid from 5/14/2025 to 5/14/2026
‘ﬁj You have a private key that corresponds to this certificate.

lJgbyo 8 - IUleold wuwdd 1Jzol;
LIJlouold wudd puwegse « s 03l s wubvgsd pdd wgssed xml JJzols 1dels wujsde.

9 Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | & Cisco Secure Client - ,-

. Please enter your username and password. AnyConnect VPN:
Please enter your username and password.

Username: jaiyadav@tacab.com

Password: | RAVPN-ISE - TLS - Auto Select Ne

oK Cancel



c 0 » -+ CiscoSecureClient > VPN » Profile » MgmtTun Search MgmtTun

T Sort ~ = View ~ see
Name Date modified Type Size
D AnyConnectProfilexsd 4/8/202512:13 PM XSD File 100 KB
B VpnMgmtTunProfile 6/16/2025 9:11 AM XML File 4 KB
9 Cisco Secure Client - X

n Connected to RAVPN-ISE - TLS - Auto Select Nearest

Location.

RAVPN-ISE - TLS - Auto Select Ne

00:00:29 (3 Hours 59 Minutes Remaining)

o IJozdy po logold g 1Jzoel;
B Cisco Secure Client — %

asco  Oecure Client

General Virtual Private Network (VPN)
_ Preferences Statistics Route Details Firewall Message History
Status Overview )
AnyConnect VPN > Connection Infermation A
State: Disconnected
Zero Trust Access Tunnel Mode (TPv4): Mot Available
Tunnel Mode (IPveE): Not Available
Umbrella Dynamic Tunnel Exdusion; Mot Available
Dynamic Tunnel Indusion: Not Available
Duration: 00:00:00
et ol e
Management Connection State: Connected (entry36-845d.vpn.sse, dsco.com) I
Address Information ~
Client (IPv4): Not Available
Client (IPvE): Not Available
Server: Not Available
Collect diagnostic information for al Bytes “

installed components.
Diagnostics Reset Export Stats
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CONNECTION EVENT

< ' 23 Events Event Details X
—— Connectid
Disconnected .
> Jun 16, 2025 4:29 PM
*
MACHINE TUNNEL L
~orne us-west-2
Machine_Tunnel_Profile % m
=
L m 4 machine (machine@sse.com)
0% TYPES AND VERSIONS
Windows 10.0.26100 i m
( .,
SecHE SECURE CLIENT VERSIONS &
Connected
5.1.10.47
q 4 m
Manitor
EVENT DETAILS Lk
L s
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Users, Groups, and Endpoint Devices @ Configuration management

Halp
o~
Users 10 Groups and Organizational Units 2 Endpoint Devices 4
Endpoint Devices
Manage your endpont deves connections and AD devios envallments. To add new AD devices, §o to Configuration managemant > ilegrate directornes. Help [
&
4 resulls
Cennect
= Mame Device Type Auth Property Directary Associated Rules
1SE.taclab.com AD Device se.1a¢lab. com Active Directory Profie
WIN1tactab.com AD Device WinL el 6o Active Direetory Prafde
WINZ taciab.com AD Device WinZ.taclab.com Active Directory Profis o
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Users, Groups, and Endpoint Devices

Provision and manage the authentication of users, growps, and endpoint devices, for access cont 25, Help 7
.
Users 10 Groups and Organizational Units 3 Endpoint Devices 4
@
Exparience Users
Manage your organization’s users and their devices connections and enroliments. To add users, go 1o Confi i » Integ ies
- At any time, you can disconnect or unenroll a user's devics. Help [7
Connect
10 + results
-

3. cew ldedssule « §p wozys, Active Directory

4 Users and Groups

Configuration Management

Salect u want to ce users to Secure Access. Help
Configurations  Advanced Settings
@ : - "
i Directories fdd wstrs, groups and endpoint devices through a supported IdP. HelpC! [ Integrate directories ]
Jay-IDP  azure
*
Connest
Manually Added
Active Directory & Edit
1
: Components
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Endpoint Devices Authentication

Select the Authentication Property that will be used to authenticate AD endpoint devices when connected via RA-VPN. Help ¢

Authentication Property

| Hostname b |

You must re-sync AD identities when you update
this Authentication Property.
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Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]

& File

Action

View Favorites Window Help

o9 | 20 4 XE = BE

v

W

>
»

»
>
b
>
>
>
b
>
b
>
»
b
>
>
»
>

Certificates (Local Computer)
| Personal
| Certificates
| Trusted Root Certification /
| Enterprise Trust
[ Intermediate Certification /
| Trusted Publishers
] Untrusted Certificates
] Third-Party Root Certificati
| Trusted People
7] Client Authentication Issue
] Preview Build Roots
| Test Roots
| AAD Token lssuer
| Other People
] SIM Certification Autharit
| Local NonRemovable Certi
| OEM e5IM Certification Au
.| Passpoint Trusted Roots
] Remote Desktop
| Certificate Enrollment Requ

Issued To Issued By
22127.00.1 127.0.0.1

22 umn:cisco:sse:ztna:deviceid:0ace... PROD Internal ZTNA
‘2‘3 urmiciscosssesztna:deviceid:0ace... PROD Internal ZTN4
.wini taclab.com taclab-AD-CA

Personal store contains 4 certificates.

Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]

& File

Action View

Favorites Window Help

o AE F6:|XE = HE

vid

W

WOW W W W W W W W W W W W W W W W W

Certificates (Local Computer)
| Personal

| Certificates
| Trusted Root Certification /
Enterprise Trust
Interpoediate Certification £
Tru Publishers
Untrusted Certificates
Third-Party Root Certificati
Trusted People
Client Authentication Issue
Preview Build Roots
Test Roots
AAD Token Issuer
Other People
eSIM Certification Authorit
Local NonRemovable Certr
71 OEM eSIM Certification Aw

| Passpoint Trusted Roots

| Remote Desktop
| Certificate Enrollment Requ

BREDEL DR

Issued To Issued By
#1127.0.0.1 127.0.0.1

?;l urn:ciscoisseztnacdeviceid:0ace.. PROD Internal ZTM4
?ﬂ urn:cisco:sseztnacdeviceid:0ace... PROD Internal ZTH4
B win1 taclab.com taclab-AD-CA

Personal

| store contains 4 certificates.
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a  Certificate X

General Details Certification Path

L a | Certificate Information

This certificate is intended for the following purpose(s):
+ Proves your identity to a remote computer

Issued to: winl. tadab.com
Issued by: taclab-AD-CA

Valid from 5/6/2025 to 5/6/2027
T You have a private key that corresponds to this certificate.

Issuer Statement

[ ]

n  Certificate

General Detals Certification Path

Show:  <All> v

Field value

DSerId rumber 29000000452242715s4bd3b1...

(] signature algorithm sha256RSA

[] signature hash algorithm sha2s6

[ ssuer tadab-AD-CA, tadab, com

] valid from Tuesday, May 6, 2025 7:29:3...
Thursday, May 6, 2027 7:39:3...

jab.com, winl.ta...

RSA MIN4AR Rite)

= jaiyadav@tadab.com
= win 1. tadab.com
=TAC

= CISCO

=RTP

=NC

=Us

Edit Properties... Copy to File...
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® Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | 8 Cisco Secure Client = X

Please enter your username and password. AnyC t VPN
Please enter your username and password.

Username: jaiyadav@tacab.com

Password: | RAVPN-ISE - TLS - Auto Select Ne Connect
oK Cancel
m Zero Trust Access:
C J » - CiscoSecureClient > VPN > Profile > MgmtTun Search MgmtTun
T Seort ~ = View ~ ses
~
Name Date modified Type Size
D AnyConnectProfilexsd 4/8/2025 1215 PM ASD File 100 KB
E VpnMgmtTunProfile 6/16/2025 9:11 AM XML File 4KB
9 Cisco Secure Client - X

\ i onnect VPN:|

p ‘Connected to RAVPN-ISE - TLS - Auto Select Nearest

Location.

RAVPN-ISE - TLS - Auto Select Ne

00:00:29 (3 Hours 59 Minutes Remaining)
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@ Cisco Secure Client — X

ol l Il I L S C | ' t ®
CISCO e C U re | e n
General Virtual Private Network (VPN)
Preferences Statistics Route Details Firewall Message History
Status Overview
AnyConnect VPN Connection Information A
State: Disconnected
Zero Trust Access Tunnel Mode (IPv4): Mot Available
Tunnel Mode (TPvE): Not Available
Umbrella Dynamic Tunnel Exdusion: Not Available
Dynamic Tunnel Indusion: Not Available
Duration; 00:00:;00
: . L bl
I Management Connection State: Connected (entry36-845d.vpn.sse.dsco.com) I
| Address Information ~
Client (TPv4): Not Available
Client (IPv&): Not Available
Server: Mot Available
B A~
Collect diagnostic information for all ~ :,-Ites R
installed companents. ) N
Diagnostics Reset Export Stats
Remote Access Log W Last2amoums T
# a
IDENTITY WINT tackay com X
s CONNECTION EVENT
. 14 Events Event Details ®
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- Dsconmescting 10 5 T
Aun 18, F0E5 506 Pr
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s Machina_Tunnel_Profils L w e
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Windows: 10.0.278100 L w oo weac
1w o o ¢ e
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&
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co Mac et ety
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Users, Groups, and Endpoint Devices

ion and manage the authentication of users, Groups, and endpiint devices, for BoGEsS conirel PUrPOSEs. Help O

o~

o Users 10 Groups and Organizational Units. 3 Endpoint Devices 4

‘&
Users
Manage your onganization's usars and their devices connections and ennoliments. To add users, go to Config it »

& At any time, you can disconnest or unenral a wsers dovice. Help 7

Connect Y
jaiyaday Mtive Directory ) w | 1 resuls

=

— Mamie User Principal Hame (UPH) Auth Property Source Directory Connected{VPH) @ Enrolled{ZTHA) O Associated Rules
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Users, Groups, and Endpoint Devices

Pravision and manage the authentication of users, groups, and endpoint cevices, for access control purposes. Help [
.
Users 10 Groups and Organizational Units 3 Endpoint Devices 4
@
Fagritncn Users
Manage your organization’s users and their devices connections and enroliments. To add users, go 10 Confi i » Integ ies
s At any tima, you can disconnect o unenroll a user's dovice, Help [
Connect r
w 10 + results
=
3. vew ldodgsule « 9p wogys, Active Directory
4 Users and Groups
. .
Configuration Management
w® Select how you want to Connect users to Secure Access. Helpl
Homa Configurations  Advanced Settings
@ " e arount and endocint e 1 Saeiand Al o - —— Ped
oitaai Directories Addd wsers, groups and endpoint devices 1o Secure Access through a supported 4P, HelpC
e
. Jay-IDP  Azue |
&
Cionngs
Manually Added |
=
Ros
Active Directory & Edit
|
pacun Compeonents
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Users Authentication

Select the Authentication Property that will be used to authenticate AD Users.
Authentication Property

[ Email ~
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ﬁ Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]

B File Action

View Favorites Window Help

oo | a4 L XE HEE

v [l Certificates (Local Computer)

w | Personal

| Certificates
| Trusted Root Certification Av
| Enterprise Trust
| Intermediate Certification AL
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certificatio
| Trusted People
| Client Authentication |ssuers
. Preview Build Roots
| Test Roots
[ AAD Token Issuer
| Other People
" €5IM Certification Authoritie
| Local NonRemovable Certifis
| OEM eSIM Certification Auth
__ Passpoint Trusted Roots
| Remote Desktop
[~ Certificate Enrollment Reque

5 - B . e

WOW W W W WY VY VY VY VYV VY VY Y VYWY

-~
Issued To Issue
21127001 1270
Wjiiyadav@taclab.com tacla
?.] urn:cisco:sse:ztna:deviceid:Dace... PRO|

;ﬁ urn:cisco:sse:ztna:deviceid:0ace... PROI|

Personal store contains 4 certificates.

pr——

ﬁ Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]

i@ File Action View Favorites Window Help
e |2 &G XE| HEm

w [} Certificates (Local Computer)

~ || Personal

| Certificates
| Trusted Root Certification AL
[~ Enterprise Trust
" Intermediate Certification AL
7 Trusted Publishers
7 Untrusted Certificates
"1 Third-Party Root Certificatio
| Trusted People
| Client Authentication Issuers
" Preview Build Roots
| Test Roots
| AAD Token Issuer
| Other People
| €5IM Certification Authoritie
" Local NenRemovable Certifis
| OEM eSIM Certification Auth
__| Passpoint Trusted Roots
| Remote Desktop
[ Certificate Enrollment Reque
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Issued To Issue
221127004 1274
Wjaiyadav@taclab.com tacla
Fi’.lurn:ciscc:sse:ztna:deuiceid:ﬂace... PROI

?‘;l urn:cisco:sse:ztna:deviceid:0ace... PROI

Personal store contains 4 certificates.

& Certificate

General petails Certification Path

I_- n Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

& Certificate

Issued to: jaiyadav@tadab.com
Issued by: taclab-AD-CaA

Valid from 6/16/2025 to 6/16/2027
? You have a private key that corresponds to this certificate,

Issuer Statement

(o ]

General Detals cCertification Path

Show:  <All>

Field

Serial number
DSignature algorithm
Signature hash algorithm
Issuer

[ valid from

Bv.alid to

Subject
[ o il b

Value

290000006a5f41bba4a85be. ..

sha256RSA

sha2s6

tadab-AD-CA, tadab, com

Monday, June 16, 2025 12:39...

Wednesday, June 16, 2027 1...
v@tadab.com, ja

RSa (7N4A Rite)

E = jaiyadav @tadab.com
CN = jaiyadav @taclzb.com
OU = tac

O = Cisco

L =RTP

S = North Carolina

C=U5

Edit Properties. .. Copy to File...
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® Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | 8§ Cisco Secure Client = X

. Please enter your username and password. AnyCo t VPN
p Please enter your username and password.

Username: jaiyadav@tacab.com

Password: | = RAVPN-ISE - TLS - Auto Select Ne Connect

oK Cancel
m Zero Trust Access:
C J > «- CiscoSecureClient > VPN > Profile > MgmtTun Search MgmtTun
T Sort - = View - ses
Name Date modified Type Size
D Any’ConnectPrUfile.xsd 478720251213 PM X5D Rile 100 KB
|j VpnMgmtTunProfile 6/16/2025 %:11 AM XML File 4 KB
€9 Cisco Secure Client - X

p Connected to RAVPN-ISE - TLS - Auto Select Nearest

Location.

RAVPN-ISE - TLS - Auto Select Ne

00:00:29 (3 Hours 59 Minutes Remaining)
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@ Cisco Secure Client — X

asco Oecure Client

General Virtual Private Network (VPN)

Preferences Statistics Route Details Firewall Message History

Status Overview

AnyConnect VPN Connection Information A
State: Disconnected
Zero Trust Access Tunnel Mode (IPv4): Mot Available
Tunnel Mode (TPvE): Not Available
Umbrella | Dynamic Tunnel Exdusion: Not Available
| Dynamic Tunnel Indusion: Not Available
Duration; 00:00:;00
o .
I Management Connection State: Connected (entry36-845d.vpn.sse.dsco.com) I
| Address Information ~
Client (IPv4): Mot Available
Client (IPv6): Not Available
Server: Mot Available
€5 ~
Collect diagnostic information for all ~ Bﬁ R
installed components.
Diagnostics Reset Export Stats
Remote Access Log [ [T TE—
® a
MACHING TUMNEL  Machine_Tunnel_Profils = oENTITY e (ahadmeEtaclatcom) %
o
Drbbincy COMNECTION EVENT Setnct an |
e N 5 Events Event Details x|
L=l
w Drsconnected Date & Time
Commet User DevicaMame  Connection Event  Event Detlais PublicIPyd Address  Internad IPvd Address  IntemallP ¥ Jun 16, 2025 7:55 PM
= MACHINE TUNMNEL F @ Cormpcted 7638150120 101050100 na
astarces | Hnchine Tl Frofla g ® Discornected  User Requesied 7830450120 1010.50.14 [ -
- & Cormectod 76.39158.129 1010.50.18 L] e 4 jatyndav (jaiyadavSteciab.com)
‘ OF TYPES AND VERSIONS
Securs Windaws 10.0.26100 L jatvadav (jaiyad © Discornocted  User Requested 15118608397 101050185 na we Rulobdentity
L aiyaday [Biysdmgencist com) ® Corresctod 15118698377 1010.50.185 i N
:’R Connection Event
| e sac::i‘i;l;l:mvmsmus Page: 1 =  Resullsperpage: 50 =  1-50f5 8 Connedted
Event Details
4o EVENT DETAILS Seloct A Last Connected

Adminestrator Reset
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