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el Sacure Access

Connectivity [ Las 24 Hour

= Metwork tunnel groups 2, Resource conNector groups s

2 Disconnected -] 2 connested e 1 connected ©

Data Transfer o [ Las 24 bows

TOTAL USAGE

146.70 MB Total traffic . @ —e Branch
8876 MB " increase (last 24 hours) .

17.60 MB Receaived
12.05 MB ™ Decraase (lsst 24 hours)

129.10 MB Sent
100.81MB - (last 24 hours)

* 1u®) 999 Connect > Network Connections


https://documentation.meraki.com/MX/Security_Service_Edge_Integrations/Cisco_Secure_Access_Meraki_SD-WAN_Configuration_Guide/Cisco_Secure_Access_Meraki_BGP_Configuration_Guide
https://login.sse.cisco.com/
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Home

Users, Groups, and Endpoint
o Devices
Experience
Insights

End User Connectivity

DNS Forwarders

v )

Connect

* oo lJu@)Network Tunnel Groupsi99, 9 + Add

Network Connections

Manage the connections that allow user traffic to reach private resources on your network, For info
1

rmation about these options, see Halp 7

Connector Groups I Metwork Tunnel Groups

Network Tunnel Groups .

2 0

Disconnected @ Warning 4

Network Tunnel Groups

rovides a framework for establishing tunnel redundancy and high

hin a netwerk wnnel group 1o securely contral

vate resources. Help Cf
Network Tunnel Group Status Region Primary Hub Data Center Primary Tunnals Secondary Hub Data Center Secondary Tunnels
DMZILABBYPASSS 0 Disconnected Europe [G: ¥l s5e-eu 1 o c-1-1-1 =]
EmmanselFTD Q) Disconnected Europs [Germany) i v e-i-3-1

* |JoJ9suTunne Group Name: RegiongDevice Type
® |QL§_) Next



@ General Settings

2 Tunnel ID and Passphrase
3 Routing

4 Data for Tunnel Setup

General Settings

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access, and choose
the device type this tunnel group will use.

Tunnel Group Name

[ MERAKI

Region

l Eurape (Garmany) e J

Device Type

Meraki MX v

Cancel MNeaxt

* 9p wwJ9SUTunne ID Format9 Passphrase

. |QL§_)NEXt

@ General Settings

@ Tunnel ID and Passphrase
3 Routing

4 Data for Tunnel Setup

Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel ID

[ MerakiShadaw @< org=<frub>.55e.cisco.com

Passphrase

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case letter, one number, and
cannot include any special characters.

Confirm Passphrase

Sacel m

© Gp wodisu vbldle golaso IP iy IJossle Ideuosass IUos Spo wodgsvel gds
wredod 90,83 wess) Is 1Jpy9) pu edld Secure Access gulds pu wopSU Met:aki
Monitoring Probe IP 1920.2.3/32 JJwele werJs 1de,9,) 1Jglis>é oo Secure Access p,6 12,8

lJs Meraki MX.

. |Q$)Save



General Settings

Tunnel ID and Passphrase

Routing

4 Data for Tunnel Setup

Meraki MX Probe IP

Routing options and network overlaps

Configure ro

g options for this tunnel group.

Metwork subnet overlap

Enable NAT [ Outbound only

Select if the IP d this tunnel group overlaps with other IP 2

behind these tunnels ¢

address space of the subnet b
ra not accessible,

Routing option

(@) Static routing

Use this option to manually add IP address ranges for this tunnel group.
IP Address Ranges

Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16,

192.168.50.0/24

Use this option when you have a BGP peer for your on-premise router,

Advanced Settings

Cancel

192

en selact private applications

|. Back m
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louwg odasy IJIuwld B 1dpdd s luwagse 030 Idpedsple Jluvedeld IJodssy bs Meraki
Non-Meraki VPN Peers.

,;.J P Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel devices.

P
'\-.f/| Tunnel 1D and Passphrase

Fan . Primary Data Center IP Address: 18156.145.74 (7
.\\/_',I Routing

Primary Tunnel 1D: MerakiSr'aclo\'.'cé:_ ¥

Secondary Tunnel ID: MerakiShadow(@

QV:I Data for Tunnel Setup Secondary Data Center IP Address: 31204523 O

—
Download CSV
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@® Hub (Mesh)

o Assurance

Monitor Configure
. Appliance Status Addressing & VLANs
| security & SD-WAN
sgcurity Center Wireless Settings
il Insight VPN Stalw DHCP
o Rogue APs Firewall
®  Organization
Route Table Site-to-site VPN v
Dynamic Protocol Status Routing
Q Find in Menu _
Client VPN

Active Directory
SD-WAN & Traffic Shaping
Threat Protection

Content Filtering

wwodé VPN oy 098¢ IUs p9 e

I8 Hub.
Site-to-site VPN
Type © O off
Do not participate in site-to-site VPN.
® Hub (Mesh)
Establish VPN tunnels with all hubs and dependent spokes.
O Spoke
Establish VPN tunnels with selected hubs.
le>ble VPN

i'ao_, IJobvedle Idos Bpe wopsssol Jhuwld 296 o)) IJoslole [Js 1Jsuesd 1Jley:



VPN settings

Local networks

Name VPN mode Subnet Uplink
Default Disabled v ) 192168.0.0/24  Any
SSE-MERAKI Enabled ~ | ) 192168.50.0/24  Any
LAB NETWORK Disabled v €} 192.16810.0/24

LABNETWORK-30  Disabled v ) 192168.30.0/24

FMC Disabled ~ & 100.64.0.0/10

[2osl) BSNAT Traversd o J §liss

NAT traversal ® Automatic
Connections to remote peers are arranged by the Meraki cloud.

O Manual: Port forwarding
Remote peers contact the WAN appliance using a public IP and port that you specify.
Use this if your WAN appliance is behind another NAT and "Automatic" traversal does not work.

lolo gvwdle VPN és, Meraki
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|9 99,9 Configure Health Checks

e 1uW©) W99 +Add health Check

Health check Endpoint

{ ] [ http:// ] Cancel

Health check name
can't be blank.

* Health Check: w9y luwpe JJIgovl)
* Endpoint: |guogsle 1Ugsh 1Jesuos wo pu Gwd Secure Access hitp://servicesigumbrella.com


http://service.sig.umbrella.com

pdlebs: suvozsw 0dl Idpeld S¥b gus Isuesd Idse gy 088 pu p9SE IS p9SE pE
Secure Access lg Umbrella: pzlodle 19 09d pu ¢l 030 IUlowdl g e uvd.

S lu®) puwsy Done JJluole.



Configure health checks

Configure your health checks to use for tunnel health. Health check will use this IP for
probing when the MX is in passthrough mode. Only one health check per tunnel can be

used.
[ =+ Add health check
Health check Endpoint
——"
[ SSE ] [htlp:Hseruice,sig,umbrella,com ] Cancel | Done
Rows per page | 10 ~ @

op IUlu odaso Besuale 1duezs 1Jglues wd slue gloj Jodssy Peer:
odoso 1Jodd IJiuwluus

¢ 1uB) V9 §+Add apeer

Name Remote ID () Availability
[ SSE-MERAKI Primary ] .
Optiona [ All networks < ® ~
IKE version .
Shared secret Tunnel monitering
[ I m Show ] Health check
IKEvZ is required to support backup tunnels and failover
features Routing [ SSE ® v J
@ static ) ] )
Failover directly to internet ()
Static routing is required to support backup tunnels and
P .
Peers failover features ‘) Enable failover
Public IP or Hostname Private subnets
[ 18156145.74 ] IPsec policy ~
0.0.0.0/0
Local ID Praset

Mera kishadow@—ci! [ Umbrella v ]
4

luolwe ubs, VPN
luwe: dosu luwe Jubods VPN Jolpse Idsuesd
luosl) IKE: 1o, IKEV2
. io.>|.>|

- euslu IP 1Jglp |_9 e lJpuos: §p w9 Sy Primary Datacenter |1P Uu.uudo UaL_,oo
IJblojso (VPN) IJpegs36 w9luwlos U9 o9d I._leu WO gbole sy
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- lJpg o IJpaJs 9p wwd9sy Primary Tunnd 1D |J v Jé Ualuao I._JJolono (VPN)
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(VPN)
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slJsuesd IJgluo Bluvegse 00000 Jozos. lu suvdd lue B@b 9uesd Elue J v
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Failover directly to Internet9 b S 96 lJoz8l pu Iduwdlpéildl Iy sop o)l 8w lJowd 1909 uJ
IJo2dd pu lduoes 1Ugluo wor O usduivd 2yds 1de,9) odllss! lJs 1o 2. 131
Buind IJud$ 2lsol 90p wpdso IJgsh Suvsop wazse I8 1Jes) po gJId 9lzos
WAN Jgzol; Meraki.

s wwslywo IPsec
- lesls puwed: 13e, Umbrdla

Op |Qk§_) Save.
odysu IJudvd IJeluss

Jodssu IJusd IJelus: o) Wed Blises IUgshle 1Uglues wlduwd Idyssuvs:

c lod) eds IJoglb IJedle

IKE IPsec Public IP or Remote IPsec Health Preshared
# M Local ID Availability/Met: k =)
ame version  policies  Hostname e o subnets  check  seeret SRR ®
SSE- merakijairo@e195126-
MERAKI Primary IKEv2 Umbrella 18.156.145.74 G46082001- = 0.0.0.0/0 S5E 0 ssssssssss Al petworks D
Primary S5e.Cisco.com
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Primary
/> Edit primary peer

= Move to

]EI Delete primary peer

Secondary

-~ Add secondary peer

* 1wl W99 §Inherit primary peer configurations



Add Secondary VPN Peer

| Inherit primary peer configurations l ®

Name

[ SSE Secondary ]

IKE version
IKEv2

e odleb o weuo IJeded sop pddol odilssl. Bp weleswol &p Bp wls wEssile Lo9,s8
S ldpd lJolos sx9sl:



Peers s

Public IP or Hosthame

Local ID

Nt

[ Optional . .
Tunnel monitoring

Remote ID (D

Health check

[ Optional ] [

SSE ® v]

Shared secret

[ coscessesssecssanese ShowJ

Routing
Static

Private subnets @
0.0.0.0/0

e ool
- euslu IP 1Jglp |_9 luwe lJposW9: §p oI9Sy Secondary Datacenter |P Uuuu-Jo Uduoo
IUbloyss (VPN) 1ez338 w9l ubd 109,09 IJles Bes 2o
lJgl oo I blo,s6 (VPN)
1 1Jppdst B wodasy Secondary Tunnd 1D | o s 1Ugl,06 1dblo,sé (VPN)
1 o338 w9l wbs 109,09 1UTes B 2loale wdaise L v ds Lgloos L ble 56
(VPN)
c 1dperd Idwgss: £8) pu9sd,
S o pUbend §p wodasu Pasphrase [Ule) 1Jpzas po eI 1d9ue9d Ilew S
cdasole VPN gosed e JJgbgs
* pldws IJovd
©Ozwe Iduoest luwale 1dezdd pu lduoes IUss op odasue puvedl Je)ldwd
w99, IJuwdd

Sp w8 3JY spdud IJoud): savegsbo, IJouwso IJolds:

The sattings you requested require confirmation. Please raview the following list,

+ The VLAN subnets 192.168.0.0/24 and 192.168.50.0/24 overlap with remote VPN subnets on non-Meraki peers SSE-MERAKI Primary (0.0.0.0/0) and SSE-MERAKI Primary Secondary (0.0.0.0/0). IP traffic will be routed o the smallest
subnet that contains the IP address.

= In the non-Meraki VPN peers configuration, potential overlaps might occur between the subnets on SSE-MERAKI Primary (0.0.0.0/0), SSE-MERAK Primary Secondary [0,0.0.0/0), and SSE (1.1:.1/32). Please note that in this case, IP
traffic will be routed to the most specific subnet.

= In the non=Meraki VPN peers configuration, potential conflicts might occur between the subnets on SSE-MERAKI Primary (0.0.0.0/0) and SSE-MERAKI Primary Secondary (0.0.0.0/0). Before confirming your changes, please review the
network tags under the Availability column for each of these non-Meraki VPN peers and ensure that there are no Security Appliances within your Organization that are tagged across different non-Meraki VPN pears with conflicting
subnets. Please note that in the event that a single Security Appliance is configured with the same private subnets for more than one non-Meraki VPN peer, the routing behavior of your IP traffic will be undefined,

= To learn more, please refer 1o the Peer Avallability section of the Site-to-site VPN Settings knowledge base article (accessible through the non-Meraki VPN peers tooltip).

Confirm Changes | Cancel



JI o9ds weesd [Jud,) Confirm Changes.
od9su wozse pI6 1dp,9) (welys 2ds pi9) 1Juwss)

sumez 03l wed 1us v sorles 2d8 w9, Elue po lJusdd o seso eeld s goslu b 1J SD-
WAN pz)s zluows ogvdsd:

e luo®d lJs Security & SD-WAN > SD-WAN & Traffic Shaping

S . Thmrms mem e aemlimls mrmfmaramana Fae [
' Security & SD-WAN Monitor Configure
Appliance Status Addressing & VLANs
il Insight
Security Center Wireless Settings
®  Organization Status DHCP
Firewall

Q FindinM Site-to-site VPN
nain enu

Dynamic Proto Routing
Client VPN

Active Directory

SD-WAN & Traffic
Shaping

Threat Protection
Content Filtering
Access Control
Splash Page

Wireless Concentrator

* e wldoprs) J|uug9.J |Js Local Internet Breakout |Jp 8log 9l 8, 99,9 Add+



Local internet breakout

VPN exclusion rules Add <+

e 9p wlouvle Idpzlié wulel gJs Custom Expressions |3 Major Applications:

Custom Expressions - Protocol

Custom expressions

Custom expressions
Major applications Protocol

TCP v

Destination @ Dst port @

8.8.8.8 v } M

Add expression

Custom Expressions- DNS



Custom expressions

Custom expressions
Major applications Protocol

| DNS v

Destination €@ Dst port @

[facebook.com v ] 443

Add expression

Major Applications

Custom expressions AWS A
Major applications Box
Office 365 Sharepoint
Office 365 Suite
Oracle
Salesforce
SAP
Skype & Teams
Webex

Tnnm

Jeisd pu ldpgdyple srzs jsho lJesse: wdase 9ales lwoogh vodle VPN
(IP/Port/DNS/APP)

IJozol pu lduoes
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https://documentation.meraki.com/MX/Site-to-site_VPN/VPN_Full-Tunnel_Exclusion_(Application_and_IP%2F%2FURL_Based_Local_Internet_Breakout)
https://documentation.meraki.com/MX/Site-to-site_VPN/VPN_Full-Tunnel_Exclusion_(Application_and_IP%2F%2FURL_Based_Local_Internet_Breakout)
https://documentation.meraki.com/MX/Site-to-site_VPN/VPN_Full-Tunnel_Exclusion_(Application_and_IP%2F%2FURL_Based_Local_Internet_Breakout)

' Security & SD-WAN

il Insight

®  Organization

s 1wl 999 Non-Meraki peers:

Status 4 Name

O SSE-MERAKI Primary

Monitor

Appliance Status

Security Center

VPN Status

O SSE-MERAKI Primary Secondary

2 total

I3l & 00 eldle Iduvodle 1Jgluos IUbleyss (VPN) IUluulgwss 9ldelusss eds g uusle

Rogue APs

Public IP Subnets

18.156.145.74  0.0.0.0/0
3.120.45.23 0.0.0.0/0

vUiEu'DJ‘ Vol sgus I IJloesl welds Lodle suuilb.

Meraki VPN Status Codes

Status Indicator

€ Primary/Secondary
Up

Partial Connectivity

€ Tunnel Down

Color

Green

Amber

Red

Meaning

Phase 1 and phase

2 are up

Phase 1is up but

phase 2 is down

Phase 1 and phase 2

are both down
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JJozdd eel Bl Iloe gpdsle 1Uezdd po uvdles Meraki JJuvods 1Uglos [Ublo,ss (VPN)
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* lud) 99,9 Assurance > Event Log

Event log

Client: Any
Before: 04/18/2025 06:15 (PDT)

Event type include: All

Event type ignore: None

Search Reset filters

oW Event TypeInclude: IEQJ Non-Meraki VPN Healthcheck



Event log

Client: Any

Before: 04/18/2025 06:15 (PDT)

Event type include: All
Event type ignore: None

Search Reset filters

Client: Any

Before: 04/18/2025 06:15 (PDT)

Event type include: | | Non-Meraki VPN Healthcheck | x

Event type ignore: None

Search Reset filters

e pl sJ9u IJud§ 1 issuvs IJs Cisco Secure Access wibl swp luwdlb 1Jz5e IJos
ouod evn IJusdd 1delugs Jdellb gds puvhy wzse poulwd.

Swds oG IJelugs Ss suog IUluvoesh sdl sop luvcsleo [ Bl 2o gbd eds 1Jud S
lsissuvs: el po zluw Meraki lg slgJ Secure Access. Jol 09 ps> w9luwbé 1Usé 1wz 88 pu
lJuoge.

Event log
Client: Any Before: 04/18/2025 06:15 (PDT)
Event type include:| Non-Meraki VPN Healthcheck x Event type ignore:  None

Search = Reset filters

Download as ~ «newer older»
Time (PDT) * Client Category Event type Details
Apr15 22:16:30 Mon-Meraki VPN Non-Meraki VPN Healthcheck group: 1, peer: 711568741124546470, peer_name: [SSE-MERAKI Primary Secondary, status: downl
Apr15 22:16:22 Mon-Meraki VPN Non-Meraki VPN Healthcheck group: 1, peer: 711568741124546440, peer_name:|SSE-MERAK] Primary, status: up

2 total
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https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://docs.sse.cisco.com/
https://documentation.meraki.com/MX/Security_Service_Edge_Integrations/Cisco_Secure_Access_Meraki_SD-WAN_Configuration_Guide/Cisco_Secure_Access_Meraki_BGP_Configuration_Guide
https://documentation.meraki.com/MX/Security_Service_Edge_Integrations/Cisco_Secure_Access_Meraki_SD-WAN_Configuration_Guide/Cisco_Secure_Access_Meraki_BGP_Configuration_Guide
https://documentation.meraki.com/MX/Security_Service_Edge_Integrations/Cisco_Secure_Access_Meraki_SD-WAN_Configuration_Guide/Cisco_Secure_Access_Meraki_BGP_Configuration_Guide
https://documentation.meraki.com/MX/Security_Service_Edge_Integrations/Cisco_Secure_Access_Meraki_SD-WAN_Configuration_Guide/Cisco_Secure_Access_Meraki_BGP_Configuration_Guide
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