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IPsec Feature Template

Interface Name: It can be any of your choice

L+

IPv4 Address: 169.254.0.0/24
IPsec Source Interface: YPNO Loopback Interface

Tunnel Route-via Interface: VPNO Internet Circuit
|Psec Destination: SSE Primary Tunnel Public IP

TCP MSS: 1350
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IJooluwd sluwed gl IJigble sluadizol: 9008 wldlzedlb Ludyw Iesdse.

9lzoo puwly IJoww@: IJlublys lJs 1J9lzes Idos spdo luwegsleol JB8less JJsuosd |Js SSE
(sev 1o $990 Josd 9,09d s Iloeroe)

9z06 IPsec: gusly IP JJesje Iyssuws

Lze IJs IJuvdd 71 pze9es 08 uwds 19 o9d IUlew Ws IJsdlsle [Jecesé (Virginia) odo os
35.171.214.188

TCP MSS: szw o sJ9u 03l 1U8 e 1350 (IJe,ze: https:/docs.sse.cisco.com/sse-user-
quide/docs/supported-ipsec-parameters)

pld: DC1-HE1 welo SSE Virginia Primary Hub
luwpe 1J9lzod: wy9w9d9d IPSec201

lJ9 oS! luwe,zle ud s IPSec |Js Cisco
gusly IPv4: 169.254.0.x/30

9lzod p o>, IPsec: |UIgwe,zle201


https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters
https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

9lzos puwl)y IJud§: GigabitEthernet1
eu9ly IPsec JJ9zos/FQDN: 35.XXX.XXX.XXX
TCP MSS: 1350

IJuudd 12: $lJo ps6 IPsec: s Is ws usd

|IPsec Feature Template

DPD Interval: Keep this default

IKE Version: 2

IKE Rekey Interval: 28800

IKE Cipher: Default which is AES-256-CBC-SHA1
IKE DH Group: 14 2048-bit Modulus

Preshared Key: Passphrase

IKE ID for local End Point: Tunnel Group ID

3 ]
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IKE ID for Remote End Point: Primary Hub IP Address
IPsec Cipher Suite: AES 256 GCM

Perfect Forward Secrecy: None

© 2024 Cisco andfor its affliates. All rights reserved. Cisco Public

BlJo psjo IPsec: [sd s ws sy

IJSluod 1Use0s J&uue DPD: Idlzowllb Cosl Idlesh Il el os
luosl) IKE: 2

lJlLod IJ5e0s J IKE Rekey: 28800

U IKE: IJlve,luss o9 AES-256-CBC-SHA1

02986 IKE DH: pe>J 14-2048-Lc

IJeole Ideuvend puwedl: ewbis 1ders)

08,8 IKE JuBbs [Juolss lJppJsé: perd pzeoes Uil s

bee s Iduvdd 7: pgesed ud8 Lvods 19 o9d 1Jles B Idsdlsle 1eeesé (Virginia) o3l o9
mn03lab1+201@8167900-638880310-sse.cisco.com

% pdlebo: sew I SY90 JIJ 09§ u ¥l wolss )86 Joslt |yuegsle peld "+HloopbackID™:
mn03lab1+202@8167900-638880310-sse.cisco.com 9 mn03lab1+203@8167900-
638880310-sse.cisco.com go03l.

p&)9 IKE Judlbs 1Juolss IJugss: guglu IP JJesse Irssuns
020986 CUbS, IPsec: IUlb,l; AES 256 GCM




wSo lghd IJogzso lUpwldss: None

|Je,ze: https://docs.sse.cisco.com/sse-user-guide/docs/configure-tunnels-with-catalyst-
sdwan#define-the-feature-template

roC)|JZ

luosl) IKE: 2

lJolod IJ5e0s J IKE Rekey: 28800
oubds) IKE: IJb,l; AES-256-CBC-SHA1
eepe9ed IKE DH: pge>d 14-2048-ow
IJpdolz IJpveyd puwedl:

N LUlbs: 1Upbss 6 Gus 1

&) IKE Jugbs IJuoelso IJpezdss: mn03lab1@8167900-638880310-sse.cisco.com
&) IKE Jugbe 1Juolss [Jogsso: 35.171.xxx.Xxx

PTPIES LS, IPsec: bl AES 256 GCM

wS6 lehé Idugzso IUpoldsé: None

I,y Idgbsle Jodsso 1ol lJebdsws JIJ po el 1U9u09d Ilew I ul usd
sldelugse.Jlesl 2x20 spdud logile hogo ol wuvdd lgplds:

* 08850 wael po DCI-HET sz0s )35 IUsuesd Ilew Isssuws
* UVOWYSYU waiel pou DC1-HET 9z pyd) 1U9uesd IJlpw 1Jeluss

Il wes louble IJ89lJe avoumegspol eds eluw IUgres Bs eyuo vif S Idundd 13 sldlele
IUpe>s B pJd VRF IJgldps IUbloy B 1Juudd 14.

UvdJ 13: w35, Catalyst SD-WAN: $lJo VPN1 Juolss 1l w 2x2


https://docs.sse.cisco.com/sse-user-guide/docs/configure-tunnels-with-catalyst-sdwan#define-the-feature-template
https://docs.sse.cisco.com/sse-user-guide/docs/configure-tunnels-with-catalyst-sdwan#define-the-feature-template
https://docs.sse.cisco.com/sse-user-guide/docs/add-network-tunnel-group#configure-network-tunnel

Catalyst Manager: Head end VPN1 Template

= Cisco SD-WAN v Configuration - Templates

Additional Cisco VPN Templates

Cisco VPN Iterfacs Etharmaet
CaRe_VPNDVOT | Cinco VPN Interfaco Ethernet

CBKv_VPNO_INTERNET_irtg Cisea VPH kierfses Psee

CBKv_VPNO_MPLS._intsriac

_ba_wv01

ssecint_be_vil |

lod0i-ase-inti_be_vbi |

Iad303-sne -int_be_v01

© 2024 Cisco and/or its affliates. All rights reserved. Cisco Public

IUgboss 2: oo Iluwe,zle B VRF IJgle

Sp wodasu 9lzod luvesele Vs 229d VRF IJeldes (Idwgzso slehs Idegzso IUblo,s). sgpd
o3l IJluwe,zle Yglzos IJpuos) Juwd @ IPSec IJss wp louvlge s 1Uglbgs 1.

Sew wdsd gese Idluwezle Idpunl) Idso s 1Ugbes 1 s VRF IJgle.
Spdu weass guwdlu IP B ls wlbl g RFC1918.

wwdd 14: p>s, Catalyst SD-WAN: VPNO loopback



Catalyst Manager: VPNO Loopback

Configuration - Templates

pursion Qroupa. | | Fabtars Prafies Feahws Tossplbes
Transport & Management VPN
Zise 'R CoRr_ VPRIV .

al Clsco VPN 0 Templates

interface Loopback201

description SSE SD-WAN Loopback Interface
ip address 172.16.100.201 255.255.255.255
end

© 2024 Cisco and/or its affliates. All rights reserved. Cisco Public

p>s, Catalyst: VPNO loopback
IJlg)le 3. edgsu ol BGP

Iweese $ldw psi8 BGP Jogysed 2l BGP Jzese slzole IJoBds. lede Lvguos siwds 0
p2r9e6 BGP wvdsd Vs cisco slpy puds prgd I suvdd BGP @spo.

Jwdd 15: pge9es u98 v Jo Iy o9l |JTPQ Vs Idgdlsle 1Jpweso (Virginia)

Secure Access Network Tunnel Group US (Virginia)

Metwork Tunnels
Rl this mtwirk tunel group's 1Pg

Tunnels T Poer Device IP Address o Data Conter I Addross

© 2024 Cisco andfor its affliates. All rights reserved. Cisco Public




PTPIES I8 Uuvwds 1Js o9 lJlpw Vs IJydlsle lJpwesé (Virginia)

B 03l lJpeld. suwose Ipedsple oo 1duudd 15 (1Jpywe 1) Jogrsd BGP Lluwegsle o
PSJO-

UvdJ 16: 21, BGP JIsl,6 SD-WAN Catalyst

Catalyst Manager: BGP Neighbor

~ NEIGHBOR

Optional Description Remote AS

21, BGP JJsl,6 SD-WAN Catalyst

IJodssu Idss op lugblie wluwesle Sldo 1des;s:

router bgp 998

bgp log-neighbor-changes

I

address-family ipv4 vrf 1
network 10.10.128.1 mask 255.255.255.255
neighbor 169.254. remote-as 64512
neighbor 169.254. description SSE Neighborl
neighbor 169.254. ebgp-multihop 5
neighbor 169.254. activate
neighbor 169.254. send-community both
neighbor 169.254. next-hop-self
neighbor 169.254. remote-as 64512
neighbor 169.254. description SSE Neighbor2
neighbor 169.254. ebgp-multihop 5
neighbor 169.254. activate
neighbor 169.254. send-community both
neighbor 169.254. next-hop-self
neighbor 169.254.0.105 remote-as 64512
neighbor 169.254.0.105 description SSE Neighbor3
neighbor 169.254.0.105 ebgp-multihop 5
neighbor 169.254.0.105 activate
neighbor 169.254.0.105 send-community both

[Ce BN Vo Ve RENe IR RV, BNV, BNV, BN, BRV, BV, |

[eNeNelolNeNelNoNe oo NoNoNoNoNole Na



neighbor 169.254.
neighbor 169.254.
neighbor 169.254.
neighbor 169.254.
neighbor 169.254.0.109 activate

neighbor 169.254.0.109 send-community both
neighbor 169.254.0.109 next-hop-self
neighbor 172.16.128.2 remote-as 65510

.105 next-hop-self

.109 remote-as 64512

.109 description SSE Neighbor4
.109 ebgp-multihop 5

[eNeNeNoNoNe]

neighbor 172.16.128.2 activate

neighbor 172.16.128.2 send-community both

neighbor 172.16.128.2 route-map sse-routes-in 1in
neighbor 172.16.128.2 route-map sse-routes-out out
maximum-paths eibgp 4

distance bgp 20 200 20

exit-address-family
DC1-HE1#

lIJozsd

DC1-HEl#show ip route vrf 1 bgp | begin Gateway
Gateway of Tast resort is not set

35.0.0.0/32 is subnetted, 1 subnets

B 35.95.175.78 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

44.0.0.0/32 1is subnetted, 1 subnets

B 44.240.251.165 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

100.0.0.0/8 1is variably subnetted, 17 subnets, 2 masks
B 100.81.0.58/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.59/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.60/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.61/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.62/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.63/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.64/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.65/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

DC1-HEl#show ip bgp vpnv4 all summary
BGP router identifier 172.16.100.232, local AS number 998

Neighbor V AS MsgRcvd MsgSent TbhTVer InQ OutQ Up/Down State/PfxRcd
169.254.0.5 4 64512 12787 13939 3891 0 O 4d10h 18

169.254.0.9 4 64512 66124 64564 3891 0 O 3d01lh 18

169.254.0.13 4 64512 12786 13933 3891 0 O 4d10h 18

169.254.0.17 4 64512 12786 13927 3891 0 O 4d10h 18

172.16.128.2 4 65510 83956 84247 3891 0 0 7w3d 1

DC1-HEl#show ip interface brief | include Tunnnel



Tunnell 192.168.128.202 YES TFTP up up
Tunnel4 198.18.128.11 YES TFTP up up
Tunne1100022 172.16.100.22 YES TFTP up up
Tunne1100023 172.16.100.23 YES TFTP up up
Tunne1100201 169.254.0.6 YES other up up
Tunne1100202 169.254.0.10 YES other up up
Tunne1100301 169.254.0.14 YES other up up
Tunne1100302 169.254.0.18 YES other up up

IJesze

wwsdsu JJoudss Idogublldogil euul pogss po 1dezsd Iisluvs Idecuad wdd po
volsws gugly SD-WAN.

wdJd 17 1Juwsobsy IJougvb/ldogul Jel,6 BGP

DCl-Core-Switch#show ip bgp

BGP table version is 62893, local router ID is 172.16.128.6

Status codes: s suppressed, d damped, h history, * walid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f£ RT-Filter,
X best-external, a additional-path, c¢ RIB-compressed,
t secondary path,

Network Next Hop Metric LocPrf Weight Path

1Ll alicp 172.16.128.5 65935 998
172.16.128.1 65535 998
172.16.128.5 65535 998
172016, 12801 65535 998
172.16.128.5 65535 998
172.16.128,1 65535 998

ezl BGP wubs/uuulbs

&> sI9u Joudss Active/Stanby puwl, 9lzs wubb o Ipesd IUIuuluws 1Js wolss luw SD-
WAN cwow ogdsd ASPL Idpuved 1dss sop wluwosle gsbs puul [Us 1Upzlo).

wwdd 18: Iduwsobsy IJugub/ldlzeslbs Jglbé BGP

DCl-Core-Switch#show ip bgp

BGP table wversion is 62893, local router ID is 172.16.128.6

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
X best-external, a additional-path, c RIB-compressed,
t secondary path,

Network Next Hop Metric LocPrf Weight Path

e Lol L 3L/ 3] 172.16. 5 (HEEEE) 998 9987
x> 172.16. . 65535 998 ?
e 172.16. 5 65535 998 9987

*> 172.16. . 65535 998 ?

* : 172.16. . 65535 998 9987
*> 172.16. . 65535 998 ?
<snip%




b BGP IJuubb/ldlzoslbs
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