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» Cisco Secure Client - ZTNA
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Secure

Access
F::RTINET

woppe Cisco Secure Access Jgplsé lJobosdle 1Jgluos 9098, 1Usuo9d [Jsol gds 1uwlw
peds 88lses eds Iduvwdle. Jpllue suopu Idlouald po Idubeds Is Ulucsue. 95288
3JY o0 gld wbusd Iunldse 9budle 1euss pogsss. wosd zeseol IUs IJeWdlb gds
IJpedsele ews 1dyuosd Idsol ewy Iduwelos.
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odssu uveds VPN eds 1Jsuosd 1Ulew

lowwd IJds Jgé 1JbLs IJgluos o Secure Access.

Connectivity

Network tunnel groups o

Data Transfer | Lu 2 sous v

4 pisconnected

2 connected

TOTAL USAGE

Usage data - dela)

up to 30 min,

1.33 GB Total traffic

202.13 MB " Increase (last 24 hours)

366.26 MB Raceived

221.14 MB " incroass (last 24 hours)

961,01 MB sent

19,04 MB * Decroase (last 24 hours)

3 warning

Resource connector groups ..

1 Disconnested

0 overioaded fin Last 24 Hours)

* 168 W99 Connect > Network Connections > Network Tunnels Groups

Overview

The Overview dashboard displays

Essentials

Network Connections
Connect data centers, tunnels,

resource Connaclons >

Users and Groups

vl manage s

ars and

of use in access rules

End User Connectivity

M traff

steering from
to Secure Access

o oeo lJud,Network Tunnel Groups 9§ + Add

BS  Overview
" Connect
E: Resources
) Ssecure
K Monitor
do Admin
Network Tunnel Groups

A netwiork tunnel group provides a framework for establishing tunnel redundancy and high
availibility, Connect tunnels 1o the hubs within a network tunnel group 1o secufely control
user access 1o the Internet and private resources, Help o

€ Search

w Status w ] 4 Tunnel Groups

Manage connections bEtwedn your data centers and SSE
Connector Groups Metwork Tunnel Groups

Hetwoerk Tunnel Groups o 1.

4 3
Disconnected I Warning £
Bl

e lJodesy Tunnel Group Name: Region 9 Device Type

* IU&J Next

0 warning ®

1 cannected L]
B — Branch
B —* Cisco Secure Client
—& RAVPN
B —* Browser-based ZTHA
B —* Client-based ZTNA
Silct Al

2

Connected §


https://login.sse.cisco.com/

@ SansrsiEsitings | General Settings

Give your network tunnel group a good meaningful name, choose a region through
which it will connect to Secure Access, and choose the device type this tunnel

@ Tunnel ID and Passphrase group will use.
. Tunnel Group Name
@ Routing
[ Fortigate ® ]
@ Data for Tunnel Setup Region
[ Europe (Germany) v ]
Device Type



ek Tzo, 18w pubbds IJs eade 2ol IJzelss.

*  Yp wodysy Tunnel ID Format 9 Passphrase
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@ General Settings

@ Tunnel ID and Passphrase

@ Routing

@ Data for Tunnel Setup

Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this
| tunnel group.

Tunnel ID Format

@ Email IP Address

Tunnel ID

[ fortigate ® ] IE!)JP;:t.::::’vr‘f-".>sStt:.c:isrxwom
Passphrase

The passphrase must be between 16 and 64 characters long. It must include at least one
upper case letter, one lower case |letter, one number, and cannot include any special
characters.

Confirm Passphrase

© Bp wodssu ubldle golasu IPIs Idussle IUpuoss IJos e vodssvol gds IJuveds 50,8 cpis) s
IJea9) po edId 1Usuosd 1Ulew

. IQ&JsaVe

General Settings

Tunnel ID and Passphrase

Routing

Data for Tunnel Setup

O - BICINC)

Routing options and network overlaps

Configure routing options for this tunnel group.

Network subnet overlap

(] Enable NAT [ Outbound only

Select if the IP address space of the subnet behind this tunnel group overlaps with other IP address spaces in your network,
When selected, private applications behind these tunnels are not accessible.

Routing option
@ Static routing
Use this option to manually add |P address ranges for this tunnel group.

IP Address Ranges
Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

192.168.100.0/24 X

Dynamic routing
Use this option when you have a BGP peer for your on-premise router,



o8> IJoud) B9 Idpedyple Savezod &2 1o b I ele b oJd ldpedyple JJgbes IJoldss. Configurethe VPN Siteto Site

on Fortigate.

wslole Jus g

Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel
devices. This is the only time that your passphrase is displayed.

Primary Tunnel ID: @ -sse.cisco.com [
Primary Data Center IP Address: 18156.145.74 [J

Secondary Tunnel ID: @ -sse.cisco.com [

Secondary Data Center IP

Address: 3.120.45.23 [

Passphrase: P O

od9su p98e VPN |Js p9 e eds Fortigate

loodd lJs Jogs pedsple Fortigate.

e lud,y VPN > IPsec Tunnels



Ll VPN
IPsec Tunnels

IPsec Wizard

|Psec Tunnel Template

VPN Location Map

e lyd, Create New > IPsec Tunnels



4 Create new ~

' IPsec Tunnel

|Psec Aggregate

e lug) Custom: §p wodysy aNamegly 9, Next.

& VPN Setup

MName 2 | Cisco Secure 1

Template type  Site toSite  Hub-and-Spoke Remote Access

< Back Next > Cancel

B o9 IJoldss: Jlse Jsd lue ceole lo suvdd IJg pdss lesls Network JJgzje.

oo ds



Network Network

IP Version 2N IPvé IPVersion |Pv4
Remote Gateway Static IP Address i Remote Gateway Static IP Address
IP Address 0.0.0.0 IP Address 18.156.145.74
Interface v Interface | # waN (port1)
Local Gateway > Local Gateway (@ ]
Mode Config Mode Config
MNAT Traversal Disable Forced MNAT Traversal E Disable Forced
Keepalive Frequency 10 Keepalive Frequency 10
Dead Peer Detection Disable  On ldle Dead Peer Detection Disable Onldle
DPD retry count 3 DPD retry count 3
DPD retry interval 20 § DPD retry interval I 10 Is
Forward Error Correction Egress Ingress Forward Error Correction Egress Ingress
B Advanced... & Advanced...
Add route LB © Disabled Add route © Disabled
Auto discoverysender @ Enabled Autodiscoverysender @ Enabled JlxRoltr sG]
Auto discovery receiver @ Enabled Autodiscoveryreceiver @ Enabled
Exchange interface IP @ Enabled Exchange interface IP ® Enabled

Device creation @& VISELIWE © Disabled Device creation @ ® Enabled IE T

Aggregate member @ Enabled xNoEETE

¢ Network

IPVersion : IPv4

* Remote Gateway :gusly IPIJolow

e IPAddress: |yueésle IPPrimary |P Datacenter |P Address,|Jpglos W wslule o088 1Ugbgs
» Interface: [gosh 9lzes WAN IJos gbbe Jlguegsleel Jluusle IJud @
* Local Gateway : cglbsd Jlbo,)los

* ModeConfig: oglbsd Jlde,)los

*  NAT Traversal :opdsu

*  Keepalive Frequency :10

*  Dead Peer Detection : gwo IUbJo

e DPDretry count :3

e DPDretryinterval :10

+  Forward Error Correction : Jl o_og £J1p8 B s pwe.

e Advanced.... §p vodssuo Jo9,6.



Se Il wodssy IKE Authentication.

IJpuol> 86

Authentication
Method
Pre-shared Key
IKE

Version

Mode

¢ Authentication

Method : pcle puveyd puwedl JIBe,los

« IKE

Pre-shared Key

2
PAH GVl Main (ID protection)

Version: ize, 1Jlueol, 2.

Authentication
Method

Pre-shared Key
IKE

Version

Pre-shared Key : |guegsle PassphraselJpglos s wslole o098 1Ugbos

| Pre-shared ey -\

I..oi..lo I

O




adlgds: ssg p Secure Access I ool IUelus po wa9e9dsd IKEV Wb

Sp Il o dysy Phase 1 Proposal.

Gtz 1de,eds IUisds



Phase 1 Proposal @ Add

Encryption AES128 v Authentication = SHA256
Encryption AES254 » Authentication  SHA256
Encryption AES128 w  Authentication ~ SHA1
Encryption AES256 v Authentication  SHA1

32 31 30 29 28
21 ()20 ()19 ()18 [ 17
15 [ 14 |3 5 2 1

86400

Diffie-Hellman Groups

Key Lifetime (seconds)
Local ID

¢ Phase 1 Proposa

Encryption : iz, AES256

«  Authentication : iz, SHA256

» Diffie-Hellman Groups: g>> IJe,og 199 20

e Key Lifetime (seconds) : 86400 JIS el os

27
16

X X X X

© Add

AES256 = | Authentication | SHA256 -

32 31 30 29 28 27
219% 20 4 12 18 ! 16
15 14 ] 2 1

Phase 1 Proposal

Encryption

Diffie-Hellman Groups

86400
| fortigate@8195126-621099508-sseci |

Key Lifetime (seconds)

Local ID

o Loca ID: |uvegsle Primary Tunnel ID. 1Jpezs> s wslole 08,8 olJgbys

Sp Il wodysy Phase 2 Proposal.

I8eole IUpyzds IJeloss

o

)



New Phase 2 @ O

Mame CSA
Comments Comments p
Local Address addr_subnet «  0.0.0.0/000.0
Remote Address addr_subnet «  0.0.0.0/0.0.00

New Phase 2
B Advanced...

MName CSA
Phase 2 Proposal @ Add

Comments
Encryption AES128 ~  Authentication ~ SHA1 - x ST mmer p
Encryption AES256 = Authentication = SHA1 - x Local Address addr_subnet = 0.0.0.0/0.000
Encryption AES128 = Authentication  SHAZ25& - Remote Address addr_subnet «  0.0.00/0.000
Encryption AES256 = Authentication = SHA256 v x & Advanced...
Encryption AES128GCM = % Phase 2 Proposal @ Add
Encryption AES256GCM + % Encryption AES128 « | Authentication | SHA256 -
Encryption CHACHA20POLY1305 = X Enable Replay Detection
Enable Replay Detection [ Enable Perfect Forward Secrecy (PFS)
Enable Perfect Forward Secrecy (PFS) 2 Local Port Al
32 31 30 29 28 27 Remote Port All
Diffie-Hellman Group 21 (] 20°[] 19 18 17 16
15 M 14 M5 Gl 1 Protocol All

Auto-negotiate
Local Port All £

Autokey Keep Alive
Remote Port All 2

Key Lifetime Seconds -
Protocol All 1

Seconds 43200

Auto-negotiate

Autokey Keep Alive

Key Lifetime Seconds -
Seconds 43200

* New Phase2

Name: Jlgsls o)l os (swp 1es 03l po luue Iduswds 1Jgluos [Jblo,ss (VPN) Jssd)

+  Local Address: Jlgsls 1ol o (0.0.0.0/0.0.0.0)

«  RemoteAddress: Jlgsls Ide,l o (0.0.0.0/0.0.0.0)

¢ Advanced

Encryption : I¢e, AES128

+  Authentication : i¢e, SHA256
«  EnableReplay Detection : Jo wuvdJ 18l uos (ppdo)
+  EnablePerfect Forward Secrecy (PFS) : [Jgle weass ¢lus IJlgwsl

e Local Port:



Ju wundd 1Be,los (ppdu)

*  RemotePort: Jo wuvdd 18e,luos (ppdu)

e Protocol : Jo oI 18l uos (ppdu)

* Auto-negotiate: ogssu JB8Sp6 18l osé (w290 £dled)

* Autokey Keep Alive: wgssu JB88p6 [0l oss (w290 edlpd)
+  KeylLifetime: cgssy JBspes 1Vl oss (wldeslus)

e Seconds: JsJu IUgog IUIG el os (43200)

083 3JI 108, B9 8 9l 8. spdud wEs o9 weLe IUsdlsd 1o 1dubwds IJgluos [Jbloyss (VPN) &y wp logbldel Lluwegsle
"lJsuo9d 1dle" 9spdud Ipologs Lldgbys IJeldss. Configurethe Tunnel Interface.

O CsA [#] WAN (port1) O Up

odysu 9lgos [Jud
w8 logile o $: ollzlb i J359 91208 23536 2JS 1Up0d3 IUds wuwagspo Jslzos WAN JJlouold wldeolds 1Ulegs.

Jdoedd pu ddddd ldsele IUloesld |Js Network > Interfaces.

22 FortiGate VM6&4-AZURE

 Network
Interfaces i I I I

[+ Create New~ | # t tegr Search Q

Administrative Access 5

Name = IP/Netmask =

] 8 802.3ad Aggregate @

s fortilink s B02.3ad Aggregate Dedicated to FortiSwitch PING

Security Fabric Connection

[ & Physical Interface @

B LAN (port2)

192.168.100.5/255.255.255.0

= Physical Interface

= WAN (port1) = Physical Interface 10.3.4.4/255.235.235.192 PING

> B @ Tunnel Interface €

i1 NAT interface (nafroot) %) Tunnel Interface 0.0.0.0/0,0.00

B woduwsE Idpuds 1Uss ouwogspo JJlouold o Secure Access: s oo IJzlds WAN 1Jglzos.

= ® WAN (port1) [®™ Physical Interface

------ ® (& CSA (*\ Tunnel Interface

e ———



o 1ud) B9B Tunnd Interface wp g, W99 Edit

+ CreateNew~ || ¢ Edit ] 1 Delete Integrate Interface Seart

Name < Type

[-] 3e 802.3ad Aggregate @

Je fortilink de 802.3ad Aggregate
[=] M Physical Interface @

™ LAN (port2) ™ Physical Interface
= ™ WAN (port1) [® Physical Interface
' =y CSA (&) Tunnel Interface

o bsdldues,s ldoeldss Idos weole IUs odgsuol

Name 2 CsA Name @ CSA

Alias Alias

Type (2 Tunnel Interface Type (2 Tunnel Interface

Interface ™ WAN (port1) Interface M WAN (port1)

VRFID @ 0 VRFID @ O

Role € Undefined v Role @ Uncefined v

Address Address

Addressing mode Manual Addressing mode Manual

P 0.0.0.0 P | 169.254.0.1 |
Netmask 255.255.255.255 Netmask 255.255.255.255

Remote IP/Netmask | 0.0.0.0 Remote IP/Netmask | 169.254.0.2 255.255.255.252




e Interface Configuration
o IP:oYssu IPEs) Blod JJwszse Jsuv Jrsd B IUuvods (169.254.0.1)

* RemotelP/Netmask : §p vodysu IPgo wgs Jeoslu IPIJelds Jslgod IPIUEIL06 o Llgwedsle Sule lJubeds 30
(169.254.0.2 255.255.255.255.252)

&3 3JYdilu@) OK Jepudb IJodssy 9pelegs IJgbys IJeldss: Configure Policy Route (IJwgzso IJpuwews [Js IJiLod).

i wgs o3l 1dzie seo odoase uwsluwle 2ol 1Jzplsé eds FortiGate JJ wele Jzuds 1Jp9) pu IJzols s Iduwelz
Jol wulpso 1Usuosd 9p0 IUsuesd IJlew 1ds Idubodle 1dos wiss worse 2rJs 19,



odsu puwb Iduwsluws

g0 030 IJudbé. Jssd vwds VPN IJglLoé wd wp wdssuel sluublsel Jolpsy 1Jsuesd: sllu: szo edsd lehé wozso 2,6
29 Iwslole Jelpso Idsuesd Jeelss 2pds 1eas) Is 1dsuesd 1s IJebusdle 1Jglues 1Jglues o ¢ 2ol zelss FortiGate.

lowdd |Js Network > Policy Routes

@@ Dashboard * Create New

«# Network

Seq.#

Interfaces
DNS

IPAM
SD-WAN
Static Routes

Policy Routes

odysu lduoez



If incoming traffic matches:

Incoming interface +
Source Address

IP/Netmask

Addresses +

Destination Address

IP/Netmask
[+]

Addresses +

Internet service +
Protocol TCP UDP SCTP Specify

Type of service 0x00 Bit Mask 0x00
Then:
Action S EIGHIE (s Stop Policy Routing
Outgoinginterface @ @ CSA v
Gateway address
Comments Write a comment... £ 0/255
Status [+ ANELIELE © Disabled

¢ If Incoming traffic matches

If incoming traffic matches:

Incoming interface F LAN (port2) x
+
Source Address
IP/Netmask I 192.168.100.0/255.255.255.0 I
[+
Addresses +

Destination Address
IP/Netmask

Addresses = all x

Internet service

Protocol TCP UDP SCTP PN E Specify

Type of service 0x00 Bit Mask 0x00
Then:
Action I HTE i Stop Policy Routing
QOutgoing interface @] = CSA 'I
Gateway address 169.254.0.2
Comments Write a comment... £0/255
Status (A ELERN O Disabled

Incoming Interface : 2, 191206 oo 2o wibob Jlghs wozso 2y3s 19, 1Us 1Usuosd 1Jes (Iuad 2,96 1e,9.)

¢ Source Address

IPINetmask : [gwogse o3l 1Jgsh 13l $po woszso Uivwds Bess Jolzos B§lo

e Addresses: iuuo'a.xp o3l 1Jgshy bl Jlo Issd IUIlsy 1J3s wp louilyo 9p0u05) 2596 1,9, @io@ pu Slzole

pog336 9 bl WV)e86 puEs

¢ Destination Addresses



Addressesilz o all

+  Protocol:lge, ANY

¢ Then

Action: Choose Forward Traffic

«  Outgoing Interface: ize,) 9lz06 IJud G IJos Bpo wogssdol eds IUgbos. &
»  Gateway Address: o Jgsu IPIJugss 1U3s wp wdosuo gds 1Jebsé 9 Remotel PNetmask

o Staus: g, ppdo

lod) OK Jedb IJodssu: Blue Il zloj JJoedd pu lebs wazse 2,96 o9, IJizos6 |Js Secure Access.

IJozdd pu lJuors
JJezdd pu lehs wazse 206 e,9, wslule 1Jzels IUs "suesd IUled" Jssd ¢sblor spdud Iezdd pu lluc,ve sldoze

eu IPIJgle 1Jgluo i s spdod euvésd IJle) 1delds wluwegsle curl:

<ffroot>

C:\Windows\system32>curl ipinfo.io { "ip": "151.186.197.1", "city": "Frankfurt am Main", "region": "Hes

IJobld IJele o0 s Spdud 1986 2yJbs 1dps9) 1JEluos wd o
Min Host:151.186.176.1

Max Host :151.186.207.254



pIgES: ooy golasw IP 030 £)006 JJoEss) pl seus lu Cisto &> ©@sp woguwse o3l IJubld B IUpuwodud.

I3l lse oiss) IP1Jgle 1Ugluo vl Bosl sgus lud peps wsluwbs Secure Access: 9spdod IUlu odsso IJobuss 1Jglue oI
eJs J9gé pedsple Secure Access JJgo9d lJs wbosdlod po VPNaSy ZTNA.
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