odosu IJouesd Idlps Jodsse suoe RA-
VPNaS ol uwgsle ISE

lJpzogsle

l e 9506

el dole 1wl w.sé
e Jole
ledogle | 23300

Lz bale Liads o 1o 09 Llee 9o dle,) ISE




s ople o o Jd

|Jp 95006

S92z 03l ldpuwo s Jsds6 wdasu wdsse IUsuoe Jeuwodses uiods VPN Jdsosd eu
w8 wluwodsle perd €306 1Jogss (ISE) sldsuesd IJleu.

IJecbdole IJlgul jusé

+ ISE pouods ldsuesd Iles eo Cisco g IJod s
lJeobdolo

9008 Cisco Llu oday Jrsd pe,uds ldpsluose IJoldss:

* pza 206 1J09.56

e 14909 I log,

» Cisco Secure Client
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vpnuser@ciscosspt.es

RA-VPN

N

Secure
Access
1. VPN Authentication on Secure Access 2. Radius request with the username and password.
RADIUS Access-Accept
3. 5200 Authentication succeeded
3.1 CSA-Unknown-Compliant
The Identity Exist on 3.2 Redirect URL Send
Secure Access? 3.3 dACL Send
YES NO ity
5232 DACL Download Succeeded Authentication Rejected
CSA-Unknown-Compliance
<
1SE Posture: O—
C) Update your sysiem, e) Comphart.
! - % a Network access alowed
4, Posture status compliance, answer send to ISE 4.1 Evaluating Autharization Policy
5. Selected Authorization Profile - CSA-Compliant
5232 DACL Download Succeeded 5.1. Added the dACL specified in the Authorization Profile
CSA-Compliance
4 4
- -
5.2. CoA send to Secure Access
6. Machine on Compliance Full Access to

Resources
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CUSTOMER INFRASTRUCTURE SECURE ACCESS INFRASTRUCTURE
192.168.10.0/24 Management IP Pool: 192.168.60.0/24
DNS ‘Endpoint IP Pools: 192.168.50.0/24
IP:192.168.10.153 :
DNS
Firewall
Secure
ISE Access
ISE
IP:192.168.10.206
Hostname: ISE.ciscosspt.es RA-VPN
:

Secure Client Users
(Outside Network)

lJodsu
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"9 o9 [ lee," 9eUle ] ISE.

odosu lJsLesd IUleu
od9su pepesed RADIUS gds wepele IP
Jodosu pdd wg s VPN Ulguegsle RADIUS. 1ded IUgbsle IJoldss:

loedd 1Js Jozs eedosle Lsoad Llee 1Ugluos wdl.

* lul) 99,9 Connect > Enduser Connectivity > Virtual Private Network

oo wdssu ldogee (Manage | P Pools): 18, W9 §Manage
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Manage IP Pools

2 Hageans mapped

+ l¢e,e IJ 1P Pool Region 9 s Je 1J Radius Server

EUROPE 1
Pop Name Display Name Endpoint IF Pools Management |P Pools DNS Servers RADIUS Groups
192.168.50.0/24 192.168.60.0/24
P u
Europe {Garmany) RAVPRI 256 user connections 256 user connections Hause ¢
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1T Iuwdd odase Buwe weee IP Lopw Radius Group (Optional)

v, Add RADIUS Group

RADIUS Groups (optional)

Associate one RADIUS group per AAA method to this IP pool.

el RE
E TZH

Mo RADIUS groups created

‘ [ Add RADIUS Group J




« Edit RADIUS Group X

Add group of RADIUS servers, which will be used to control access to your VPN
profiles

Change of authorization (CoA) mode (D
CoA Port: 1700

Accounting
Port

[ 1813 ® ]

Accounting mode

@® single

Simultaneous

Accounting update
Interim accounting update

Update interval

[ 1 hour(s) J
e >
- ™)
Settings A
h, A
RADIUS Servers
You can add up to 8 servers in each group
Assign servers
[ ISE_CSA x v ] + Add

# Server Name IP Address

1 ISE_CSA 192.168.10.206 g ©



B 1dsuosd 1Jlew

AAA method

Authentication: 9_og gJleé eds glus IJIzesh Jdeuwds Authentication sozassor wuvdd lBe,)los: 09
1812

s elds wbJouMicrosoft Challenge Handshake Authentication Protocol Version 2 (MCHAPV2) 1Jpol>§6
e edles eds Elus Idlgosh

* Authorization:: 9_og gJles gJs ¢lus IUIgosh 1Ugluos Authorization Lldeoads 9oza$s o3l IJpuuds.
oubdd 18l os: 09 1812

g edlpd eds glué IJIgwsl, Authorization mode Only Change of Authorization (CoA)
mode slduwele w9u2E S0 soéssule ISE

* Accounting: 9_og gdles eds ¢luws IJIzosh JJogssd suesrss [Jpudds wuvdd 1ol uos: 09 1813

i¢e, Single or Simultaneous (B 1Js o 1Jp3: sop huwld wslole Idpzluvws 1Js élse 9les
B8b. S Idyoe Idpusleu: sop ©98s) wslule IUpzluvas Jeese 1UEgbe s 1dpzeses)

o 2 ¢lus IJIzesl) Accounting update Joedso IJlogile 10958 Jyuwlisd RADIUS 1Jed 8w6-
Accounting-Update.



el sz luAuthentication o uogse JJ po Authorization IJigslJse sldiowldse: gus eassol ubuw IJpuds.

o o 3dY ceole IJs odasy RADIUS Servers (ISE) 1dss swp luvegsleo JJpuols $6 gwy AAA eds IJSuwpe RADIUS
Servers.

e lud, Yy +Add



RADIUS Servers
You can add up to 8 servers in each group

Assign servers

[

e

# Server Name IP Address

o 3JYd Gp vodssu lJesble IJoldss:

Add RADIUS Server

Server name

|

IP Address
| |
Password type

Secret Key

| =3
Password

| =

Cancel



*  Server Name: §p wodsy luwp Jogrsd gbp ISE.
+ IPAddress cJdssy IPJgols Cisco ISE 1J3s spdo 1U9ua9d IJso po edId 1Jsuosd 1Jles
o Secret Key: odysy pdoleg RADIUSIJ s

e Password: 9p vodssy JJped p,y9) RADIUSIUZl 06 o

o lud,) Savegess ¢bpe RADIUSIJEI o v Jopu Assign Server IUgsl) 9225 ¢be ISETJEILo vt

RADIUS Servers
You can add up to 8 servers in each group

Assign servers

ISE_CSA

o lud) Save py6 gy Jedb IJodssy IUss wp



« Edit RADIUS Group X

Add group of RADIUS servers, which will be used to control access to your VPN
profiles

Change of authorization (CoA) mode (D
CoA Port: 1700

Accounting
Port

[ 1813 ® ]

Accounting mode

@® single

Simultaneous

Accounting update
Interim accounting update

Update interval

[ 1 hour(s) J
e >
- ™)
Settings A
h, A
RADIUS Servers
You can add up to 8 servers in each group
Assign servers
[ ISE_CSA x v ] + Add

# Server Name IP Address

1 ISE_CSA 192.168.10.206 g ©
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Protocolsilg,, Radius

» Map authentication groupstoregions: |zwsl) Ideulb @ slgwsl, Radius Groups

. IQ&J Next

pdITds: sz edsd s glus IIRosh 1JElues vrese Idpollbd 9orass presele vuod IJdb, bl b dssd pulbd
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w8 odosu zpse lzile Idpuob@s: I)zle polugs Idlgcpls.

IJg cala

@ General settings

Default Domain: ciscosspt.es | DNS Server: House
(192.168.10.153) | Protocol: TLS / DTLS, IKEv2

o Authentication, Authorization, and

Accounting
RADIUS

@ Traffic Steering (Split Tunnel)

@ Cisco Secure Client Configuration

Enable Radius Authorization o
Use defaults or customize groups to map to regions
Connect to Secure Access | 2 Exceptions

Select one group for all regions

[ ISE_CSA U]
Region Management IP Groups

pools
RA
ISE_CSA v
VPN 2 192.168.80.0/24
KR 192.168.60.0/24 | ISE_CSA (default) .
VPN 1 ’ o -
< Cancel

Authentication

Authentication, Authorization, and Accounting

Authorization Accounting

Choose a configuration method to complete the SAML authentication process
for this VPN profile.Help 3

* Authorization

Enable Radius Authorization: 9_og gJlps eds glus IJIzosl) Jopdsy wd9s o RADIUS

T aTpsEs SITS dzact a0l 225 2l IJIResh Jlgwegsle gbe RADIUS 9l2> o235 Jzese wepehe 1Jsuosd eo
&> - IJubeds 1Jgluos 1dbloyss (RA-VPN): 9 $e cogrsol JIJ wree wuvdd podod

. IUg_9J Next

o wdssu JJ Authorization IUgje: IUsele Idpologs wluuegsle Accounting.
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@ General settings

Default Domain: ciscosspt.es | DNS Server: House
(192.168.10.153) | Protocol: TLS / DTLS, IKEv2

o Authentication, Authorization, and
Accounting
RADIUS

@ Traffic Steering (Split Tunnel)
Connect to Secure Access | 2 Exceptions

@ Cisco Secure Client Configuration

¢ Accounting

Authentication, Authorization, and Accounting

Choose a configuration method to complete the SAML authentication process

for this VPN profile.Help F

Authentication  Authorization  Accounting

Enable Radius Accounting

Use defaults or customize groups to map to regions

Select one group for all regions

ISE_CSA v
Region Management IP Groups
pools
. 192.168.80.0/24 ISE_CSA i
VPN 2
RA 192.168.60.0/24 ISE_CSA (default) i,
VPN 1
Cancel

Map Authorization groupstoregions: lzwsl) Ideulb$ slgwsl, Radius Groups

. IUd) Next

After you have done configured the Authentication, Authorization and Accounting I, zls pologéTraffic Steering.

wozse Jsé 1Jp)9)

oo ©92S0 2Is 1des9s sdipd wdssy wee Idleuald po gJId 1dssesd IJleu.



Tunnel Mode Tunnel Mode

Connect to Secure Access v ] [ Bypass Secure Access

All traffic is steered through the tunnel. All traffic is steered outside the tunnel.

e
A 00 G0 -

Tunnel o VPN
Secure @

Access

Internet

o 3l i'aoJ.:, Connect to Secure Accessdlds b, § 2,96 0,9, IJloe,ow 1UElLos ) Secure Access

[ Connect to Secure Access v ]

All traffic is steered through the tunnel.

d o QB
VPN e Secure ‘@

Access

Add Exceptions
Destinations specified here will be steered OUTSIDE the tunnel.

Destinations Exclude Destinations

+ Add

Actions

proxy-

8195126.zpc.sse.cisco.com,
ztna.sse.cisco.com,acme.sse.
cisco.com,devices.api.umbrell
a.com,sseposture-routing-
commercial.k8s.5¢10.0rg,sse
posture-routing- -
commercial.posture.duosecuri
ty.com,data.eb.thousandeyes.

Cancel

Bl Jow ouss 1uolds luweeolele Jpeldle Iloc,ow Iy golsso 1P Id)zle IJod) W98 +Add 1)) &p lod, 898 Next.




© Bl &pe 3Jd Bypass Secure Access: Slo JJ 2536 p9) Ilocsus 10elued o we) gws e Ilucsoe IJglue v
9dsuw pu gdldSecure Access (JI w9gs 2elss loc,ow)

Tunnel Mode

Bypass Secure Access v

All traffic is steered outside the tunnel.

-

VPN Internet

Add Exceptions + Add
Destinations specified here will be steered INSIDE the tunnel.

Destinations Exclude Destinations Actions

No matches found




adlgds: | zle |uol9é enroll.cisco.com ISE Posture (9 og.s6 pzud #3ple 1Jogsé (ISE)) gus [gesly Bypass Secure Access.
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Cisco Secure Client Configuration

@ General settings Select various settings to configure how Cisco Secure Client operates.Help .7
Default Domain: cisco.com | DNS Server: -
Protocol: TLS / DTLS, IKEv2

Session Settings 3 Client Settings 13 Client Certificate Settings i Download XML

@ Authentication, Authorization, and
Accounting

RADIUS
Banner Message

Require user to accept a banner message post authentication

@ Traffic Steering (Split Tunnel) a

Bypass Secure Access | 1 Exceptions

o Cisco Secure Client Configuration . .
Session Timeout

7 days

Session Timeout Alert

30 minutes before

Maximum Transmission Unit ()

1240

B 030 1Jgb9s: spdudd IUeddlb gds JJ Juse JlBe,)los sldud) Save sJdu BBl oo o8y wguosue [dodssy IJglue wd
ey Bldyele 1Jozdd po 2dsd sowdad lsps) Ll s Cisco.

odysule ISE
od9su Slispd iaojé IJyvwdJo

Jedsso 1dpuolb§s po ¢JIJ Cisto ISE: sdjpd wdoso IJizess Ideuwese wol IJos seduel lple luwegdlele gds Cisco ISE
Josd:

e luewd lJs Administration > Network Devices

o 1od,y B9 +Add


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true

> CSA

Network Devices

Description

IP Address : 192.168.60.0

Device Profile  H Cisco

~  RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS
Shared Secret

[ ] Use Second Shared Secret

Second Shared
Secret

CoA Port




o Name |gwopsle luve Jozass 1Jsuesd 1Jles
e |IP Address: vJgsy Management Interface |Jglbgs: puulo, 86 wzpog IP

+  DeviceProfile: i¢, Cisco

Radius Authentication Settings

Shared Secret: o Jgso oS IJuw) Idpuive,d 1U3s wp wdysuo eds 1Ugbss: edolz L wys

+ COA Port: sgol I 8506 1Bl osé: s Sop luwwesle 1,15 1700 is ol Bs psi6 "ldsuesd 1Jlee"

&> 3Jd IJuy, Save Jdeedd pu gpd Idodled wuvdd vozse: Op wldpologs Jlogile puvcrp peds JJozdd pu ldodled.

oJdIsu peesesd

Jodssu pzeses Jdluwodsle pg ldpuvcsrpsu ldpedssod lowg IUtbsle 1doldss:

e lud) Vs Administration > Groups
e lu@, User Identity Groups
. IU;_9) + Add

© Se wlogile pzeses NamedJpzeses slud)y 998 Submit



Administration

Identity Groups
System Network Resources Identity Management =0}
Deployment Network Devices Identities
Licensing Network Device Groups Groups
Certificates Network Device Profiles External Identity So
Logging External RADIUS Servers Identity Source Seq ) Endpoint Identity Groups
Maintenance RADIUS Server Sequences Settings

> User Identity Groups
Upgrade NAC Managers

er ldentity Group

User Identity Groups

User Identity Groups

Identity Group

CSA-ISE

od9su puwede peds

Jodasu puvede peds Jdozdd o ldodled 1Uglue wd:

e lyodd lJs Administration > I dentities

o 1o, B9 Add +



Network Access User

* Username

Status ¥ Enabled

Account Name Alias

Email

Passwords

Password Type: Internal Users

Password Lifetime:
(O With Expiration

Never Expires

Password Re-Enter Password

* Login

Passwaord

Enable

Passwaord

Vv User Groups

CSA-ISE

o Username: cdosy luwpe lJpwogse wluwogsle o985, UPN pg ) 908 Bs Secure Access: s wous 03l [Js 1Jglbys

alJpcb ol Il wl_w.sé
Status:uuvlo
Password Lifetime: spJdoud wdgsuol With Expiration Iy Never Expires. 9083l JJ
Login Password: luule JJped py9) Jdeuwegse

User Groups: ige,) IJpzeses IJos op logbliol eds 1Ugbgé: 8o wodasy pze9gé




adlzds: oo wessu IJpuob§s 1Jpuwenss [Js UPN Jogss)ol Bs Idluosble 18l es po Secure Access.

o 3JY spdud Saveldodysu gldpolugs ldglbgs. Configure Policy Set.
od9su ezeses lduor

B lbl) pzeses IJuoz: Bp wodsu Ilple 13s sd9p ISE Lleglso loule 1dpuols 86 sldodsso. e o3l ldumsubss 2lJs
Ilgwe@ole Jodss puslums wuwsbosd Joads, 5009 Ideuwetse. I9dl soedd ISE pu luad puob$s RADIUS 95wz dd pel I3l
Jloo [Josslo 092936 B $lerd wslole puvese ISE Josds) 1Jsuesd

Jodysu odl lduez: lowdd IJs J9zé pedyele Cisco ISE:



o lud) Y98 Policy > Palicy Sets

o 108y 998 + JILolds preses Loz 23536

Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

Policy Sets

Status  Polidy Set Name Description Conditions Allowed Prgtocols | Server Sequence Hits Actions View

T

B 030 IJzglds §p luuble pzesgs vog 23836 wadl pu lUgpd wew lUpepses IUIVC,)lLoss. s 3JYc Gp vodsu IJpuol> §6
9ldodss o luwaoubl lJs pzesesd lJuoz 030. suwez [Juoz IJ3s wp wdssue wldsuosd IUs zols Iduiveds 1Upg 8 B IJgbys

5 J9ses 9506 12036 I s JJozdd pu io 030 IJpol> 86 ulus o0 CSA Network Device List &p 1U>g9d W [Jwog I
Condltlonsglc@l Josswsdsdle IJpuwpesz wol pod Default Network Access.

Jlvuble IJogdsple condition lJos oblod pzeses IJuoz: Gp wldpologs oluwogsle IJosdsele IJoldss:

o o) B8+

o ooy lJeedsple Ipwlzé Condition Studiobolo el sJ.s:

Conditions Studio

Library Editor

Equals

eb_Authentic

o Jlogsle Iuiglb 1u@,) B9.8 Click to add an attribute
e lud, eds Network Deviceld,

o oo ldgsble IUgduss: [u @) V9.9 Network Access - Network Device Name ¢l



o wew esh suwlis ldou Iy Network Device wew 1Jglbgs: 9

. IU;_9) SaVe

Editor

Equals

Network Ac NetworkDeviceName

Equals

Network Access NetworkDeviceName

Radius el NetworkDeviceName

JI 918§ o3l Idwog IJl eds [Jbdw 19> e IJeuo3,CSA Jeolwgd Authentication glesls Authorization lJoslule Lopes pze9ed
I[Juog CSA-ISE: Jpl sweldd pu lJuyswsdsdle IJpuwese wol luweobl s 1Je9u9d9dle Default Network Accessldpwe9e

L_Jol.

Sew o odau voses IJuog 1Jeess os:

Policy Sets sre to do visibility setup

Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence

o JJduedd pu Default Network Access Protocols ldpwese: lowg IJbuuble 1Joldss:

vl W9 gPolicy > Results

e lul, W9 Allowed Protocols

e lug) W9 Default Network Access



Policy [ Dictionaries Con

Policy Sets Policy Elements

Profiling Dictionaries Authentication

Posture Conditions
Allowed Protocols
Client Provisioning Results

Allowed Protocols Services Authorization

For Policy Export go to
Profiling
| Duplicate
Posture

Service Name Description

Default Allowed Protocol Service Client Prowsmnlng

o o iJdespdud Idlblle gds gpse Jusesdsdle IUpuwpesz wol eJs Default Networ k Access

SISy el 96 preses lJuor Sldodas o

Jluuwle Authentication 9Authorization |Juog Lo ew Policy Set. |uve o) wldgbsle IJoldss:

o lud) B >

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

rfceMame

o e 3JY s Authenticationl wslwle Authorization |Jeg 9,06:



Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence

Q CSA-ISE =] Network Access:NetworkDeviceMame

> Authentication Policy(2)

> Authorization Policy - Local Exceptions
» Authorization Policy = Global Exceptions
» Authorization Policy(2)

0o Vpuala s
Juog Idpuoh 8o spdud Iedssy wess by, B oo IJzlds: wys gwsluws JJzolj 1dpess Bs 1Ugbes wdasy $lisps i.o'é
lJbodé 900299 pu ldpuob 6 wule gds pelss) pers:

IJpuwegspsu IUssu wpo puob@uop pu ¢JlJ 1Jpuol> 86 Network Device CSA Jssop puols 86 wlzes 19 py89,06.

~Authentication Policy(2)

Status Rule Name Conditions

Q

Authentication Secure .
0‘ =] Network Access-NetworkDeviceName

Access > Options

IJuoz 09 udwo lJpeess Lopw 02986 voz wdasy IUEb9s.
wugloms Ideg 9sd

Sedud odysu vog lJugasd wess byd. B odo IJelds: §p wogasd Idpuvodrpst S Ipzeses 1dpes28 S 1gbss wdasy
pzeaedlze ldpold IJolds Jodssy wog IJegssd IJglue v

~Authorization Policy(2)

Results

Status Rule Name Conditions Profiles Security Groups
Q
e Authorization Rule 1

Status Rule Na Conditions Profiles Security Groups

Q

InternalUser-ldentityGroup
Authorization Secure Access A User Identity PermitAccess

Groups:CSA-ISE




e lud, W9 Authorization Policy

o 1ud) VY98 + Juesss wog IJegssd ped:

~Authorization Policy(2)

Results

Status Rule Name Conditions Profiles Security Groups

Authorization Rule 1

o JJgbgs IJoldss: 9p wogss, Rule Name: Conditions g Profiles

o gwoessu Nameodysy lgwpe Joesss voz IJugssd wuwosds

o Jodysy Conditiong o) Idogde lo@) K99 +

*  wgwol. Condition Studiowgs lJegdypelw:

Conditions Studio

Library Editor

Equals

o Jlogule Iginsb. lud, B9 Click to add an attribute
e lud) eds Identity Group 1,
o oo ldesble bolo 1@, 89§ auwcit s I¢ds - IdentityGroup ¢sl,

o oo Equalsldashy lpuegse 108lises IUpouwsds JJees, eJs Group Idegces JJpuolbds B 1Jgbss. be wedase
PTLIES

e luy, Save

. |Qk§_) Use



InternalUser IdentityGroup

User Identity Groups:CSA-ISE =

Equals
Editor

InternalUser-lde

Equals

Identity group

o8> 3JU cpolz IUs g )sd Profiles, which help approve user access under the authorization policy once the user authentication matches

the group selected on the palicy.

* oo Authorization Policyld), IJpouwsd lod) 99§ Profiles

o deze o ouasse

*  wgas> PermitAccess

e luy, Save



InternalUser-ldentityGroup
R User Identity
Groups:CSA-ISE

InternalUser-ldentityGroup

R User Identity permit
Groups:CSA-ISE

Profiles

PermitAccess

PermitAccess >

w83 3JI Gpo wogysd Authentication Authorization g wsluwed. $e wldeuol> 36 Jdozdd pel I3l JIo IJpuuedse soued 390
9% pUvdJs 9ol 31 Iy spdud j9s6 Iduwedle eds Secure Access g |SE.

JJlouold wldyveds 1Jglues Idbloyss (VPN) spdud [uwagsle pdd IJog s 1Uss wp luublde gds Secure Access gldle old
ou eJld Secure Client Ul wegsle pJd og)s8 ISE.

o dud e o Wusgd dig Secure Access £ Iaslei 3 Edis 1Jaual @S

loedd s Jazs pedaple Ls ol Lles

lud,y 999 Monitor > Remote Access Log


https://dashboard.sse.cisco.com/

28 Events

User Connection Event Event Details Internal IP Address Public IP Address VPN Profile
4 vpn user (vpnuser@ciscosspt.es) @ Connected 192.168.50.2 151.248.21.152 ISE_CSA

o A s £ oua Idusgd Wi | SE g0 1dashad @ dis 1dauala@se

loedd |Js Cisco | SE Dashboard

e lud, Y9 Operations> Live Logs

Status Details Identity Authentication Policy Authorization Policy

Identity Authentication Policy Authorization Policy

CSA-ISE >> Authentication Secure Ac... CSA-ISE => Authorization Secure Access

SE >> Authentication Secure Ac...

CSA-ISE >> Authentication Secure Ac...

odysu puwedps RADIUS I pedsso is punwgdpes Active Directory
od9su 9uoess ISE

s o3l Idwsubiss: Be wlousle IJedase JJozdd po waldg udbs IJuolss $ud puz IJsuesd IJs 1deshys 1051 Jss I
JL_.9L)'DO.

Jodgsuod lvoyd IUs 1dgbsle IJoldsé:

odysu yigb IUsog

o luoddIds Jsgs pedsple ISE
e lul, W9 Work Center > Policy Elements > Conditions

e lud, Y98 Anti-Malware



g ould: oz 1Jesss po IJgshle JJoedd po supe izosed slpls Idedsse Iduoese vols gds Iduvslusle
Islg s 1Jgloo6 .



Conditions v

Anti-Malware
Anti-Spyware
Anti-Virus
Application
Compound
Dictionary Compound
Dictionary Simple
Disk Encryption
External DataSource
File

Firewall



1. Agent Resources

26 Lol 1Jasw 1Jlews JJgpsd-

2. i
ComplianceModule lJ9z»6 IJuplbsé Cisco ISE Compliance Module

3. Agent Profile IJcpde Bs pd og s IUlesls.

oS IJggsle Idupbss IJos swp ©9ds)ol pu
edld lesls woleo 1Jleslse Lluwegsle pdd wg s
IJsdsd 9905 IUsdsd.

3. Agent Configuration

Step 1 wuisd psbs 1dsdsd segpsdol

o Jluolds pg)s gpsd 2383 lowdd 1Js e2¢d wuis. Cisco Download Portal 986 wowisd 2506 wui IJsswt szw o
SI90 eV LU IU9sw wouunsd -PKg.

Cisco Secure Client Headend Deployment Package (Linux 64-hit) 06-Feb-2024 58.06 MB v B
cisco-secure-client-linux64-5.1.2.42-webdeploy-k9.pkg
Advisories [

Cisco Secure Client Headend Deployment Package (Windows) 06-Feb-2024 111.59 MB oS .
cisco-secure-client-win-5.1.2.42-webdeploy-k9.pkg
Advisories [

Cisco Secure Client Headend Deployment Package (Mac OS) - 06-Feb-2024 118.88 MB A .
Administrator rights or managed device required for install or

upgrade. See Administrator Guide and Release Notes for details.

cisco-secure-client-macos-5.1.2.42-webdeploy-k9.pkg

Advisories [

o 1ud) BB + Add > Agent resources from local disk 9.8 wogesd IUzie


https://software.cisco.com/download/home/286330811/type/282364313/release/
https://software.cisco.com/download/home/286330811/type/282364313/release/

Agent resources from Cisco site

Agent resources from local disk

MNative Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

Step 200 58d 9236 [Je9ld g 1Juplbss

e lud, W9 + Add > Agent resources from Cisco Site




Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

o uog edlpd eds glus IJlgosl JIJ 9256 wld@ plbdsws glug, B9 § Save




Download Remote Resources

Name

AnyConnectComplianceModuleLinux64 4.3.3064.0

AnyConnectComplianceModuleLinux64 4.3.3104.0

AnyConnectComplianceModuleOSX 4.3.3432.6400

AnyConnectComplianceModuleOSX 4.3.3472.6400

AnyConnectComplianceModuleWindows 4.3.3940.8192

AnyConnectComplianceModuleWindows 4.3.3980.8192

AnyConnectComplianceModuleWindowsARM64 4.3.3940....

AnyConnectComplianceModuleWindowsARM64 4.3.3980....

For Agent software, please download from |
resource from local disk" add option, to import into ISE

Step 3o dosu pJb wers IJsdsd

e lud) W9 + Add > Agent Posture Profile

Description

Cisco Secure Client Linux Compliance Module 4.

Cisco Secure Client Linux Compliance Module 4.

Cisco Secure Client OSX Compliance Module 4.3

Cisco Secure Client OSX Compliance Module 4.3

Cisco Secure Client Windows Compliance Modul

Cisco Secure Client Windows Compliance Modul

Cisco Secure Client WindowsARM64 Compliance

Cisco Secure Client WindowsARM64 Compliance

. Use the " Agent




Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

e lugvle aName J Posture Profile




Agent Posture Profile

Name

Description:

oew 99les luwp 1Ughbe Log * 9b §b 96 Save g 3J

Pasture Pratocol

Parameter

PRA retransmission time
Retransmission Delay

Retransmission Limit

Discowery host
Discovery Backup Server List

Server name rules
Call Home List

Back=-off Timer
Step 4 wdysu wdsu Idsdsd

lud) V9.8 + Add > Agent Configuration

Deseription

This is the agent retry peried if there is a Passive Reassessment communication failure
Time (in seconds) to wait before retrying.

Number of ratries allowed for a message.

Enter any |IP address or FODN that is routed through a NAD. The NAD detects and redirects
that http traffic to the Client Provisioning portal.

By default, AnyConnect sends discovery probes to all the Cisco ISE PSNs sequentially if
the PSN is unreachable. Choose specific PSNs as the backup list and restrict the nodes to
which AnyConnect sends discovery probes.

A list of wildecarded, comma-separated names that defines the servers that the agent can
connect to. E.g I

A list of IP addresses, that defines the all the Policy semvice nodes that the agent will try to
connect to if the PSN that authenticated the endpoint doesn't respond for soeme reason.

Agent will continuously try to reach discovery targets (redirection targets and previously
connected PSNs) by sending the discovery packets till this max time limit is reached




Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

o 0 3JY Bp vodysu IUpedele IJoldss:




> New Agent Configuration

* Select Agent Package:

* Configuration Name:

Description:

Description Value Notes

* Compliance Module

CiscoSecureClientDesktopWindows 5.1

CiscoSecureClientComplianceModuleW!




Cisco Secure Client Module Selection

ISE Posture

VPN | ]

Zero Trust Access ]
Network Access Manager B
Secure Firewall Posture

Network Visibility

Umbrella

Start Before Logon

Diagnostic and Reporting Tool

Profile Selection

* ISE Posture 1.CSA_PROFILE

*  Configuration Name: [¢osh luve JJog ) eJs Agent Configuration

+  ComplianceModule: ge, 9256 1Je9ld$ 1Jos wp wuisdol eJs Lz 2,80 Lo 56 1Je9led, 8

¢ Cisco Secure Client Module Selection

I SE Posture: 9_og gJlps gds ¢luo IJIzesl)

¢ Profile Selection



i Iud_) Save

adizds: 59,08 oo sdu JIJ uble wuvgsd: Windows s Mac OS iy Linux. odosu gpsd 9led puvedd.

odosu wog wads) IJepsd



Jopdsu lesh el 9uoes6 peyd xple 1Jo9ss (ISE) ldszsle IJupbss IJos op odssuel B 1Uglbys I\Ji'@§)6‘ sdipd wdssy
woz Jluyule 1]psls.

o luoddIds Jogd pedspele ISE

e ludy W9 Work Center > Client Provisioning

pdIzEs: s9,08 Lo sdso JIJ uble wubgsd. Windowsly Mac OSig Linux. juslws wdase gpsd 9lzs6.



Rule Name Identity Groups Operating Systems Other Conditions Results

s CPP Redirect Ay Wim WS A 3 k ationMethod 2, CSA_AGENT _COMNFIG

Agant Configuration
Rule Nam e ame Exp
2. CSA_AGENT_CONFIG 15 Upgrade Mandatory

Windows C Network AGG ... Equals
dows C ik Hative Supplicant Configuration

& Enable

@ Disable

& Monitor

* RuleName: oJ9ysu luwe [duwsluws luwoobl |JUs uag [Jzolj 9oesss pzeses 1Josss Jdeuoed eds bysgs ywods
Jogsed JJ vog

+ Identity Groups: iz, IJossle IJos ©iss wdsseol eds 1duvsluvs

+  Operating Systems:: ¢, oblp IJogivgsd luweobl 1Js 2506 IJwsolez 1J9dsds 1pesss B 1Jgbbos: 233 2ipb
lJenolez

«  Other Condition:: ito) vl Network Access|Js Authentication MethodEQUALS IJb 586 lJos wp wdysoel gds
IJgLo96. 19 |_olds pzp986 RADIUSIy spdod oy Idie, BlEl

¢ Result: gosh odsy 1Jsdsd 1Uss op odssuo B Lgbes 4 odase

Native Supplicant Configuration: |¢w.sl, Config Wizard 9 Wizard Profile

© 9uoe edlps "epdy" eds Iduog BBl e sep blzo Jppdo S ¢lus IJizosh.

logile w90Vl IJogssd

S22 pd wesI IJogasd Iguesd Ids 1deslhs wole gds 900886 Idpuwerpso wes weas) Idpuobds. See ldezdd pu
IJesgswe Jogass Idesh IJos spdu Jdeuwetse 1Jsuesd [dsel luweubl s 1dssog.-

pJV wgHsS

Jesssd oo

PIEU PIlBOG o ldpwedse - wp wouse Id9dsd - wp lJezdd pu lJsuoe




ES) PEIII pu9l8S pg Ipuwegsp ldpe 90 - lels IUugese Jovwse IUsdsd -
lJo9les g lJssoe B> IJoe 8l

DenyAccess pnstp £8) pedldS - 8o 15,09

Jodaso Blises Idoede s 1Usuesd Us Idwoss IJiuwluuss (DACL). lowdd [Js Jogs pedsple ISE:

e lud) Y9 Work Centers> Policy Elements> Downloadable ACLs
o lud, Wy +Add

¢ |yyvle Compliant DACL

* Name CSA-Compliant

Description

IP version IPvd IPv6 Agnostic

*DACL 1234567 @ permit ip any any

8910111
2131415
1617181
9202122

Content

+ Name ijod lgwel subs) 1Js 1Jogld g g DACL
+ IPversionlge, IPv4

* DACL Content: o ile $lispd wedpe s 1Usuo9d Blodsd JJousisd (DACL) cose 1Jsuasd IJs zese w9l IUuvwdd

<tfroot>

permit ip any any

lod Save siugiis Slises [Jeedp wldsusd (DACL) 1gluos olJesldsd &) Ipgiowd



o ludy W9 Work Centers > Policy Elements > Downloadable ACL s

e luuble Unknown Compliant DACL

* Name CSA_Redirect_To_ISE

cription

IP version IPv4 IPvE Agnostic

“ DACL 1234567 permit udp any any eq 67

8910111  permit udp any any eq 68
2131415 permit udp any any eq 53
1617181  permit tcp any host 192.168.10.206 eq 8443
9202122 permit tcp any any eq B0

Content

3343536
3738304

Check DACL Syntax

« Name g Iuwpl suvs) 1Js 1Josld§ pe DACL ¢, Ipg 98
+ IPversionl¢e, IPv4

+  DACL Content: $p Llousle §lispé wede B 1Jsuo9d 1Us IJouss IUluwluuss (DACL) IJos welbs 90091 peaol
lJs 1Juvedé 9 DHCP9 DNS9 HTTP 9008 1Jleal> g0 IJponds 8443

permt udp any any eq 67
permt udp any any eq 68
permt udp any any eq 53
permt tcp any any eq 80



permit tcp any host 192.168.10. 206 eq 8443

adigds: B o3l IlJuwsubsy: sesld § eusly 1P 192.168.10.206 pg glbp pzudd E3plo 1J09ss (ISE) po Cisco: 95w p
Seuosue IJpuds 8443 Josgd 1lesls. 03l sgus 1o 2)J8 p)9) TCPIJs gusle 1P 192.168.10.206 £ ) |Jpuds 8443
w9z wol pel suwod IJsuosd IJs pagd IJlesls.

£ 030 1Jodbs. Jssd Glises [Jopde B 19u09d 121,06 wlJpods (DACL) IJpbdss Jlousle pdBle og s IUoess.

Jodssu pdBle wgHsd IJegssd: loodd IJs Jogs pedsele ISE:



* ludy W98 Work Centers> Policy Elements > Authorization Profiles

ol W98 +Add

louvle Compliant Authorization Profile

Authorization Profile

CSA-Compliant

Description

* Access Type
ACCESS_ACCEPT

Network Device Profile

Service Template
Track Movement
Agentless Posture

Passive Identity Tracking




v Common Tasks

DACL Name CSA-Compliant

| IPv6 DACL Name

| ACL

I A/l I .2 (IFileae- 1IN

* Name: Jogile luwe suvs) IJs pdod ogrsdd Idogssd 1dpewsldd

+  Access Typelge, ACCESS ACCEPT

¢ Common Tasks

DACL NAME: [gosl) $lisps IJogdp B Idsuosd JJsuwlisb (DACL) Iws we wdssuel gds Blisps IJopdp Bs
1U9L09] JJswlislo (DACL) Llpcolid 86 og 1Jglogs

lod, Save_gig,ubzs Unknown Authorization Profile

e lud) W9 Work Centers> Policy Elements > Authorization Profiles



vl 998 +Add

¢ |ugule Uknown Compliant Authorization Profile

CSA-Unknown-Compliant

Description

* Access Type
ACCESS_ACCEPT

Network Device Profile

Service Template

Track Movement

Agentless Posture

Passive ldentity Tracking

v Common Tasks

DACL Name CSA_Redirect_To_ISE




Web Redirection (CWA, MDM, NSP, CPP)

Client Provisioning (Posture) ACL redirect Value Client Provisioning Portal (...

© Name Jogble lgve Subs) Ids oS cersd gsd €5 pE19S pudl S

+  Access Typel¢e, ACCESS ACCEPT

¢ Common Tasks

DACL NAME: 2o, Blsps UU?_JP B 509 Jdwiss IJququso (DACL) s wp cdaswel es dlises

«  Web Redirection (CWA,MDM NSP,CPP)

Iz, Client Provisioning (Posture)

+  ACL: sgw lu redirect

« Vaue lgo, prgd IJosds) IS o,luos: 19 I3l Gpo wogysd g Blge, IJpéd



adighs: [ e Blisps Idopde Vs 1Usuo9d Jlghs [desese eds Secure Access Jzpse £pdslo o,y o9 redirect.

w8 1o 0d9p wogss JJ 030 IJBse: Sew 1o sd9u sy Uvse ppled wpe Attributes Details.

~ Attributes Details

Access Type = ACCESS_ACCEPT
DACL = CSA_Redirect_To_ISE

cisco-av-pair = url-redirect-acl=redirect
cisco-av-pair = url-redirect=https://ip:port/portal/gateway?sessionld=SessionIdValue&portal= &action=cpp

lu, Save Jluole IJodssy 9polugs IUgbes IJeldss.



oJdIsu peeses vog lJsuoe

Suwows 0do IJuez IJedles IJes w@se wlouilsel IJs pddle og s IJogssd IJos Bpo wodsswel: DenyAccesssJivd JI
weole Jlogsle 9lgss 125s.

pEasEd oo - Id=g ssd pdd S e e 9sd

pEC

£ pB o9 1Jyldcs

UKNOWN

o poglics DenyAccess

loodd IJs Jogé pedsele ISE




e lud) W98 Work Center > Palicy Sets

o lud) B9y > Jdsuesd IJs Idueg 1dss Geo wluuulse

Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

DeviceName

e lud) W9 Authorization Policy

Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits

sthentication Pc

Authorization Palicy -

uthorization Pal - Global Ext

uthorization Policy(4)

o Bp vlouile ldwsluwle IJedles Idoeldss oldoyose Idolds:



CSA-
Compliant

CSA-
Unknown-
Compliant

CSA-Non-
Compliant

Compliant_Devices

Network_Access_Authentication_Passed CSA-Post-Compliant

InternalUser-ldentityGroup
User Identity Groups:CSA-ISE

Network_Access_Authentication_Passed
Compliance_Unknown_Devices CSA—UHI(I'IOWH-COI‘I"ID"E] nt

InternalUser-ldentityGroup

User Identity Groups:CSA-ISE

Non_Compliant_Devices
Network_Access_Authentication_Passed DenyAccess

InternalUser-ldentityGroup
User Identity Groups:CSA-ISE

ludy + Jogss> CSA-Compliance lJwslwé :

Status Rule Name

o

Authorization Rule 1

Conditions

Results

Profiles Security Groups

JJebys lJoldss: §p wogss, Rule Name: Conditions g Profiles

guwd wessu luwe Nameldodyso |Js CSA-Compliance

Jodysy Conditionguuo, [doedp: lud) B98 +

wewol Condition Studiowegs lJpedgpele:



Conditions Studio

Library Editor

Equals

o Jlousle Idgi,b: loge go compliant

o sew o oo @ &,000 Compliant_Devices

o Iduvew slJlJle wee Editor

o Jlogsle Idyinb IJelus: loge go network

o Sew o ooy @ &0 Network_Access Authentication Passed
o Iduwew slJlJle wpe Editor

o lod, luvdd EditorlsgoJ New

o lud, eds Identity Group IJls 8906

+ l¢o, Internal User Identity Group

+  oeo Equals l¢w, User Identity Group IJss o s pblodeo

. IULSJ Use



Conditions Studio
Result of the Configuration

Library

tiant z Editor

[ Compliant_Devices

compliant_Deévices
Library
4 ne
l C
5

Compliant_De:

B O se @

N thentication_Passed

Compliant

7 NEW Nat Authentication_Passed
—_— 8 T R IntemalUser identityGroup
Di
1 = Equats [ i

InternalUser 9 IdentityGroup — sl Equals User Ident
10 v
s
11

o Juosed s Idyey,s ldoeldss

Compliant_Devices

° CSA- Network_Access_Authentication_Passed
Compliant

InternalUser-ldentityGroup
User Identity Groups:CSA-ISE

o oo Profilelod) ceo 1ds) Idpouwsd 9lEe) pdod o)y wiasd Iduvdss Idpdsy eds 1Ugbed: pdd og sl
<298 poold §



Compliant_Devices

CSA- AN Network_Access_Authentication_Passed CSA-Compliant
Compliant

InternalUser-ldentityGroup
User Identity Groups:CSA-ISE

J&> $po IUlL wodsse Compliance Policy Set.

o lud, + Juesss CSA-Unknown-Compliance lJw sl wé :

Results

Status Rule Name Conditions Profiles Security Groups

Q Authorization Rule 1

o JJébs IJoldss: §p wogss) Rule Name: Conditions g Profiles
o ew wessu lyve Nameldodsso IJs CSA-Unknown-Compliance
o Jodysy Conditionguuo) Idogde lu@) K99 +

*  wewol. Condition Studiowes Jegdypele:

Conditions Studio

Library Editor

Equals




o Jlogsle Idgi, b loge o compliance

¢ sew o ooy @ &0 Compliant_Unknown_Devices

o Iduwee slJlJle ozo Editor

o Jlogsle Idyinb IJolus: loge o network

¢ Sewlu odsu B> &0 Network_Access Authentication_Passed
o WUovee slIBJle oz Editor

o lug, lgwsdd Editorlsged New

o lud, gds Identity Group IJis 8906

+ ¢, Internal User Identity Group

+  oeo Equals f¢w, User Identity Group IJss o s pboludeo

* lus,Use

Result of the Configuration

[Z] Compliance_Unknown_Devices

Library

4 network

10::&:.@@!@3“;@;.E%F.‘E-:&::-.I.OE-'-E-*

5 & MNetwork_Acces thentication_Passed

InternalUser

e Juosed: s lduey,s ldoeldss



E Network_Access_Authentication_Passed

S E Compliance_Unknown_Devices

Unknown- AND

Compliant InternalUser-ldentityGroup

2
a User Identity Groups:CSA-ISE

o oo Profileldud) vee ldi) Idpouuwsd 9lge,) pdd wg)sd wissd Iduvds Idpdso eds 1Jgbys: pdud og 508
s : 0 osalld, §

Network_Access_Authentication_Passed

it =|  Complia Unk Devi
Unknown- = ompliance_unknown_uUevices CSA-UnknDWI'I-Compliant

Compliant InternalUser-ldentityGroup
User Identity Groups:CSA-ISE

Jés Bpo Ul wodssy Unknown Compliance Policy Set.

o 1ud) B8 + Jugsss CSA- Non-Compliant IJuslws:

Results

Status Rule Name Conditions Profiles Security Groups

Q Authorization Rule 1

o JUigbgs IJoldss: §p wogss) Rule Name: Conditions g Profiles
e gWd wESSU luvpe Nameldodysy |Js CSA-Non-Compliance

o Judssy Conditiong o) Idogde lo@) 89§ +



*  wewol. Condition Studiowes IJpgdsple:

Conditions Studio

Library Editor

Equals

st_Switch_Local_Web_Authentic

o Jlousle Idgiyb: loze g0 non

¢ Sew o ooy @ &0 Non_Compliant_Devices

o Iduwew slJlJle oo Editor

o Jlousle Idgi,b IJelus: loge go network

¢ S lo odoy B> &0 Network_Access Authentication Passed
o Iduvew slJlJle wze Editor

o lod, luvdd EditorlsgoJ New

o lud, gds Identity Group IJis89wé

+ g, Internal User Identity Group

«  oeo Equals fge, User Identity Group IJss o s pbludeo

. IUdJ Use



Library

Result of the Configuration
1 non

PEHODeseRRDEFER

E Non_Compliant_Devices

HNon_Compliant_Devices

Library
4 netwark

= Mon_Compliant_Devices

E Network_Acc

7 MEW

__________'___"89

InternalUser 9 IdentityGroup

T 10w

o Juosed s Idyey,s ldoeldss

E Non_Compliant_Devices

° CSA-Non- AND E Network_Access_Authentication_Passed
Compliant

InternalUser-ldentityGroup
User Identity Groups:CSA-ISE

oew Profilelod) e 1ds) Idepouwsd 9lEe) pdd og)rssd ogasd IJuvdss DenyAccess



Non_Compliant_Devices

CSA-Non- ' Network_Access_Authentication_Passed
Compliant

InternalUser-ldentityGroup
User |dentity Groups:CSA-ISE

e luole odssu IJosuosddle IJedles. ouove glojl Jidool IJodled pe 1y oE.

IJozdd pu lJuoes
IJozdd pu lUsuoe
IJloueld eds 1Jegol)

IUleuold wpeld RA-VPN IJEl o wd 91des9s edis Id9uesd IJlew e Secure Client.

adlzds: spu £3p LE LW 926 ISE IJuplbss Jodo IJgbgs.

L iJlouold olywegsle Secure Client.



€9 Cisco Secure Client — X

AnyConnect VPN:
Ready to connect.

‘ ISE CSA - IKEV2 - Auto Select Nez v‘ |

Zero Trust Access:

Registration is required to access
secure resources.

Enroll

i ® et

2. 09935 walolo IUlgoeb Jdpuolb §s.

@ Cisco Secure Client | ISE_CSA - IKEv2 - Auto Select... X

Please enter your username and password.

Username: vpnuser@ciscosspt.es

Password: |

OK Cancel




3. 02 030 1Judbé: sop w9LosIY Llduvuds 1Ugluos 1dblo,ss (VPN). 9¢ldul pl wop lels wozsod IUs I1SE: 9lsl Jp sJo 1Jip,
DJI spdod prlads IJoodd [Js http: 1111

@ Cisco Secure Client X

AnyConnect VPN

Connected: ISE_CSA - IKEv2 - Auto Select
Nearest Location

" InPrivate im| @) Device Security Check X +

= (@ © !lotsecure | https)/ise.ciscosspt.es

I I .
cISCO Client Provisioning Portal

Device Security Check

Your computer requires security software to be installed before you can connect to the network.

Start




adlghs: e 030 1Julbs wde Lopu IJogssd - peeses IJduwsluwle CSA-Unknown-compliance ooyl Jgse ciwse gled
ISE Posture Agent e Js IJzolic 9owp lglsé oogsod [Js wolus Jeshs ISE Jovuse IUsdsd.

41038, V98 "wre" Jpulugs w9, IJydsd.
Device Security Check

Your computer requires security software to be installed before you can connact to the network.

9 Detecting if Agent is installed and running...

5.1u8) W98 + Thisismy first time here.



Device Security Check

Your computer requires security software to be installed before you can connect to the network.

Unable to detect Posture Agent

+ + This is my first time here

+ Remind me what to do next

6. 1u8, W99 Click hereto download and install agent

— + This is my first time here

1. You must install Agent to check your device before
accessing the network. Click here to download and install

Agent
2. After installation, Agent will automatically scan your:evh
before allowing you access to the network.

3. You have 4 minutes to install and for the system scan to
complete.

Tip: Leave Agent running so it will automatically scan your

device and connect you faster next time you access this
network.

<. You have 4 minutes to install and for the compliance
nv check to complete

7. 000 lJgpsd



Downloads ] Q

iJ cisco-secure-client-ise...aBf8STpS5Nr1nzotleQ.exe

Open file

See more

Network Setup Assistant

Network Setup Assistant

v,

Installation is completed.

it

(c) 2022-2024 Cisco Systems, Inc, Cisco, Cisco Systems and Cisco Systems
logo are registered trademarks of Cisco Systems, Inc and/or its =ffiliztes in the
U.S. and certzin other countriss,

8. 08> wowse IJsdsd: swol ISE Posture (9 0886 pz)d e3ple 1J09ss (ISE)) B IJezdd eu 2lds IJizes 1Jeldss. B 2lds 3o
oduss pobdole IJuusluws: sbo) 1o powadl $yuvdd vy lJeslsd .



€9 Cisco Secure Client — O X

-
@ ISE POSture Time Remaining:

1 Update(s) Required 3 Minutes

® Action Required to Enable Access

Updates are needed on your device before you can join the network.

This endpoint has failed to check. Please ask your network administrator to install a Secure
Endpoint.

More Details >

Cancel



adlghs: s 2lJs luwole IJpodsCancel |Upo w886 ouowe odidlissl §s) pwsldE: 9usgd Lopw presed wog lJegssd
CSA-Non-Compliance: 9owbod Y9l go yieJs VPN.

9. Gp wotuse "glad wdbs IJuolss IUTews" slauod e ii)s wlduvwds 1Jgluos IUblo,ss (VPN).



Secure Endpoint Installed Agent Scanning

@ Cisco Secure Client @ Cisco Secure Client

AnyConnect VPN: ~ s AnyConnect VPN;
Ready to connect i Conewcte KED - Autn Select Nearest Location, Connected to 1SE_CSA - IKEV2 - Auto Select Neanest Locatio

ISE_CSA - IKEVE - Auto Select Ned

00:14:31 (3 Days 23 Hours Remaining)

Zero Trust Access:
Zero Trust Access:

]
A Registration is required 1o aceess |
‘\\ EURE MESOUFTES. Registration is required 10 access:
! SECUE fesoLNces.

| ISE Posture:
1SE Posture: [ G SEANNING System . 1SE Posture:
System scan nat required on current Wi-R | = = ) ] Camphant.

0 MNetwork access alowed.

Secure Endpoint:
Secure Endpoint: Diszonnected.
Connected

Rash Scan

-;'I';g'g- Secure Client

Preferorces  Smstscs  Securty Products

Updaies

o A ANTIMALWARE

10. we> 1o $wedd epsd po o 1Jzoly Bis 2ls w9lds: swis) suped Jds wdsu B 2lds yindss ssput 28 1dsuesd 1Js
zese 1dpsbs 1Upszsré eds Iduvwds.



gk Les 1o ouowe peslddl cuowe Elusel Jpzeses uwsluvle 1Jegssd lecald, 36 og CSA. 9sedud 1o o9
Byl lJss zpse el Idubods.

Jsdsé wgpse Iduwedle s ISE

JJozdd pu vosed IJpuob§é Jdeuwogse: Jrsd peldly gds 1Jaslid§ 9esp IJlpceld. Jeslzewol Bs Guwp e3plo [Jo9ss:
lowe Idbuuble IJeldss:

o looldd s Jses pedople ISE



e lud) W9 Operations > Live Logs

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Counter

"
est 50 records -

Status Details Identity Authentication Policy Authorization Policy

Identity L zation P y Authorization Policy

S92z IJuwsubss IJelds Jsdss &, lzale 1Jesldd 9ep Ilpeeld IJulzes B bl Live Logs:
lodshsl

Authentication Policy Authorization Policy Authorization Profiles Posture Sta

Authorization Policy Authorization Pro Posture Statu

GSA-Unknown-Compliant

1. Authentication Step 5. Authorization Step - CSA-Compliant

3. Download CSA_Redirect_To_ISE DACL

4, 6. Download CSA-Compliant
rization Step — Unknown : f
Compliance

ISE Posture:

| = ‘) ‘Cornplarit.

0 Network access alowed.

&30 |J|pQ&U



CSA-ISE C SE =» CSA-Non-Compliant DanyAccess

CSA-ISE CSA-ISE >> CSA-Unknown-Compliant CSA-Unknown-Compliant

CSA-ISE >» CSA-Uaknown-Compliant CSA-Unknown-Compliant

1. Authentication Step

5
3. Download CSA_Redirect_To ISE DACL

After 3 Minutes
4.
2. Authorization Step — Unknown 6. VPN Disconnected
Compliance

IJgbsle IJisds pe 1sesd ITew 9o dled ISE

B¢ ldpeld Idolds: sopo IJuveds 192.168.10.0/24. s luols wdyso Iduvwdle IJos spdu 1Usuesd 1Jsol e gJIJ
lJowd oo odysu lJuds.

Step 1: 1o dd pu odosy lJouds:

JJe2dd po 3J. Isele IUloedld 1Js Jazs sedaple Lo o) e,

e lud, W9 Connect > Network Connections

e lud) V9 Network Tunnel Groups> IJod

HomeFTD © Connected Europe (Germany) sse-euc-1-1-0 1 sse-euc-1-1-1

o opu pdéuo wedd pu odsu Idud g Jeuwles IJewslu e Yoy Cisco ISE IJgl o wd:


https://dashboard.sse.cisco.com/

Summary

& Connected

Region Europe (Germany)
Device Type FTD

Routing Type Static Routing

Last Status Update Mar 19, 2024 11:13 AM

Step 2: 1duwelz v ds 1,9, eds b Izelss.

Jduwele wldssesd Iles Jlgwesle zols ISE Jpuols§6 RADIUS, sdjpd wdssy Bless pu 1Usuesd IJleu IUs uwdod
luwedsle poulds RADIUS I by é:



(ilg % 1dauady 1Jszed glsd asls
| SE ddsuasd 1dlaes didi
ISE Server weee IPJJbLs (RA-
= VPN)
cigeg 1015 UDP 1700 (I p05 IJIG el o.s)
Wauala@s sldeg ssd
UDP 1812 (I 0 IJIG el o.s)
agag |P 8 1ds0asd WJlac s | SE weee IPJJblLs ISE_Server
pClom
UDP 1813 (IJ p 05 IUl el o s)
At d e gds
_ og IPJuwbo
aigee | P Johs 10 suasd \Jiach 10 | SE e fJ “lju__d ° ISE_Server
JolsSo .
o 29999 TCP 8443 (I pords
Ul e, gos)
“ ikt | 1JTach 1 #13 ozpe IPJodbs DNS
&zag | P Jodhs 1dsuasd 1Jlac 1ds &1 zee IPJuldbe 5150 DNS

DNS

IJuolsé




UDPg TCP53

pdigds: 3l Juo o8 pEr96 1deiss pu ldeuld IUpoed 86 o ISEd Boedd oo adisd Lo wogse - prze Lpnld5.



http://Emmanuel%20Cano%20Gutierrez%204/3/2024%2010:02%20AM%20%E2%80%A2%20https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/install_guide/b_ise_installationGuide33/b_ise_InstallationGuide33_chapter_7.html

adlizhs: sdje 929> Sless DNSBI e wodsy ISEIJElue wd Yol oo gJIJ luwe: ped ise.ciscosspt.es

CEp IR segag | P Jdoghs Ik s

JJoedd pu weee IPJJbL6 sldudbs IJb;B8sé. loodd |Js Jazs eedsele L o9 ) Ller, 1Ugl o6 L

e ludy W9 Connect > End User Connectivity

e ludy W9y Virtua Private Network


https://dashboard.sse.cisco.com/

* wpgw ManagelP Pools

© lud) S8 Manage

EUROPE 1
. . Management IP
Pop Name Display Name Endpoint IP Pools Pools DNS Servers RADIUS Groups
192.168.50.0/24 192.168.60.0/24
Europe
(Germany) RA VPN 1 256 us_er 256 us_er House ISE_CSA & m|
connections connections

I0ghs 3: olds pu wdssu ISE IJgluo wd Lopw Ipshs 1Jgloé

Jduwele Jdpuvedrpsu ldpcuodso gu) Iduveds 1Ugl Lo IUblo,ss (VPN) wldeudd IJs |SE Provisioning Portalc sJjed
IJolds po odssy Idzol IJglue wd Jpyys Elue Jogds) 1Usuasd: 9lUss sop luvegsleo Jduwelz wldlesh IJoddlss I1ISE

Posture Module JJ o Js [Jgl o6 [Jblo,s6 (VPN).

JJezdd pu wdosy I1SE wuvdd wopse: luedd IJs Jzé pedsele L9 09 Lles, IUgl 06 L

e lud, W9 $ Resources > Private Resour ces

o 1ol B9 9, ISE



https://dashboard.sse.cisco.com/

Private Resource Name

CiscolSE

Description (optional)

Communication with Secure Access Cloud

Specify one or more addresses that will be used for communication between this resource and Secure Access.

Secure Access will route traffic to this address. Help &
Internally reachable (FQDN, Wildcard FQDN, IP o Protocol Port / Ranges
address Address, CIDR) + Protocol &
Port
192.168.10.206 TCP - (HTTP/HTTPS

+ |IP Address or FQDN

VPN connections

Allow endpoints to connect to this resource when connected to the network using VPN.

131 Lie i) spdod o8sss 1J8less wpuds pagd Idlesl> (8443).



sdicts: olds po 9uoe £dlpd eds ¢lus Idlgesl) JleualJle VPN.

gkt 4: 1 welz w9009 ISE wpvze uwsluws 1Jsuosd

Jduwele Jdpuvedrpsu ldpcuodso g Iduveds 1Ugl Lo 1Ublo,ss (VPN) wldeudd |Js | SE Provisioning Portal: sJjed
[Jolds oo oY Ypo wodssy lzs Access Policy JJuwele JJeuwegspso IUdsu wp odssuoe wedzy oo IUSlesé wldsuosd 1Us
IJe9)s 1Uglue 1U3s op odssuo B Step3.

Jdoedd pu wdssu ISE o vdd yogse: luedd IUs o lo | 1o lJglod v


https://dashboard.sse.cisco.com/

e oy, W9 Secure> Access Policy

o 1ol W98 IJ8less IJos we wdssvol Jduwele wldsuesd IUs puweises yvwds VPN IJs ISE

Specify Access
Specify which users and endpoints can access which resources. Help F

Action
Allow @ Block
Allow specified traffic if security Block specified traffic.
requiremeants are met,
From To
Specify one of more sources. Specify one or more destinations.
CSA (ciscosspt.es\CSA) = ® CiscolSE = @
Information about sources, including selecting multiple sources, Help 7 Information about destinations, including selecting multiple destinations, Help 7

Endpoint Requirements

For VPN connections:
[#] End-user endpeint devices that are connected to the network using VPN may be able to access destinations specified in this rule, (0
Endpoint requirements are configured in the VPN posture profile. Requirements are evaluated at the time the endpoint device connects to the network. VPN Posture Profiles o

For Branch connections:
Fil Endpoint device posture is not evaluated for endpoints connecting to these resources from a branch network.

lowoduuld IJigble 9l oJlzol
Jsdss wuisd wedle wuozst idble 9 ogss ISE

Jouisd uwedle ISE ddowedd pu 929> puvdds wosdd wldsuoe: Idsele pologs IUgbsle IJoldss:

o luoddlds Jsgs pedsple ISE

e lud, W9 Operations > Troubleshoot > Debug Wizard



Bookmarks Diagnostic Tools Download Logs

Dashboard Debug Profile Configuration

SR Debug Log Confi ti
Context Visibility ebug og Lontiguration

Operations
RADIUS Troubleshoot

Policy Live Logs Diagnostic Tools

Live Sessions Download Logs

Administration Debug Wizard

e lud, W9 Debug Profile Configuration

Diagnostic Tools Download Logs Debug Wizard

Debug Profile Configuration

Debug Profile Configuration

Debug Log Configuration

Debug Wizard contains predefined debug templates with the

components inside the template.

o oeasd glus IJIgusl) J Posture > Debug Nodes






« oog edles £ Elus IIResh Jeds ISEIJas uwodse wopdse 9uoe wuozst itble gdsol Jluvad guls
pubddod sluadizol

A

Warning

Enabling the node will override its debug log configuration

e luy, Save



Debug Nodes

d profile Posture

Choose on which ISE nodes you want to enable this profile.

Host Name Persona Role

ISE.ciscosspt.es Administration, Monitoring, Policy Service STANDALONE




i wgs 030 IJudbs: szuw o wusl B lehs luolz pubdJed: the debug logs can affect the per formance of your
device.

w10 sep vuwe Ipuiddé. clug Igbsle 1ol se:

e lul, W9 g Operations > Download Logs

o ge, Idedss IJos ooss i Iduwedle puol

Appliance node list

ISE

+  go Support Bundle i3, 1Jgshle Ioldss:



Support Bundle Debug Logs

Include full configuration database
Include debug logs

Include local logs

Include core files

Include monitoring and reporting logs
Include system logs

Include policy configuration

Include policy cache

From Date
(mm/dd/yyyy)

To Date
(mm/dd/yyyy)

* Note: Output from the ‘show tech-support' CLI command will be included along with the selected entries.

v Support Bundle - Encryption

(O Public Key Encryption
Shared Key Encryption

* Encryption key

* Re-Enter Encryption key

¢ Include debug logs

*  wgw Support Bundle Encryption

Shared Key Encryption

weuwisé Encryption key 9 Re-Enter Encryption key



¢ lyd, Create Support Bundle

* luw, Download

v Support Bundle - Last Generated

File Name: ise-support-bundle-ISE-admin-04-04-2024-14-27 tar.gpg

[ime: Thu, 04 Apr 2024 14:35:35 UTC

Size(KB): 52165.0
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100 Events

User

4 vpn user (vpnuser@ciscosspt.es)

b § vpn user (vpnuser@ciscosspt.es)

4 vpn user (vpnuser@ciscosspt.es)

4 vpn user (vpnuser@ciscosspt.es)

4 vpn user (vpnuser@ciscosspt.es)

P § vpn user (vpnuser@ciscosspt.es)

4 vpn user (vpnuser@ciscosspt.es)

Unknown Identity

louble 2508 DART eds IJgpsd 1Jlpu

Connection Event

@ Disconnected

@ Disconnected

& Connected

@ Connected

@ Disconnected

© Disconnected

@ Connected

@ Failed

Jlouble 2506 DART £Js zol3d: 0288 po 1Jpdlds IJelJss:

I>l6 Cisco Secure Client Diagnostic and Reporting Tool (DART)

Event Details

User Requested

Unknown

User Requested

Unknown

AUTHORIZATION-CHECK

Internal IP Address

192.168.50.129

192.168.50.130

192.168.50.130

192.168.50.129

192.168.50.1

192.168.50.1

192.168.50.1


https://www.cisco.com/c/en/us/support/docs/security/secure-access/221240-troubleshoot-and-collect-basic-informati.html#toc-hId-1076053197
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221240-troubleshoot-and-collect-basic-informati.html#toc-hId-1076053197

pITES: Lpzr> czpst Juvedle 1Jpuil [dsel B $uve Iuvedunls Iigble sluodizel syzs oz 2lJs pe
TAC lJpologs B wedsd ldpgdsplo.

pedyple slo Lods


https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://docs.sse.cisco.com/

o &0jed udler Cisco Secure Client

o 3id s A ¢ aa 10 9,63 ac Ciscoe Iluas); 3.3


https://www.cisco.com/c/en/us/support/security/secure-client-5/model.html#~tab-downloads
https://www.cisco.com/c/en/us/support/security/secure-client-5/model.html#~tab-downloads
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
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