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‘Gice’ Secure Access

B2 Overview Overview
The Overview dashboard displays status, usage, and health metrics for your ceganization. Use this information fo address security threats and monitor system usage. Help ¢
"
f1. Aesources Data Transfer [ Lo 7o
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B®  Overview Overview

The Overview dashboard displays

&Y Connect

Essentials

MNetwork Connections
Resources

Connect data centers, tunnels,
resource connectors

) Secure Users and Groups

Provision and ma nage users anc
LY MLFUERS for use In ACCESS rules

I~"  Monitor

End User Connectivity
Manage traffic steering from
a Admin endpoints to Secure Access
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o ozo lJu@,Network Tunnel Groups 99§ + Add

Connector Groups | Bata Metwork Tunnel Groups

Network Tunnel Groups = ..
1 1 0

Disconnected i Warming Ji Conmected §

Metwork Tunnel Groups
A netwark tunnel group provides a framework for establishing tunnel redundancy and high

availibility. Connect tunnels 10 the hubs within a network tunnel group 10 Securely contnol
uSer ACCess Lo the Intermet and peivate resources. Help of
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General Settings

Give your network tunnel group a good meaningful name, choose a region through which
it will connect to Secure Access, and choose the device type this tunnel group will use.

Tunnel Group Name

Palo Alto ® ]
Region

Europe (Germany) v ]
Device Type
[Other v ]
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Tunnel ID Format

® Email IP Address

Tunnel ID

[ FaleAn ® ] <@h<uci)rf.>:;se.cisco.com

Passphrase

[ ssesssssssssssssssss Show ® ]

The passphrase must be between 16 and 64 characters long. It must include at least one upper
case letter, one lower case letter, one number, and cannot include any special characters.

Confirm Passphrase

[ Show ® ]

(o) (3

© Be wodssu ubldle golasu IPIs Idoussle IUpuoss IJos e vodssuol gds IJuveds 50,8 cpis) s
IJpo9 po ¢JId 1d9uesd IJley

. IUg_9) Save

Routing option
@ Static routing
Use this option to manually add IP address ranges for this tunnel group.

IP Address Ranges
Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

4

192.168.0.0/24 X 192.168.10.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router,

ldsuesd Ilew - peesele IJiudls - esble 1doszse
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Palo Alto.
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Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel
devices. This is the only time that your passphrase is displayed.

Primary Tunnel ID: PaloAlto@ -sse.cisco.com [

Primary Data Center IP Address: 18.156145.74 [l

Secondary Tunnel ID: PaloAlto@ -sse.cisco.com [
Secondary Data Center IP T

Address: U =

Passphrase: cP O

odasu IJud s eds wlds 1Jes

oSy 9lzgos IJud g

lowdd [Js Jogé pedsple wIds IJws.

¢ Network > Interfaces > Tunnel

e Click Add



=3 Interfaces Ethernet | VLAN | Loopback | Tunnel | SD-\

B3 Zones
e VLANS Q
Bg Virtual Wires '
. MANAGEMENT

e INTERFACE PROFILE IP ADDRESS
1 IPSec Tunnels
_q}'_ GRE T | tunnel none

: unneis
ZE: DHCP tunnel.1 Interface_CSA
DNS ¢
< DNS Proxy tunnel.2 169.253.0.1

E Proxy

v @I GlobalProtect

@» Portals

& Gateways

@] MbM ‘

Clientless Apps - Add Delete (@) PDF/CSV

e wew ConfiglJ@lispsé: §p wodysy Virtual Router Security Zone: 9o g ssuSuffix Number

Tunnel Interface @

Interface Name

Comment

Netflow Profile | None v
Config | IPv4 | IPv6 | Advanced

Assign Interface To

| Virtual Router Routerl v
ISecurity Zone | CSA I v

o eu IPVA §p wodsu IPgs) Blod Jdusese. eds uvwsd Idpold: spdud [uuagsle 169.254.0.1/30

* lu8,0K



Tunnel Interface @

Interface Name
Comment

Netflow Profile | None

Config IPv4 IPvé Advanced

Olw

(7] 169.254.0.1/30

(+) Add

|P address/netmask. Ex. 192.168.2.254/24

908> 3 Spdu wdasu ubse pu 03l Idusd:

Ethernet | VLAN Loopback | Tunnel SD-WAN

MANAGEMENT VIRTUAL SECURITY
INTERFACE PROFILE IP ADDRESS ROUTER ZONE FEATURES
tunnel none none CSA
tunnel.1 169.254.0.1/30 Router CSA 0-1__“;;
tunnel.2 169.253.0.1 Router CSA 0—1_)

Bl Bpo vodssue eds o3l Iduzy Bspdod IJud) Commit Jedb IJodsse sldpclogs oldglbys lJeldss. Configure IKE Crypto
Profile.

odIsu pdd wgysd wubds, IKE
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¢ Network > Network Profile > IKE Crypto




DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK

e
L]
ﬁ Clientless App Groups i 'f' 4 items
2 Qos
[] | name ENCRYPTION AUTHENTICATI... | DH GROUP KEY LIFETII
™ Lop
[] default aes-128-cbc, 3des  shal group2 8 hours
{= Network Profiles
GlobalProtect IPSec Crop [ ] Suite-B-GCM-128 aes-128-cbc sha256 groupl9 8 hours
f IKE Gateways [ ] Suite-B-GCM-256  aes-256-cbc sha384 group20 8 hours
) IPSec Crypto [ ] CSAIKE aes-256-gcm non-auth groupl9 8 hours
| IKE Crypto
5 Moenitor

[:":‘- Interface Mgmt
[a Zone Protection
2 QoS Profile
™ LLDP Profile
4 BFD Profile

(?; SD-WAN Interface Profile - PDE/CSV

o odysu ldpedele IJoldsé:

Name: §p vodssu luwe Jogrsd pdd lJog s,

DH GROUP: |Jpze9e6 19

AUTHENTICATION: g, Idpol> 96

ENCRYPTION: b,l; AES-256-GCM

e Timers

Key Lifetime: 8 Lwlgle

¢ |KEv2 Authentication:0

* wed wosss JJ uvsedlud) Y9 OK



IKE Crypto Profile

Mame | CSAIKE

[] | oH GrouP

[] group19

(¥) Add

D AUTHENTICATION

[ ] non-auth

(¥) Add

Gateways.

odysu wolule IKE

Jodsu wolule IKE

¢ Network > Network Profile > IKE Gateways

O ‘ ENCRYPTION

[] aes-256-gecm

(+) Add

| Timers
Key Lifetime | Hours
8
Minimum lifetime

IKEv2 Authentication | O
Multiple

3 mins

Bl Spo vodssuo eds 03l Idugy: Bspdud IJud) Commit Jpdb IJodsso 9ldpclugs ldgbys IJeldss. Configure IKE




DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK

" DNS Proxy 10 2 items
_;_ Proxy

= Local Address |
"-{1_‘} GlobalProtect

|'§—ﬁ Portals D NAME PEER ADDRESS INTERFACE 1P ID

& Gateways CSA_IKE_GW 18.156.145.74 ethernet1/1 192.168.0.204/24 18.156.145.74
@] Mbm
Clientless Apps ]
[f‘} Clientless App Groups
2 Qos
™ uop
(L=} Network Profiles|
GlobalProtect IPSec Cryp

I 1 IKE Gatewaysl

CSA_IKE_GW?2 3.120.45.23 ethernet1/1 192.168.0.204/24 3.120.45.23

IPSec Crypto ‘
] IKE Crypto [ Add] © Delete (@) Enable (%) Disable () PDF/CSV

o odssu ldpedele IJoldss:

Name: §p vodssu luvpe Jozsrss wlule IKE.

e Version:gog IKEV2 B §b

e AddressType: IPv4

e Interface: gx> 9lgoé WAN JJlue,uw.

e Locd IP Address: g5 IP1J¢l o wolges WAN JJlow,ue.

¢ Peer IPAddressType: IP

*  Peer Address: | juwgsle IP1Jgluo o Primary IP Datacenter P Address: 9lJe§5p B wslule 8.8 1Uglbys.
* Authentication: pbulz puiveyd puvodl

e Preshared Key : [yuwgsle passphrase pglbs W6 wslole o088 1JEbys.

*  Confirm Pre-shared Key : | juogsle passphrase pglbbs B wslule 08,3 1Ugbgs.

* Local Identification : J¢wsl, User FQDN (Email address) 5l wegsle Primary Tunnel ID IJpglbs B [Jgbgs.
wslole 1o, 3.

e Peer Identification : IP Addresslg sl 9luwegsle Primary IP Datacenter |P Address.



IKE Gateway @

General | Advanced Options

Name [ CSA_IKE_GW

Version ‘ IKEv2 only mode v
Address Type @ IPv4 ) IPV6
Interface I ethernet1/1 v
Local IP Address | 192.168.0.204/24 v
Peer IP Address Type @ IP ) FQDN () Dynamic
Peer Address [ 18.156.145.74 v
Authentication @) Pre-Shared Key () Certificate

Pre-shared Key

Confirm Pre-shared Key

Local Identification ‘ User FQDN (email address) v [ paloalto@ -sse.cisco.cl
Peer Identification ‘ IP address v |18.156.145.74 ‘
Comment ‘

¢ |y Advanced Options

Enable NAT Traversal

o 22 1Jgbys IKE Crypto ProfilelJos wp logvlyol. &

o e elus IUlgwsly J Liveness Check

A IU;9J OK



IKE Gateway @

General Advanced Options

Commeon Options

|:| Enable Passive Mode
| Enable NAT Traversal

IKEv2

IKE Crypto Profile | CSAIKE v

[ Strict Cookie Validation

Liveness Check

Interval (sec) | 5

Bl Spo vodssuo eds 03l Idugy Bspdod IJud, Commit Jpdb IJodsso 9ldpclugs wldgbys IJeldss. Configure IPSEC
Crypto.

odsu pdud wgysd wuulds, IPSec

Jodssu wolole IKE lue@d |Js Network > Network Profile > |PSEC Crypto



DASHBOARD MONITOR POLICIES OBJECTS NETWORK

@ Clientless App Groups Q) 4 items
.
QoS D NAME ESP/AH ENCRYPTI... | AUTHENTI... | DH GROUP LIFETIME LIFE
= Lop
[] default ESP aes-128-cbe, shal group2 1 hours
[~ L Network Profiles | 3des
GlobalProtect IPSec Cryp | ™) gyite-B- ESP aes-128-gem  none group19 1 hours
IKE Gateways GCM-128
| . IPSec Cf\'lm)l [ ] Suite-B- ESP aes-256-gcm  none group20 1 hours
GCM-256
IKE Crypto
. «[ ] CSA-IPsec ESP aes-256-gcm  sha256 no-pfs 1 hours
5 Monitor

ﬁ\ Interface Mgmt
@ Zone Protection
8 QoS Profile

B LLDP Profile
4 BFD Profile

% SD-WAN Interface Profile = PDF/CSV

o odysu ldpedele IJoldss:

Name: !uuoé_)ho IU"’P JUE)éd ran.S UE).,SL9 |PS&3JJ_9UD_9J L_JTPQ

¢ |PSec Protocol: ESP
¢ ENCRYPTION: b,l; AES-256-GCM

*  DH Group: w90 PFS: Lwlgé 9lgas

o loud, OK



IPSec Crypto Profile @

Name | CSA-IPsec |

I IPSec Protocol | ESP I v DH Group | no-pfs WV

[7] | ENCRYPTION Lifetime | Hours v [[1

|_] 395-256-30’1'1 Minimum lifetime = 3 mins

[]Enable

() Add

D | AUTHENTICATION

[] sha256

() Add

Bl Spo vodssuo gds 03l Iduzy Bspdud IJud) Commit Jedb IJodsse sldpclogs oldglbys lJeldss. Configure IPSec

Tunnels.
odasy 1ol 1PSec

JJdodssu: IPSec Tunndslyedd |Js Network > IPSec Tunnels.

« 1oy Add



DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK

23 Interfaces -
E® Zones IKE Gateway/Satellite
o VLANs
PEER \
B virtual Wires
{8 Virtual Vvires D NAME STATUS TYPE INTERFA... | LOCAL IP ADDRESS STATUS INTERFA... | F
.'.f-\,] Virtual Routers
— | CSA - Auto Key ethernet... 192.168... 18.156.1.. @ IKE tunnel.l I
I ay IPSecTunnelsI fimind nfo (
unn I
4 GRE Tunnels nfo
= DHCP CSA2 . Auto Key  ethernet.. 192.168.. 3.12045.. ® IKE tunnel.2 I
= (
Tunnel nfo |

DNS Proxy
_;_ Proxy
';: GlobalProtect
';,‘ Portals
I‘:&' Gateways
;D MDM
f&\ Clientless Apps
lf_‘_‘?, Clientless App Groups
& Qos
% Lop

[l

[ Network Profiles

o odssu ldpedele IUoldss:

Name: |gwegsle luve Jopsss udd 1 osd 1dlew

+  Tunnd Interface ige, 9leos IJod§ 1Jes wp wdosuol gds 1Jgbgs.

o Type pbole odiéliss
e AddressType: IPv4

* |IKE Gateways: i'ao_, wolule IKEIJos we odysuol eds 1Ugb9s: 9o wodasy wolole IKE.

«  IPsec Crypto Profile: 2o, wolule IKEIJos op odsswuel gds 1 bos.
1PSec

o wpas glus IJIgwsl, J Advanced Options

IPSec Mode Tunnel: [g sl [Joss.



o loud, OK

IPSec Tunnel

General Proxy IDs

Mame | CSA

Tunnel Interface | tunnel.l
Type o Auto Koy Manual Key GlobalProtect Satellite
Address Type @) IPv4 IPvé
IKE Gateway | CSA_IKE_GW

IPSec Crypto Profile | CSA-IPsec
Show Advanced Options
l:] Enable Replay Protection Anti Replay Window | 1024 W
El Copy ToS Header
IPSec Mode o Tunne Transport

I:' Add GRE Encapsulation
[J Tunnel Monitor

Comment

“ Ca{lLCl

IJlo e logile goods VPN IJgluos ol wutler spdud Idpelugs og IJgbys. Configure Policy Based Forwarding.
odosu lgbé Idugeso IUpuweosé [Js Idugwsluws

JJodssu. Policy Based Forwardinglow 8d |Js Policies > Policy Based Forwarding.



DASHBOARD ACC MONITOR POLICIES

35 NAT ' |
2 Qos
r@; Policy Based Forwarding |

-

—
-

Policy Optimizer NAME TAGS ZONE/INTERFA

= 1 CSA none
~— Rule Usage i

L': Unused in 30 days 0 —
LF_'_. Unused in 90 days 0
I'!:__u Unused 0

Obiject : Addresses + | (¥ Add N

o odosu ldpedple lJoldsé:

- Generd

- Name: lgwegsle luve Jogass 1Jsuesd 11w lelsé wozso Bless IJuvsluvle (IJwszse zuve IJiuad)

e Source

o Zone gx Idpulb @ ldos dbsd bbb Jogzsoe zyJds 1Jey9) puol luweubl [Js IJiuo,J

+  Source Address: o Josu IUpLos 19 1dusodle IJos ouss luwogsleol Jpuos,.

e SourceUsers: $p wodysu ldpuwogses IJ3so oiss wozse 2yJds 1dess) (Beb 131 Jly 3JY subod)



¢ Destination/Application/Service

Destination Address: spJod ool Jis: 9 spdud weass wbldle golsse 1Jsuesd IUlew (100.64.0.0/10)

e Forwarding

Action: |Js 1Jiele

+  Egressinterface: I¢o, 9lzos IJod s 1Jos op odoswol gds IJglbgé.

* Next Hop:None

e 1luy®,0K 9 Commit

Policy Based Forwarding Rule @

General Source Destination/Application/Service Forwarding

Name [ CcsA

Description

Tags
Group Rules By Tag | None

Audit Comment

Audit Comment Archive



Policy Based Forwarding Rule @

General Destination/Application/Service Forwarding

Type  Zone W D Any any v
D‘zoue A ‘ [J] SOURCE ADDRESS ~ ‘ D‘sounce USER ~
[) LAN 0 2192168302
[ Lan2 O Q192168403
® Add Delete () Add Delete (+) Add Delete

D Negate

Policy Based Forwarding Rule @

General Source |Destinationiﬁgglicationf$ervice| Forwarding

H Any E Any any v
O ‘ DESTINATION ADDRESS ‘ O ‘ APPLICATIONS ~ 0 | SERVICE ~

®Add () Delete (®Add () Delete ®Add (=) Delete
[] Negate




Policy Based Forwarding Rule ©)

General Source Destination/Application/Service

Action | Forward
Egress Interface | tunnel.1
Next Hop | None
DMonitor

D Enforce Symmetric Return

NEXT HOP ADDRESS LIST

Schedule | None

IJTo Jssd IJ Uvse op wdssue gds Pao Al 9og5 o Id9so [dpuuly spdu louble IJodd: ssew polugs wdosy RA-VPN. Iy
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