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{ "global™: "DBG_TRACE" }
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<#froot>

# Tunnel Establishment

asa>show crypto ikevl saO
asa>show crypto ikev2 saO
asa>show crypto ipsec sa
Oasa>show crypto session

#BGP Tr oubl eshooti ng

asa>show running-config router bgp
asa>show bgp summary
asa>show ip bgp neighbors

#Rout es Adverti senents

asa>show bgp ipv4 unicast neighbors <sse-dc-ip> advertised-routes
Oasa>show bgp ipv4 unicast neighbors <sse-dc-ip> received-routes
Oasa>show bgp ipv4 unicast neighbors <sse-dc-ip> routes

#Debug BGP events

asa>debug ip bgpO
asa>debug ip bgp events
Oasa>debug ip bgp updatesO
asa>debug ip routing

#Di sabl e Debugs

asa>undebug all
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<#root>

#DNS and connectivity tests on the |local |P address, gateway, Secure Access APls

rc-cli> diagnostic

#Sof t war e version, VPN tunnel state, system health, sysctl settings, routes and iptables

rc-cli> techsupport

#Packet captures

rc-cli> tcpdump <host>
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