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Security Console

Home .Idmhw*'. Authenticaton ~ .

| unrestricted || Restricted |

All users in the current reslm can sull

Session Lifetimes b
Active User Sessions L
Authentication Agents ¥ | Manage Existing

| Add New

| Generate Corhdd hew | e

Test AcCess

Security Domain:

| SystemDomain

For:

| Al Unrestricted Agents

=

El

o Deleted 1agent| Download Server Certificate File

Aurthentication Manager Contact List ¥

2 eMWSoll o JSJ IP Glgicy cananll puwl wiyy2i p8 2> dslas Jole ddlo] 6396 9
..Miimli:athn Agent Basics
[l Hostname: " & |acss1sampiecom [ Resolve 1 EJ
" Exigting mode: | — Chocse One — =
[ 1P Address: " e
Resolve Hostname
ACS Moz LuS=lly oo DNS e el ollae (o JS Joss ol vy
3 ol JolaS Jolall i ciyyes
Authentication Agent Attributes
Agent Type: |513r1dard Agent ;l
[i] Disabled: Web Agent
:eWSoll a9l 5,200 B il wlogleall _le Jlo 132
2 found. Srowing 1-2.
O pelectack: [Eratic = = &)
L Authentication Agent IP Address Type Disatiled Security Doemain
| [ acss1sample.com = 0100100151 Stanclard Agenk Hyshomlioman
s [ 30352 sampla com- ALRCRIRE Stendard Agent P———
T Authentication sgeat IP Address Tine Disabled Sequrity Dosmain
Dsslected: |Ensbe I || ﬂ

Z found. Showirg 1-2.
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Security Console

Home | | Identity = | | Authentication = | | Access ™ | | Reparting ™ | | RADIUS ™ | | Administrabion ™ | | Setup ™

Seszion Lifebmes k

ﬂ Authentication Age Active User Sessions L

| unrestricted || Restricted Authentication Agents ¥ | Manage Existng
Almnﬂumrmtred‘ncma.:t-rﬁt _,_Mdm ]
Generate Configuration Fle  lf——r———
Security Domain: o Added 1agent{s Download Server Certificate File
| SystemDomain [ Authentication Manager Contact List ¥
For 2 found, Showing 1-2.
[Aurvestricted agents 2| IR e =l Ge

5 alolxe JS o ol LuadVl axlly dglxall 63le] ollac oo wadVl axll dnol Yl apill pasiswl

Cancel | Rezet | Generate Config File EI .

Agent Timeout and Retries

[i] Maximum Retries: Allow |5 = I attempts before timing out
[i] Maximum Time Between Each Retry: Allow |5 = I seconds between each attempt
Communication Services

The agents will communicate with the Authentication Manager server using the following service r

[i] Authentication Service: Mame: securid
Port: 5500

Protocol: udp

[i] Agent Auto-Registration Service: MName: rsaadmind
Port: 5550

Protocol: top

[i] Offline Authentication Download Service: MName: rsaoad
Port: 5530

Protocol: top
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Download File

The file is ready to download. When prompted, select Save it to disk to save the ZIP file to your local machine.

Filename: AM_Config.zip

Download: Download Now g4 *
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Users and dentty Siores » Extermal identty Stores » 554 SecurD Token Servers » Cresle

| REAReabm | ACS Inslance Sefings | Advanced |
General

o Mame [R5A SecunD AM

Descriphion: |F|:Eul. SecwiD Authentication Manager Server
Server connection

& Senvnr Timaeout |30 Seconds
™ ReauthenBicate on Change PIN

Realm Configuraton File
The RSA Configuration file (sdconi rec) showld be provided by your RES4 adminisirator after they have
@ import new "sdconi rec file: [ ClusersiDesiiopiedooni rec Browess I
Hode Secrel Stakus: = ol cneatid -

& = Reguired Selds
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Authentication Details

Status:

Failure Reason:

Logged Al Feb 16, 2013 12:24 PM
ACS Time: Feb 16, 2013 12:24 PM
ACS Instance: acsh1

Authentication Method: FAP_ASCI
Authentication Type ASCI

Privilege Level: 1

Usemame: TEZT1

Remote Address:

MEtwork DEVICE | essssssssrsssssssesmmaes seessss s sss s srsmasse sy apssasas s
Metwork Device: SwitchBNNZ231
Metwork Device IP Address:

Metwork Desvice Groups:

Dewce Type:All Device
Types-SWITCHES . SWITCHES _SSH,
Location: Al

Locations: DATACENTER_BN

855 Semice:
entity Store:
lectad Shell Profile:

T e A

RSA SecuwdD AM
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oy omain.
Identity Group:

Access Seniace Salection Matched Rule :
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“SecurlD_Mative®, The
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domain
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