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& Active Directory Domain Name: MCSEE com

Please specify the credentials used to join this machine to the Active Directory Domain:
& Usemnmame: training

o Password.: TEEEEEEEEEE

You may use the Test Connection Button to ensure credentials are comrect and Acte Directory Domain 1s reachable.
Test Connechion ]

Click an "Save Changes’ to connect 1o the Active Directary Domain and save this configuration. Once you have succeassf
can select the Directory Groups and Directory Attnbutes to be available for use in policy rules.

End User Authentication Settings
Enable password change
[¥] Enable machine authentication
L Enable Machine Access Restrictions

Connectivity Status
Joined to Domain:mcsss com  Conmectiaty Status CONMECTED

=

Discard Chanaes | | Clear Confiawration |
999 &l .3
BWLY,

Directory Groups T.Dnu:tnq.m.]

Dhirectory groups must be selected on this page to be available a5 aptions in group mapping conditions in
policy rules. Click "Select’ to launch a dialog to select groups from the directory.

Selacted Directary Groups:

Group Mame

 EditV | Replace A Deselect

Group Mame

Example for group format :
cisco.comfA/sersDoman Users
O = Required fields

Discard Changes




&Yl 520l (3 ,oleVl cleganay Shell Lavass clale | dise 0sSs ol 2l Ll cleganall sl .4
B899 ,iil9 . el o
.OK

Search Base DM DC=MC3555 DC=com ‘

Search Filter [E

[l Group Hame « Group Type

[ MCS55 comfUsersDomain Guests GLOBAL B

7| MCS55. comfzersMetwork Sdmins GLOBAL 4

MCS55 comfUisarsMelwork Mamiznance Taam GLOGAL
1 MCS55 comsersiSchema Admins UNNERSAL L
@‘gﬁ

Diztabase Active Directory
Use = for wildcard search (i.e. admin™) B
Search fiter applies to group name and not the fully qualified path. B

| General | Directory Groups | Direclory Altributes |
Directory groups must be selected on this page 1o be available as options in group magping conditions in
policy rules . Click “Select’ to launch a dialog to select groups from the directony.

Selected Direclory Groups.

Group MName
MCSE6 comiUsers/MNetwork Admins

MCE6S comiUsersiMNetwork Maintanance Team

| Addn || Editv | Replace 0 || Deselect || Select |
Group Name

Example for group format
cisco comdlsers/Domain Lsers
& = Requirad fields

idslas plle Ll Jgogll 4033 32>9 deaill 3z acled < Jgogll oloas < Jsogll ol yisi .6
Default Device (,9Siuw Jlall 13® 9 .+TACACS
Admin



Fiter Status v Matchif Equals = Enabled = | Clearfilter | Go | ¥

Conditions Results

[Tl Status Mame i Hit Count
1 B8 Bule-1  match Tacacs ™ Default Device Admin 1
2 M ©  Rule2 match Radius Defaull Network Access 0
xSl 3335 §99 Liilg dyegll < awolLidYI el 6, < Jswog)l loas < Jowog)l olwluw jisi .7

™)
£

yoqll
aalnslbg AD1 o 31 .8
.0k



Fitar: = Machi’ - Go | -

Hanms a  Deseopliv:

0 Ch Usemzime  Prodeines Caliicale Sacenlicatios Fuol e
) NenyArcazs

7 IMtemzl Fosts

o Plamal Lsers

i L _WAH Lzma n Contro ler LSH

o NAG Pl Dzfackt Entry For MAC Profler

71 gofowors THIS IS KOT JSED nic 2011.17.22

7 malewwc-ias

[14] "4 Page 1ef1 [+ [ m]

e e

Access Policies = Access Semnices = Default Device Admin = Ideniyl

@ Single result selection ' Rule based result selection

Identity Source: ap4 | Select

b Advanced Options

999 Lisily Laugsaill < dyol iVl jlexll 6,1] < Jgwogll cloas < Jgwogll clwluw il .10
(JOMORS



|H:|:::=: Policies = Aocess Servives = Defaul Devioe Adirin = .'\.l.rﬂmri.r.u'l.inn|

Standard Pollcy| Expeption Policy
| Davice &dministration Authorization Policy

Filter. Slalus = Maich il. Equals * | Enabiled - Clear Filber Gu | -

Condifiones Rasults
O Sigtus  Name Hi Courtt
Compourdd Condition Ehell Prohlz Command Sels
Mo data to display
= O Dafault ¥ ria rules defined or no arabled nde maiches Pemit Access  DanyblCommands 1

Create.... | = | |Duplicate . | = Edit Delet= Move 1o Eushiiz: | Hit Count

Sava Changes Discand Changes i

Shell =i alo Js5 a5 Lawazill by ui o 3320 pud | zlie o0 AD1:ExternalGroups gl .11
999 WVl Lasly @l pawass awd Jl glis o ,ol9Vl wlegazog
.OK

Customize Conditions
Available: Selected:

ACS Host Name AD1-ExternalGroups -
Authentication Method
Authentication Status
Compound Condition
Device Filter

Device IP Address N
Device Port Filter o
Eap Authentication Method
Eap Tunnel Building Method <«
End Station Filter -

»

m

Customize Results
Available: Selected:

* Shell Profile *
Command Sets

ﬂl || Cancel |

62c8 clivy elin] §g8 il .12

00>



ccess Pokices » Acoess Services > Uetaull Device Adme > Autharizasan |

Fiter: Status = Maich if Equals = Enahled - Chear Filter |E‘-n -

Conditions Results

7]  Stalus MName
AL ExternaiGoups Shell Profle Commrand Sels

Mo dala Lo display
I Dafsul IF o ules defned or no enabled rule matchas.  Permil Access  DenyAllCommands 0
|| Duglicate... | *| | Edit || Delete | A || Moveto.. | ¥ | [ Customize || He Count

e

Al L aass e Lail 13

.AD1:ExternalGroups
General
Mams: H_ole-1 Efatus: Lnabled - 2
The Custmize bitton inthe lower [ignt area of The aondiey niles soreen contmls which polioy
condtions and results are avalable here for use in policy rules.
Condilivns
Al Lxtemslisroups:
comlainz any -

Gelecr | Jeselert | Clear

Rosuhs
She'l Fruh e, Parm | Access [ Zulscl J

Command S=15-

4

-

o e T

B8 Jailg .Cisco 10S jlg> e lale JolsIl Joosll judgi a5 Lill dcgaxall jisi 14
.OK




[ Enum Name -

MCSES comUsers/Metwark Admins

s MCSA5 com/Users/Metwork Maintenance Team

()(<) Paw 11 [»] 01

QK| Cancel |

G, e Ja> (9 s e a5l 15
.Shell

The Customize: notan o the lnwer right area of the poley niles sereen contrals waoch policy
condiicrs anc results are svai'zble here for use in policy rules.

Conditicons
@ A -=wtama Ly

CONLEINE S0y -

PAZSEE comd Jezrshalwork Sdrans s

| Seecct | Deszlee | Coar
Heszults

Ehel M-fil=- Mermi- Soress Felert
Commeznd Soiz:

I

k4

[ Siel=rt ][ Meze H’!r]

lep

Jowosll _orzimal 3> Shell w25 walo clisy elis] e il .16
oSl



7 DenyhAccess

1 Permit Access

|14 ][ 4| Page

1061 [ »|[»]

_Greate ]| Duglicate | | Edit | | Delete |
- -

OK Eamall

pleo sl dole §5 ily "ple" il dnde L9 ()L ) (a9 punl s p5 .17

~ General U Cnnmﬂaﬁmks ”&l.stmnmtn.hutes ]

& Name: Full-Privilege

Description: To push default privilege 15 for 105

& = Required fields

r 1 T

dole

e il 15 dadll go (Sibiw] oSl I ol a8Vl a9 jlsiol juadill ¢ e .18

Jlw)|



| General || Common Tasks || Custom Attributes ]

Frivilege Level

Default Privilege: Static - Value 15 -

Maximum Privilege: Static - Value 15 -
Shell Attributes

Access Control List: Mot inUse -
Auto Command: Mot in Use -

Mo Callback Verify: Mot inUse -

Mo Escape: Mot in Use -
Mo Hang Up: Mot in Use -
Timeout: Mot in Use -
ldle Time: Mot in Use -
Callback Line: Mot in Use -
Callback Rotary: Mot in Use -

& = Required fields

| Submit g | Cancel |

Sisly (Jbiadl 13D 3 JolS jlisl) bya> 05Linl pi sl JolsIl Jguosll Shell cay e calo VI izl .19
LY



Filter: « Match if: - | Go | -

Name 4« Description

i DenyAccess

Full-Privilege To push default privilege 15 for 105
] Permit Access

| Create | | Duplicate | | Edit | | Delete |

E

olegaze Ja> (9 ayaxs ,ail .20
o9Vl



T The Customize: hotnn wthe lnweer right arca of the: poley noiles sereen contrals whoeh policyg
condiZocrs and resclis are 2vaizble here for vse in palicy rules.

Conditions

™ A -=xtarnal G na

CORLEInS Sy '
PAZSEE Comd Jszisfalwem b Sdiins -
[ Seect | Desclect ] G car
Hezults =
Ehel M-ofil=- Ful -Mwlece Sele
Commeond Soio:

i

Joogll oxiumal 53,0> ol9l dcgamee clivy clis] o8 Lail .21
JolsJI

Command Sets Showang 1-1of 1 50 =~ perpage| Go
Filter: = DMatch if: - Co | W
71 Command Set Name a  Description

| DenyAllCommands

Ereaté | Duplicate Edit Delete | | [ File Dperations ' [ Export ] Fage 1 of1

oK || Cancel Help |

e Jail .ol Jsanl (3 39290 e ol sk glawll &)9xall LSV B 335 (o 3519 puwl Judsis @5 .22
o0 3o le Jouaxll 6562Y1 6,1V 15,259 asclinsg yolol wlegozs clisl g2 taka>Mo.Jlu))
wlegozo Jg> wlogleall
._).o|3=§”



//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.3/user/guide/pol_elem.html#wp1077595

General

2 Name: Full-4ccess
Descrgtion:

Parmit amy command that is not in tha 1abla baloe

Grant Command _Arguments

AddA || Edtv | Replacen| Daleta |

3ran Camrmand Argqumenls
Permit -

Selecl Command'Arguments Trorm Command Sel

[ ot

DenyAllCommands =

[-Seict | :

o8 Laily .23
.OK

Filter: » Match if: - | Go | -
Command Set Name a  Description
DenyAllCommands

| Create | | Duplicate | | Edit | | Delete | [ | File Operations | | Export |

Q] canc |

82l oS JlaiST I 13D (35, .OK 399 asly .24
1



Tan Dustomize button inthe: lewer right 2res of the pelicy nies sereen controds which poicy
concitions and resulis are avzilable here for use in oolicv rules.

Comditivns
= AL L xdeall=roups:

conlains 2y -

MCSE6 com/UsersMetwork Adming -

Selert || Neselzet || Clear |

Reosule
Shzll Prol la. =ullPrivil age  Seecl I

‘Zornmand fets:

ﬁ

Scleer || Jezelezt
ok | Garee | Felp

Joogll _oaxiual 62> 6acld clivy eliw] (999 ,ail .25
3920l

Em: Meress Seraices » nminnum;m

Stondard Pallcy| Excepdion Policy

Filber. Stalus = Malchil. Equals v Enabled | Clear Filley Go | -

Conditions Results
Al :ExternalGroups Shall Frofila Command Seis
A - ] Rule 1 comtains ary MCSEE comMsersMeiwork Admins)  Full Privilege Full ficcess

Il Stalus  Hame

IF o rules defined or no enabled rule malches. Fermit Access  DenyAICommands D

ghon[ Oupicate... | #|| Eat || Celste | A | Mowrw. | V] Custenize | | Hil Count

Crepte

,alg AD1:ExternalGroups i1 .26
AR



zeneral
Mzme: Rule 2 Starus: Enablcd - B

| Fe Customize button i1 the 'ower nght area of the policy rules screer controls which oolicy
condiivns and 12s5uly s avdilab’e ez Twouse o pulicy iwles.

Condhlons
[# A0 Exzmal Grouys.
Cnnta na Amy -

Seladk [ Lese act ][ Clzar ]
Reanlta
Sl Prodle. Pzinil Acowss | Salec. |

LCommand fHebs:

-

G99 Jails Ledl 39220 Jou09 dsi 3y Lill wlegazall (9]) wlesaxe sl .27
LY



MCSE5 com/Users/Network Maintenance Team

Filter: ~ Match if: Go | =
Enum Name
MCS55 com/lUsers/MNetwork Admins

@, e Ja> (9 aax e 6l .28
.Shell



The Customize button in the lower right area of the policy rules screen controls which policy
conditions and results are available here for use in palicy rules.

Conditions
¥ ADT ExtemalGroups:
cantains any -

MCS55. com/Users/Metwork Maintenance Team

_ Select | Desslect || Clear |

Results

Ehell Profile: Pemmit Access @

Command Sels.

[ Select | Deselact

(oK) comea ]

Jowogll x> Shell wy,e5 wls clivy eliw] e 85l .29
D9axoll



Shell Profiles

Filter: ~ Match if: - Go | =

Name «  Descnption
(3] DenyAccess
0 Full-Privilege To push default privilege 15 for [0S

) Permit Access

Create Duplicate Edit Delete

OK_||_Cancel |

plgo noill dodle 99 5y ple sl aade | (L) cauogy pul ok 5 .30
&S 1o

' General 1 Cnmnmqﬁasks 1 Custom Attributes ]

& Mame: Limited-Privilege
Description: To push default privilege 1 for 105
& = Required fields




ole sal . il e 159 1 dad go (Seliw] Sl I kol w08V 9 5liol jpasid] o e .31

' General " Common Tasks

[ Custom Attributes ]

Privilege Level
Default Privilege:

Maximum Privilege:
Shell Attributes

Access Control List:
Auto Command:

Mo Callback Verfy:
Mo Escape:

Mo Hang Up:
Timeout:

ldle Time:

Callback Line:
Callback Rotary:

Static

-

Static

-

Mot in Use

Mot in Use

Mot in Use

Mot in Use

Mot in Use

Mot in Use

Mot in Use

Mot in Use

Mot in Use

Value 1 -

Value 15 -

& = Required fields

| SUhmitjkw Cancel

Jlw))

999 ,iilg .32



Filter: - Match if: - | Go | -

Name «  Descrnption

1 DenyAccess

0 Full-Privilege To push default privilege 15 for 105

Limited-Prvilege  To push default privilege 1 for 10S

1 Permit Access

| Create | | Duplicate | | Edit | | Delete |

o] oo

OK
olegazo Ja> 9 ayaz jail .33
_ol9VI



The Customize button in the lower right area of the policy rules screen controls which policy
conditions and results are available here for use in policy rules

Conditions
A ExternalGroups:
contains any -

‘ MCS55 comUsersMelwork Maintenance Team e

| Select || Deselect || Clear

Hesults

Shell Profile:  Limited-Privilege

Command Seis:

Deselect

-

[0k ][ Cance |

Jowogll dcgazal 630> ol9l dCgame clivy cliv| G99 ,ail .34
.6393>xall



Command Sets

Filter: »~ Match if: - Go |+

| Command Set Name a Descnption
[l DenyAlCommands
] Full-Access

Creat Duplicate Edit Delete | | [ File Operations ] [ Export ]

o | canc |

Sasl.obol Joasdl (8 39200 st ol Sk zlouwall 6,90)l JLis VI &5 a5 pac (o 3569 punl udoi @b .35
pis s @io pud (S 2lawndll i 19 solgVl puud 3 8 ,9giall d>Luall (3 Lo ye &S a2, dSlio] (999
Joogll dcgaze (9 cmoasiwmall o)l 1ol9Y 1nad 2lawdl
D9a=all



General

& MName: Show-Access

Description:

1 Permit any command that is not in the table below

Grant Command Arguments

| Add N N Edit V Replace /\ Delete

Grant Command Arguments
Permit + show
Select Command/Arguments from Command Set: DenyAllCommands -

Select |

’ Submit l [ Cancel l

Add plaziwl 639:320)l Jowogll dcgomo 9 ool Ly oo 5,31 olgl sl adlol, 08 Jiallg .36
2o e Jeazl 656291 6 B, =59 daclineg olol wlegams clinl g1, das>No. )| le il
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General

& Mame: Show-Access

Description:

Permit any command that is not in the table below

Grant Command Argu ments
Permit show
Permit enable

Permit exit

Addn || Editv || Replacen|| Delete
Grant Command Arguments
Permit -
Select Command/Arguments from Command Set: DenyAllCommands

| Select

Submi ’ Cancel ]
i

S99 Lisly .37
.OK



Filter: ~ Match if: - Go | =

Command Set Name 4 Description

DenyAllCommands
Full-Access

| Create | | Duplicate | | Edit | | Delete | | | File Operations | | Export |

o] on

S99 saily .38



The Customize button in the lower right area of the policy rules screen con
conditions and results are available here for use in policy rules.

Conditions
AD1:ExternalGroups:
contains any -

MCS55_ com/Users/MNetwork Maintenance Team

Select ” Deselect H Clear
Results
Shell Profile: Limited-Privilege Select

Command Sets:

ﬁ

< [<J>) [

Select ’ Deselect

Cancel

ba> 999 ,a:l .39
husil



Arceak Polides > foness Brnizas = Defaul Dedcs Sdrr =

» Match i Equals

= [Cnahlad

- Claar Fikar | Gn W

Comdiliong
Al -ExtamalGroups
a Fada-1

8  [uieg

contzins ary (MCEED comdUsersMetwors Admins)
conlzing ary [MCSES comdUseraMdstwonk Mainlenance Team]

Heanlng
LCammand Sats
Full-Access [}

Show-Aocass [

Hit ot
Shall Profila

Full-Privicge

- Lafantt I na rukzs defrec ar ne anahied mila matzhas

DerydiCemmands [

m[ﬂuph:dn | 'r.ll

Cdit |

" Dt | ;" Miowe to |;

| Customize | | Hit Goure

Lle AAA JiasS Cisco 10S lg> @LoY eliu] §9 Lail .40

|um-:m = Matwork Devices and A Clients |

IF Address

Filtar: = Match if Equals

ACS

» 192.168.26.7

_ClearFiter | Go | ¥

[l Mame = IP Address
L Mo data to display

Description

HDG:Location NDG:Device Type

| Duglicate | Edit | Delete | | [_FilaOperations | [ Export.

99 Liilg ¥TACACS J ¥

|MR!IH:H = Metwork Devices and ASAClES =~ ﬁ!ﬂl

iiro Juw9 IP olgiey puwl 991 05 .41
Jlw)|

o Name.
Dezcnplon:
Matwork Davice Groups
Location

lak-router

All Locations

Lievice [ype All Deace Types

IP Address
i@ Single IP Adress 0 1P Ranpe(s) By Mask

2P 192168267

& = Reguired fislds

71 1P Range{s)

Auvihentication Options
w TACALCSs [/
Sharad Sacral eesweess
"1 Single Connect Device
% Legacy TACACS4+ Single Connecl Support
TACACS+ Dra® Complant Sngle Connect Suppaort
s

Shared Secrel. |
Caf port: 1700

—

| Showi |

_Shaw |

woyeaille a8sLaoll Cisco 108 jlg> 1655




Lausdilly a>laoll ACS 9 Cisco 10S jlg> (ueSil wlglasill 0i® JaS]

Li® xiog0 o8 LS username oVl plasiwl LblisVl ueill JolS jliol (Jxo pasiuwws clislh o8 .1
lusername admin privilege 15 password 0 ciscol23
.TACACS p>1=5 ACS 5.x aslolg AAA Sl ACS o oI IP ylgic jud9i 08 .2

aaa new-model
tacacs-server host 192.168.26.51 key ciscol23

13 Cisco 10S jlg=) ACS e Ldgiall Jinall udl go plizall §ilai ol o, dasMo
2090 5D oS AAA LS| ol plaziwl, TACACS psls I Jswosll dslSe] sl .3

test aaa group tacacs+ userl xxxXxx legacy
+Attempting authentication test to server-group tacacs+ using tacacs
.User was successfully authenticated

rias>Vo. 2 by paciuwal] @850as i 289 ay] Jawosll Sy TACACS o313 ol gsluwdl LoVl 21,3 ziog,
il Sudl Ol o aSWI > ol Jid dl> (8 AD I xxx 49,0l dalSg Usert o JS iy
2o diyludl solazdl L8 L8giall

LD @90 8 oS ,0loVl wlas 59 EXEC paziwl i @dslasll (uSei9 Jo3 Al Juus (9Si o8 .4

aaa authentication login default group tacacs+ local

aaa authentication enable default group tacacs+ enable
aaa authorization exec default group tacacs+ local

aaa authorization commands 0 default group tacacs+ local
aaa authorization commands 1 default group tacacs+ local
aaa authorization commands 15 default group tacacs+ local
aaa authorization config-commands

Cisco 10S aolid _lxall pxsimall J g2, (uSailly dyxall dyuwlwd] o lalSl ol xiaw] pi; :dla>o
4l Jsogll iz, TACACS pals olS 131 Uleill e s mll (uSailly

MI . _— ..!I

Telnet a0l JU> o Cisco 10S jlg= JI Jasailly a9slaall Joos Jeorwi o saxil

acgazo .AD 8 JolSUl Jguogll dcgazo JI iy sl 1p255uas Cisco 10S jle> JI Telnet .1
Full-Privilege Shell w25 wlo ] lginzs a5 Lidlg AD (9 659>90)] dcgazoll (& aSuidl (J98umo
Jswogll e dlga> Gloia) jol sl Jssis Jol> .ACS e leinss o5 il full-access oVl acgozo9

o S|

B9 dcgoxo) .AD 9 39ax0ll Jawogll dcgazo JI  eiiy s3I user2 J Cisco 10S lg= JI Telnet .2
show- oVl dcgaz09 39aall Shell Gayyes walo e leines piy il AD 9 dcgoall (@ aSuidl &ilwo
show-access ,olgVl dcgozo 8 6,853l Lolo¥l BMy ol i Juis clgl> 13] .(ACS _lc access
Joo9 4 2p0zimall ol jelay sl Uas e Juass ol wsud
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USerillame: WMEeC.

passyord:

rouler] epnat] =

routerlizhos wverslicn

Crzeoz LS SZoitware, C3550 LZorTwWare (UC3L5LE0-Ll-JBASFEY-M), wverslon 1J . 7 (449)5kEs, HELEASE 3
OFTWoRE (Te1)

Copyrigh. (o) 1386-2D002 by Ciscvo Sys.oens, IToo,

Compiled Hon D5-Harc-D9% 20:20 by gereddy

Imogs —oxt baonc: Q0DO0Z0C0, dota baoc: OQJEAIDESR
HM ! Bootetrap program 182 Tbsl boot lodader
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