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Current configuration : 1729 bytes

!

version 12.4

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption

!

host name noss

!

boot - st art - mar ker

boot - end- mar ker

!

enabl e password ci sco

!

username john password 0 doe

aaa new-model
|

aaa authentication ppp default group radius local
aaa authentication login default local

In order to set authentication, authorization, and ---!
accounting (AAA) authentication !--- at login, use the
aaa authentication login command in global !---
.configuration node as shown above

aaa authorization network default group radius if-
authenticated

aaa session-id conmon

i p subnet-zero

!

ip audit notify |og

ip audit po max-events 100

vpdn enable

1

vpdn-group 1

Default PPTP VPDN group. accept-dialin ---!
protocol pptp

virtual-template 1

1

no ftp-server wite-enable

1

no voi ce hpi capture buffer

no voi ce hpi capture destination

1

interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0

hal f - dupl ex

!

interface Ethernet0/1

ip address 10.66.79.99 255.255.255.224
hal f - dupl ex

!

interface Virtual-Templatel

ip unnumbered Ethernet0/1

peer default ip address pool testpool
ppp authentication ms-chap

1

ip local pool testpool 192.168.1.1 192.168.1.254
ip http server

no ip http secure-server

ip classless




iproute 0.0.0.0 0.0.0.0 10.66.79.97
!

radius-server host 10.66.79.120 auth-port 1645 acct-port
1646

radius-server retransmit 3
radius-server key cisco

!

line con O

line aux 0

line vty 0 4

password ci sco

!

end
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interface virtual-template 1
config-if)#ppp encrypt mppe 40|128|auto passive|required|stateful)

oS5 iy (azall e 19 ,all @alSy paimall pusl) ddall @3kaall go Jasy il ol Lo sy Jiall OV
14590 a9l plowll oVl 13 @lo] OV diSoy pumuo JSuin yiguaS|

Ppp encrypt mppe auto

_p)L>'J| oo wll 1P UM

Swiliw] oSl wlgie uey 2> setup Josiuwo ACS 9 (Jasiwall JI o5 vlgic us ol el el ol

lgisdl (S ¢ u=i9
=l JI | pslgd daSlo|

J9:09 daild (985 iSay cazgally patiumall JLasl 3,50 all Jsuosll PPTP pastiual oSy bo 9 pSxil
ol 138 el youay ol Mis .azgall _lc

access-list 101 permit ip any host 10.1.1.2 log

cwnll J| Jeogl PPTP paziuumal Say g 0ll (9 101 J.>>I9 ACS 9 (11 daul) Filter-id iz 19
diSay 09, 98 X cu>  show ip interface virtual-access X ol ,luol pgsi bosic oI w9> 10.1.1.2
rasdas @ oS Jogogll dnsld elni ol woud show user Lol 0 o

| nbound access list is 101

duw 2o a5l

ol 13® o dwlx) Llus csil guaiuwy el

aaa accounting network default start-stop radius

2,3V 13 auog, LaS CisCO (o oYl ACS (3 duwlall oMo gl

, Dat e, Ti ne, User - Nane, G oup- Nan®e, Cal | i ng- St ati on-1d

, Acct - St at us- Type, Acct - Sessi on- | d, Acct - Sessi on-Ti e

, Servi ce- Type, Framed- Prot ocol , Acct - I nput-Cctets

, Acct - Qut put - Cct et s, Acct - | nput - Packet s, Acct - Qut put - Packet s
Franed- | P- Addr ess, NAS- Por t , NAS- | P- Addr ess

,,georgia, Default G oup,, Start, 00000005, 09/ 28/ 2003, 20: 58: 37
Franed, PPP, , ,,,, 5, 10. 66. 79. 99

,georgi a, Default G oup,, Stop, 00000005, 121, 09/ 28/ 2000, 21: 00: 38
, Framed, PPP, 3696, 1562, 49

38,192.168.1.1, 5, 10. 66. 79. 99

b e alss _leall 23V LS Jlawldl Jolgd .ol (ol,eY Jtall I lawYl Jolgd dslol cuws :ila>to



(192.168.1.1 68 > . Jbiall Jsww Ll 1 PPTP Juac cuss pi sl IP olsic

s i) Lol 0] 5 buall s 63lely Laol,idVI luall B3x) Microsoft ags Jiasil (batch.bat) dsss

route delete 0.0.0.0
route add 0.0.0.0 nask 0.0.0.0 10.66.79.33 netric 1
route add 10.1.1.0 mask 255.255.255.0 192.168.1.1 netric 1

2o JSuiy Jagy oueSil ol o 3STl Lgolaziw] diSoy ologles puudll 13D 499,

2,2 (OIT) 23Vl a2 io 613l paiawl .ShOW Lolol aes (lnad ulrualleNazl)) 213V p o 6131 acs
. Show oVl 2,50 Jul>

ol 4209 lauiuill (L2F) 2 sgimmndl ez g5 65lel JgS639,0 (945 Jo> wlogleo Lo =2, —Show vpdn session -
(VPDN) a0l duoldl JuasVl éSuiv S Jsluw I

noss#show vpdn session
No active L2TP tunnel s%
No active L2F tunnel s%

PPTP Session Information Total tunnels 1 sessions 1

Locl D Rem D Tunl D Intf User nane State Last Chg Unig ID
Vi 3 georgia estabd 00:00:25 6 7 32768 7
nmoss#show vpdn

No active L2TP tunnel s%

No active L2F tunnel s%

PPTP Tunnel and Session Information Total tunnels 1 sessions 1

Locl D Renpt e Nanme State Renot e Address Port Sessions VPDN G oup
est abd 10. 66. 79. 60 3454 1 1 7

Locl D Rem D Tunl D Intf User nane State Last Chg Uniqg ID

Vi 3 georgia estabd 00:00:51 6 7 32768 7

Le>Moly clas VI BLiSiwl
Le>Vooly oSl el BLlisiuwY lgoladiwl iSay wlogleo puudll 13D 99,

iouaSdl paiuws S u.ell3 333y Y azgall SJ9 Gl ozl iguaSUl 52z .1
. The renote conputer does not support the required data encryption type

MPPE aslas Jlu,Y RADIUS o315 855 piy o) SI9 utiaill az90lly pazuid] jiguaSIl o JS 323y .2
iguaSdl pasius S 0.(26 douuS 6ole 01D Lgkns) Jaw VI |

The renote conputer does not support the required
.data encryption type

isuaSl paius S . (2gows i) LiguaSIly rouy ¥ 59 (wollao) Luauiull azgall 2z, .3

. The specified port is not connected

igwaS)] pasius S .dxuuall Juf 9 0)l dalS 9l pasiiuall puwl paiuall J3a, 4
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Access was deni ed because the usernane and/ or

.password was invalid on the domain

Jolss .ol Lol,el Jlall 130 I lawVl Juolgd ddlo] cus dasNo:azgall ellas] auuas gla,
U ang zall dli e waliss leall 213Vl (5 ol

,Sep 28 21:34:16.299: RADI US: Received fromid 21645/13 10.66.79. 120: 1645
Access-Reject, len 54

Sep 28 21:34:16.299: RADIUS: authenticator 37 BA 2B 4F 23 02 44 4D - D4
A0 41 3B 61 2D 5E OC

Sep 28 21:34:16.299: RADIUS: Vendor, M crosoft [26] 22

Sep 28 21:34:16.299: RADI US: MS- CHAP- ERROR [2] 16

Sep 28 21:34:16.299: RAD US: 01 45 3D 36 39 31 20 52 3D 30 20 56 3D
[=E=691 R=0 V?]

Sep 28 21:34:16.299: RADIUS: Reply-Message [18] 12

Sep 28 21:34:16.299: RADI US: 52 65 6A 65 63 74 65 64 OA 0D

[ ??Rej ect ed]

iouaSI| paiuis S . Jolgio Lue RADIUS o315 .5
Access was deni ed because the usernane and/or password
.was invalid on the donain
Jolsd .ol Lol,eY Jiall 1id JI lawdl Jolgd ddlo] cuos taka>Vo:a>gall ellas] auonai jgla,
U g, =all dli e aliss _l=all L3Vl (5 jlauwll
(Sep 28 21:46:56.135: RADIUS: Retransmit to (10.66.79.120: 1645, 1646
for id 21645/43
(Sep 28 21:47:01.135: RADIUS: Retransmit to (10.66.79.120: 1645, 1646
for id 21645/43
(Sep 28 21:47:06.135: RADIUS: Retransmit to (10.66.79.120: 1645, 1646
for id 21645/43
(Sep 28 21:47:11.135: RADIUS: No response from (10.66.79. 120: 1645, 1646
for id 21645/43
Sep 28 21:47:11.135: RADI US/ DECODE: parse response no app start; FAIL
Sep 28 21:47:11.135: RADI US/ DECODE: parse response; FAIL

Le>Moolg el BliSiwl olgl

wous (OIT) gLVl > io 85l px>iwl .show wlol oo (laad uuuslleNasl) 21,5V 2> ,4io oI)I PEX
. show oY a,zo gACY

.debug ol plasiwl J8 zuzaill olol Jo> dogo wlogles JI g2l :dla>Ys
Wl ellasVl auai ol oinis bVl Joss o 13]

+AAA/TACACS a9sLas Jg> wlogles o ,=2,—debug aaa authentication -

wausss Jo> wlogleo Lo 2—(AAA) duwlally Soygsilly @8sLasll jaygss slas] aeas -
.+AAA/TACACS

obls Jo> Loslaill iy cu> (PPP Jiis e elisl dlw o)l PPP o3> o ,2,—debug ppp negotiation -
.PPP

CHAP o> Jls oldae Gaiai _ilg «a9skaall JgSei9 n Jilw, Lo,2—debug ppp authentication -
(PAP) )9 0]l dolS da85Las JgSgi9 » Joi wllacy
RADIUS o day ol dduasil sVl auuas ologles o ,2,—debug radius -

quL.JI)plgxlI p3xiwld (MPPE uaii go JSline JUd ,SJ9 « Jasi a8sLanll wilS I3

.6>Lallg 65,9l MPPE 9,0 a5 > JS o 2—lay, debug ppp mppe -

.auwlwYl MPPE o|),Ss o ,2,—debug ppp mppe event -

.dglaoll MPPE ©logles o ,2.—debug ppp mppe detail -

.ail>9 L2F JgS9i9 0 w99,y Jo> Jilw, o ,=—debug vpdn I2x-packet -

cayein Bl o Solell aill elin] o lej> ami (il &Vl Jo> Jilw, o= —debug vpdn events -
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o5 385 BVl L9 s Ll elasVI gl 885 elin] gios il elasVI Lo ,2,—debug vpdn errors -
.o9Lis)
Filwy oo suS sae JI LD 538, 28 Lehls i J9S939, doj> JS Lo ,=: —debug vpdn pacdn -
Joc dwl> go clasVl peouasi JSud e lnad LoVl 13D plasiw] ple JSuin cle g9 elasVl auuas
62>l9 dlasii
e>Moolg ellasVl GliSiwl (oL, olgVl 0id plaziw Loyl liSa,

il B ol JS9 >axo §4i La99,— Clear interface virtual-access x -

a2l a3V auuas 21,31 Jbs

‘RFC Jl (0 pgoe LA> debug li® Sy

0001 = 10 9 SCCRAQ = Start-Control-Connection-Request - Message Code bytes 9 .
SCCRP = start-control-connection-reply -

0007 =10 9 9 dlw )l j0, cub wla>9 - OCRQ = Outgoing-Call-Request -

OCRP = Outgoing-call-Reply -

oe wliss _leall 21,3V L3 ol Jolss . osell Gol,eY Jliall 138 I lawVl Juolgd a8liol cuws :dla>e
D ding ,=all el

nmoss#show debug
:CGeneral ©S

AAA Aut henti cation debugging is on

AAA Aut hori zation debugging is on
: PPP

PPP protocol negotiation debugging is on
Radi us protocol debugging is on
Radi us packet protocol debugging is on
: VPN

L2X control packets debugging is on
:Sep 28 21:53:22.403: Tnl 23 PPTP
.1 009C00011A2B3C4D0001000001000000000000010000
Sep 28 21:53:22.403: Tnl 23 PPTP: | SCCRQ
Sep 28 21:53:22.403: Tnl 23 PPTP: protocol version 100
Sep 28 21:53:22.403: Tnl 23 PPTP: framing caps 1
Sep 28 21:53:22.403: Tnl 23 PPTP: bearer caps 1
Sep 28 21:53:22.403: Tnl 23 PPTP: nax channels 0
Sep 28 21:53:22.403: Tnl 23 PPTP: firmmvare rev 893
Sep 28 21:53:22.403: Tnl 23 PPTP: hostnane
"Sep 28 21:53:22.403: Tnl 23 PPTP: vendor "M crosoft Wndows NT
Sep 28 21:53:22.403: Tnl 23 PPTP: O SCCRP
Sep 28 21:53:22.407: Tnl 23 PPTP: |
... 00A800011A2B3C4D0007000080007COEO000012CO5F5
Sep 28 21:53:22.407: Tnl 23 PPTP: CC | OCRQ
Sep 28 21:53:22.407: Tnl 23 PPTP: call id 32768
Sep 28 21:53:22.411: Tnl 23 PPTP: serial num 31758
Sep 28 21:53:22.411: Tnl 23 PPTP: min bps 300
Sep 28 21:53:22.411: Tnl 23 PPTP: max bps 100000000
Sep 28 21:53:22.411: Tnl 23 PPTP: bearer type 3
Sep 28 21:53:22.411: Tnl 23 PPTP: framing type 3
Sep 28 21:53:22.411: Tnl 23 PPTP: recv win size 64
Sep 28 21:53:22.411: Tnl 23 PPTP: ppd O
Sep 28 21:53:22.411: Tnl 23 PPTP: phone numlen O
Sep 28 21:53:22.411: Tnl 23 PPTP: phone num
Sep 28 21:53:22.411: AAA/ BI ND(0000001C): Bind i/f Virtual - Tenpl atel
Sep 28 21:53:22.415: Tnl/Sn 23/23 PPTP: CC O OCRP



Sep 28 21:53:22.415: ppp27 PPP: Using vpn set call direction

Sep 28 21:53:22.415: ppp27 PPP: Treating connection as a callin

Sep 28 21:53:22.415: ppp27 PPP: Phase is ESTABLI SHI NG Passive Open

Sep 28 21:53:22.415: ppp27 LCP: State is Listen

Sep 28 21:53:22.459: Tnl 23 PPTP: |
001800011A2B3C4D000F000000170000FFFFFFFFFFFFFFFF

Sep 28 21:53:22.459: Tnl/Sn 23/23 PPTP: CC | SLI

Sep 28 21:53:22.459: ppp27 LCP: | CONFREQ [Listen] id O len 44

(Sep 28 21:53:22.459: ppp27 LCP: Magi cNunber 0x377413E2 (0x0506377413E2
(Sep 28 21:53:22.459: ppp27 LCP: PFC (0x0702

(Sep 28 21:53:22.459: ppp27 LCP: ACFC (0x0802

(Sep 28 21:53:22.459: ppp27 LCP: Cal I back 6 (0x0D0306

(Sep 28 21:53:22.459: ppp27 LCP: MRRU 1614 (0x1104064E

Sep 28 21:53:22.459: ppp27 LCP: Endpoi nt Di sc 1 Local

(Sep 28 21:53:22.459: ppp27 LCP: (0x1317010D046656E8C7445895763667BB
(Sep 28 21:53:22.463: ppp27 LCP: (0x2DOE8B100000016

Sep 28 21:53:22.463: ppp27 LCP: O CONFREQ [Listen] id 1 len 15

(Sep 28 21:53:22.463: ppp27 LCP: Aut hProt o Ms- CHAP (0x0305C22380

(Sep 28 21:53:22.463: ppp27 LCP: Magi cNunber 0xDOB06B2C ( 0x0506D0B06B2C
Sep 28 21:53:22.463: ppp27 LCP: O CONFREJ [Listen] id O len 11

(Sep 28 21:53:22.463: ppp27 LCP: Cal I back 6 (0x0D0306

(Sep 28 21:53:22.463: ppp27 LCP: MRRU 1614 (0x1104064E

Sep 28 21:53:22.467: ppp27 LCP: | CONFACK [ REQsent] id 1 len 15

(Sep 28 21:53:22.467: ppp27 LCP: Aut hProt o Ms- CHAP (0x0305C22380

(Sep 28 21:53:22.467: ppp27 LCP: Magi cNunber 0xDOB06B2C ( 0x0506D0B06B2C
Sep 28 21:53:22.467: ppp27 LCP: | CONFREQ [ACKrcvd] id 1 len 37

(Sep 28 21:53:22.467: ppp27 LCP: Magi cNunber 0x377413E2 (0x0506377413E2
(Sep 28 21:53:22.467: ppp27 LCP: PFC (0x0702

(Sep 28 21:53:22.467: ppp27 LCP: ACFC (0x0802

Sep 28 21:53:22.471: ppp27 LCP: Endpoi nt Di sc 1 Local

(Sep 28 21:53:22.471: ppp27 LCP: (0x1317010D046656E8C7445895763667BB
(Sep 28 21:53:22.471: ppp27 LCP: (0x2DOE8100000016

Sep 28 21:53:22.471: ppp27 LCP: O CONFACK [ACKrcvd] id 1 len 37

(Sep 28 21:53:22.471: ppp27 LCP: Magi cNunber 0x377413E2 (0x0506377413E2
(Sep 28 21:53:22.471: ppp27 LCP: PFC (0x0702

(Sep 28 21:53:22.471: ppp27 LCP: ACFC (0x0802

Sep 28 21:53:22.471: ppp27 LCP: Endpoi nt Di sc 1 Local

(Sep 28 21:53:22.471: ppp27 LCP: (0x1317010D046656E8C7445895763667BB
(Sep 28 21:53:22.471: ppp27 LCP: (0x2DOE8100000016

Sep 28 21:53:22.471: ppp27 LCP: State is Open

Sep 28 21:53:22.471: ppp27 PPP: Phase is AUTHENTI CATING by this end

" Sep 28 21:53:22.475: ppp27 M5-CHAP: O CHALLENGE id 1 len 21 from "SV3-2
Sep 28 21:53:22.475: Tnl 23 PPTP: |
001800011A2B3C4D000F000000170000FFFFFFFFFFFFFFFF

Sep 28 21:53:22.475: Tnl/Sn 23/23 PPTP: CC | SLI

Sep 28 21:53:22.479: ppp27 LCP: | IDENTIFY [Cpen] id 2 len
magi ¢ 0x377413E2 MSRASV5. 00 18
Sep 28 21:53:22.479: ppp27 LCP: | IDENTIFY [Open] id 3 len

magi ¢ 0x377413E2 MSRAS- 0- CSCOAPACD12364 30

"Sep 28 21:53:22.479: ppp27 MS-CHAP: | RESPONSE id 1 len 61 from "georgia
Sep 28 21:53:22.483: ppp27 PPP: Phase is FORWARDI NG Attenpting Forward
Sep 28 21:53:22.483: ppp27 PPP: Phase is AUTHENTI CATI NG Unaut henticated User
' Sep 28 21:53:22.483: AAA/ AUTHEN PPP (0000001C): Pick nmethod list 'default
Sep 28 21:53:22.483: RADI US: AAA Unsupported [152] 14

Sep 28 21:53:22.483: RAD US: 55 6E 69 71 2D 53 65 73 73 2D 49 44

[ Uni g- Sess- | D]

Sep 28 21:53:22.483: RADI US(0000001C): Storing nasport 27 in rad_db

Sep 28 21:53:22.483: RADI US(0000001C): Config NAS IP: 0.0.0.0

Sep 28 21:53:22.483: RADI US/ ENCODE( 0000001C): acct_session_id: 38

Sep 28 21:53:22.487: RADI US(0000001C): sending

Sep 28 21:53:22.487: RADI US/ ENCODE: Best Local | P-Address 10.66.79.99

for Radius-Server 10.66.79.120

Sep 28 21:53:22.487: RADI US(0000001C): Send Access-Request to

id 21645/44, len 133 10.66.79.120: 1645



[ Sep 28

[ Sep 28

[ Sep 28

[ Sep 28
[ Sep 28

21:

21:

21:

21:
21:

Sep 28 21:53:22.487: RADIUS: authenticator 15 8A 3B EE 03 24
0C FO - 00 00 00 OO0 00 0O 00 00

53:22.487: RADI US: Franed- Protocol [7] 6 PPP [1
"Sep 28 21:53:22.487: RADIUS: User-Nane [1] 9 "georgia

Sep 28 21:53:22.487: RADIUS: Vendor, M crosoft [26] 16

Sep 28 21:53:22.487: RADI US: MSCHAP_Chal | enge [11] 10

[?$??;??] Sep 28 21:53:22.487: RADI US: 15 8A 3B EE 03 24 0C

Sep 28 21:53:22.487: RADIUS: Vendor, M crosoft [26] 58

*  Sep 28 21:53:22.487: RAD US: M5- CHAP- Response [1] 52

53:22.487: RADIUS: NAS-Port-Type [61] 6 Vi rtual [5
Sep 28 21:53:22.487: RADIUS: NAS-Port [ 5] 6 27

53:22.487: RADIUS: Service-Type [ 6] 6 Fr aned [2
Sep 28 21:53:22.491: RADIUS: NAS-I|P-Address [ 4] 6 10. 66. 79. 99

,Sep 28 21:53:22.515: RADIUS: Received fromid 21645/44 10.66.79. 120: 1645
Access- Accept, len 141

Sep 28 21:53:22.515: RADIUS: authenticator ED 3F 8A 08 2D A2 EB 4F - 78

3F 5D 80 58 7B B5 3E

53:22.515: RADIUS: Service-Type [ 6] 6 Fr aned [2
53:22.515: RADI US: Franed- Protocol [7] 6 PPP [1

Sep 28 21:53:22.515: RADIUS: Filter-1d [11] 8

[Sep 28 21:53:22.515: RADI US: 31 30 31 2E 69 6E [101.in

Sep 28 21:53:22.515: RADIUS: Vendor, M crosoft [26] 12

Sep 28 21:53:22.515: RADI US: M5- MPPE- Enc- Pol i cy [ 7] 6

[??7] Sep 28 21:53:22.515: RADI US: 00 00 00

Sep 28 21:53:22.515: RADIUS: Vendor, M crosoft [26] 12

Sep 28 21:53:22.515: RADI US: M5- MPPE- Enc- Type [ 8] 6

[??7] Sep 28 21:53:22.515: RADI US: 00 00 00

Sep 28 21:53:22.515: RADIUS: Vendor, M crosoft [26] 40

* Sep 28 21:53:22.515: RADIUS: MS- CHAP- MPPE- Keys [12] 34

Sep 28 21:53:22.519: RADIUS: Franed-| P-Address [ 8] 6 192.168.1.1
Sep 28 21:53:22.519: RADIUS: d ass [25] 31

: Sep 28 21:53:22.519: RADI US

[4F 41 43 53 3A 30 30 30 30 30 30 36 [Cl SCOACS: 0000006 43 53 49 43

: Sep 28 21:53:22.519: RADI US

[2F 30 61 34 32 34 66 36 33 2F 32 37 [ 3/ 0a424f 63/ 27 33

Sep 28 21:53:22.519: RADI US(0000001C): Received fromid 21645/ 44

Sep 28 21:53:22.523: ppp27 PPP/ AAA: Check Attr: service-type

Sep 28 21:53:22.523: ppp27 PPP/ AAA: Check Attr: Framed- Protocol

Sep 28 21:53:22.523: ppp27 PPP/ AAA: Check Attr: inacl: Peruser

Sep 28 21:53:22.523: ppp27 PPP/ AAA: Check Attr: Ms- CHAP- MPPE- Keys

Sep 28 21:53:22.523: ppp27 PPP/ AAA: Check Attr: addr

Sep 28 21:53:22.523: ppp27 PPP: Phase is FORWARDI NG Attenpting Forward
Sep 28 21:53:22.523: Vi3 PPP: Phase is DOM, Setup

Sep 28 21:53:22.527: AAA/ Bl ND(0000001C): Bind i/f Virtual - Access3

,Sep 28 21:53:22.531: %I NK-3-UPDOM: |Interface Virtual - Access3
changed state to up

Sep 28 21:53:22.531: Vi3 PPP: Phase i s AUTHENTI CATI NG Authenticated User
Sep 28 21:53:22.531: Vi3 AAA/ AUTHOR/ LCP: Process Aut hor

Sep 28 21:53:22.531: Vi3 AAA/ AUTHOR/ LCP: Process Attr: service-type
Sep 28 21:53:22.531: Vi3 M5-CHAP: O SUCCESS id 1 len 4

Sep 28 21:53:22.535: Vi3 PPP: Phase is UP

Sep 28 21:53:22.535: Vi3 AAA/ AUTHOR/ | PCP: FSM aut hori zati on not needed
Sep 28 21:53:22.535: Vi3 AAA/ AUTHOR/ FSM W can start | PCP

Sep 28 21:53:22.535: Vi3 IPCP: O CONFREQ [Closed] id 1 len 10

(Sep 28 21:53:22.535: Vi3 |PCP: Address 10. 66.79. 99 (0x03060A424F63
Sep 28 21:53:22.535: Vi3 AAA/ AUTHOR/ CCP: FSM aut hori zati on not needed
Sep 28 21:53:22.535: Vi3 AAA/ AUTHOR/ FSM W can start CCP

Sep 28 21:53:22.535: Vi3 CCP: O CONFREQ [Closed] id 1 len 10

(Sep 28 21:53:22.535: Vi3 CCP: Ms-PPC supported bits 0x01000060 (0x120601000060
Sep 28 21:53:22.535: Vi3 PPP: Process pending packets

Sep 28 21:53:22.539: RADI US(0000001C): Using existing nas_port 27

Sep 28 21:53:22.539: RADI US(0000001C): Config NAS IP: 0.0.0.0

Sep 28 21:53:22.539: RADI US(0000001C): sending

Sep 28 21:53:22.539: RADI US/ ENCODE: Best Local | P-Address



[ Sep
[ Sep

[ Sep
[ Sep

[ Sep

21:
21:

21:
21:

21:

53:
53:

53:
53:

53:

for Radius-Server 10.66.79.120 10.66.79. 99

Sep 28 21:53:22.539: RADI US(0000001C): Send Accounti ng- Request

to 10.66.79.120: 1646 id 21645/ 45, |en 147

Sep 28 21:53:22.539: RADIUS: authenticator 1A 76 20 95 95 F8

1F E8 E7 C1 8F 10 BA 94 - 42 81

"Sep 28 21:53:22.539: RADIUS: Acct-Session-Id [44] 10 "00000026
"Sep 28 21:53:22.539: RADIUS: Tunnel - Server-Endpoi [67] 13 "10.66.79.99
"Sep 28 21:53:22.539: RADIUS: Tunnel-Cient-Endpoi[66] 13 "10.66.79.60
"Sep 28 21:53:22.543: RADIUS: Tunnel - Assignnent-1d[82] 3 "1

22.543: RADI US: Franed- Protocol [7] 6 PPP [1
22.543: RADIUS: Acct-Authentic [45] 6 RADI US [1
"Sep 28 21:53:22.543: RADIUS: User-Nane [1] 9 "georgia
22.543: RADI US: Acct- Status-Type [40] 6 Start [1
22.543: RADI US: NAS-Port-Type [61] 6 Vi rtual [5
Sep 28 21:53:22.543: RADIUS: NAS-Port [ 5] 6 27

Sep 28 21:53:22.543: RADIUS: d ass [25] 31

Sep 28 21:53:22.543: RADIUS: 43 49 53 43 4F 41 43 53 3A 30 30 30 30

[ Cl SCOACS: 0000006] 36 30 30

Sep 28 21:53:22.543: RADIUS: 33 2F 30 61 34 32 34 66 36 33 2F 32 37
[ 3/ 0a424f 63/ 27]

22.547: RADIUS: Service-Type [ 6] 6 Fr aned [2
Sep 28 21:53:22.547: RADIUS: NAS-I|P-Address [ 4] 6 10.66.79.99
Sep 28 21:53:22.547: RADIUS: Acct-Del ay-Tinme [41] 6 0

Sep 28 21:53:22.547: Vi3 CCP: | CONFREQ [REQsent] id 4 len 10

Sep 28 21:53:22.547: Vi3 CCP: Ms- PPC supported bits 0x010000F1
(0x1206010000F1)

Sep 28 21:53:22.547: Vi3 CCP: O CONFNAK [RE@sent] id 4 len 10

Sep 28 21:53:22.551: Vi3 CCP: M5- PPC supported bits 0x01000060
(0x120601000060)

Sep 28 21:53:22.551: Vi3 CCP: | CONFNAK [REQsent] id 1 len 10

Sep 28 21:53:22.551: Vi3 CCP: M5- PPC supported bits 0x01000040
(0x120601000040)

Sep 28 21:53:22.551: Vi3 CCP: O CONFREQ [REQsent] id 2 len 10

Sep 28 21:53:22.551: Vi3 CCP: M5- PPC supported bits 0x01000040
(0x120601000040)

Sep 28 21:53:22.551: Vi3 IPCP: | CONFREQ [ REQsent] id 5 len 34

(Sep 28 21:53:22.551: Vi3 |PCP: Address 0.0.0.0 (0x030600000000

(Sep 28 21:53:22.551: Vi3 |PCP: PrimaryDNS 0.0.0.0 (0x810600000000
(Sep 28 21:53:22.551: Vi3 |PCP: PrimaryWNS 0.0.0.0 (0x820600000000
(Sep 28 21:53:22.551: Vi3 | PCP: SecondaryDNS 0. 0. 0.0 (0x830600000000
(Sep 28 21:53:22.551: Vi3 |PCP: Secondar yW NS 0.0.0.0 (0x840600000000

, Sep 28 21:53:22.551: Vi3 AAANJAUTHOR/ I PCP: Start. Her address 0.0.0.0

we want 0.0.0.0

Sep 28 21:53:22.551: Vi3 AAA/ AUTHOR/ | PCP: Processing AV inacl

Sep 28 21:53:22.555: Vi3 AAA/ AUTHOR/ | PCP: Processi ng AV addr

Sep 28 21:53:22.555: Vi3 AAA/ AUTHOR/ | PCP: Aut hori zation succeeded

,Sep 28 21:53:22.555: Vi3 AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0

we want 192.168.1.1

Sep 28 21:53:22.555: Vi3 AAA/ AUTHOR/ | PCP: no author-info for primary dns
Sep 28 21:53:22.555: Vi3 AAA AUTHOR/ | PCP: no author-info for primary w ns
Sep 28 21:53:22.555: Vi3 AAA/ AUTHOR/ | PCP: no author-info for seconday dns
Sep 28 21:53:22.555: Vi3 AAA/ AUTHOR/ | PCP: no author-info for seconday w ns
Sep 28 21:53:22.555: Vi3 IPCP: O CONFREJ [REQsent] id 5 len 28

(Sep 28 21:53:22.555: Vi3 |PCP: PrimaryDNS 0.0.0.0 (0x810600000000
(Sep 28 21:53:22.555: Vi3 |PCP: PrimaryWNS 0.0.0.0 (0x820600000000
(Sep 28 21:53:22.555: Vi3 | PCP: SecondaryDNS 0. 0. 0.0 (0x830600000000
(Sep 28 21:53:22.555: Vi3 |PCP: Secondar yW NS 0.0.0.0 (0x840600000000
Sep 28 21:53:22.555: Vi3 I PCP: | CONFACK [REQsent] id 1 len 10

(Sep 28 21:53:22.555: Vi3 |PCP: Address 10. 66.79.99 (0x03060A424F63
Sep 28 21:53:22.563: Vi3 CCP: | CONFREQ [REQsent] id 6 len 10

Sep 28 21:53:22.563: Vi3 CCP: M5- PPC supported bits 0x01000040
(0x120601000040)

Sep 28 21:53:22.563: Vi3 CCP: O CONFACK [ REQsent] id 6 len 10
Sep 28 21:53:22.563: Vi3 CCP: M5- PPC supported bits 0x01000040



(0x120601000040)

Sep 28 21:53:22.567: Vi3 CCP: | CONFACK [ACKsent] id 2 len 10

Sep 28 21:53:22.567: Vi3 CCP: M5- PPC supported bits 0x01000040
(0x120601000040)

Sep 28 21:53:22.567: Vi3 CCP: State is Open

Sep 28 21:53:22.567: Vi3 IPCP: | CONFREQ [ACKrcvd] id 7 len 10

(Sep 28 21:53:22.567: Vi3 |PCP: Address 0.0.0.0 (0x030600000000

Sep 28 21:53:22.567: Vi3 | PCP: O CONFNAK [ ACKrcvd] id 7 len 10

(Sep 28 21:53:22.571: Vi3 |PCP: Address 192.168.1.1 (0x0306C0A80101
Sep 28 21:53:22.575: Vi3 IPCP: | CONFREQ [ACKrcvd] id 8 len 10

(Sep 28 21:53:22.575: Vi3 | PCP: Address 192.168.1.1 (0x0306C0A80101
Sep 28 21:53:22.575: Vi3 I PCP: O CONFACK [ACKrcvd] id 8 len 10

(Sep 28 21:53:22.575: Vi3 | PCP: Address 192.168.1.1 (0x0306C0A80101

Sep 28 21:53:22.575: Vi3 |PCP: State is Open

Sep 28 21:53:22.575: AAA/ AUTHOR: Processing PerUser AV inacl

Sep 28 21:53:22.583: Vi3 IPCP: Install route to 192.168.1.1

Sep 28 21:53:22.583: Vi3 IPCP: Add link info for cef entry 192.168.1.1
,Sep 28 21:53:22.603: RADIUS: Received fromid 21645/45 10.66.79. 120: 1646
Accounti ng-response, len 20
Sep 28 21:53:22.603: RADIUS: authenticator A6 B3 4C 4C 04 1B BE 8E - 6A
BF 91 E2 3C 01 3E CA

Sep 28 21:53:23.531: %I NEPROTO 5- UPDOAN: Li ne protocol on Interface

Vi rtual - Access3, changed state to up

do olbd ol

Windows ac> axdual Cisco o 0Vl , SLoYl seixall a0 -
Cisco Systems - olaiuwally sl acall -
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