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AAA)
user=fred { aaa authentication login default
password=des} group tacacs+ local
service-shell { set aaa authorization exec default
priv-level=x } group tacacs+ local

Toy EXEC mposs x (leg IJpdleble bxole.)

service=shell {

default aaa authorization commands # default \

cmd=(allowed/deny) ~ group tacacs none

@Cb.) cmd=x aaa authorization config-commands
cmd=y{ }

|Jlewsly = des|enable secretaaa authentication enable default \
I T group tacacs+ enable
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# ./ViewProfile -p 9900 -u fred
User Profile Information

user = fred{

profile_id = 189

profile_cycle = 1

password = clear walt
privilege = clear "** *" 15

service=shell {
cmd=show {
permit "users"
}

}

}

odosu Idpszo

Partial router configuration:

aaa new-model

aaa authentication login default group tacacs+ local
aaa authentication enable default group tacacs+ none
aaa authorization exec default group tacacs+ none

aaa authorization commands 1 default group tacacs+ none
tacacs-server host 172.18.124.113

tacacs-server key cisco
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<#froot>

telnet 10.32.1.64

Trying 10.32.1.64...
Connected to 10.32.1.64.
Escape character is 'A]'.

User Access Verification

Username: fred
Password:

vpn-2503>
show users

Line User Host(s) Idle Location
0 con 0 idle 00:00:51
2 vty 0 fred idle 00:00:00 rtp-cherry.cisco.com

Interface User Mode Idle Peer Address
vpn-2503>
enabl e

Password:
vpn-2503#

AAA zJuwé - Cisco i0s woese

<#root>
vpn-2503#
show debug

General OS:

TACACS access control debugging is on
AAA Authentication debugging is on
AAA Authorization debugging is on
vpn-2503#

term nal nonitor

vpn-2503#

I--- In this capture, AAA authentication first tries the TACACS+ !--- server (and goes to local authent



aaa authentication login default group tacacs+ |oca

*Mar 15 18:21:25: AAA: parse name=tty3 idb type=-1 tty=-1

*Mar 15 18:21:25: AAA: name=tty3 flags=0x11l type=5 shelf=0 slot=0 adapter=0
port=3 channel=0

*Mar 15 18:21:25: AAA/MEMORY: create_user (0x524528) user='' ruser='"' port='tty3'
rem_addr="'172.18.124.113"' authen_type=ASCII service=LOGIN priv=1

*Mar 15 18:21:25: AAA/AUTHEN/START (4191717920): port="tty3' list=""

action=LOGIN service=LOGIN

*Mar 15 18:21:25: AAA/AUTHEN/START (4191717920): using "default" Tist

*Mar 15 18:21:25: AAA/AUTHEN/START (4191717920): Method=tacacs+ (tacacs+)

I--- Test TACACS+ for user authentication.

*Mar 15 18:21:25: TAC+: send AUTHEN/START packet ver=192 1d=4191717920

*Mar 15 18:21:25: TAC+: Using default tacacs server-group "tacacs+" Tlist.

*Mar 15 18:21:25: TAC+: Opening TCP/IP to 172.18.124.113/49 timeout=5

*Mar 15 18:21:25: TAC+: Opened TCP/IP handle 0x5475C8 to 172.18.124.113/49
*Mar 15 18:21:25: TAC+: 172.18.124.113 (4191717920) AUTHEN/START/LOGIN/ASCII queued
*Mar 15 18:21:25: TAC+: (4191717920) AUTHEN/START/LOGIN/ASCII processed

*Mar 15 18:21:25: TAC+: ver=192 id=4191717920 received AUTHEN status = GETUSER
*Mar 15 18:21:25: AAA/AUTHEN (4191717920): status = GETUSER

*Mar 15 18:21:27: AAA/AUTHEN/CONT (4191717920): continue_login (user='(undef)')
*Mar 15 18:21:27: AAA/AUTHEN (4191717920): status = GETUSER

*Mar 15 18:21:27: AAA/AUTHEN (4191717920): Method=tacacs+ (tacacs+)

*Mar 15 18:21:27: TAC+: send AUTHEN/CONT packet 1d=4191717920

*Mar 15 18:21:27: TAC+: 172.18.124.113 (4191717920) AUTHEN/CONT queued

*Mar 15 18:21:27: TAC+: (4191717920) AUTHEN/CONT processed

*Mar 15 18:21:27: TAC+: ver=192 id=4191717920 received AUTHEN status = GETPASS
*Mar 15 18:21:27: AAA/AUTHEN (4191717920): status = GETPASS

*Mar 15 18:21:29: AAA/AUTHEN/CONT (4191717920): continue_login (user='fred')
*Mar 15 18:21:29: AAA/AUTHEN (4191717920): status = GETPASS

*Mar 15 18:21:29: AAA/AUTHEN (4191717920): Method=tacacs+ (tacacs+)

*Mar 15 18:21:29: TAC+: send AUTHEN/CONT packet 1d=4191717920

*Mar 15 18:21:29: TAC+: 172.18.124.113 (4191717920) AUTHEN/CONT queued

*Mar 15 18:21:29: TAC+: (4191717920) AUTHEN/CONT processed

*Mar 15 18:21:29: TAC+: ver=192 id=4191717920 received AUTHEN status = PASS
*Mar 15 18:21:29: AAA/AUTHEN (4191717920): status = PASS

!--- TACACS+ passes user authentication. There is a check !--- to see if shell access is permitted for

aaa authorization exec default group tacacs+ |oca

*Mar 15 18:21:29: TAC+: Closing TCP/IP 0x5475C8 connection to 172.18.124.113/49

*Mar 15 18:21:29: tty3 AAA/AUTHOR/EXEC (3409614729): Port='"tty3' Tist='"' service=EXEC
*Mar 15 18:21:29: AAA/AUTHOR/EXEC: tty3 (3409614729) user='fred'

*Mar 15 18:21:29: tty3 AAA/AUTHOR/EXEC (3409614729): send AV service=shell

*Mar 15 18:21:29: tty3 AAA/AUTHOR/EXEC (3409614729): send AV cmd*

*Mar 15 18:21:29: tty3 AAA/AUTHOR/EXEC (3409614729): found 1list "default"

*Mar 15 18:21:29: tty3 AAA/AUTHOR/EXEC (3409614729): Method=tacacs+ (tacacs+)

*Mar 15 18:21:29: AAA/AUTHOR/TAC+: (3409614729): user=fred

*Mar 15 18:21:29: AAA/AUTHOR/TAC+: (3409614729): send AV service=shell

*Mar 15 18:21:29: AAA/AUTHOR/TAC+: (3409614729): send AV cmd*

*Mar 15 18:21:29: TAC+: using previously set server 172.18.124.113 from group tacacs+
*Mar 15 18:21:29: TAC+: Opening TCP/IP to 172.18.124.113/49 timeout=5

*Mar 15 18:21:29: TAC+: Opened TCP/IP handle 0x547A10 to 172.18.124.113/49

*Mar 15 18:21:29: TAC+: Opened 172.18.124.113 index=1

*Mar 15 18:21:29: TAC+: 172.18.124.113 (3409614729) AUTHOR/START queued

*Mar 15 18:21:29: TAC+: (3409614729) AUTHOR/START processed



*Mar 15 18:21:29: TAC+: (3409614729): received author response status = PASS_ADD
*Mar 15 18:21:29: TAC+: Closing TCP/IP 0x547A10 connection to 172.18.124.113/49
*Mar 15 18:21:29: AAA/AUTHOR (3409614729): Post authorization status = PASS_ADD

*Mar 15 18:21:29: AAA/AUTHOR/EXEC: Authorization successful
*Mar 15 18:21:32: tty3 AAA/AUTHOR/CMD (4185871454): Port="tty3' list='"' service=CMD

!--- TACACS+ passes exec authorization and wants to perform the !---
show users
command, as configured in !---

aaa aut horization conmands 1 default group tacacs+ none

*Mar 15 18:21:32: AAA/AUTHOR/CMD: tty3 (4185871454) user='fred'

*Mar 15 18:21:32: tty3 AAA/AUTHOR/CMD (4185871454): send AV service=shell

*Mar 15 18:21:32: tty3 AAA/AUTHOR/CMD (4185871454): send AV cmd=show

*Mar 15 18:21:32: tty3 AAA/AUTHOR/CMD (4185871454): send AV cmd-arg=users

*Mar 15 18:21:32: tty3 AAA/AUTHOR/CMD (4185871454): send AV cmd-arg=

*Mar 15 18:21:32: tty3 AAA/AUTHOR/CMD (4185871454): found 1ist "default"

*Mar 15 18:21:32: tty3 AAA/AUTHOR/CMD (4185871454): Method=tacacs+ (tacacs+)
*Mar 15 18:21:32: AAA/AUTHOR/TAC+: (4185871454): user=fred

*Mar 15 18:21:32: AAA/AUTHOR/TAC+: (4185871454): send AV service=shell

*Mar 15 18:21:32: AAA/AUTHOR/TAC+: (4185871454): send AV cmd=show

*Mar 15 18:21:32: AAA/AUTHOR/TAC+: (4185871454): send AV cmd-arg=users

*Mar 15 18:21:32: AAA/AUTHOR/TAC+: (4185871454): send AV cmd-arg=

*Mar 15 18:21:32: TAC+: using previously set server 172.18.124.113 from group tacacs+
*Mar 15 18:21:32: TAC+: Opening TCP/IP to 172.18.124.113/49 timeout=5

*Mar 15 18:21:32: TAC+: Opened TCP/IP handle 0x54F26C to 172.18.124.113/49

*Mar 15 18:21:32: TAC+: Opened 172.18.124.113 qindex=1

*Mar 15 18:21:32: TAC+: 172.18.124.113 (4185871454) AUTHOR/START queued

*Mar 15 18:21:33: TAC+: (4185871454) AUTHOR/START processed

*Mar 15 18:21:33: TAC+: (4185871454): received author response status = PASS_ADD
*Mar 15 18:21:33: TAC+: Closing TCP/IP 0x54F26C connection to 172.18.124.113/49
*Mar 15 18:21:33: AAA/AUTHOR (4185871454): Post authorization status = PASS_ADD

!--- TACACS+ passes command authorization and wants to !--- get into

enabl e

mode, as configured in !---

aaa aut hentication enable default group tacacs+ enabl e

*Mar 15 18:21:34: AAA/MEMORY: dup_user (0x523E58) user='fred' ruser=""
port="tty3' rem_addr="'172.18.124.113"' authen_type=ASCII service=ENABLE
priv=15 source='AAA dup enable’

*Mar 15 18:21:34: AAA/AUTHEN/START (125091438): port='tty3' list="'
action=LOGIN service=ENABLE

*Mar 15 18:21:34: AAA/AUTHEN/START (125091438): using "default" Tist

*Mar 15 18:21:34: AAA/AUTHEN/START (125091438): Method=tacacs+ (tacacs+)

*Mar 15 18:21:34: TAC+: send AUTHEN/START packet ver=192 id=125091438

*Mar 15 18:21:34: TAC+: Opening TCP/IP to 172.18.124.113/49 timeout=5

*Mar 15 18:21:34: TAC+: Opened TCP/IP handle 0x54D080 to 172.18.124.113/49
*Mar 15 18:21:34: TAC+: Opened 172.18.124.113 +index=1

*Mar 15 18:21:34: TAC+: 172.18.124.113 (125091438) AUTHEN/START/LOGIN/ASCII queued
*Mar 15 18:21:34: TAC+: (125091438) AUTHEN/START/LOGIN/ASCII processed

*Mar 15 18:21:34: TAC+: ver=192 i1d=125091438 received AUTHEN status = GETPASS
*Mar 15 18:21:34: AAA/AUTHEN (125091438): status = GETPASS

*Mar 15 18:21:37: AAA/AUTHEN/CONT (125091438): continue_login (user='fred')



*Mar 15 18:21:37: AAA/AUTHEN (125091438): status = GETPASS

*Mar 15 18:21:37: AAA/AUTHEN (125091438): Method=tacacs+ (tacacs+)

*Mar 15 18:21:37: TAC+: send AUTHEN/CONT packet id=125091438

*Mar 15 18:21:37: TAC+: 172.18.124.113 (125091438) AUTHEN/CONT queued

*Mar 15 18:21:37: TAC+: (125091438) AUTHEN/CONT processed

*Mar 15 18:21:37: TAC+: ver=192 1d=125091438 received AUTHEN status = PASS

*Mar 15 18:21:37: AAA/AUTHEN (125091438): status = PASS

*Mar 15 18:21:37: TAC+: Closing TCP/IP 0x54D080 connection to 172.18.124.113/49
*Mar 15 18:21:37: AAA/MEMORY: free_user (0x523E58) user='fred' ruser='"
port="tty3' rem_addr='172.18.124.113"' authen_type=ASCII service=ENABLE priv=15

I--- TACACS+ passes enable authentication.

eJuwd AAA - oot lgble Cisco Secure UNIX

<#froot>

!
--- In this capture, AAA authentication first tries the TACACS+ !--- server (and goes to local authenti

aaa authentication login default group tacacs+ |oca

Sep 7 07:22:32 rtp-cherry CiscoSecure: DEBUG - AUTHENTICATION
START request (bacelfbf)

Sep 7 07:22:32 rtp-cherry CiscoSecure: DEBUG -

Sep 7 07:22:32 rtp-cherry User Access Verification

I--- Test TACACS+ for user authentication:

Sep 7 07:22:32 rtp-cherry CiscoSecure: DEBUG - Username:

Sep 7 07:22:33 rtp-cherry CiscoSecure: DEBUG - AUTHENTICATION
CONTINUE request (bacelfbf)

Sep 7 07:22:33 rtp-cherry CiscoSecure: DEBUG - Password:

Sep 7 07:22:35 rtp-cherry CiscoSecure: DEBUG - AUTHENTICATION
CONTINUE request (bacelfbf)

Sep 7 07:22:35 rtp-cherry CiscoSecure: DEBUG - Authentication -
LOGIN successful; [NAS=10.32.1.64, Port=tty2, User=fred, Priv=1]

I--- TACACS+ passes user authentication. There is a check !--- to see if shell access is permitted for

aaa aut horization exec default group tacacs+ |oca

Sep 7 07:22:35 rtp-cherry CiscoSecure: DEBUG -

Sep 7 07:22:36 rtp-cherry CiscoSecure: DEBUG - AUTHORIZATION request (9ad05c71)
Sep 7 07:22:36 rtp-cherry CiscoSecure: DEBUG - Authorization - Request authorized;
[NAS = 10.32.1.64, user = fred, port = tty2, input: service=shell cmd* output: ]

!--- TACACS+ passes exec authorization and wants to perform the !---
show users

command, as configured in !---

aaa aut horization conmands 1 default group tacacs+ none



Sep 7 07:22:38 rtp-cherry CiscoSecure: DEBUG - AUTHORIZATION request (563ba541)
Sep 7 07:22:38 rtp-cherry CiscoSecure: DEBUG - Authorization - Request authorized;
[NAS = 10.32.1.64, user = fred, port = tty2, input: service=shell cmd=show
cmd-arg=users cmd-arg= output: ]

!--- TACACS+ passes command authorization and wants to !--- get into
enabl e
mode, as configured in !---

aaa aut hentication enable default group tacacs+ enabl e

Sep 7 07:22:40 rtp-cherry CiscoSecure: DEBUG - AUTHENTICATION

START request (f7e86ad4)

Sep 7 07:22:40 rtp-cherry CiscoSecure: DEBUG - Password:

Sep 7 07:22:41 rtp-cherry CiscoSecure: DEBUG - AUTHENTICATION

CONTINUE request (f7e86ad4)

Sep 7 07:22:41 rtp-cherry CiscoSecure: DEBUG - Authentication - ENABLE successful;
[NAS=10.32.1.64, Port=tty2, User=fred, Priv=15]

I--- TACACS+ passes enable authentication.
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group Boston_Admins{
service=shell {

allow "10.28.17.1" ", =*" " =*"
allow bostonswitch ".*" " _ *"
allow "Abostonrtr[0-9]+" ".*" " ="
set priv-1vl=15

default cmd=permit

3

service=shell {

allow "ANYrouter[0-9]+" ™".*™" " *"
set priv-1vl=1

default cmd=deny

3

}
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group NY_wan_admins{
service=shell {

allow "ANYrouter[0-9]+" ".=*" " *"
set priv-1vl=15

default cmd=permit

3

service=shell {

allow "ANYcore$" ".=" " ="
default cmd=permit
cmd=interface{

permit "Serial 0/[0-9]+"
permit "Serial 1/[0-9]+"
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group LAN_support {
service=shell {

default cmd = deny

cmd = set{

deny "port enable 3/10"
permit "port enable *"
deny "port disable 3/10"
permit "port disable *"
permit "port name
permit "port speed *"
permit "port duplex *"
permit "vlan [0-9]+ [0-9]+/[0-9]+"

E

deny ".*"

}

cmd = show{
permit ".*"

}

cmd = enable{
permit ".*"

}

3

}
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