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access-list nonat permit ip 10.1.1.0 255.255.255.0 10.2.2.0 255.255.255.0
nat (inside) 0 access-list nonat
nat (inside) 1 10.1.1.0 255.255.255.0 0 0

il 13D 9 d&xuogall ol (655 wlosles <l pad pumdll 13D 9

5019Vl Jo> logleall (o aje e Jouaxl) (Lndé - ulwol] eMosll) 1oloVl e 615l pasiiuwl dla>No
paud)] 13D (9 doaiwoll

Syl _laasill pu I
I Al slae] siuall 138 oS

O Dynamic LZL IPSec Tunnel O

DHCP
el - Inside al - Qutside -

L _[r’r. |I'l'[Eﬂ'IH"E cluud
2 1
m‘l

1?2161[).'24 L 1'92163111’&4 102 1.1 24
PIX 515E — P 105 Router

10.11.x 124

lugSil
Wl o lipoSal dituall 13D oz,

PIX olol jlg> oS5 -
a>gall oSS -

PIX 7.x

pi xfirewal | #show running-config
(PIX Version 7.2(2
!
host nane pi xfirewal
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

The interface dynamically learns its IP address !-- --- !
- from the service provider. interface Ethernet0 naneif
outside security-level 0 ip address dhcp
1
interface Ethernetl
nanei f inside
security-level 100
i p address 10.1.1.2 255.255.255.0
1
1
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Output is suppressed. ! passwd 2KFQhbNI dI . 2KYOU --!
encrypted ftp node passive !--- This is the access list
(IPsec-traffic) used for the VPN interesting traffic !--

.- to be encrypted
access-list IPSec-traffic extended permit ip 10.1.1.0
255.255.255.0 10.2.1.0 255.255.255.0

This access list (nonat) is used for a nat zero ---!
conmand that prevents !--- traffic which matches the
.access list fromundergoi ng NAT

access-list NO-NAT extended permit ip 10.1.1.0
255.255.255.0 10.2.1.0 255.255.255.0

pager lines 24

ntu inside 1500

ntu outside 1500

no fail over

icnp unreachable rate-limt 1 burst-size 1
no asdm hi story enabl e

arp tineout 14400

NAT 0 prevents NAT for networks specified in the ---!
ACL - nonat. !--- The mat 1 command specifies PAT using
.the !'--- outside interface for all other traffic

global (outside) 1 interface
nat (inside) 0 access-list NO-NAT
nat (inside) 1 0.0.0.0 0.0.0.0

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
i cnp 0:00: 02

ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngep
0: 05: 00 ngcp-pat 0:05: 00

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00

ti meout uauth 0:05:00 absol ute

no snnp-server |ocation

no snnp-server contact

snnp- server enabl e traps snnp authentication |inkup

| i nkdown col dstart

PHASE 2 CONFIGURATION ---! !--- The encryption ---!
types for Phase 2 are defined here. !--- A triple single
.DES encryption with !--- the md5 hash algorithm is used

crypto ipsec transform-set DYN-TS esp-des esp-md5-hmac

Define which traffic should be sent to the IPsec —---!
peer. crypto map IPSEC 10 match address IPSec-traffic

Sets the IPsec peer. crypto map IPSEC 10 set peer ---!
192.168.1.2

Sets the IPsec transform set "DYN-TS" !--- to be ---!
used with the crypto map entry "IPSEC". crypto map IPSEC

10 set transform-set DYN-TS

Specifies the interface to be used with !--- the ---!




settings defined in this configuration. crypto map IPSEC
interface outside

Enables IPsec on the outside interface. crypto ---!
i sakmp enabl e outside !--- PHASE 1 CONFIGURATION ---! !-
-—- This configuration uses isakmp policy 10. !--- Policy
65535 is included in the configuration by default. !---
The configuration commands here define the Phase !--- 1
policy parameters that are used. crypto isakmp policy 10
authentication pre-share

encryption des

hash md5

group 1

lifetime 86400

crypto isaknmp policy 65535
aut henti cation pre-share
encryption 3des

hash sha

group 2

lifetime 86400

In order to create and manage the database of ---!
connection-specific records !--- for IPsec-L2L—IPsec
tunnels, use the tunnel-group !--- conmand in gl oba
configuration nmode. !--- For L2L connections the nanme of
the tunnel group MJST be the IP !--- address of the

.1 Psec peer

tunnel-group 192.168.1.2 type ipsec-121

Enter the pre-shared-key in IPsec-attribute ---!
parameters !--- in order to configure the authentication
method. tunnel-group 192.168.1.2 ipsec-attributes

* pre-shared-key

telnet tinmeout 5
ssh tinmeout 5
console tinmeout 0O
|

cl ass-map i nspection_defaul t
mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_nap
paraneters
message- | ength maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect net bi os
i nspect rsh
i nspect rtsp
i nspect ski nny
i nspect esntp
i nspect sql net
i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdnctp




service-policy global _policy global

pronpt host nane cont ext

Crypt ochecksum d609c9eaf 51c154f 147b3b4ba3c834e0
end :

#pi xfirewal |

a>goll

Rout er #show running-config

Current configuration : 1354 bytes
!

version 12.4

service timestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

!

host nane Rout er

!

boot - st art - mar ker

boot - end- mar ker

!

!

no aaa new- nodel

!

resource policy

!

!

!

ip cef

|

Configuration for IKE policies. !--- Enables the ---!
IKE policy configuration (config-isakmp) !--- command
mode, where you can specify the parameters that !--- are

used during an IKE negotiation. crypto isakmp policy 10
hash md5
authentication pre-share

Specifies the preshared key "ciscol23" which should ---!
!--- be identical at both peers. This is a global !---
configuration mode command. It accepts any peer which
matches !--- the pre-shared key. crypto isakmp key

ciscol23 address 0.0.0.0 0.0.0.0
!

Configuration for IPsec policies. !--- Enables the ---!
crypto transform configuration mode, !--- where you can
specify the transform sets that are used !--- during an

IPsec negotiation. crypto ipsec transform-set DYN-TS
esp-des esp-md5-hmac

IPsec policy, Phase 2. crypto dynamic-map DYN 10 ---!

Configures IPsec to use the transform-set !--- ---!
"DYN-TS" defined earlier in this configuration. set
transform-set DYN-TS

crypto map IPSEC 10 ipsec-isakmp dynamic DYN
|

interface Ethernet0/0

ip address 192.168. 1.2 255.255.255.0




ip nat outside

ip virtual -reassenbly

hal f - dupl ex
Configures the interface to use the !--- crypto map ---!
"IPSEC" for IPsec. crypto map IPSEC
|
interface FastEthernetl1/0

i p address 10.2.1.1 255.255.255.0
ip nat inside

ip virtual -reassenbly

dupl ex auto

speed auto

|
interface Serial 2/0

no i p address

shut down

no fair-queue

|

interface Serial 2/1

no i p address

shut down

!

interface Serial 2/2

no i p address

shut down

!

interface Serial 2/3

no i p address

shut down

!

ip http server

no ip http secure-server

|

ip route 0.0.0.0 0.0.0.0 192.168.1.1
|

ip nat inside source list 100 interface Ethernet0/0
overload

|

This ACL 100 identifies the traffic flows and be ---!

PATed !--- via the outside interface( Ethernet0/0).
access-list 100 deny ip 10.2.1.0 0.0.0.255 10.1.1.0
0.0.0.255

access-list 100 permit ip 10.2.1.0 0.0.0.255 any

control -pl ane
|

!

line con O
line aux O
line vty 0 4
!

!

end

(SAS) bl o Ul 8l Auue

PIX Jl o wolwl liol (9 ol 138 closiwl

Sl | duwlw)l dalSl e .dladill IPsec ol Wix,—crypto] ipSec sa] auws -
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2o JSuiy oueSil Jac 4T punsl] 138 paciawl

w22 (OIT) L3Vl a2 i 8151 pazkiwl .ShOW Lolol Lasy (Jaad ulxwalleNasl)) 21,31 p> is 6131 ac
. Show oVl 2,30 Juxs

PIX - show commands ¢,bl jle> -
ol bl - el 10S a>q0 -

PIX - show commands ol jlg=>

o 9 Al IKE ol gua> o2 —show crypto isakmp sa

pi xfirewal | #show crypto isakmp sa

Active SA: 1
(Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey
Total IKE SA: 1

IKE Peer: 192.168.1.2 1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

o 9 aJll IPsec daoas olid ol 20 guo> o 20 —show crypto ipSec sa -
pi xfirewal | #show crypto ipsec sa
interface: outside
Crypto map tag: |PSEC, seq num 10, local addr: 172.16.1.1

access-list IPSec-traffic permit ip 10.1.1.0 255.255.255.0 10.2.1.0 255.255.255.0
(local ident (addr/nmask/prot/port): (10.1.1.0/255.255.255.0/0/0

(renmote ident (addr/nmask/prot/port): (10.2.1.0/255.255.255.0/0/0

current_peer: 192.168.1.2

pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10#

pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10#

pkts conpressed: 0, #pkts deconpressed: 0#

pkts not conpressed: 10, #pkts conp failed: 0, #pkts deconp failed: 0#
pre-frag successes: 0, #pre-frag failures: 0, #fragnents created: 0#
PMIUs sent: 0, #PMIUs rcvd: 0O, #decapsul ated frgs needi ng reassenbly: O#
send errors: 0, #recv errors: O#

local crypto endpt.: 172.16.1.1, remote crypto endpt.: 192.168.1.2

path ntu 1500, ipsec overhead 58, media ntu 1500
current outbound spi: 537BC76F

:inbound esp sas
(spi: 0x64D800CB (1691877579
transform esp-des esp-nd5-hmac none
{ ,in use settings ={L2L, Tunne
slot: 0, conn_id: 1, crypto-map: |PSEC
(sa timng: remaining key lifetime (kB/sec): (4274999/3506
IV size: 8 bytes
repl ay detection support: Y
:outbound esp sas
(spi: 0x537BC76F (1400620911
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transform esp-des esp-nd5-hmac none
{ ,in use settings ={L2L, Tunne
slot: 0, conn_id: 1, crypto-map: |PSEC
(sa timng: remaining key lifetime (kB/sec): (4274999/ 3506
IV size: 8 bytes
replay detection support: Y

30l9V1 leb] - el 10S azg0

b 9 I IKE ol gia> o y2s —show crypto isakmp sa
Rout er #show crypto isakmp sa

dst src state conn-id slot status
OM_IDLE 2 0 ACTIVE 172.16.1.1 192.168.1.2

o 9 aJll IPsec doas old ol 20 gua> Lo =) —show crypto ipSec sa -
Rout er #show crypto ipsec sa
interface: Ethernet0/0
Crypto map tag: IPSEC, local addr 192.168.1.2

(protected vrf: (none
(local ident (addr/mask/prot/port): (10.2.1.0/255.255.255.0/0/0
(rermote ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0
current_peer 172.16.1.1 port 500
{}=PERM T, fl ags
pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10#
pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10#
pkts conpressed: 0, #pkts deconpressed: O0#
pkts not conpressed: 0, #pkts conmpr. failed: O#
pkts not deconpressed: 0, #pkts deconpress failed: 0#
send errors 0O, #recv errors O#

local crypto endpt.: 192.168.1.2, remote crypto endpt.: 172.16.1.1
path mu 1500, ip nmtu 1500, ip ntu idb Ethernet0/0
(current outbound spi: 0x64D800CB(1691877579

;i nbound esp sas
(spi: 0x537BC76F(1400620911
, transform esp-des esp-nd5-hnmac
{ ,in use settings ={Tunne
conn id: 2001, flow.id: SW1, crypto map: |PSEC
(sa timng: remaining key lifetime (k/sec): (4390267/ 3494
IV size: 8 bytes
repl ay detection support: Y
Status: ACTI VE

;i nbound ah sas
;i nbound pcp sas

:out bound esp sas
(spi: 0x64D800CB(1691877579
, transform esp-des esp-nd5-hnmac
{ ,in use settings ={Tunne
conn id: 2002, flow.id: SW2, crypto map: |PSEC
(sa timng: remaining key lifetime (k/sec): (4390267/ 3492
IV size: 8 bytes
repl ay detection support: Y
Status: ACTI VE

:out bound ah sas

:out bound pcp sas
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w22 (OIT) 2l3Vl p= o 811 pasiwl .ShoW olol o (asd - wualleNasll) 21,5V .,a>_;10’6|ii P2V
. show oVl 2550 Jud>s

1019l pgd - lg>Wuolg IP ¢lol cllazl SliSiwly clasIl juxuni 1ol9l Jo> dagall wlosleall g1, tdka>Ne
.debug olsl jluo] LS leolasiwly elasVl s

debug.2 al> ol IPsec wlioglas o 2, —debug crypto ips 7clasVl auouai 21,31 - PIX olol jle> -
1 d>,0ll ISAKMP o loglas o ,2—crypto isakmp 7

debug.2 d> .l IPsec wloglas (o ,2,—debug crypto ipSecelasVl zauai 2,3 - w2l 10S a>g0 -
1 d>,0ll ISAKMP o loglas o ,2,—crypto isakmp

elasV auuas 21,3] - PIX ol lg

Pl X#debug crypto isakmp 7
Feb 22 01:39:59 [IKEvl DEBUG: Pitcher: received a key acquire ness
age, spi 0x0
Feb 22 01:39:59 [IKEv1]: IP = 192.168.1.2, IKE Initiator: New Phase 1, Intf insi
.de, I KE Peer 192.168.1.2 |local Proxy Address 10.1.1.0, renote Proxy Address 10
(Crypto map (IPSEC ,2.1.0
192.168. 1.2, constructing | SAKMP SA payl oad
192.168. 1.2, constructing Fragmentation VID
ext ended capabilities payl oad +
(Feb 22 01:39:59 [IKEv1]: IP = 192.168.1.2, |KE_DECODE SENDI NG Message (nsgi d=0
with payloads : HDR + SA (1) + VENDOR (13) + NONE (0) total length : 144
(Feb 22 01:39:59 [IKEv1]: IP = 192.168.1.2, |KE_DECODE RECEI VED Message (msgi d=0
with payloads : HDR + SA (1) + NONE (O0) total length : 84
Feb 22 01:39:59 [IKEvl DEBUG: I P = 192.168. 1.2, processing SA payl oad
Feb 22 01:39:59 [IKEvl DEBUG: | P = 192.168.1.2, QCakley proposal is acceptable
Feb 22 01:39:59 [IKEvl DEBUG: | P = 192.168.1.2, constructing ke payl oad
Feb 22 01:39:59 [IKEvl DEBUG: | P = 192.168.1.2, constructing nonce payl oad
Feb 22 01:39:59 [IKEvl DEBUG: | P = 192.168.1.2, constructing Csco Unity VID pa
yl oad
Feb 22 01:39:59 [IKEvl DEBUG: | P = 192.168.1.2, constructing xauth V6 VID payl o
ad
Feb 22 01:39:59 [IKEvl DEBUG: I P = 192.168.1.2, Send 10S VID
Feb 22 01:39:59 [IKEvl DEBUG: | P = 192.168.1.2, Constructing ASA spoofing 10S V
(endor 1D payload (version: 1.0.0, capabilities: 20000001
Feb 22 01:39:59 [IKEvl DEBUG: |IP = 192.168.1.2, constructing VID payl oad
Feb 22 01:39:59 [IKEvl DEBUG: IP = 192.168.1.2, Send Altigal/C sco VPN3000/Ci sco
ASA GW VID
(Feb 22 01:39:59 [IKEv1]: IP = 192.168.1.2, |KE_DECODE SENDI NG Message (nsgi d=0
) with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR
VENDOR (13) + NONE (0) total length : 224 + (13
(Feb 22 01:39:59 [IKEv1]: IP = 192.168.1.2, |KE_DECODE RECEI VED Message (msgi d=0
with payl oads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR
VENDOR (13) + NONE (0) total length : 224 + (13)
Feb 22 01:39:59 [IKEvl DEBUG: | P = 192.168. 1.2, processing ke payl oad
Feb 22 01:39:59 [IKEvl DEBUG: | P = 192.168.1.2, processing | SA KE payl oad
Feb 22 01:39:59 [IKEvl DEBUG: | P = 192.168.1.2, processing nonce payl oad
Feb 22 01:39:59 [IKEvl DEBUG: |IP = 192.168.1.2, processing VID payl oad
Feb 22 01:39:59 [IKEvl DEBUG: IP = 192.168.1.2, Received Csco Unity client VID
Feb 22 01:39:59 [IKEvl DEBUG: |IP = 192.168.1.2, processing VID payl oad

Feb 22 01:39:59 [IKEvl DEBUG: IP
Feb 22 01:39:59 [IKEvl DEBUG: IP
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Feb 22 01:39:59 [IKEvl DEBUG : | P = 192.168.1.2, Received DPD VID
Feb 22 01:39:59 [IKEvl DEBUG: |P = 192.168.1.2, processing VID payl oad
Feb 22 01:39:59 [IKEvl DEBUG: IP = 192.168.1.2, Processing | 0S/ Pl X Vendor ID pa
(yload (version: 1.0.0, capabilities: 0000077f
Feb 22 01:39:59 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad
Feb 22 01:39:59 [IKEvl DEBUG: IP = 192.168.1.2, Received xauth V6 VID
Feb 22 01:39:59 [IKEv1l]: IP = 192.168.1.2, Connection |anded on tunnel _group 192
168. 1. 2.
Feb 22 01:39:59 [IKEvl DEBUF: Goup = 192.168.1.2, |IP = 192.168.1.2, Cenerating
...keys for Initiator
192.168. 1.2, constructi
ng | D payl oad
Feb 22 01:39:59 [IKEvl DEBUF: Goup = 192.168.1.2, |IP = 192.168.1.2, constructi
ng hash payl oad
Feb 22 01:39:59 [IKEvl DEBUG: Goup = 192.168.1.2, IP = 192.168.1.2, Conputing
hash for | SAKMP
Feb 22 01:39:59 [IKEvl DEBUG: IP = 192.168.1.2, Constructing | OS keep alive pay
.1 oad: proposal =32767/ 32767 sec
Feb 22 01:39:59 [IKEvl DEBUF: Goup = 192.168.1.2, |IP = 192.168.1.2, constructi
ng dpd vid payl oad
(Feb 22 01:39:59 [IKEv1]: IP = 192.168.1.2, |KE _DECODE SENDI NG Message (nsgi d=0
with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) + NO
NE (0) total length : 92
(Feb 22 01:39:59 [IKEv1]: IP = 192.168.1.2, |KE_DECODE RECEI VED Message (msgi d=0
with payloads : HDR + ID (5) + HASH (8) + NONE (0) total length : 60
Feb 22 01:39:59 [IKEvl DEBUF: Goup = 192.168.1.2, |IP = 192.168.1.2, processing
| D payl oad
Feb 22 01:39:59 [IKEvl DEBUF: Goup = 192.168.1.2, |IP = 192.168.1.2, processing
hash payl oad
Feb 22 01:39:59 [IKEvl DEBUG: Goup = 192.168.1.2, IP = 192.168.1.2, Conputing
hash for | SAKMP
Feb 22 01:39:59 [IKEv1]: IP = 192.168.1.2, Connection |anded on tunnel _group 192
168. 1. 2.
Feb 22 01:39:59 [IKEvl]: Goup = 192.168.1.2, |IP = 192.168.1.2, Freeing previous
ly allocated nenory for authorization-dn-attributes
Feb 22 01:39:59 [IKEvl DEBUG: G oup = 192.168.1.2, IP = 192.168.1.2, Cakley beg
in quick node
Feb 22 01:39:59 [IKEvl]: Goup = 192.168.1.2, |IP = 192.168.1.2, PHASE 1 COVPLETE
D
:Feb 22 01:39:59 [IKEv1]: I P = 192.168.1.2, Keep-alive type for this connection
DPD
Feb 22 01:39:59 [IKEvl DEBUG: Goup = 192.168.1.2, IP = 192.168.1.2, Starting P
.rekey timer: 82080 seconds 1
Feb 22 01:39:59 [IKEvl DEBUG: Goup = 192.168.1.2, IP = 192.168.1.2, |KE got SP
I from key engine: SPI = 0x81004014
Feb 22 01:39:59 [IKEvl DEBUG: Goup = 192.168.1.2, |IP = 192.168.1.2, oakley con
stucting qui ck node
Feb 22 01:39:59 [IKEvl DEBUF: Goup = 192.168.1.2, |IP = 192.168.1.2, constructi
ng bl ank hash payl oad
Feb 22 01:39:59 [IKEvl DEBUF: Goup = 192.168.1.2, |IP = 192.168.1.2, constructi
ng | PSec SA payl oad
Feb 22 01:39:59 [IKEvl DEBUF: Goup = 192.168.1.2, IP = 192.168.1.2, constructi
ng | PSec nonce payl oad
Feb 22 01:39:59 [IKEvl DEBUF: Goup = 192.168.1.2, |IP = 192.168.1.2, constructi
ng proxy ID
Feb 22 01:39:59 [IKEvl DEBUG: G oup = 192.168.1.2, IP = 192.168.1.2, Transmtti
:ng Proxy Id
Local subnet: 10.1.1.0 mask 255.255.255.0 Protocol 0 Port O
Renot e subnet: 10.2.1.0 Mask 255.255.255.0 Protocol 0 Port O
Feb 22 01:39:59 [IKEvl DEBUF: Goup = 192.168.1.2, |IP = 192.168.1.2, constructi
ng gm hash payl oad
Feb 22 01:39:59 [IKEvl]: |IP = 192.168.1.2, |KE_DECODE SENDI NG Message (msgi d=270
+ (72fbd) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5
NOTI FY (11) + NONE (0) total length : 192

Feb 22 01:39:59 [IKEvl DEBUQG : G oup 192.168.1.2, IP



Feb 22 01:39:59 [IKEv1l]: |IP = 192.168.1.2, |KE_DECODE RECElI VED Message (msgi d=27

+ (072fbd) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5
NOTI FY (11) + NONE (0) total length : 192

192.168.1.2, |IP = 192.168.1.2, processing
hash payl oad

192.168.1.2, |IP = 192.168.1.2, processing
SA payl oad

192.168. 1.2, processing
nonce payl oad

192.168.1.2, |IP = 192.168.1.2, processing
| D payl oad

192.168.1.2, |IP = 192.168.1.2, processing
| D payl oad

192.168. 1.2, processing
notify payl oad

Feb 22 01:39:59 [IKEvl]: Goup = 192.168.1.2, |IP = 192.168.1.2, Responder forcin

g change of |PSec rekeying duration from 28800 to 3600 seconds

Feb 22 01:39:59 [IKEvl DEBUG: G oup = 192.168.1.2, |IP = 192.168.1.2, |oading al

| 1 PSEC SAs

192.168. 1.2, GCenerating
I Qui ck Mbde Key

192.168. 1.2, GCenerating
I Qui ck Mbde Key

Feb 22 01:39:59 [IKEvl]: Goup = 192.168.1.2, IP = 192.168.1.2, Security negotia

tion conmplete for LAN-to-LAN Group (192.168.1.2) Initiator, Inbound SPI = 0x810

Qut bound SPI = 0x07502a09 , 04014

Feb 22 01:39:59 [IKEvl DEBUG: Goup = 192.168.1.2, |IP = 192.168.1.2, oakley con

structing final quick node

Feb 22 01:39:59 [IKEvl]: |IP = 192.168.1.2, |KE_DECODE SENDI NG Message (msgi d=270

72fbd) with payloads : HDR + HASH (8) + NONE (0) total length : 72

Feb 22 01:39:59 [IKEvl DEBUG: Goup = 192.168.1.2, IP = 192.168.1.2, |IKE got a

KEY_ADD nsg for SA: SPI = 0x07502a09

Feb 22 01:39:59 [IKEvl DEBUG: G oup = 192.168.1.2, IP = 192.168.1.2, Pitcher: r

ecei ved KEY_UPDATE, spi 0x81004014

192.168.1.2, IP = 192.168.1.2, Starting P

.rekey timer: 3060 seconds 2

Feb 22 01:39:59 [IKEvl]: Goup = 192.168.1.2, |IP = 192.168.1.2, PHASE 2 COVPLETE

(D (nsgi d=27072f bd

Feb 22 01:40:14 [IKEvl DEBUG: Goup = 192.168.1.2, IP = 192.168.1.2, Sending ke

(ep-alive of type DPD R-U THERE (seq number 0x280e6479

Feb 22 01:40:14 [IKEvl DEBUF: Goup = 192.168.1.2, |IP = 192.168.1.2, constructi

ng bl ank hash payl oad

Feb 22 01:40:14 [IKEvl DEBUF: Goup = 192.168.1.2, |IP = 192.168.1.2, constructi

ng gm hash payl oad

Feb 22 01:40:14 [IKEvl]: |IP = 192.168.1.2, |KE_DECODE SENDI NG Message (msgi d=8fb

a0b26) with payloads : HDR + HASH (8) + NOTIFY (11) + NONE (0) total length : 80

Feb 22 01:40:14 [IKEv1l]: IP = 192.168.1.2, |KE_DECODE RECElI VED Message (nsgi d=7a

18c21c) with payloads : HDR + HASH (8) + NOTIFY (11) + NONE (0) total length : 8

0

192.168. 1.2, processing
hash payl oad

192.168. 1.2, processing
notify payl oad

Feb 22 01:40:14 [IKEvl DEBUG: Goup = 192.168.1.2, IP = 192.168.1.2, Received k

(eep-alive of type DPD R-U THERE- ACK (seq number 0x280e6479

Feb 22 01:39:59 [IKEvl DEBUG : G oup

Feb 22 01:39:59 [IKEvl DEBUG : G oup

Feb 22 01:39:59 [IKEvl DEBUQG : G oup 192.168.1.2, IP

Feb 22 01:39:59 [IKEvl DEBUG : G oup

Feb 22 01:39:59 [IKEvl DEBUG : G oup

Feb 22 01:39:59 [IKEvl DEBUQG : G oup 192.168.1.2, IP

Feb 22 01:39:59 [IKEvl DEBUQG : G oup 192.168.1.2, IP

Feb 22 01:39:59 [IKEvl DEBUG: G oup = 192.168.1.2, IP

Feb 22 01:39:59 [IKEvl DEBUG : G oup

Feb 22 01:40:14 [I1KEvl DEBUQG : G oup 192.168.1.2, IP

Feb 22 01:40:14 [IKEvl DEBUG: Goup = 192.168.1.2, IP

pi xfirewal | #debug crypto ipsec 7
, | PSEC. New enbryoni c SA created @ 0x01B84200
, SCB: 0x028BB1D8
Direction: inbound
SPI . 0xAD0608C2
Session | D: 0x00000004
VPIF num : 0x00000002



Tunnel type: 12|
Pr ot ocol :oesp
Lifetime : 240 seconds
, | PSEC. New enbryoni c SA created @ 0x029956A0
, SCB: 0x0291BADO
Di rection: outbound
SPI . Ox9BEF30FB
Session | D: 0x00000004
VPIF num : 0x00000002
Tunnel type: 12|
Pr ot ocol :oesp
Lifetime : 240 seconds
| PSEC. Conpl et ed host OBSA update, SPI 0x9BEF30FB
| PSEC. Creating outbound VPN context, SPI Ox9BEF30FB
Fl ags: 0x00000005
SA : 0x029956A0
SPI  : Ox9BEF30FB
MIU : 1500 bytes
VCI D : 0x00000000
Peer : 0x00000000
SCB : 0x0291BADO
Channel : 0x01727178
| PSEC. Conpl et ed out bound VPN context, SPI O0x9BEF30FB
VPN handl e: 0x0001C9AC
| PSEC. New out bound encrypt rule, SPI O0x9BEF30FB
Src addr: 10.1.1.0
Src mask: 255.255.255.0
Dst addr: 10.2.1.0
Dst mask: 255.255.255.0
Src ports
Upper: O
Lower: O
(07] : ignore
Dst ports
Upper: O
Lower: O
(07] : ignore
Protocol: 0O
Use protocol: false
SPI :  0x00000000
Use SPI: false
| PSEC. Conpl et ed out bound encrypt rule, SPI O0x9BEF30FB
Rule I D 0x029197A8
| PSEC. New out bound permit rule, SPI O0x9BEF30FB
Src addr: 172.16.1.1
Src mask: 255. 255. 255. 255
Dst addr: 192.168.1.2
Dst mask: 255.255. 255. 255
Src ports
Upper: O
Lower: O
(07] : ignore
Dst ports
Upper: O
Lower: O
(07] : ignore
Prot ocol : 50
Use protocol: true
SPI : Ox9BEF30FB
Use SPI: true
| PSEC. Conpl et ed outbound pernit rule, SPI O0x9BEF30FB
Rule I D 0x02996888
| PSEC. Conpl et ed host | BSA update, SPI 0xAD0608C2
| PSEC. Creating i nbound VPN context, SPI 0xADO608C2



Fl ags: 0x00000006
SA : 0x01B84200
SPI : 0xAD0608C2
MU : O bytes
VCI D : 0x00000000
Peer : O0x0001C9AC
SCB : 0x028BB1D8
Channel : 0x01727178
| PSEC. Conpl et ed i nbound VPN context, SPI 0xADO608C2
VPN handl e: 0x00020724
| PSEC. Updati ng out bound VPN context 0x0001C9AC, SPI 0x9BEF30FB
Fl ags: 0x00000005
SA : 0x029956A0
SPI : Ox9BEF30FB
MIU : 1500 bytes
VCI D : 0x00000000
Peer : 0x00020724
SCB : 0x0291BADO
Channel : 0x01727178
| PSEC. Conpl et ed out bound VPN context, SPI O0x9BEF30FB
VPN handl e: 0x0001C9AC
| PSEC. Conpl et ed out bound inner rule, SPI Ox9BEF30FB
Rul e 1 D: 0x029197A8
| PSEC. Conpl et ed out bound outer SPD rule, SPI 0Ox9BEF30FB
Rul e 1 D: 0x02996888
| PSEC. New i nbound tunnel flow rule, SPI 0xAD0608C2
Src addr: 10.2.1.0
Src mask: 255.255.255.0
Dst addr: 10.1.1.0
Dst mask: 255.255.255.0
Src ports
Upper: O
Lower: O
(07] : ignore
Dst ports
Upper: O
Lower: O
(07] : ignore
Protocol: O
Use protocol: false
SPI: 0x00000000
Use SPI: false
| PSEC. Conpl eted inbound tunnel flow rule, SPI 0xAD0608C2
Rul e 1 D: 0x02918E30
| PSEC. New i nbound decrypt rule, SPI 0xAD0O608C2
Src addr: 192.168.1.2
Src mask: 255.255. 255. 255
Dst addr: 172.16.1.1
Dst mask: 255.255. 255. 255
Src ports
Upper: O
Lower: O
(07] : ignore
Dst ports
Upper: O
Lower: O
(07] : ignore
Protocol: 50
Use protocol: true
SPI: 0xAD0608C2
Use SPI: true
| PSEC. Conpl eted i nbound decrypt rule, SPI 0xADO608C2
Rul e 1 D: 0x02997CDO
| PSEC. New i nbound pernmt rule, SPI OxAD0O608C2



Src addr: 192.168.1.2
Src mask: 255. 255. 255. 255
Dst addr: 172.16.1.1
Dst mask: 255.255. 255. 255
Src ports
Upper: O
Lower: O
(07] : ignore
Dst ports
Upper: O
Lower: O
(07] : ignore
Prot ocol : 50
Use protocol: true
SPI : OxAD0608C2
Use SPI: true
| PSEC. Conpl eted inbound permit rule, SPI 0xADO608C2
Rule I D 0x029964F0

elasV acuas gl - uell 10S azgo

Rout er #debug crypto isakmp
Feb 22 13:51:57.319: I SAKMP (0:0): received packet from 172.16.1.1 dport 500 sp*
ort 500 dobal (N) NEW SA
Feb 22 13:51:57.319: | SAKMP: Created a peer struct for 172.16.1.1, peer port 50*

0
Feb 22 13:51:57.319: |1 SAKMP: New peer created peer = 0x64C2864C peer _handl e = 0*
x80000005

Feb 22 13:51:57.319: |1 SAKMP: Locking peer struct 0x64C2864C, |KE refcount 1 for*
crypto_i saknp_process_bl ock

Feb 22 13:51:57.319: | SAKMP: |ocal port 500, renpte port 500*

Feb 22 13:51:57.323: insert sa successfully sa = 65166F40*

Feb 22 13:51:57.323: | SAKMP: (0: 0: N A: 0): I nput = | KE_MESG_FROM PEER, | KE_MM EXCH*
_Feb 22 13:51:57.323: | SAKMP: (0:0: NVA:0): O d State = | KE_ READY New State = | KE*

R_MviL

Feb 22 13:51:57.323: | SAKMP: (0: 0: N A: 0): processing SA payl oad. nessage ID = 0O*

Feb 22 13:51:57.327: | SAKWP: (0: 0: N A:0): processing vendor id payl oad*

Feb 22 13:51:57.327: 1 SAKWP: (0: 0: NN A:0): vendor |ID seens Unity/DPD but najor 19*
m smatch 4

.Feb 22 13:51:57.327: |1 SAKWP: (0: 0: NV A: 0) : found peer pre-shared key matching 172*
16.1.1

Feb 22 13:51:57.327: | SAKMP: (0: 0: N A:0): | ocal preshared key found*

Feb 22 13:51:57.327: | SAKWP : Scanning profiles for xauth*

Feb 22 13:51:57.327: |1 SAKWMP: (0: 0: N A: 0) : Checki ng | SAKVWP transform 1 agai nst pri*
ority 10 policy

Feb 22 13:51:57.327: | SAKVP: default group 1*

Feb 22 13:51:57.327: | SAKMP: encrypti on DES- CBC

Feb 22 13:51:57.327: | SAKMP: hash MD5*

Feb 22 13:51:57.327: | SAKMP: aut h pre-share*

Feb 22 13:51:57.327: | SAKMP: life type in seconds*

Feb 22 13:51:57.327: | SAKVP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80*

Feb 22 13:51:57.331: | SAKMP: (0: 0: NV A:0):atts are acceptable. Next payload is 3*
Feb 22 13:51:57.415: | SAKMP: (0: 1: SW1): processing vendor id payl oad*

Feb 22 13:51:57.415: |1 SAKWMP: (0:1: SW1): vendor |ID seens Unity/DPD but nmjor 194*
m smat ch

Feb 22 13:51:57.419: | SAKMP: (0:1: SW1):Input = | KE_MESG | NTERNAL, | KE_PROCESS M

Al N_MODE

Feb 22 13:51:57.419: |SAKMP: (0:1:SW1):Od State = IKER ML New State = | KE_R*
MvIL



Feb 22 13:51:57.423: | SAKMP: (0:1: SW1): sending packet to 172.16.1.1 ny_port 50*
peer _port 500 (R) MM _SA SETUP 0O

Feb 22 13:51:57.423: | SAKMWP: (0: 1: SW1):Input = | KE_MESG | NTERNAL, | KE_PROCESS_C*
OVPLETE

Feb 22 13:51:57.423: |ISAKWMP: (0:1:SW1):dd State = IKER MML New State = | KE_R*
ME_

Feb 22 13:51:57.427: | SAKMP (0:134217729): received packet from 172.16.1.1 dpor*
t 500 sport 500 d obal (R) MV _SA SETUP

Feb 22 13:51:57.427: | SAKMP: (0: 1: SW1):Input = | KE_MESG FROM PEER, | KE_MM EXCH*
Feb 22 13:51:57.431: |SAKWMP: (0:1:SW1):dd State = IKER MM2 New State = | KE_R*
MVB_

Feb 22 13:51:57.431: | SAKWP: (0:1: SW1): processing KE payl oad. nmessage |ID = 0*

= Feb 22 13:51:57.539: | SAKMP: (0: 1: SW1): processi ng NONCE payl oad. nessage |D*

0
Feb 22 13:51:57.539: | SAKMP: (0: 1: SW1):found peer pre-shared key matching 172. 1*
6.1.1

Feb 22 13:51:57.543: | SAKWP: (0: 1: SW 1): SKEYI D st ate gener at ed*

Feb 22 13:51:57.543: | SAKMP: (0: 1: SW 1): processing vendor id payl oad*

Feb 22 13:51:57.543: | SAKMP: (0:1: SW1): vendor IDis Unity*

Feb 22 13:51:57.543: | SAKMP: (0: 1: SW 1): processing vendor id payl oad*

Feb 22 13:51:57.543: | SAKMP: (0: 1: SW1): vendor |ID seenms Unity/DPD but major 46*
m smat ch

Feb 22 13:51:57.543: | SAKMP: (0:1: SW1): vendor IDis XAUTH*

Feb 22 13:51:57.543: | SAKMP: (0: 1: SW 1): processing vendor id payl oad*

I'Feb 22 13:51:57.547: | SAKMP: (0: 1: SW1): speaking to another |0OS box*

Feb 22 13:51:57.547: | SAKMP: (0: 1: SW 1): processing vendor id payl oad*

Feb 22 13:51:57.547: | SAKMP: (0: 1: SW1):vendor |ID seens Unity/DPD but hash m sma*

tch

Feb 22 13:51:57.547: | SAKMP: (0: 1: SW1):Input = | KE_MESG | NTERNAL, | KE_PROCESS M

Al N_MODE

Feb 22 13:51:57.547: | SAKMP: (0:1:SW1):Ad State = IKEER M3 New State = | KE_R*
MVB

Feb 22 13:51:57.551: | SAKMP: (0:1: SW1): sending packet to 172.16.1.1 nmy_port 50*
peer _port 500 (R) MM KEY_EXCH 0
Feb 22 13:51:57.551: | SAKMP: (0:1: SW1):Input = | KE_MESG | NTERNAL, | KE_PROCESS_C*
OVPLETE
Feb 22 13:51:57.551: |SAKMP: (0:1:SW1):dd State = IKER MMB New State = | KE_R*
MVA_
Feb 22 13:51:57.559: | SAKMP (0:134217729): received packet from 172.16.1.1 dpor*
t 500 sport 500 d obal (R) MM KEY_EXCH
Feb 22 13:51:57.559: | SAKMP: (0:1: SW1):Input = | KE_MESG FROM PEER, | KE_MM EXCH*
Feb 22 13:51:57.559: |SAKMP: (0:1:SW1):dd State = IKER MM New State = | KE_R*
MVb_
Feb 22 13:51:57.563: | SAKWMP: (0: 1: SW1): processing |ID payl oad. nmessage |ID = 0*
Feb 22 13:51:57.563: | SAKMP (0:134217729): |D payl oad*

next - payl oad : 8

type 1

addr ess »172.16.1.1
pr ot ocol : 17

port : 500

| ength : 12

Feb 22 13:51:57.563: | SAKMP: (0:1: SW1):: peer matches *none* of the profil es*
Feb 22 13:51:57.563: | SAKMP: (0:1: SW1): processing HASH payl oad. message | D = 0*
Feb 22 13:51:57.567: | SAKMP: recei ved payl oad type 17*
Feb 22 13:51:57.567: | SAKMP: (0: 1: SW1): processing vendor id payl oad*
Feb 22 13:51:57.567: | SAKMP: (0:1: SW1): vendor |ID is DPD*
:Feb 22 13:51:57.567: | SAKMP: (0: 1: SW1): SA authentication status*

aut henti cat ed



.Feb 22 13:51:57.567: | SAKWP: (0:1: SW1): SA has been authenticated with 172.16. 1*
1
Feb 22 13:51:57.567: | SAKMP: Trying to insert a peer 192.168.1.2/172.16.1.1/500*
.and inserted successfully 64C2864C ,/
Feb 22 13:51:57.567: | SAKMP: (0:1: SW1):Input = | KE_MESG | NTERNAL, | KE_PROCESS_ M
Al N_MCODE
Feb 22 13:51:57.567: |SAKMP: (0:1:SW1):dd State = IKER MVb New State = | KE_R*
MVb_
Feb 22 13:51:57.571: | SAKMP: (0:1: SW1):SA is doing pre-shared key authenticati o*
n using id type | D_| Pv4_ADDR
Feb 22 13:51:57.571: | SAKWMP (0:134217729): |D payl oad*

next - payl oad : 8

type 1

addr ess : 192.168.1.2
pr ot ocol : 17

port : 500

| ength : 12

Feb 22 13:51:57.571: | SAKWP: (0: 1: SW1): Total payload |ength: 12*

Feb 22 13:51:57.575: | SAKMP: (0: 1: SW1): sending packet to 172.16.1.1 nmy_port 50*
peer _port 500 (R) MM KEY_EXCH 0

Feb 22 13:51:57.575: | SAKMP: (0: 1: SW1): I nput = | KE_MESG | NTERNAL, |KE_PROCESS_C*
OVPLETE

Feb 22 13:51:57.575: | SAKMP: (0:1:SW1):dd State = IKER MVb New State = | KE_P*
COWPLETE_1

Feb 22 13:51:57.579: | SAKMP: (0:1: SW1):Input = | KE_ MESG | NTERNAL, | KE_PHASEL_ CO*
MPLETE

= Feb 22 13:51:57.579: | SAKMP: (0:1:SW1): O d State = | KE_P1_COWLETE New St at e*
| KE_P1_COMPLETE

Feb 22 13:51:57.583: | SAKMP (0:134217729): received packet from 172.16.1.1 dpor*
t 500 sport 500 dobal (R} QVIDLE

Feb 22 13:51:57.583: | SAKMP: set new node 328663488 to QW | DLE*

Feb 22 13:51:57.587: | SAKMP: (0: 1: SW1): processing HASH payl oad. nmessage |ID = 3*
28663488

Feb 22 13:51:57.587: | SAKMP: (0: 1: SW1): processing SA payl oad. nessage |ID = 328*
663488

Feb 22 13:51:57.587: | SAKMP: (0: 1: SW 1): Checki ng | PSec proposal 1*

Feb 22 13:51:57.587: | SAKWP: transform 1, ESP_DES*

:Feb 22 13:51:57.591: | SAKWP: attributes in transfornt

Feb 22 13:51:57.591: | SAKVP: SAlife type in seconds*

Feb 22 13:51:57.591: | SAKVP: SA life duration (basic) of 28800*

Feb 22 13:51:57.591: | SAKVP: SAlife type in kil obytes*

Feb 22 13:51:57.591: | SAKMP: SAlife duration (VPI) of Ox0 0x46 0x50 OxO*
(Feb 22 13:51:57.595: | SAKM: encaps is 1 (Tunnel*

Feb 22 13:51:57.595: | SAKMP: aut henticator i s HVAC MD5*

.Feb 22 13:51:57.595: | SAKWP: (0:1: SW1):atts are acceptabl e*
= Feb 22 13:51:57.595: | SAKMP: (0: 1: SW1): processi ng NONCE payl oad. nessage |D*
328663488
Feb 22 13:51:57.595: | SAKMP: (0:1: SW1): processing |ID payl oad. nessage |ID = 328*
663488
Feb 22 13:51:57.599: | SAKMP: (0:1: SW1): processing |ID payl oad. nessage |ID = 328*
663488
Feb 22 13:51:57.599: | SAKMP: (0: 1: SW1): processing NOTIFY | Nl TI AL_CONTACT pr ot o*
col 1

spi 0, message | D = 328663488, sa = 65166F40
:Feb 22 13:51:57.599: | SAKMP: (0: 1: SW1): SA authentication status*

aut henti cat ed
,Feb 22 13:51:57.599: | SAKMP: (0:1:SW1): Process initial contact*
bring down existing phase 1 and 2 SA's with local 192.168.1.2 renpte 172.16.1.1
renote port 500
Feb 22 13:51:57.599: | SAKMP: (0:1: SW1): asking for 1 spis fromipsec*
Feb 22 13:51:57.603: | SAKMP: (0: 1: SW1): Node 328663488, |nput = | KE_VMESG FROM PE*



ER, | KE_QM EXCH

Feb 22 13:51:57.603: | SAKMP: (0:1:SW1): O d State = | KE. QM READY New State = | K*

E_QM SPI _STARVE
(Feb 22 13:51:57.603: | SAKMP: recei ved ke nessage (2/1*

Feb 22 13:51:57.611: | SAKMP: Locking peer struct 0x64C2864C, |PSEC refcount 1 f*

or for stuff_ke
Feb 22 13:51:57.611: | SAKMP: (0:1: SW1): Creating | PSec SAs*

Feb 22 13:51:57.611: i nbound SA from 172.16.1.1 to 192.168.1.2 (f/i) O*
0/
(proxy 10.1.1.0 to 10.2.1.0)
Feb 22 13:51:57.611: has spi 0x1BB01835 and conn_id O and fl ags 2*
Feb 22 13:51:57.611: lifetine of 28800 seconds*
Feb 22 13:51:57.611: lifetinme of 4608000 kil obytes*
Feb 22 13:51:57.611: has client flags Ox0*
Feb 22 13:51:57.611: out bound SA from 192.168.1.2 to 172.16.1.1 (f/i) O*
o/
(proxy 10.2.1.0 to 10.1.1.0)
Feb 22 13:51:57.611: has spi 1995623635 and conn_id O and fl ags A*
Feb 22 13:51:57.611: lifetine of 28800 seconds*
Feb 22 13:51:57.611: lifetinme of 4608000 kil obytes*
Feb 22 13:51:57.611: has client flags Ox0*

Feb 22 13:51:57.615: | SAKMP: (0:1: SW1): sending packet to 172.16.1.1 ny_port 50*

peer_port 500 (R) QW IDLE O

Feb 22 13:51:57.615: | SAKMP: (0: 1: SW 1): Node 328663488, |nput = | KE_VMESG FROM | P*

SEC, | KE_SPI _REPLY

Feb 22 13:51:57.615: | SAKMP: (0:1: SW1): O d State = | KE.QV SPI _STARVE New St at e*

IKEEQM R QW =

Feb 22 13:51:57.619: | SAKMP: Locking peer struct 0x64C2864C, |PSEC refcount 2 f*

or fromcreate_transforns

Feb 22 13:51:57.619: | SAKMP: Unl ocking | PSEC struct 0x64C2864C from create_tran*

sforms, count 1

Feb 22 13:51:57.631: | SAKMP (0:134217729): received packet from 172.16.1.1 dpor*

t 500 sport 500 dobal (R} QVIDLE

Feb 22 13:51:57.635: | SAKMP: (0: 1: SW1):del eting node 328663488 error FALSE reas*

"(on "QM done (await

Feb 22 13:51:57.635: | SAKMP: (0: 1: SW1): Node 328663488, |nput = | KE_VMESG FROM PE*

ER, | KE_QM EXCH

Feb 22 13:51:57.635: | SAKMP: (0:1:SW1):Od State = IKEQMR QW2 New State = | K*

E_QM PHASE2_ COMPLETE

Rout er #debug crypto ipsec
,Feb 22 13:57:41.187: | PSEC(val i date_proposal _request): proposal part #1*
,key eng. nmsg.) I NBOUND | ocal = 192.168.1.2, renote= 172.16.1.1)
, (1 ocal _proxy= 10. 2. 1.0/ 255. 255. 255.0/0/0 (type=4
, (renote_proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (protocol = ESP, transfornr esp-des esp-nd5-hmac (Tunnel
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
Feb 22 13:57:41.187: Crypto mapdb : proxy_nat ch*
src addr : 10.2.1.0
dst addr » 10.1.1.
pr ot ocol
src port
dst port
Feb 22 13:57:41.191: |PSEC(key_engine): got a queue event with 1 kei messages*
Feb 22 13:57:41.191: |PSEC(key_engine): got a queue event with 1 kei messages*
Feb 22 13:57:41.191: |PSEC(spi_response): getting spi 2616144123 for SA*
from192.168.1.2 to 172.16.1.1 for prot 3
Feb 22 13:57:41.199: |PSEC(key_engine): got a queue event with 2 kei messages*
, :(Feb 22 13:57:41.199: IPSEC(initialize_sas*
,key eng. nmsg.) I NBOUND | ocal = 192.168.1.2, renote= 172.16.1.1)
, (1 ocal _proxy= 10. 2. 1.0/ 255. 255. 255.0/0/0 (type=4
, (renote_proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4

0
0
0
0



, (protocol = ESP, transfornr esp-des esp-nd5-hmac (Tunnel
,|1ifedur= 28800s and 4608000kb
spi = Ox9BEF30FB(2616144123), conn_id= 0, keysize= 0, flags= 0x2
, :(Feb 22 13:57:41.203: IPSEC(initialize_sas*
, key eng. msg.) OUTBOUND | ocal = 192. 168. 1.2, renpte= 172.16.1.1)
, (1 ocal _proxy= 10. 2. 1.0/ 255. 255. 255.0/0/0 (type=4
, (renote_proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (protocol = ESP, transfornr esp-des esp-nd5-hmac (Tunnel
,|1ifedur= 28800s and 4608000kb
spi = 0xAD0608C2(2902853826), conn_id= 0, keysize= 0, flags= OxA
Feb 22 13:57:41.203: Crypto nmapdb : proxy_nat ch*
src addr : 10.2.1.0
dst addr : 10.1.1.0
pr ot ocol 0
src port 0
dst port 0
Feb 22 13:57:41.203: |PSec: Flow swi tching Allocated flow for sibling 80000005*
Feb 22 13:57:41.207: | PSEC(policy_db_add_ident): src 10.2.1.0, dest 10.1.1.0, d*
est_port O

,Feb 22 13:57:41.207: | PSEC(create_sa): sa created*
,sa) sa_dest= 192.168.1.2, sa_proto= 50)
, (sa_spi = Ox9BEF30FB(2616144123
sa_trans= esp-des esp-md5-hmac , sa_conn_id= 2002
,Feb 22 13:57:41.207: | PSEC(create_sa): sa created*
,sa) sa_dest= 172.16.1.1, sa_proto= 50)
, (sa_spi = OxADO608C2(2902853826
sa_trans= esp-des esp-md5-hmac , sa_conn_id= 2001
Feb 22 13:57:41.475: | PSEC(key_engi ne): got a queue event with 1 kei messages*
Feb 22 13:57:41.475: | PSEC(key_engi ne_enabl e_out bound): rec'd enable notify fro*
m | SAKMP
Feb 22 13:57:41.475: | PSEC(key_engi ne_enabl e_out bound): enable SA with spi 2902*
853826/ 50
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