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VPN 3000
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e 1T2.16.5. 10016
Private Interfaca

1T216.1.116

PIX 2955

PIX

Pl X7#show running-config
Saved :

(PI'X Version 7.1(1

!

host nane Pl X7

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

Configures the outside interface of the PIX. !--- —--- !
By default, the security level for the outside interface
is 0. interface Ethernet0

nameif outside

security-level 0

ip address 10.1.1.1 255.255.255.0

1

Configures the inside interface of the PIX. !--- By ---!
default, the security level for the inside interface is
100. interface Ethernetl

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0

1

Defines the IP addresses that should not be NATed. ---!
access-list nonat extended permit ip 192.168.1.0
255.255.255.0 172.16.0.0 255.255.0.0
access-list outside extended pernmit icnp any any




Defines the IP addresses that can communicate via ---!
the IPsec tunnel. access-list 101 extended permit ip
192.168.1.0 255.255.255.0 172.16.0.0 255.255.0.0
access-list OUT extended pernit ip any any

pager lines 24

ntu outside 1500

ntu inside 1500

no fail over

asdm i mage fl ash:/asdm 504. bi n

no asdm hi story enabl e

arp tineout 14400

nat (inside) O access-list nonat

access-group OQUT in interface outside

route outside 0.0.0.0 0.0.0.0 10.1.1.2 1

Output 1is suppressed. !--- These are the IPsec ---!
parameters that are negotiated with the client. crypto
ipsec transform-set my-set esp-aes-256 esp-sha-hmac
crypto map mymap 20 match address 101

crypto map mymap 20 set peer 172.30.1.1

crypto map mymap 20 set transform-set my-set

crypto map mymap interface outside

These are the Phase I parameters negotiated by the ---!
two peers. isakmp enable outside

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption aes-256

isakmp policy 10 hash sha

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

A tunnel group consists of a set of records !--- --- !
that contain tunnel connection policies. The two
attributes !--- are General and IPsec. Use the remote
peer IP address as the !--- name of the Tunnel group. In
this example 172.30.1.1 is the peer IP address. !---
Refer to Tunnel Group for more information. tunnel-group
172.30.1.1 type ipsec-121

tunnel-group 172.30.1.1 ipsec-attributes

* pre-shared-key

Output is suppressed. ! : end PI X7# ---1!

VPN 3000 ;S ;0 'p955

62>0)l clasiwl iy il lg avll guaall ohblael (9 IP cu9lic plasiwl Lo VPN SIS 0 dxo 0 pin ¥
2885 Jl &>l ((CLI) ¢yl o> ol baser ¢S sl (J9l JuSuiwdl S in order to elivo paSxill a9,
Sl 609 WS o oSl GasS Jo> wlogleos e Joaxll aSxill 6a>9 JNS 0 VPN w58 40

JWS o 91 CLIJI o] go d> il edSuiv gabaiany il (o) (Lol3) 1 cwi sVl e olgisdl eil JSuiy wac
(SSL) a@o¥l Juogill i3l daudo e HTTP 9 HTTP (0 S Lo =il dg>l9 aci .oyl aauaioll

a8zl 6359 JWS o laleall 03D (oS o

Jadl oYB] @5 olad Jle aelus g9 iz vlage wlxnall oWl edsll — aylliedgll -
axlo olol 65lgis elinl aiSay plaill Gly cduw=ally
(16/172.16.5.100 aSyinll alazo ,0) £lid9 IP olgic — (dwll) Ethernet 1 dg2lg -
2>, .zl @Saidl (o HTML adaie JM5 (o (VPN) ddlall dnlll éSuidl 55,0 I oYl Jeos)l S,

209 9 VPN S50 0uoSs @ass Jo> wlogles e Jouaxl) gl aSill 1019Vl Jlouw dg>l9 plasiw] ]
.CLI

(GUI) dsogun I pasiiusall dg=lo dgaly ouSail sl o smiun (o dolsl dg>lsl IP olsic s


http://www.cisco.com/en/US/docs/security/asa/asa70/configuration/guide/vpngrp.html#wp1045173
http://www.cisco.com/univercd/cc/td/doc/product/vpn/vpn3000/3_5/getting/gs2inst.htm#1007934
http://www.cisco.com/univercd/cc/td/doc/product/vpn/vpn3000/3_5/getting/gs2inst.htm#1007934
http://www.cisco.com/en/US/products/hw/vpndevc/ps2286/products_getting_started_guide_chapter09186a00801f0dff.html

gianll U5 Lo,V 9 ,all aalSy paskimall puwl 6,513l L8 ol sl lhax) ellnall ais el §ed il
O,V Al Lulws> 99 admin L

wlaly ele o)lal oleisdl JShin ol oyB< s 529 gui JI calb .1

Save NeededfS) Refreshi@

Thiz secnon lets vou configure the WP 2000 Concentrator's netwratk interfaces and power supphes

In the table below, or m the picture, select and chele the mterface you want b configure.

| Interface | Status  IP Address [Subnet Mask| MAC Address |[Default Gateway
[Ethemet | (Privatey | TP 172.16.5.100[255.255.0.0  |00.03.A0 29 BF DO

[Ethemet 2 (Public) |  UP 172.30.1.1 [255.255.0.0 [0003.A089BFD1[172.30.1.2
|Ethemnet 3 (Faternal) Mot Configured 0.0.0.0 l0.0.0.0

|D:'~'55 Server(s) ID]“-TS Server Mot Configured
|D}_55 Domain M ame

# Powrer Supplies

il aSuil wiled elisy Juass 9l @dlio] < asyidl pilod < 59,0)l &S,> 6,l5] < dwlpndl 8,15] < (055 52> .2
IP uolic puSes ol wxy id 624l dalxall olSuid] o WS il 18 s pinw (il 59,0ll 45,5 2z
o aSuidl s oS5 (JUadl 13D 8.0l PIX e leiyoSs o5 Lill Jowos)l dosld 8 639>90Jl (uoliell
VPN Client Local asui9 remote_network
LAN



Conliguration | Policy Management | Trallic Management | Network Lists | fodi

Moty & configured Metarotk List Chck on Generate Loeal List to generste a netwaork hat based on routmg entmes on the
Privats nterface.

Mame «f the Fetweorl List vou are addmg. The name must be
TTTs i
s Enter the Metararks and Wildeard masks usmg the following
192.166.1.0/0.0.0.255 - format nonaonaen (eg 10010000000 0. 255 2557
= Mote: Enter a wildeond mask, which is the reverse of a
submnet mask, A wildoard mask has 12 @ bt positiens to
ignore, Oz in bet posibions te match. For example,
Network List 1010100000, 255 = all 10.10. 1200 addreszes
¢ Bach Metworlk and Wildcard mask perr mosl be enltered on
a smgle lne
_Ij o The Wildeard mask may be ometted o the natural Wildeard
¥

mask 15 bo be used

List IMame |ramn1E_netm:-rk

Kl

Apply | Concel |  GenertelLocailist |

Configuration | Policy Management | Traffic Management | Netwwork Lists | Maod

Doy a configured Metweorle List Chck on Generate Local List to generate a networle st based on routing entnes on the
Prvare interface.

Hame of the Hetwrork List vou are addmg The name most ke
e
+ Enter the Metworlcs and Wildoard masks usimg the followmg
i72.14.0.0/0.0.255.255 [ Eermat: unauninnan (eg. 101000, 040, 0.255.255).
+ Maote: Enter a wildeand mask, which is the reverse of a
subnet mask. 4 wildcard mask has 15 in bt posibons to
grere, Oz i bt posdons to match, For example,

List Name [P Client Local LAM [Diefauli)

Network List 1010 1000 0255 = &l 100101 ann addresses.
= Each Metwors and Wildcard mask par must be entsred an
a single line
= + The Wildcard mask may be ormtted i the natural Wildcard
4] _,rl mazk iz to be uzed
sopty | Cancel |  Generatslocallist |

&S JI IPSec LAN < aaill JuasVl &VgS659 1 < (plaill) System < (,95il) Configuration >x> .3
piled9 uladl IP lgie J3sl.clgsVl xic gubas 99 a5l LAN _JI IPsec LAN 345 4053 LAN > Add
Joll 138 8. lauus Jiinall 2lizall ISAKMP g IPsec laleog 2 sglazll 8 DLinl pi il dSuidl
VPN Client Local aSui9 remote_network .o aSuidl pilg99 10.1.1.1 98 Luaill IP lgic 95
i)l gliesll 9 Ciscoy (LAN



Configuration | Tunneling and Security | IPSec | LAN-to-LAN | Kodify

Mdedibr an TPSee LAM-to-LAN connecton.

Enahle [#
Mame |Tast

Interface | Ethernet 2 (Public) [172.33.1.7) =}

Connertion Type | Bi-direcsional 'I
10.1.1.1 =]

Peers

H

Digital [Ml:me [Uze Prashored kays] 3

Certificate
Certificate © Entre certficate cham
Transmisgion = Idennty corificate enly
Preshared Key [dsco
Authentication | ESF/SHAMMAC-150 |
Encryption Im

TiE Proposal | KE-AES265-5Hs =)

Filter | -Mone—

IPSec IMAT-T ™

Bandwidth Policy |—N-:|ne— 'I

Ronting | Mone j

Check to enakle this LADR -ta-LAN cannectan
Enter the name for tus LA -to-LAN connection.
Select the imterface for this LAM -to-LAMN comnection

Chooze the type of LAT-50-LAN connection. An Cviginate-
Oy connechon may have maltple peers specfied belowr.

Entar the remate pear [P addresses for thiz LAT o LATT

commechon Cripimaie-Only commechon may specili up & #n

peer IF addreszez Eater one [P address per ms.

Select the dipral certdicate to use.

Chaose how be send the dipital certificate to the IKE peer,

bnter the preshared key bor tus LAM-te-LAD connechon

Specily the packet authenbicanon mechanism o wss.
Specty the snoryphon mechanise 1o use.

Select the THE Proposal to use for this TAM-to-LAM conneciion.
Choosze the fiter to apply to the traffie thar iz tusseled theough this

Lab-to-LAY connecton

Check to let FIAT-T compankle [PSec peers establish thus TAT-
to-LAN connection through a FIAT dewce. Yoo must alze enable

[FZec over HAT-T under FIAT Transparency.

Choose the bandwidsh policy to apply to tus LATT-to-LAN

comnechon

Chaose the rowting mechausm to vee Parameters helow are

ignored if Metwork Autodiscovery is chosen,

Local Metwork: IF a Lab-to-LAT HAT mule 15 uaed, thas = the Translated Herwork address.

Network List |'~HFN Client Local LAM (Defaul]

IF Address |

Wildeard Mask |

|

Specdy the local network address lst or the IF ad<dress and
wlldzard mask: Sor thes LA -0 -LAN comnection

Note: Enter a wildzand masl, which is the reverse of a

subnet mask. & wnldoerd mack has 12 in bt postions to Jgnare,
Oz m bt posflons to match For example, 10 10,100 000 255 =
all 10,101 nan addreszes.

Bemwote Metworke I a LA -10-LANT AT ade 15 used, thiz = the Beraote Hetwork address.

Network Lise | remote_network

I['Add.ren|

Wildeard Mask |

doply | Cancel |

1D5Lis] a5 Il dcgazall ologles Lo,e) 10.1.1.1 Juss < olegamo < paskimall 8,15] < (e85 32> .
icgamall chrlacl Jass ¥ raase. Ll

=

Specty the remote neterori address hist or the [P address and
wildzard mask: Sor thes LAY -30-LAN comnechon

Mote: Enter a wildcand maslk, which is the reverse of a

subnet mask. & wnldcerd mack bas 1z in it postons to ignors,
Oz n bt posiaons o match For example, 10010 100000255 =
all 10,701 nan addreszes,



Check the Inhent? bosx b sel a Geld that sou wanl to default 1o the base group valus. Unchecle the Inherit? oz and enter a new
rehe to overnde bage group valies

[idertie] ldentity Parameters
Avtribuate Value Description
Crromp -
Name |1 01.11 Enter a ugus name for the proug.
Password |”““'““'““m Enter the password for the group

Venfy |“““"““”"‘"“"““““"‘ W enby the group's password,

Hxéerna! groups are configured on an external authenhcabon server (e g EADITEY
T Intztmal 'I
FpejnEma Pateraad groups are configured on the VE 3000 Concentraror's Internal Databage
Apphy | Cancal |

2o Sy ueSil Jac 4T punsl] 13 oozl

PIX 0 gl -
VPN 3000 ;5,0 0 gl -

PIX 0  gasll

2,2 (OIT) 23Vl a2 io 6131 paiawl .ShOW Lolol aes (lad ulrualleNazl)) 213V p o 6131 acs
. Show oVl 2,50 Jul>

MM_ACTIVE &l yis s 8 aJ=l (IKE (SAs olol b8l gea> o2, — show isakmp sa
Jlail eay PIX dla> > poiy (Jliall 130 _9.IPsec J VPN a5 slacY il gosll plasiw| I

JbaiVl elisY gl giogll painyg 172.30.1.1 68 ulaill IP o lgic .IPsec
Pl X7#show isakmp sa

Active SA: 1
(Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey
Total IKE SA 1

| KE Peer: 172.30.1.1 1
Type : L2L Rol e . initiator
Rekey > no State . MM_ACTIVE

«9lic o 385 Al (SAS) wloadl wlg=go 9 (po doaziumall wbslaeYl Lo,2, — show ipsEc sa
pi il o=l degazo9 dudlly ddzall Ollgdl o JS aice Ledl Joooll Sas (il oSl 6 ulaill IP
olxil JS 9 a>lg (ESP SAs (o wlil 229, .lgolaziuw]

Pl X7#show ipsec sa
i nterface: outside
Crypto map tag: nymap, seq num 20, local addr: 10.1.1.1

access-list 101 permt ip 192.168.1.0 255.255.255.0 172.16.0.0 255.255.0.0

(local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0
(remote ident (addr/mask/prot/port): (172.16.0.0/255.255.0.0/0/0
current_peer: 172.30.1.1


http://tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4#

pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not conpressed: 4, #pkts conmp failed: 0, #pkts deconp failed: O#
send errors: 0, #recv errors: O#

local crypto endpt.: 10.1.1.1, remote crypto endpt.: 172.30.1.1

path mu 1500, ipsec overhead 76, media nmtu 1500
current outbound spi: 136580F6

:i nbound esp sas
(spi: OxF24F4675 (4065281653
transform esp-aes-256 esp-sha-hmac
{,in use settings ={L2L, Tunne
slot: 0, conn_id: 1, crypto-map: nymap
(sa timng: remaining key lifetime (kB/sec): (3824999/28747
IV size: 16 bytes
replay detection support: Y
:out bound esp sas
(spi: 0x136580F6 (325419254
transform esp-aes-256 esp-sha-hmac
{,in use settings ={L2L, Tunne
slot: 0, conn_id: 1, crypto-map: nymap
(sa timng: remaining key lifetine (kB/sec): (3824999/28745
IV size: 16 bytes
replay detection support: Y

-4l lnyo 65leY clear isakmp sag clear ipSec sa olyl pasiwl

VPN 3000 ;510 y0 il
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Monitoring | Statistics | IPSec Sunday, 19 February 2006 172557

Reset g Restore EPRefreshif®
IEE (Phase 1) Statistics IPSec (Phase 2) Statistics

Active Tunnels K Active Tonnels [ 1

Total Tunnels K Total Tunnels [ 1

Received Bytes |5?2[l Received Bytes 448

Sent Bytes 5576 Sent Bytes 448

Received Packets [ 57 Received Packets 4

Sent Packets [ 56 Sent Packets 4

HReceived Packets Dropped | 0 Eeceived Packets Dropped _I:I

sent Packets Dropped | (| Received Packets Dropped (Anti-Heplay), 0O

Receoived Motilies | 3 Sent Fackets Dropped n

Sent Motilies | 104 Inbound Authentications 4

Feceived Phase-2 Exchanges | 1 Failed Inbound Authentications 0

Sent Phase-2 Exchanges | 0 Outhound Authentications 4

Invalid Phase-2 Exchanges Received | 0 Failed Quthound Authentications n

Invalid Phase-2 Exchanges Sent | 0 Decryptions 4

Hejected Received Phase-2 Exchanges | 0 Failled Decryptions 0

Rejected Sent Phase-2 Exchanges | 0 Encryptions 4

Phase-2 SA Delete Requests E.Bl:Bi"l."Edl 0 Failed Encryptions 0

Fhase-2 8A Delete Requests Sent | 0 System Capahaity Failores 0

Initiated Tunnels |0 No-SA Failures 0

Failed Initiated Tunnels | 1] Protocol Use Failores 0
Failed Remote Tunnels |0
Authentication Failures [0
Decryption Failores | 1]
Hash Validation Failures [0
Svstem Capahility Failures | 0
Wo-8A Failures | 0

L IPsec & Lo 6sle] diSoy .auml> < monitore 9 dul>Jl bolisy cudl) guaiwy el



Maonitoring | Sessions Sunday, 19 Februany HbG 17:23:03
Resetg# Restore ERefresh@

Thiz screen shewes sratisncs for sessions. To refresh the stanstics, click Refresh Select a Grounp to flter the geszionz. For mers
mformation on a session, clck on that session's name.

Cironp | —4l— =
Seesion Summary
| Active  Active Total . Percent
LaM-tn- Hemote Artive Artive L wm?““d Session I'nta]_
B Concurrent | Active Concwrrent | Cumulative
LAY Access | Management | Sessions . . Load . .
Sessi Sessi Sessi . . Sezzions  Load sinee . Sessions Sessions
- EESIONS . BEFIONE BESIDNSE SINCE slnee since Stats Stats sinece Limit since Stats
since Stats since Stats | Stats Reset Stats Reset Reset Stats Reset
BHesel Hesel Eeset EHeset
1 0| 0 [ 1 | o 1 1.00% we [ 2

NAC Session Summary
Accepted since | Hejected since | Exempted since NHon-responsive Hold-off since | I¥/A since Stats

Stats Heset Stats Heset Stats Reset since Stats Heset Stats Heset Heset
| Actve | Total | Achve | Total | Achive | Tatal | Achve Tetal | Actve | Total | Actwe | Tatal
| o [ o | o [ o | o | o | o o | 0 0 o | o
LAN-to-LAN Sessions [ Bemote Access Seazions | Management Sessions |
Connecton Name TP Address | Protocal Encryption | Login Time  Duration |F!:,"t|=:: Tx |R}rt|=.: Hx
Test 10111 [IFSec/LAN-to-LAM | AES-256 |Feb 15170201 00602 | 443 448
Remote Access Sessions [ LAN-12-LAMN Sessions | Management Sessions |
o Assigned [P Address Protorol | Login Time | Client Type | Bytes Tx | NAC Hesult
e Fublic IT* Address s Encryption | Duration Yersion | Bytes Bx | Posture Token
| Mo Eemote Access Sessions
Management Sessions [ LAM-to-LAN Sessions | Bemete Access Sessicns |
| Administrator IP Address Protacal Encryption | Login Time | Duration
|adimin 172.16.1.1 HTTF IDES-168 S5Lv3 [Tan 01 05:45:00 I0:11-30

Le>Nolg cllas VI OLiSwl

LMool (oSl elias] BlisSiwY lgolasiwl liSay ologles puwill 13D 9,

Le>MNolg PIX elias i Sliiwl -
Le>Nolg VPN 3000 5,0 clas] lisiuwl -
PFS .

L>Noolg PIX clias| Slisiuwi

w22 (OIT) L3Vl a2 i 8151 pazkiawl .ShOW Lolol Lass (Jaad ulxualleVasll) 2131 a2 io 8131 ac
. Show oVl 2550 s

.debug olol plazdiwl| Jd zuaill 1olol Jo> dago wlogles JI &)l rda>Ve

: %5 VPN J PIX _lc sl debug JI
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.uo9las debug crypto isakmp — debugs ISAKMP SA -
IPsec SA cloglas cllas zuxuns — debug crypto ipSec -

Le>Mools VPN 3000 ;5,0 clias] WliSiwl

< 2955 335> . oleuidll g Lo ye) Gal b (955 liSay (Cisco wlgzgo e clasV wﬁb}l Jilow
ol old oo Jaeind d8lio] < ol < elasl < ol
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Select Filter Options

Ewent Class Al Classes
AUTHDEG
SUTHDECDODE
Chent TP Address |I] 0.0.0 Events/Page |1|ZIIZ| 'I
Group |—.l"J — j Direction | Oldest b Mewesl j

lta | wa| w| ww| Geilog | Sevelog| Cleariog |

1 0ef19/2006 19:17:00.080 SEV=% IKEDEGS64 HPT=33 10.1.1.1
IEE Peer included IKE fragmentation capabilicy £lag=:
Hailn Mode: TrCue

Aggre=sive Mode: Trus=

I ooEf19 06 171700750 SEV=4 THE/119 RPT=23 10.1.1.1
Group [10.1.1.1]
FHAESE 1 CUNPLETEDR

4 D2f19/2006 17:17:00,. 750 SEV-4 AUTHS2? PPT-23 10.1.1.1
U=er [10.1.1.1] Group [10.1.1.1] connecte=d, Se===ion Type: IPSec/LAN-to-LAN

S5 021979006 17:17:00.750 SEY=4 AUTH #4 RPT=23
LiMN-vo-LAN rciunnel o hesdend device 10.1.1.1 connecced

6 03f10/2006 17:17:01.020 SEV-5 IKES35 RPT-23 10.1.1.1

Group [10.1.1.1]

Bazeivead remote IF Proxy Jubner darsa in I Payload:

Lddreas 192.,168,1.0, Hask 255,255.255.0, Frotoeol O, Port 0O

9 02/19/2006 17:17:01.020 SEV=5 IKES34 RPT-23 10.1.1.1
Group [10.1.1.1]
Baceliwad locsl IP ProXy Subnec daca in ID Fayload:

iddress 172.14.0.0, Amsk 255.255.0.0, Protocol O, Port 0O

[
12 02/19/2006 17:17:01.020 5EV=5% IKEf66 HPT=13 10.1.1.1
Group [10.1.1.1]

IEE ERemote Peer configurced Lor SA: LEL: Teat

13 o2/18/2006 17:17:01.3%50 S5EV-4 IEES49 RPT-3 10.1.1.1

Group [1D.1.1.1]

Jacuricy negotiacion complete Lfor LAN-vo-LAN Group (10.1.1.1)
Beaponder, Inbound SPL = Ox136580L6, Outhound SPI = OxIZ49L4967S5

16 027192006 17:17:01.350 SEV-4 IKES120 FFT-3 10.1.1.1
Group [10.1.1.1]
FHAIE 2 COMPLETED (m=gid=ckbi7?ascd)

| | wr| pri]

PFS

lw 2lise b x> s plias JS bls,l pac (PFS) alels)l azgill 65le] iy pais IPsec olioglas 9



0lis| ai; o) LAN (L2L) IPsec _JI LAN as o6 Vg « 3adl ilas oo WS e PFS o jxel ol oSay ol Lol
PIX/ASA _$

e 95T 09 9 enable duulwYl dalSJl go pfs oVl r¢>,\>,mul PFS Kai uJoly.sﬂ JSGiw PFS iaei pi
.clianll dalsJI disable JI PFS UJ>4:| in order to wl>> .dcgazoll

{host nane(confi g- group- pol i cy) #pfs {enable | disable

acgazall gei & Ol USoy ol IADUoJiwuanI o> Sl o daw PFS U <Jjlin order to s>
WWJy&wayllmwnowlpbl 231 dcgo0 pgi oo PFS J doyd

host nane(confi g- gr oup- pol i cy) #no pfs

do old Slegleo
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acil axaw - Cisco VPN 3000 Series ;S ;0 -
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Cisco Systems - olaiiually , tiill acal -
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