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} user = ddunl ap
"password = clear "rtp
default service = permt

{

} user = can_only_do_tel net

"password = clear "telnetonly
} service = shel

} cmd = tel net

*, permt

{

{

{

} user = can_only_do_ftp

"password = clear "ftponly
} service = shel

} emd = ftp



*, permt
{
{
{

} user = httponly
"password = clear "httponly
} service = shel

} cmd = http
*, permt

{

{

{
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} user=adm nuser

} radius=Ci sco

} =check_itens
"all"=2

{

} =reply_attributes
6=6

{

{

{
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adm nuser Password="all" User-Service-Type = Shell -User
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adm nuser Password="all" Service-Type = Shell-User
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"key = "cisco

} user = admi nuser
"login = cleartext "all
default service = permt

{

} user = can_only_do_tel net
"login = cleartext "telnetonly
} cmd = tel net

*, permt

{

{

} user = httponly
"login = cleartext "httponly

} cnd = http
*, permt

{

{

} user = can_only _do_ftp
"login = cleartext "ftponly

} cmd = ftp
*, permt

{

{
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10.31.1.75
Insice TACACS+ or RADIUS
1?1.68.’118.1i Server
10.31.1.1 171.68.118.101
10.31.1.50
PIX (2055

(PI'X Version 5.1(1

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

nanei f ethernet2 pix/intf2 securityl0
enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
passwd 2KFQnbNI dI . 2KYQU encr ypt ed

host nane pi x3

fixup protocol ftp 21

fixup protocol http 80

fixup protocol sntp 25
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fixup protocol h323 1720
fixup protocol rsh 514
fixup protocol sqlnet 1521
names
pager lines 24
no | oggi ng tinestanp
no | oggi ng standby
logging console debugging
no | oggi ng nonitor
no | oggi ng buffered
no | ogging trap
no | oggi ng history
logging facility 20
| oggi ng queue 512
interface ethernet0 auto
interface ethernetl auto
interface ethernet2 auto shutdown
nmtu outside 1500
ntu inside 1500
ntu pix/intf2 1500
ip address outside 99.99.99.1 255.255.255.0
ip address inside 10.31.1.75 255.255.255.0
ip address pix/intf2 127.0.0.1 255.255. 255. 255
no failover
failover tineout 0:00:00
failover ip address outside 0.0.0.0
failover ip address inside 0.0.0.0
failover ip address pix/intf2 0.0.0.0
arp tineout 14400
global (outside) 1 99.99.99.7-99.99.99.10 netmask
255.255.255.0
nat (inside) 1 10.31.1.0 255.255.255.0 0 0
static (inside,outside) 99.99.99.99 10.31.1.50 netmask
255.255.255.255 0 0
conduit permit icmp any any
conduit permit tcp any any
conduit permit udp any any
route outside 0.0.0.0 0.0.0.0 99.99.99.2
route inside 171.68.118.0 255.255.255.0 10.31.1.1
route inside 171.68.120.0 255.255.255.0 10.31.1.1
timeout xlate 3:00:00 conn 1:00: 00 hal f-cl osed 0:10:00
udp 0: 02: 00
timeout rpc 0:10:00 h323 0:05: 00
ti meout uauth 0:05:00 absol ute
+aaa-server TACACS+ protocol tacacs

N =

aaa-server RADIUS protocol radius

+aaa-server AuthInbound protocol tacacs

aaa-server AuthInbound (inside) host 171.68.118.101
cisco timeout 5

aaa-server AuthOutbound protocol radius

aaa-server AuthOutbound (inside) host 171.68.118.101
cisco timeout 5

aaa authentication include telnet outbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound

aaa authentication include telnet inbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

aaa authentication include http outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthOutbound

aaa authentication include http inbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthInbound

aaa authentication include ftp outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthOutbound

aaa authentication include ftp inbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthInbound




no snnp-server |ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

telnet tineout 5

termnal width 80

Crypt ochecksum b26b560b20e625¢9e23743082484caca
end :
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b

aidsLao pi9 (99.99.99.99) 10.31.1.50 Js1> _JI 19,a)l &,> eay 99.99.99.2 (3 213l paskiuall oo,
233 ouai _illy "Authinbound” o3l aesls 63,lg)l 59l &> pasius «sl) TACACS JM5 (0
(TACACS 171.68.118.101

+TACACS - 6> ddslas - PIX ellas| auuas

16252 @83Laoy PIX ellasl auas JWI Jliadl zios,

Auth start for user '???' from:109001
to 10.31.1.50/23 99.99.99.2/11008

Aut hen Session Start: user 'cse', sid 4 :109011

" Aut henti cation succeeded for user 'cse :109005
from 10.31.1.50/23 to 99.99.99.e

Built inbound TCP connection 10 for :302001
(.faddr 99.99.99.2/11008 gaddr 99.99

+TACACS - (;9,0)l dalS 9l paztiuall pwl) ducno e @85kas - PIX clas] auouas

W pazimall S, (9,0l dalS 9l paiwol] puvl) dxuo Jue @8skany PIX clasl auuas JWI Jliall ziog,
o rdlwJl 0l deguin ()90 dalS/ paiume puwl Clegaze

Auth start for user '???" from:109001
to 10.31.1.50/23 99.99.99.2/11010
Aut hentication failed for user '' from: 109006
to 99.99.99.2/11010 on 10. 31.1.50/23
i nterface outside

+TACAGCS - aliwl] 95 (Can Ping JuaiVl )iz 0515 - PIX elasi auuss

paziuall S PIX 1 easdl 695 o5)9 @azxl W w33l 665, cu> PIX slasi e JWI Jliall 2ios,
. + paciumall 5 (Telnet _le 13®) 49,0 dalS Llla, ¥ PIX oSJ9 (63519 6,0 paimall awl

Auth start for user '???' from 99.99.99.2/11011 : 109001



to 10.31.1.50/23

Auth from 10.31.1.50/23 to 99.99.99.2/11011 failed : 109002
server 171.68.118.101 failed) on interface outside)

Auth from 10.31.1.50/23 to 99.99.99.2/11011 failed : 109002
server 171.68.118.101 failed) on interface outside)

Auth from 10.31.1.50/23 to 99.99.99.2/11011 failed : 109002
server 171.68.118.101 failed) on interface outside)

Aut hentication failed for user "' from 10.31. 1. 50/23 :109006
to 99.99.99.2/11011 on interface outside

+TACACS - poll Jlasl ,lis] Hisi - PIX elas| aonas

630 paciimall puwl paimall &y Azl LB e el oSy e PIX elas] aumas JWI Jtiall pus,
25) 9 +TAcacs il Bl Loue ai (Telnet Lle 13D) 49,0 dals Llla, ¥ PIX oSJ9 6a>l9
(nsSil 9 aD9 @215 s

consol e end configuration: OK :111005

Auth start for user '???" from:109001
to 10.31.1.50/23 99.99.99.2/11012

Auth from 10.31.1.50/23 to 99.99.99.2/11012 :109002
failed (server 1.1.1.1 failed) on interface outside

Auth from 10.31.1.50/23 to 99.99.99.2/11012 :109002
failed (server 1.1.1.1 failed) on interface outside

Auth from 10.31.1.50/23 to 99.99.99.2/11012 :109002
failed (server 1.1.1.1 failed) on interface outside

Aut hentication failed for user '' from: 109006
to 99.99.99.2/11012 on interface 10.31.1.50/23
out si de

RADIUS - 6a> @85Las - PIX cllas] aonas

162> @dskaay PIX ellas] apai JWI Jliall ziog,

Auth start for user '???' from:109001
to 99.99.99.2/23 10.31.1.50/11008
Aut hen Session Start: user 'pixuser', sid 8 :109011
Aut henti cati on succeeded for user :109005
pi xuser' from 10.31.1.50/11008 to
on interface inside 99.99.99.2/23
Bui It outbound TCP connection 16 for faddr :302001
gaddr 99.99.99.99/11008 99. 99. 99. 2/ 23
(laddr 10.31.1.50/11008 (pixuser

RADIUS - (,950)l &lS 9l pastisall puwl) s ué dbslao - PIX elas| aouas

b pazimall S, (9,0l dalS 9l paziwal] pul) dxuo e @8skasy PIX clasl auai JWI Jlia)l ziog,
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Auth start for user '???' from 10.31.1.50/11010 : 109001
to 99.99.99.2/23
Aut hentication failed for user :109006
from 10.31.1.50/11010 to 99.99.99. 2/23
on interface inside

RADIUS - aclunll jlgall 2o o35l Jlasl jLis| - Sas - PIX elias] pouas
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Auth start for user '???" from 10.31.1.50/11011 : 109001

to 99.99.99.2/23

| CMP unreachable (code 3) 171.68.118.101 > 10.31.1.75

11 CWP unr eachabl e (code 3) 171.68.118.101 > 10.31.1.75

| CMP unreachable (code 3) 171.68.118.101 > 10.31.1.75

| CMP unreachable (code 3) 171.68.118.101 > 10.31.1.75

Auth from 10.31.1.50/11011 to 99.99. 99. 2/23 :09002
failed (server 171.68.118.101 failed) on interface inside

Auth from 10.31.1.50/11011 to 99.99.99.2/23 failed :109002
server 171.68.118.101 failed) on interface inside)

Auth from 10.31.1.50/11011 to 99.99.99.2/23 failed :109002
server 171.68.118.101 failed) on interface inside)

Aut hentication failed for user '' from 10.31.1.50/11011 : 109006
to 99.99.99.2/23 on interface inside

RADIUS - glbiall ué Jraollfpbiasll of o3l Juasl jlas] e 1 ué - PIX cllasi aouas

2laalll sl (3 :llas pac a2 91 il L e o313l Sy cu> PIX ellasi auas JWI Jlia)l pios,
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Auth start for user '???' from 10.31.1.50/11012 : 109001

to 99.99.99.2/23

Auth from 10.31.1.50/11012 to 99.99.99.2/23 failed :109002
server 1.1.1.1 failed) on interface inside)

Auth from 10.31.1.50/11012 to 99.99.99.2/23 failed :109002
server 1.1.1.1 failed) on interface inside)

Auth from 10.31.1.50/11012 to 99.99.99.2/23 failed :109002
server 1.1.1.1 failed) on interface inside)

Aut hentication failed for user '' from 10.31.1.50/11012 : 109006
to 99.99.99.2/23 on interface inside

Jiozll aslio|

Slas Luad Jisss Lo I dslxy cold @Bslas 93 adlo e szl oY Ll «Jasaidl a8l o8 13]
.ag>slly Hnaoll

aaa authorization telnet inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
aaa authorization http inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
aaa authorization ftp inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

& RADIUS Jy5%59 [RADIUS go Lgidslas o 6,5kall 49,all &> oY pslall Jies cawas ¥ ebi ba>Y
2o

PIX o0 Jasedilly ddslaall clasl aonas dbiol

+TACACS - a>Ul Layeailly 62ul a95Laall - PIX ellas| Qe

2>l Jausaig 8ay> @dskaay PIX cllas auas JWI Jliall ziog,



Auth start for user '???" from 99.99.99.2/11016 : 109001
to 10.31.1.50/23
Aut hen Session Start: user 'cse', Sid 11 :109011
"Aut hentication succeeded for user 'cse :109005
from10.31.1.50/23 to 99.99.99.2/11016 on interface outside
Aut hen Session Start: user 'cse', Sid 11 :109011
Aut hori zation permtted for user 'cse' from:109007
to 10.31.1.50/23 on interface outside 99.99.99.2/11016
Built inbound TCP connection 19 for faddr 99.99.99.2/11016 : 302001
(gaddr 99.99.99.99/23 | addr 10.31.1.50/23 (cse

+TACACS - Jisd Ja05 825> @skas - PIX slasi apuas

- Al Loyl paciuuall s Ud . saygaill Juind oSJ9 6> @8sbasy PIX cllas ] zauas I JLoll ziog,

Auth start for user '???" from:109001
to 10.31.1.50/23 99.99.99.2/11017
,"Authen Session Start: user 'httponly :109011
Sid 12
" Aut henti cation succeeded for user 'httponly :109005
from 10. 31.1.50/23 to 99.99.99.2/11017 on
interface outside
Aut hori zation denied for user 'httponly' from:109008
to 99.99.99.2/11017 on interface outside 10.31.1.50/23

dwwlo @5l

+TACACS

aaa accounting include any inbound
AuthInbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

+TACACS _ilxall 2ol Jl z1,3]

Tue Feb 22 08:52:20 2000 10.31.1.75 cse PI X
start task_id=0x14 99.99.99.2
foreign_ip=99.99.99.2 | ocal _ip=10.31.1.50
crd=t el net

Tue Feb 22 08:52:25 2000 10.31.1.75 cse PIX
stop task_i d=0x14 99.99.99.2
foreign_ip=99.99.99.2 | ocal _ip=10.31.1.50
cmd=t el net el apsed_time=5
bytes_i n=39 bytes_out=126

RADIUS

aaa accounting include any outbound
AuthOutbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

:Merit RADIUS ¢ >

Tue Feb 22 08:56:17 2000



Acct - St at us- Type = Start
NAS- | P- Address = 10.31.1.75
Logi n-1 P-Host = 10.31.1.50
Logi n- TCP- Port = 23

Acct - Session-1d = 0x00000015
User - Nane = pi xuser

Tue Feb 22 08:56:24 2000
Acct - St at us- Type = Stop
NAS- | P- Address = 10.31.1.75
Logi n-1 P-Host = 10.31.1.50
Logi n- TCP- Port = 23

Acct - Session-1d = 0x00000015
User nane = pi xuser

Acct - Session-Time = 6

Acct -1 nput-Cctets = 139

Acct - Qut put - Cctets = 36

SlegwYl plasiw] ol

oo pdsleiiw] AiSad (4 Bgige cavanll 13d 1Sy LS JI (99.99.99.100 _3) 2,15 3T Lasas Liaiol I3]
il oloVl pladiwly g3y @85Laall

aaa authentication exclude telnet inbound 0.0.0.0 0.0.0.0 99.99.99.100
AuthInbound 255.255.255.255

aaa authorization exclude telnet inbound 0.0.0.0 0.0.0.0 99.99.99.100 255.255.255.255
AuthInbound

ogdo>d S i pill Huoaiuwell 0,69 Joll oluwlx) w9Vl 2R

ol moaiauall Lo, 91 " Jos)l dudz) 28Vl axI" Gl [l RADIUS g +TACACS pslgs Las, Seix
pg93> s o5 el Cwoasiuaall Loz 9l Jasdl olulz) a8l axdl e aslSol aniss " aglo Jimuws o
o313 Loisy MOlayl" ai o) SU9 0dlis] ps dwwle "eny" Jmuw JUD (oS boaic Lduwlxall oMo e

W o Jac dul> a0 paciauall ol $I) Je3 Al Jisaws 269 Jly ¥ Lasidl ol RADIUS ol +TACACS
(PIX

s HTTP J a3 S 13® Jos ¥ .oVl dsub cuws FTP 9 Telnet oVlasy as JSuiv 13D Jas
lguis D pudliall (SI9 cilio i 19S5 plastin] o\ JWI Jliall S JLsYl s

ragy )l e a9sLanll PIX VWS o paziuwall Telnet

to 9.9.9.25 /23 171.68.118. 100/ 1200

pi xX) 109011: Authen Session Start: user)
cse', Sid 3

pi x) 109005: Authentication succeeded for user)
cse' from 171.68.118.100/12 00 to 9.9.9.25/23

pi x) 302001: Built TCP connection 5 for faddr)
gaddr 9.9.9.10/12 00 9.9.9.25/23
(laddr 171.68.118.100/1200 (cse

server start account) Sun Nov 8 16:31:10 1998)
rt p- pi necone.rtp. ci sco.com cse

PI X 171.68.118.100 start task_i d=0x3 foreign_i p=9.9.9.25
| ocal _i p=171. 68. 118. 100 cnd=t el net

pazin Ol pall gl Bl o d>all 03D (9 «widei Jmuw ) SI9 2 Jzuw 3@l 18 polsl Y Ll



1519 (ST isuaS o Layy) @slan oy 3T Jlasl eb>] pasiwall Jol> 5] Jes 2l Sz 28 Telnet gols .
03V a3l pesy el Gl Lolisl) pasiuall ligd el Lle 1 e Jas)l cluls) a8Vl sl s a5
ol U8 o JLasVl Jas ) aiy o Josdl bl

(JUD 8> Lie _iad) 2% @i «dagll damaall e FTP gl Telnet aoli (9 alac iy pasiuall pod;

pi x) 302002: Teardown TCP connection 5 faddr

gaddr 9.9.9.10/128 9.9.9.25/80

| addr 171.68.118.100/ 1281 duration 0:00:00 1
(bytes 1907 (cse

server stop account) Sun Nov 8 16:41:17 1998)
rt p- pi necone.rtp.ci sco.comcse

PI X 171.68.118. 100 stop task_i d=0x3 foreign_ip=9.9.9.25
| ocal _i p=171. 68. 118. 100

cmd=t el net el apsed_time=5 bytes_i n=98 bytes_out =36

6,0 JM> 5,31 630 L9 6219 6,0 @85Laall) LisT 9l (6,0 JS 3 @8skasll 1) 0 LD ddsLasll el clguw
all Jsosll piy @890 JSU duwlro Joruw @lad iy (495020l

HTTP e Jbo (b lad . JoSeigl dsulal L Galiso JSiin HTTP Jas,

PIX JMS 0,0 9.9.9.25 J1 171.68.118.100 0 pasiausall Lo i

pi x) 109001: Auth start for user '???" from
to 9.9.9.25 /80 171.68.118.100/1281
pi x) 109011: Authen Session Start: user 'cse', Sid 5)
pi x) 109005: Authentication succeeded for user)
cse' from 171.68.118.100/12 81 to 9.9.9.25/80
pi x) 302001: Built TCP connection 5 for faddr)
gaddr 9.9.9.10/12 81 | addr 9.9.9.25/80
(cse) 171.68.118.100/1281
server start account) Sun Nov 8 16:35:34 1998)
rtp- pi necone. rtp.ci sco.comcse
Pl X 171.68.118.100 start task_i d=0x9 foreign_ip=9.9.9.25
| ocal _i p=171. 68. 118. 100 cnmd=http
pi x) 302002: Teardown TCP connection 5 faddr)
gaddr 9.9.9.10/128 9.9.9.25/80
| addr 171.68.118.100/ 1281 duration 0:00:00 1
(bytes 1907 (cse
server stop account) Sun Nov 8 16:35.35 1998)
rt p- pi necone.rtp.cisco .comcse
Pl X 171.68.118. 100 stop task_i d=0x9 foreign_ip =9.9.9.25
| ocal _i p=171. 68.118. 100 cnd=http el apsed_ti ne=0
bytes_ i n=1907 bytes_out =223

Lol o5 Ll gl axio paciuwall sy

olS @l ) 6ol agl Josdl 13 82wl 16:35:35 (9 cadgill Jzuwy 16:35:34 (8 alall o i e

Y9 9 gbse I Josall Sy pastiauall Ly ¥ JB (el Jrrawg ol S o 82519 il oo J31 Jid
9l Jo=)l Gluls) LuadVl ax)l Jasuw JB .Y Seus dxio 6el,d; paimall poiy boie [gise JlasVl I,

o9 ("Teardown"s "Build" ¢ cdgll) Jlas¥l cd9 oY Y SLd agles> Js pi el cuoriimall Jo,c
o8 a5 oVl u‘y WOg5 Jmw 09x e Jouw 130 Y ac,9 awl 9@ adgilly x| Jmuw o> uad HTTP
o 5l 91 0 J Lgisss 5 eloww dloleo JSI o211 ] il o Sligly 23 Jw JUd Jlogaw luys dlaxll uis
doub cun pgdo>> Jizs g il Cuoaiimall 0,9 Jasll Slulx) a8Vl axl Jasy o w3 go9 LS
HTTP oY¥lasl

aws; PIX e -uSaillg d95Laall




2ol Joe ol PIX JV3 o0 (FTP 9 HTTP 9) Telnet 49,0 aS,> adslaoy adylul audliall sleig
:Lle @dslas g5 PIX I Telnet

telnet 10.31.1.5 255.255.255.255
passwd ww

PIX I Telnet o ook cuill ororsiall é3Laal 4oVl @lol, pd o

aaa authentication telnet console AuthInbound

015 pasiimo pusl PIX Ll oS- (WW) aols telnet JI J cunia> oo PIX JI | Telnet Jasiuy loxic
gl PIX oy, Authinbound pals aasld elaiul piz 6l cu Al 03 3 .RADIUS ol +TACACS 49,0
:*Ty\CLA(:ESJng iali9 PARiuuwo

enable ;9,0 dalS a «pasiall puwd PIX JBl Gob e PIX Ll Jowos)l iSad Maso el oS 13]
oIl plaziwl .( oS LI (enable password

aaa authentication enable console AuthInbound

@l 03 9 .RADIUS 9 TACACS pol3 I Ll piz 5950 dalS9 paiso punly pasiiuall &las i
+TACACS ;9,0 dalSy pasims awl PIX Ui, Authinbound psls dails plasiwl iy ail cu>

Jo3 3l Jomas pasiaall gllaiw] 5] (Jo3 Ml Jomud @83baall doj> lguis (D Sl @sLaall doj> ol Loy
pawl uis plaziwl, RADIUS 91 TACACS JM5 o pSaill aiSasd (RADIUS i TACACS plaziwl, PIX ]I
eMaell) Cisco CSCAMA7044 -0 clazVl auuss & 20) dSuisall 03D (s o5 9 0)l dals/ o2l

(lass yolxuall

190 dalSy pasiumall awY PIX JB5] G e PIX oS 209 JI Jowos)l cliSad Mass el oIS 13]
JPIX adss JsSis PIX JI (9 G b5 sl aalS Sy ol .(0l5 Ll 39,0l @alS ¢ia5) PIX oo dlell ¢iSail
aolS sl iw| Lo 9 clin] ol 499,20 ue U9 enable ;9 0 dalS ui dl> 9 . J3x lasoly username Jl

290l dalS lawo 63ley 59 50l

cpaoazimall allas Wl uss

amas

oV oS 3]

auth-prompt PIX PIX PIX

'S Jwbudl PIX O 09,00 (pdl Ggoaiumall s

[PIX_PIX_PI X [at which point one would enter the usernane
[ Password: [at which point one would enter the password

g0 dlals; d09 420 ddllas 59,8l dalsy tpaZimall uwl Gseatimall S mw dslgill dgzsll I Jsuosll sic
PIX o s PIX 0 G900 ol oporsimal] e 1nad ;oY a>go 13D 5, .dg>ol


//tools.cisco.com/RPF/register/register.do
//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdm47044
//tools.cisco.com/RPF/register/register.do

PIX I Jowosll dcghnin duwlxe oM 3265 Y tda>No

wall/z il aic dlw )l goaiwe B, _Jl dlw )l

oloVl el cols 13l

"auth-prompt accept "GOOD_AUTH
"auth-prompt reject "BAD_ AUTH

PIX JWS oo 22U/ Jiold Jo35 Jimuus xie JWI S| Gg003iamall (S a3

PI X_PI X_PI X
User nane: asjdkl
"Password: "BAD_AUTH
"PlI X_PI X_PI X"
User nane: cse
"Password: "GOOD_AUTH

pxiwo JSJ dallnally dloldl ,UasVI ol 9

cMasll) Cisco CSCAPI3A92 (o el s Bymo | dlSuisall s o 289 WL dasboll 03D Jass ¥
(lnss Galxuoll

suolall HTTP

Sole jue Jolw dax>No Soud camss PIX le disy PIX g, g8lgs e dgllas adskaall cils 13
880 9,0l d0lS9 paimall puwl o lio,ziwall OY Lk (oYl asy 9 Lo jeiuell

aisJy i il e azeill LB i Glgic 9d9) RFC 1918 ylgic aSlol, s oW HTTP At diSay i izl
;I oV plasiawl PIX 50056 JI (a3 11 PIX aSiid 2,99 allo

[virtual http #.#.#.# [warn

il 639>50 WARN doleall cols 13] .dsellan @835Laall ;sSs PIX o 29,31 pastiuall J9lxy loxic
piis ¥ sisdl LS auoge o laS .615>0)l 9 cdell sl 51> @8skaall ass .azgi 6sle] Wl pasiusll

S,®WJl HTTP Outbound Jl»


//tools.cisco.com/RPF/register/register.do
//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdp93492
//tools.cisco.com/RPF/register/register.do
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99 99992
[utside)

99 99 991

PIX

‘ 1037175 (Virtual IF 10.37.1.99)

103111
‘L _E

Inside

171651181

10.317.1.143

TACACS+
server
171658118101

:PIX Configuration Virtual HTTP Outbound

ip address outside 99.99.99.1 255.255.255.0

ip address inside 10.31.1.75 255.255.255.0

global (outside) 1 99.99.99.7-99.99.99.10 netmask 255.255.255.0

timeout uauth 01:00:00

aaa authentication include http outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound
aaa-server RADIUS protocol radius

aaa-server AuthOutbound protocol radius

aaa-server AuthOutbound (inside) host 171.68.118.101 cisco timeout 5

virtual http 10.31.1.99

oUWl Telnet aoli

oSar Y @V s 832 8,55 cond iSJ9 16,0Lally 6,5l Y5539l gaa> @8land PIX (15 (Saall o
£ Losie PIX NS (o JUasVl Jiaeg a0 o215 J9ly losie . dlgguur il Jio o¥sSei0,4l Gas, @83Las
Jio Jilwy gl a83Laall Ablall e oVoSgig,ull PIX syslog old PIX e clll 950 ol5,> g @dslas



User must authenticate before using :109013
this service

Aut hori zation denied from 171. 68. 118. 106/ 49 : 109009
(to 9.9.9.10/11094 (not authenticated

oVl plaiawl, Wiy plall Sy iplall e Sloasdl o bo go5 @slas | dyiya> dzl> I wols 3] s gog
i, Say «@d30aall 03D 12, .5,@lall Telnet IP lgic I @8skasll &axs ol ol 13® aouwy virtual telnet
Lanasdl ool I Jlasl dpnledl e doasdl 9,0

gnuanluJ|9999992,_,>Jl.>J|madluoymul4999JTCPmJ9ydpx} Jlall 132 9
S5,®b Telnet gob n slack o9 @95Lanll ALL la> cuwd 03D )9 0l &5,> ol loy .171.68.118.106 _ I3 1.]
171.68.118.20 9 99.99.99.20 (0 JS (Lid .lasi 0 <ol JU® 098, ol vy «s,@Wall Telnet ol duuilly

gl Sl c9lie D
s,®UaJl Telnet a2l 3,l5)l

99 99 99 2
(Outside)

9999 991
Yirtual IFP 9999 99 .30)

PIX

103111 ‘ 1031175

171681181 '”S'de

TACACS+ Server 17168118 106
17168 118101

PIX Configuration Virtual Telnet Inbound

ip address outside 99.99.99.1 255.255.255.0
ip address inside 10.31.1.75 255.255.255.0



static (inside,outside) 99.99.99.20 171.68.118.20 netmask 255.255.255.255 0 0
static (inside,outside) 99.99.99.30 171.68.118.106 netmask 255.255.255.255 0 0
conduit permit tcp host 99.99.99.20 eq telnet any

conduit permit tcp host 99.99.99.30 eq tacacs any

+aaa-server TACACS+ protocol tacacs

+aaa-server Incoming protocol tacacs

aaa-server Incoming (inside) host 171.68.118.101 cisco timeout 5

aaa authentication include telnet inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
Incoming

aaa authentication include tcp/49 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
Incoming

virtual telnet 99.99.99.20

PIX elias] aunail 5,20l Telnet ol 5,l0)l

PIX _lc 99.99.99.20 ylsic le Telnet dlawls, Y9I d95Laall 99.99.99.2 5 pasimall _le o,

Auth start for user '???" from:109001

to 171.68.118. 20/ 23 99. 99. 99. 2/ 22530
Aut hen Session Start: user 'cse', Sid 13 :109011
Aut henti cati on succeeded for user :109005

cse' from 171.68.118.20/23 to

on interface outside 99.99.99. 2/22530

sl e edgll" a1 pasimall ol Show uauth oYl gl (ax>l @85kaall sz,

pi xfirewal | # show uauth

Current Most Seen
Aut henti cated Users 1 2
Aut hen I n Progress 0 1

user 'cse' at 99.99.99.2, authenticated
absol ut e timeout: 0:05:00
inactivity tinmeout: 0:00:00

1171.68.118.106 _le ;lexJl JI TCP/49 49,0 S,> Jlw,l 99.99.99.2 _lc jlexdl ap losicy

Built inbound TCP connection 16 :302001
for faddr 99.99.99.2/11054 gaddr
(laddr 171.68.118.106/49 (cse 99.99.99. 30/ 49

il #Lo] oS

aaa authorization include tcp/49 inbound
AuthInbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

ool I Saseasdl pMssiawl Lyl PIX Jaw s (PIX NS o0 TCP/49 59,0 45,5 dglxo ai losie @il cuxy

"Aut hori zation permitted for user 'cse :109007
from 99.99.99. 2/11057 to 171.68.118. 106/ 49
on interface outside

‘il e 13 Lglay +TACACS ool e

, servi ce=shel
, cd=t cp/ 49



cmd-arg=171. 68. 118. 106
;o) Telnet aoli ) yoLall

oball plaziwY @b 9,0 45,5 3929 Ll dxl> Mo (ol JSuiy Ly zoams 6,0kall 4o 0l 45,5 ol Loy
Slao¥l I Telnet oo 10.31.1.50 U5 31l pasiwall (JWI Jall L9 .Telnet zol s 2Uall

190 8,2 2lowdl iy @83kanll 3,3as oall e Telnet Jlail blaw! aiy a85kaally s ,@Uall 99.99.99.30
199.99.99.2 _lc ekl _JI 10.31.1.50 0 TCP

99 999972
[utside)

99 99 99 1
Yirtual IP 99.99.99.30)

PIX

103111 1037175

1716581181 Inside

TACACS+ Server

17163118101 1031150

PIX 2983 s 2Wll Telnet 2,5

ip address outside 99.99.99.1 255.255.255.0

ip address inside 10.31.1.75 255.255.255.0

global (outside) 1 99.99.99.7-99.99.99.10 netmask 255.255.255.0

timeout uauth 0:05:00 absolute

aaa-server RADIUS protocol radius

aaa-server AuthOutbound protocol radius

aaa-server AuthOutbound (inside) host 171.68.118.101 cisco timeout 5

aaa authentication include telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound
aaa authentication include tcp/49 outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound
virtual telnet 99.99.99.30



RADIUS 13 oV Lk Laugés a>g, ¥ rdlaso

:PIX Debug Virtual Telnet aol,; o, )yl

Auth start for user '???" from 10.31.1.50/11034 :109001

to 99.99.99. 30/ 23

Aut hen Session Start: user 'pixuser', Sid 16 :109011

" Aut henti cation succeeded for user 'pixuser :109005
from 10. 31.1.50/ 11034 to 99.99.99.30/23 on interface
i nsi de

Bui |t out bound TCP connection 18 for faddr :302001
gaddr 99.99.99.8/11036 | addr 99.99. 99. 2/ 49
(pi xuser) 10.31.1.50/11036

Teardown TCP connection 18 faddr 99.99.99. 2/ 49 :302002
gaddr 99.99.99.8/11036 | addr 10.31.1.50/11036
(duration 0:00:02 bytes 0 (pixuser

UnJl Telnet 2ol 0 29,3 G

3] . a®lgiwo Lo 2 Show uauth oVl o8 (s, @Uall Telnet IP olgic JI Telnet ggoaiiwall o2 baic
o 99 Jd 15, bosie pglac clul> clgil a2y 19,8l o 490ll 45> gio (S Ui Ugeaiumall LIS
Jedl dwl> s oY1 pis .53 650 SN IP Glgie JI Telnet aobw Jl vezliy pgild (00>l (9

: JoVI d@83Laall asy

pi x3# show uauth

Current Most Seen
Aut henti cated Users 1 2
Aut hen I n Progress 0 1

user 'pixuser' at 10.31.1.50, authenticated
absol ute tineout: 0:05:00
inactivity tineout: 0:00:00

pi x3# 109001: Auth start for user 'pixuser' from
to 99.99.99.30/23 10. 31.1.50/11038

" Aut henti cati on succeeded for user 'pixuser :109005
from 10. 31. 1. 50/ 11038 to 99. 99. 99. 30/ 23 on
interface inside

H(adML] piy il yuss piy SI) aglill d8>lanll Az,

pi x3# show uauth

Current Most Seen
Aut henti cated Users 0 2
Aut hen I n Progress 0 1

PIX 20l Lle s ®Uall Telnet zob ., ousS5 pi 131 .(TCP/30-100 Jio) 38Lall o lindl aysail, pouw
5oY1 PIX 20l sy «5,@Uall Telnet zob . plasiwl, wiill 2:8 5,50y 38kall (o dcgazal Jieidly
: Jis=ill +TACACS 15 I tcp/30-100



static (inside,outside) 99.99.99.75 10.31.1.50 netmask 255.255.255.255 0 0

conduit permit tcp host 99.99.99.75 host 99.99.99.2

static (inside,outside) 99.99.99.75 10.31.1.50 netmask 255.255.255.255 0 0

virtual telnet 99.99.99.75

aaa authentication include any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

aaa authorization include tcp/30-100 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
virtual telnet 99.99.99.30

:TACACS+ FreeWare p>5 (195

} user = anyone
"login = cleartext "anyone
} cmd = tcp/30-100
permt 10.31.1.50
{
{

Telnet 9 FTP 9 HTTP ,u& 140 5,391 19,001 45,2 AAA duwlw

Wl U, il J315 caninall I TCP/49 19,0 45,3 plowd) Joz, s,@Uall Telnet aobiy ol o ST a2,
:g:hlp iéhoy Lod 13 l> uw iﬁjgp SVY

aaa accounting include any inbound
AuthInbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

{(+TACACS églxall 2oll oo Jliall 13D) TCP/49 49,0 &S, 49,0 %€ duulxe Jzuw jads ol oo i

Sun Feb 27 05:24:44 2000 10.31.1.75 cse PI X
start task_id=0x14 foreign_ip=99.99.99.2 local _ip=171.68.118.106 99.99.99.2
crmd=t cp/ 49

(Xauth) dsweall @ésLaall

OliyoSill 23905

Xauth elasiwl Cisco o oYl PIX la> ,lax) s3aziall olezlall e IPSec §lasl elgl -
iewao 883bas go VPN Liacg CiSCO (y0 0¥l PIX dla> Lla> - IPSec -

DMZ _lc d8sLanll

oleloll SLll 49,0 5> @8skas PIX oo wlbl «s,31 JI DMZ dg>ly oo oaléiall oaimall d85kas)
68 il L) PIX JI Ll 6lasuall

| east secure
Pl X outside (security0) =1.1.1.1
pix/intf4 (DMZ - security20) = 4.4.4.4 & device 4.4.4.2

pix/intf5 (DMZ - security25) = 5.5.5.5 & device 5.5.5.8


//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a0080094840.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_configuration_example09186a0080094cea.shtml

(static to 4.4.4.15)
Pl X i nside (securityl00) = 10.31.1.47

nost secure

Cutside
1.1.1.1

Inside
1031147

55538

PIX 1053

‘PIX/INTF5 9 PIX/INTF4 o Telnet 49,0 aS,> @8sbao o

nameif ethernet0 outside security0

nameif ethernetl inside securityl00

nameif ethernet2 pix/intf2 securityl0)

(nameif ethernet3 pix/intf3 securityl5

nameif ethernet4 pix/intf4 security20

nameif ethernet5 pix/intf5 security25

ip address outside 1.1.1.1 255.255.255.0

ip address inside 10.31.1.47 255.255.255.0

ip address pix/intf2 127.0.0.1 255.255.255.255)

(ip address pix/intf3 127.0.0.1 255.255.255.255

ip address pix/intf4 4.4.4.4 255.255.255.0

ip address pix/intf5 5.5.5.5 255.255.255.0

static (pix/intf5,pix/intf4) 4.4.4.15 5.5.5.8 netmask 255.255.255.255 0 0
aaa authentication telnet pix/intf4 5.5.5.0 255.255.255.0
AuthInbound 255.255.255.0 4.4.4.0

aaa authentication telnet pix/intf5 5.5.5.0 255.255.255.0
AuthInbound 255.255.255.0 4.4.4.0

+aaa-server TACACS+ protocol tacacs

+aaa-server AuthInbound protocol tacacs

aaa-server AuthInbound (inside) host 171.68.118.101 cisco timeout 5
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