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Current configuration : 906 bytes
|
version 12.2
service tinmestanps debug uptine
service tinmestanps | og uptine
no service password-encryption
|
hostname light
|
enabl e password ci sco
|
usernane cisco password 0 cisco
i p subnet-zero
|
|
!
ip ssh time-out 120
ip ssh authentication-retries 3
|
call rsvp-sync
|
|
!
fax interface-type nodem
nma receive maxi mumrecipients 0
|
controller E1 2/0
|
|
!
interface FastEthernet0/0
ip address 100.100.100.2 255.255.255.0
dupl ex auto
speed auto
|
interface FastEthernet0/1
ip address 1.1.1.1 255.255.255.0
dupl ex auto
speed auto
|
interface BRI 4/0
no i p address
shut down
!
interface BRI 4/1
no i p address
shut down
!
interface BRI 4/2
no i p address
shut down
!
interface BRI 4/3
no i p address
shut down
!
i p classless
ip route 0.0.0.0 0.0.0.0 100.100.100.1
ip http server
ip pimbidir-enable
|




|

di al - peer cor custom
|

!

line con O

line 97 108

line aux O

line vty 0 4
| ogin

!

end

PIX 05

(PI'X Version 6.1(1
namei f gb-ethernet0 intf2 securityl0
namei f gb-ethernetl intf3 securitylb

nameif ethernet0 outside security0

nameif ethernetl inside securityl00

enable password 2KFQnbNIdI.2KYOU encrypted
passwd 9jNfZuG3TC5tCVHO encrypted

hostname Tiger

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

names

Allows ICMP traffic and HTTP to pass through the ---!
PIX !--- to the Web Server. access-list 101 permit icmp
any host 100.100.100.100

access-list 101 permit tcp any host 100.100.100.100 eq
WwWwW

pager lines 24

| oggi ng on

| oggi ng buffered debuggi ng

interface gb-ethernet0 1000aut o shut down
interface gb-ethernetl 1000aut o shut down
interface ethernet0 auto

interface ethernetl auto

ntu intf2 1500

ntu intf3 1500

ntu outside 1500

ntu inside 1500

ip address intf2 127.0.0.1 255. 255. 255. 255

ip address intf3 127.0.0.1 255. 255. 255. 255

ip address outside 100.100.100.1 255.255.255.0
ip address inside 10.66.79.203 255.255.255.224
ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

failover ip address intf2 0.0.0.0

failover ip address intf3 0.0.0.0

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

pdm hi story enabl e

arp tineout 14400




gl obal (outside) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.000
Static NAT for the Web Server. static ---!
(inside,outside) 100.100.100.100 10.66.79.204
netmask 255.255.255.255 0 0
access-group 101 in interface outside
route outside 0.0.0.0 0.0.0.0 100.100.100.2 1
route inside 10.66.0.0 255.255.0.0 10.66.79.193 1
ti meout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00
h323 0: 05:00 sO
ti meout uauth 0:05:00 absol ute
+aaa- server TACACS+ protocol tacacs
aaa-server RADI US protocol radius
+aaa- server LOCAL protocol tacacs
no snnp-server | ocation
no snnp-server contact
snnp-server community public
no snnp-server enable traps
fl oodguard enabl e
no sysopt route dnat
Allows Sensor Telnet to the PIX from the inside ---!
interface. telnet 10.66.79.199 255.255.255.255 inside
telnet tinmeout 5
ssh tinmeout 5
termnal width 80
Crypt ochecksum b4c820ba31f bb3996ca8891503ebacbc
end :

I A yl.

Jsiiwal| (9SS S wlglhaRl 0id as

2900l alS, poxglly Hidl paimell puwl; 10.66.79.199 _JI Telnet .1

.sysconfig-sensor J3>i .2

P Lagiao awlIP: 255.255.255.224 iSuis gLSIP: 10.66.79.199 ¢lgic: o logleall 0id J5oi .3
apw Lol a. 108l | Jowog)l (9 p50110.66.79.193 L olidVl el 12- 2l
- sibiimall L ediuall Civao awl900 :miimol| dumwio B ,2049 L iuall Cavas B ,2a:YlasMl
8,20IDS: 50 100 Larian 9,2010.66.79.199 ©,isiuall IP olgicCiSCO | sisimal] dumdo awl2
IDS: 130 IP $lgicIDS: CISCO 1o dumso awlIDS: dir3 10 casae puwlIDS: 900 4100 duwuwdo

10.66.79.201
Jaziiwill oslel j=isuall o8y 05 . ueSil lnax, 09 .4

ol J| el dlo]

sl 31 jeiuuall el steps in order to [i® cussl

29,0)l 4alSy po=gllg netrangr pazuwoll puwl 10.66.79.201 _J| Telnet .1

HP (0 OpenView zol,; Jais ead &oblyl 351 .2
9SS < owoli 23> i)l anslall 8 .3

A 398 Ll @i inian L] < o 30> (il (oS doild S 4

Ay dalnalpg (dogles 13® 3> .5



Uze thiz panel to specify the remote machine to which you
wizh to establizh connectivity, If you need to add a new
organization, click Create,

Organization name  cisco Ereate+++\

Organization I0 300}
Host name senzor-2
Host II 149

Hozt IF Address 10,66,79,199

[ Secondary Directaor
[ 105 IDS

X Senzor / 1D5SH

B
Ly awol 8Vl wlslacyl Il .6

Uze this dialog box to define the type of machine you are adding,

Fleaze remember that in order for connectivity to be establiszhed,
the remote machine must already know the Il and IP addressz of
thiz Director, For Sensors, this is accomplished at install time
by running syzconfig-senzor, For remote (zecondary) Directors,
thiz iz accomplished by running nrConfigure on the remote machine
and modifying the hosts and routes System Files accordingly,

W Initialize a newly installed Sensor

[ Comnect to a previously configured Sensaor
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Dlaemaonz
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X nr,loggerd
X nr,zenzord
X nr,packetd

X nr.managed

X nr,configd
-

[ nr.eventd
X nr,zapd

[%
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.Netranger
| Yersion / Item |Er‘eatin:|n Time
= ar Yersion 11 Hon Apr 22 21:043:57 t
- =1 Communications Mon Apr 22 21:04:57 EDT 2002
- Data Management Mon Apr 22 21:04:57 EOT 2002
—E, Device Management Mon Apr 22 21:04:57 EOT 2002 Save
- ot Event Processing Mon fipr 22 21304357 EDT 2002 I
—?@}Intrusinn Detection Mon Apr 22 21:04357 EDT 2002 Apply
B~ Sustem Files I
l:@ Authorization Mon Apr 22 21:04:57 EOT 2002
% Daemons Mon Apr 22 21:04:57 EOT 2002 |
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Ti ger (confi g)# show telnet
inside 255.255.255.255 10.66.79.199
Ti ger (confi g)# who

10.66.79.199 :0

Ti ger (confi g)# show xlate
in use, 1 nost used 1

Global 100.100.100.100 Local 10.66.79.204 static

Li ght #ping 100.100.100.100



. Type escape sequence to abort
: Sendi ng 5, 100-byte | CVMP Echos to 100.100. 100. 100, tineout is 2 seconds

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 112/195/217 ns

Li ght #telnet 100.100.100.100 80
Trying 100.100.100.100, 80 ... Open

izl 9 pazgl i

Li ght #ping

:[Protocol [ip

Target | P address: 100.100.100.100
Repeat count [5]: 100000

Dat agram si ze [100]: 18000
:[Timeout in seconds [2

: [ Ext ended conmmands [n

;[ Sweep range of sizes [n

. Type escape sequence to abort

: Sendi ng 100000, 18000-byte | CVMP Echos to 100.100.100. 100, tineout is 2 seconds

Success rate is 4 percent (1/21), round-trip mn/avg/ max = 281/281/281 ns

Li ght #telnet 100.100.100.100 80
Trying 100.100.100. 100, 80
Connection tined out; renbte host not responding %

Ti ger(confi g)# show shun
Shun 100. 100. 100.2 0.0.0

Ti ger(confi g)# show shun stat
i ntf2=0FF, cnt=0

i ntf3=0FF, cnt=0

outside=ON, cnt=2604

i nsi de=OFF, c¢nt=0

nt f 4=CFF, cnt=0
nt f 5=CFF, cnt=0
nt f 6=CFF, cnt=0
nt f 7=CFF, cnt=0
nt f 8=CFF, cnt=0
nt f 9=CFF, cnt=0
Shun 100.100.100.2 cnt=403, time=(0:01:00).0 0 O

@95 15 _le bguas wizill OV dslall A ] g5 d4ad> 15 asy

Ti ger (config)# show shun

Ti ger(confi g)# show shun stat
i ntf2=0FF, cnt=0

i ntf3=0FF, cnt=0

outside=OFF, cnt=4437

i nsi de=OFF, c¢nt=0

nt f 4=CFF, cnt=0
nt f 5=CFF, cnt=0
nt f 6=CFF, cnt=0
nt f 7=CFF, cnt=0
nt f 8=CFF, cnt=0
nt f 9=CFF, cnt=0

Li ght #ping 100.100.100.100



. Type escape sequence to abort
: Sendi ng 5, 100-byte | CVMP Echos to 100.100. 100. 100, tineout is 2 seconds

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/3/4 ns

Li ght #telnet 100.100.100.100 80
Tryi ng 100. 100. 100. 100, 80 ... Qpen
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