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O lllniall
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doatiall &LoSall

eLlaoYls 4.0 laoYl CiSCo wo ool PIX dla> las 20l Ll situall 138 (3 63)lo)l o logleall xitus
oVl

8362Vl o> ol .aols dlaso Ly S 5392900l 8562V (o Aiiall 13D 5 83,1l o logleall elis] o

Y Jaizall Lglll clagd o ST 6 iolo liSais olS 13] .(Liolidl) poman o8y Ainuall 13D 9 doriuwall
ol

dlall old olxiall

X.7 ,l20Y1 Cisco oo (ASA) assill el ooVl 5le> go ousSill 13D plasiwl o,Soy oS
oMol

oL Luall olhlieY dwall 138 (9 Jxawll ollyg oozl jolow Lo ueiai o

Ol oMawl Jo> wlogleall o 30 _Je Jaaxl dusill Cisco wluali obWMawvl g1,

PIX/ASA J¥ 0 SNMP

sl Jl 2l -0 plsdi

Inside ‘ Qutside

&
Network Management Station Network Device
10101010 201505050
static to 50.50.50.75

110.10.10.10 _JI 50.50.50.50 0 Js>JL; pleall; 2lowull

conduit permit udp host 50.50.50.75 eq snmptrap host 50.50.50.50
static (inside,outside) 50.50.50.75 10.10.10.10 netmask 255.255.255.255 0 0

rolgisll (o Yay 1Yl eLlaoYls PIX 5.0 (8 é>biall (ACLS) Jgosll (9 aSxill ailed paiws cus I3]

access-list Inbound permit udp host 50.50.50.50 host 50.50.50.75 eq snmptrap
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access-group Inbound in interface outside

PIX Jl giog,

Built UDP connection for faddr 50.50.50.50/ 2388 :302005
gaddr 50.50.50.75/162 | addr 10.10.10.10/ 162

> 1L JL B 0 2380

Inside Dutside

-y
Network Device Network Management Station

103115 ‘ 5050 50 50
static to 5050 5080

PIX glas (6,5Lall ailgall UL (8) Liolyidl JSuin 6,5Lall 59l &2 2lawdl ai

Transl ation built for gaddr 50.50.50.80 to |addr 10.31.1.5 :305002
Bui |t UDP connection for faddr 50.50.50.50/162 : 302005
gaddr 50.50.50.80/2982 | addr 10.31.1.5/2982

5 2,11 S g,abYl

Inside Dutside

=
Network Device Network Management Station
10.10.10.20 171.68.113.113

staticto 171.63.118.130

110.10.10.20 _JI 171.68.118.118 0 £,V 2 lowull

static (inside,outside) 171.68.118.150 10.10.10.20 netmask 255.255.255.255 0 0
conduit permit udp host 171.68.118.150 eqg snmp host 171.68.118.118

rolgiall (o Yoy a3Vl eLlaoYly PIX 5. 0 (8 6,96i0 «Joog)l L5 aSxill pilgd pasius e 13|

access-list Inbound permit udp host 171.68.118.118 host 171.68.118.150 eqg snmp
access-group Inbound in interface outside



H B JI Bl o gl

Inside QOutside
& |
Network Management Station Pl Network Device

17118124 115 ‘ 99 99 995
gets 99.99.99 11 from global

PIX glas (6,5Lall milgall UL (8) Liolidl JSuin 6,5Lall 49l &% 2lawdl ai;

Transl ation built for gaddr 99.99.99.11 to | addr 172.18.124.115 : 305002
Built UDP connection for faddr 99.99.99.5/161 : 302005

gaddr 99.99.99.11/36086 | addr 172.18.124.115/36086

PIX/ASA _J| SNMP

oYl cuw> MIB a0

PIX 3 (MIB) 6,531 ologlen 618 pes> olylnol D 03

RFEC JI g=>,1) MIB-Il J olezlglly dalasVl olegozo—5.1 i> 4.0 olylasyl PIX dlo> jlaz zob . -
SNMP Cisco- 91 IP 9l Jlw,¥I 51 EGP gl UDP i TCP 9 ICMP si AT clegazo Gud SJ9 (1213
SYSLOG-MIB-V1SMI.MY

Cisco-9 aa;Lull (MIB) 6,1bY1 wlogles aclgd— sVl ohlaodly x.5.1 lasdl PIX 4> Hlaz ol -
.Cisco-Firewall-MIB.my 0 cfw olail g ,99 Memory-POOL-MIB.my

9 aglull (MIB) 6,531 wlogleo aclgd—eaxVl olhlaoYly x.5.2 ohlao¥l PIX dlo> jlaz zobiy -

P dcga=al ipAddrTable

OID Jassg asludl (MIB) 6,531 logles aclgd—easVl olylauoYlg x.6.0 5lusYl PIX Firewall gob -
ol Il o0 e Hgisll pi .(CiscoView 5.2 aes puSai9) Ll cuu> PIX ayaxi) MIB-I1 J
.0ID 1.3.6.1.4.1.9.1.390 _lc PIX 515 sgixy «Jladl Juw e :Cisco-products-MIB 9 (OIDs)
Cisco-9 aa;Lull (MIB) 6,5¥1 wlogles aclgd—&asVl oljlaoYly X.6.2 oljlusYl PIX dlo> jla> zob . -
.Process-MIB-V1SMI.my

IF-MIB. SNMPv2-MIB. ENTITY- 9 aa,Lul (MIB) 6,15)1 wlogleo aclg9—X.7 ,laoYl PIX/ASA a0l -
.MIB. Cisco-remote-access-monitor-MIB. Cisco-crypto-Accelerator-MIB. Altiga-Global-REG

£,9 ;0 CPMCPUTotalTable g,9 98 ddasll, doll 6,1V wlogles 6118 (0 pgciall puusll :dka>No
olauln; g,0) pe> a9, ¥ .CiscoProcessMIBObjects ¢ ,2, Lol CPMCPU

9 cpmProcessTable ‘OJ9A>_JI3T CiscoProcessMIB  391gill g)égi CiscoProcessMIBNotiations
MIB o, oI CiscoProcessMIBObjects ¢ 4, Lozl CPMprocess g ,9 9 .cpmProcessExtTable

PIX/ASA 5 SNMP s

PIX U olyleally oloMeiwVl/g sVl lasll ,oloYl 0id ,laol, 4
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#.#.#.# snmp-server host
IP address of the host allowed to poll !--- and where to send traps. snmp-server community ---/
<whatever> snmp-server enable traps

Oolally Blsiy Loy Jsamil) ablall (o 2 a)l Ga Yl lylaoYly X.6.0 lao¥l PIX gol, oblxol aus
o loMeuwlg

#.#.#.# snmp-server host

The host is to be sent traps and can query. snmp-server host #.#.#.# trap ---!
The host is to be sent traps and cannot query. snmp-server host #.#.#.# poll ---!
.The host can query but is not to be sent traps ---!

b ludiwYly ojlall lei lad sl ablall oo lae PIX/ASA aoli,y oo X.7 oblaodl aus

host nane(confi g) #snmp-server host <interface_name> <ip_address> trap community <community
<string

The host is to be sent traps and cannot query !--- with community string specified. ---!

host nane(confi g) #snmp-server host <interface_name> <ip_address> poll community <community
<string

.The host can query but 1is not to be sent traps !--- with community string specified ---!

(e1,8Y1) Uolmiwl 51 had olaiall Jbdiwl le NMS ,uad a5 S 13] ¢ MawVl 9] dasdall 52> rdla>Vo
oI WS NMS paians ol oSy «iol,dl JSuin .lnas

alSUl plackiawly sdiall p8) Luss liSay .iol,i8l JSuin UDP 162 idio _le SNMP olliz] Jlu,] ai
.udp-port éuwluw VI

g1,i8YI - PIX/ASA .J SNMP

J snmpwalk oo Jlis 2131 325: Llao¥l L9 6,191 logles 2B pcs e PIX lge> s il ol sioll raiss
8,191 logles 6168 ad poll o disludl &lyluoYl @25 . ikmall 13D dlg 5 6.2.1 Jiiy sl PIX
1059 e el 6,LaYl cuas Ll (MIB)

olaio - PIX/ASA  JI SNMP

PIX dla> 5la> oo Ll ai Lill SNMP &lasi olaiMe (8 PIX dla> ,la> oLlili) SNMP OID :aa>Me
Jsi=ll aiy PIX 6.0 2wl ,laol _i> PIX Firewall System OID & OID 1.3.6.1.4.1.9.1.227 plxziw] oo
Cisco-products-MIB 8 1,3l 23ailly dwlxl (OID) 6362V olé,20 e

PIX JI (9 aoiMo casily ol ol 139 o2l

#.#.#.# snmp-server host
IP address of the host allowed to do queries !--- and where to send traps. snmp-server ---!
community

5.1 _i> 4.0 )lao)l o)l
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Wl o lasMall elis] eliSey sl ohluoYls 0.4 jlauoYl PIX zob; plisiw] xe

cold start = 1.3.6.1.6.3.1.1.5.1

link up = 1.3.6.1.6.3.1.1.5.4

link_ dowmn = 1.3.6.1.6.3.1.1.5.3

syslog trap (cl ogMessageGenerated) = 1.3.6.1.4.1.9.9.41.2.0.1

(P1IX'5.1) dasMall ol usi

PIX JI5 ¥ .35 syslog JI J Sgise Syslog JI oo s Sgime 3a)l ey lad9 5.1.1 d2uo dxop PIX L9
9@ 1a@9) trapd.log wale) JUall 138 youniy . Joasill dlad] o aj0dl eSS o Sau SJ9 Syslog g9 Jw
old,20 7 go syslog wlhliz] 9 9 up_bls)l ol,lis| NetView) 3 9l [HP OpenView [HPOV J awss
.305002 302005 199002 11007 11005 104001 .101003 :aalixs syslog

frapd.lo Lo

Mon Mar 06 15:58:38 2000 10.31.1.150 - 1=20 2=7 1 952376318
: Syslog Trap 4=199002=3
Pl X startup conpl eted. Begi nning operation. 5=0;1 .1.3.6.1.4.1.9.9.4 1.2.0.1 0

(Mon Mar 06 15:58:38 [10.31.1.150.2.2] 9%l X-1-104001: (Secondary 1 952376318
.Switching to ACTIVE - no fail over cable

Mon Mar 06 15:58:52 2000 10.31.1.150 - 1=20 2=2 1 952376332
(Sysl og Trap 4=101003: (Secondary) Failover cable not connected (this unit=3
01.3.6.1.4.1.9.9.41.2.0.1. 1;1400=5

(Mon Mar 06 15:58:52 [10.31.1.150.2.2] 9%l X-1-101003: (Secondary 1 952376332
(Fai |l over cable not connected (this unit

Mon Mar 06 15:59:05 2000 10.31.1.150 - 1=20 2=7 1 952376345

: Syslog Trap 4=305002=3
Translation built for gaddr 50.50.50.75 to |addr 171.68.118.118 5=2800; 1
0 1.3.6.1.4.1.9.9.41.2.0.1.

Mon Mar 06 15:59: 05 2000 10.31.1.150 - 1=20 2=7 1 952376345
Sysl og Trap 4=302005: Built UDP connection for faddr 50.50.50.50/2388=3
gaddr 50.50.50.75/162 | addr 171.68.118.118/162
01.3.6.1.4.1.9.9.41.2.0.1. 1;2800=5

Mon Mar 06 15:59: 07 2000 10.31.1.150 - Agent Interface Up (linkUp 1 952376347
Trap) enterprise: ENTERPRI SES. 9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 1;1
0 1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1. 227.

Mon Mar 06 15:59: 07 2000 10.31.1.150 - Agent Interface Up (linkUp 1 952376347
Trap) enterprise: ENTERPRI SES. 9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 2;1
0 1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9. 1. 227.

Mon Mar 06 15:59: 07 2000 10.31.1.150 - Agent Interface Up (linkUp 1 952376347
Trap) enterprise: ENTERPRI SES. 9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 3;1
0 1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9. 1. 227.

Mon Mar 06 15:59:20 2000 10.31.1.150 - 1=20 2=6 1 952376360
Syslog Trap 4=111007: Begi n configuration: console reading fromtermn nal =3
0 1.3.6.1.4.1.9.9.41.2.0.1. 1;4200=5

Mon Mar 06 15:59:25 2000 10.31.1.150 - 1=20 2=6 1 952376365
Sysl og Trap 4=111005: consol e end configuration: OK=3
01.3.6.1.4.1.9.9.41.2.0.1. 1;4700=5



trapd.log - aeiMs  JS 09

(sysl og) 199002
.PI X startup conpl eted. Begi nning operation :199002=4
01.3.6.1.4.1.9.9.41.2.0.1. 1;0=5

(sysl og) 104001
(Mar 6 15:58:38 [10.31.1.150.2.2] 9%l X-1-104001: (Secondary
.Switching to ACTIVE - no fail over cable

(sysl og) 101003

Mon Mar 06 15:58:52 2000 10.31.1.150 - 1=20 2=2 1 952376332
(Syslog Trap 4=101003: (Secondary) Fail over cable not connected (this unit=3
0 1.3.6.1.4.1.9.9.41.2.0.1. 1;1400=5

(sysl og) 101003
Mar 6 15:58:52 [10.31.1.150.2.2] 9% X-1-101003: (Secondary) Fail over cable not
(connected (this unit

(sysl og) 305002

Mon Mar 06 15:59: 05 2000 10.31.1.150 - 1=20 2=7 1 952376345
Sysl og Trap 4=305002: Translation built for gaddr 50.50.50.75=3
to laddr 171.68.118.118 5=2800;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

(sysl og) 302005

Mon Mar 06 15:59: 05 2000 10.31.1.150 - 1=20 2=7 1 952376345
Sysl og Trap 4=302005: Built UDP connection for faddr 50.50.50.50/2388=3
gaddr 50.50.50.75/162 | addr 171.68.118.118/162
0 1.3.6.1.4.1.9.9.41.2.0.1. 1;2800=5

(Li nkup (li nkup

Mon Mar 06 15:59: 07 2000 10.31.1.150 - Agent Interface Up (linkUp 1 952376347
Trap) enterprise: ENTERPRI SES. 9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 1;1
0 1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1. 227

(Li nkup (li nkup

Mon Mar 06 15:59: 07 2000 10.31.1.150 - Agent Interface Up (linkUp 1 952376347
Trap) enterprise: ENTERPRI SES. 9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 2;1
0 1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1. 227

(Li nkup (li nkup

Mon Mar 06 15:59: 07 2000 10.31.1.150 - Agent Interface Up (linkUp 1 952376347
Trap) enterprise: ENTERPRI SES. 9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 3;1
0 1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1. 227

(Li nkup (sysl og

Mon Mar 06 15:59:20 2000 10.31.1.150 - 1=20 2=6 1 952376360
Syslog Trap 4=111007: Begi n configuration: console reading fromtermn nal =3
0 1.3.6.1.4.1.9.9.41.2.0.1. 1;4200=5

(syslog) 111007



Mon Mar 06 15:59:20 2000 10.31.1.150 - 1=20 2=6 1 952376360
Syslog Trap 4=111007: Begi n configuration: console reading fromtermn nal =3
0 1.3.6.1.4.1.9.9.41.2.0.1. 1;4200=5

(syslog) 111005

Mon Mar 06 15:59:25 2000 10.31.1.150 - 1=20 2=6 1 952376365
Sysl og Trap 4=111005: consol e end configuration: OK=3
0 1.3.6.1.4.1.9.9.41.2.0.1. 1;4700=5

Syslog 6 yola5 (Sgiue diol

2ol Jilu,Jl 2liayy 356oll oo Fouiius 01D9

:Alert
(PI'X-1-101003: (Primary) failover cable not connected (this unit%
(PI'X-1-104001: (Primary) Switching to ACTIVE (cause: reason%
:Notification
Pl X-5-111005: | P_addr end configurati on: OK%
. PI X-5-111007: Begi n configuration: |P_addr reading from device%
: Informational
Pl X- 6- 305002: Transl ation built for gaddr |P_addr to | addr |P_addr%
Pl X- 6- 302005: Bui It UDP connection for faddr faddr/fport gaddr gaddr/gport%
| addr | addr/| port
Pl X- 6-199002: Auth fromladdr/Iport to faddr/fport failed%
.server |IP addr failed) in interface int nane)

syslog 6 el o loiwe do> 5
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#.#.#.# snmp-server host inside
(syslog Lud) JawY lay,g eV by, 63, dlay tduwlall olaidall @ B5Linl a5 Ll sa>0)l & lasdlall

PIX oS5 oS 13l

snmp-server enable traps
logging history debug

9 104001 9 syslog 101003 oY (@ 0id Wlis 9 .syslog traps JS9 awball olaMall JS elis] o o
olbgaxo oY .PIX aiy syslog ¢ 31 al_,>| sl9 305002 9 302005 5 199002 9 111007 9 111005
old «wlogleallg auidly pMeYl wlgius (9 636290 01D aosNall pl8,lg clas VI xpuail disall Jaid|

‘b b o Soiwall clas] zouas

PIX 055 oS 13l

snmp-server enable traps
(logging history (a_level_below debugging

oIl plasiuw] o5 13] .elas Y Qi Jawl soimall e olaiMNoll JS9 duuld)l olasNall JS clis] i o8
219 aniilly s)lslall wlgie w9 syslog gl o> poudinw 1D ol . logging history notification
olocl o uains Py Bow Lil> 99 .(clas VI auai 91 pNeYl Sligimo Jud SJ9) HlazVlg L,ixilly Uazlg
(8 islio aSuis 8 PIX &Suis BaJgs 28 il 5,3V oY cols Llg) 104001 9 101003 9 111007 9 11005

PIX oS5 oS 13l

snmp-server enable traps
logging history whatever_ level
no logging message 305002

no logging message 302005

no logging message 111005

Uiy «Jrzuuill olbgaze cllasi auad PIX Guss go 111005 9 302005 9 305002 Jilw | 2l iy ¥ o6
a>)aa)l 3 J1 Gud U9 5,3V PIX Jilu, gia>9 199002 9 111007 9 101003 5 104001 Ll JI 628 Liso
(11005 9 302005 9 305002)

SlaiNall 10 duc,9 dcgoxal PIX/ASA 7.X 19S5

PIX 985 oS 13l

snmp-server host



Jawd bliVly eV bla,Vl o)Wl eadl @dskaall auball oladall (d D3Lis] ai; il 62358) & laidall
.(syslog uu)

o8 PIXIASA o X.7 ,laoYl cliiwl 515V alluoYly PIX ol oo 1.5 a0l Jilao asiall ool
62>9)l9 a2y e Jooglly IPsec Jio adlo| ol e sgix, snmp-server enable traps ,oVI

PIX/ASA _ SNMP ohlis| Jo> el 48,20) (Yl jlg> adlo oo SNMP uSai pud | gl dla>o

SNMP_JSLiwo

PIX woLiuS]

2ol oblaol (5 911.3.6.1.4.1.9.1.227 pwl 4 Lol OID glily SNMP pMsiwY cusxiay PIX 015 13]
05 LS Jos=s PIX ol (2390l i) Cisco-Products-MIB 9 z)30 W ,2aS a9l PIX Firewall 6.0

ollaxoe Sois ¥ 28 (P dcgaxol ipAddrTable J Wlae pc> JUd oIS baie x.5.2 8 PIX jo, olluol 9
s> OLlass] e Lsls 6,51 asuill 6,15 daxo (9SS ol vy PIXY ala,3l e PIX puy oo dSaidl 6,0]
clool 2 4 39wl §92u0 989 - PIX &l e anu s pois ¥ 18 LSy PIX ,Las| e 6,01 cols 15] PIX 5929
plagog NetView 9 HPOV pgss ol vy (P dacgoza, Lol IPaddrTabIe pe> Jlaxll Ll asloyl
wwliadl jo)l jglad PIX (8,20 98 PIX dlawly, acl>)] piy sl OID ol 391 aSiidl 6,1] olaxs

PIX ollxol U3 PIX oo X.6.0 luoYl Loyl ol :CiscoView 5.2 8 PIX ,15Y CiscoView acs @] cuas

d ol ulya> uaxiy HPOV Network Node Manager J a5 ag> glil oo 6,151 Gulos gouw sy Ll
PIX dlo> x> 6,15Y PIX Firewall Manager golu Josi il dolasVlg PIX o o3l

PIX 31> 62V WLius]

o653 ks . J3 11 I 2,1 oo olasNoy SNMP & loMsiuwl Ly pai pois 68 umo JSuiny PIX 0085 06 13]
8,0] oo poii losic @ lSimall el plall cliba] 895 5k PIX e 3le (NAT) iSeidl Olsic dax s
Yozl (o)l Gl o8 il J21> ol olsie I ey 19 cplall wlsial) gl pisolly il
UJI b 529 1171.68.118.150 _sall i, o .ipAddrTable 3 639250l cloglaall le 3l
ouiezlo e seix ail e gly 171.68.118.150 jlexll cu> 55 ol liSagg PIX J31> 10.10.10.20

:10.31.1.50 9 10.10.10.20

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr . 10. 10. 10. 20 : | pAddress: 10.10.10. 20
i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr. 10. 31.1.50 : | pAddress: 10.31.1.50

agloll ols 13] tolasNall (3 139290 a0Vl Luds GSaw Y Loy, SaSuitd] 6,1] dlaxal Lalaio 13D ¢9Sw J
10.31.1.50 dg>lgll 3529 e @bl 48 171.68.118.150 ezl oS lgllay] aiuw 10.31.1.50

oD 6,11 daxe colS 5] . aSuinl " au," LS 2l oo sl dSub 8,1] dglxo (8 5,5V dlSisall Jiai
656291 oo lyluall Jglaz sel,a) "NetMon" 6acbus aol . pasius olxiall 03 ol8 HPOV si NetView
Sl a5 J9a> 631 RFC 1213 (0 a5, Lo PIX JsSg59,1 peay ¥ .0LassYl 3 luall J9a> plaiuw! ai
Il U315 636200l 6562V pgisi Loy .J> I e 63> 6,59 caum) 03D S8 ol LluwVg (aSaidl 6,15 dlaxo
dol2ll IP 63¢>1 guo> pois cculill 5lel oye pMaiwdl xic lg a3l &lluall Jslaz o XYL PIX

e seix PIX J31 6,391 danolsdl uslisell oS5 ) 3] .an Rl olgzlo)l ga> oo gWIL (olaxall)

03D dsplo 49,20 aSwid] 6,1] daxe) Say W8 (lilas] aga) G5 3] Lol .lgie pVsiwYl oSay Wb (o lilas]
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//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/monitor.html
//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/monitor.html#wp1042030
//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&mibName=CISCO-PRODUCTS-MIB
http://www.ietf.org/rfc/rfc1213.txt

oo SLsVI o Masle" wlg>ly oo gly ple wlgie e pleis PIX 31 é&idl 6,)b] olaxe sas| oY Llas
Salai ¥ 1l Il 2,

10.10.10.25 9 171.68.118.118 ,Lw loaic .@Ei]l us 150.10.10.25_9 J>1Jl 9 171.68.118.118 .l.@g
tdojl B 59> 00l awas 9 Ll ol Sl do Bl wlgzlgdl e puzuo Sy gosall gl

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr . 10. 10. 10. 25 : | pAddress: 10.10.10. 25
i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr. 10. 31. 1. 50 : | pAddress: 10.31.1.50

PIX 50 6.2 lao)l

Jwoxi a5 .snmpwalk e,>Y HPOV 6,5 dlaxo le<pix_ip_address> pl)l snmpwalk -C oVl plasiuw| o
Jail adoe el S PIX 6.2 J 6,99iall (MIB) 6,15Y] wlogleo aclgd guo>

:(system sysDescr. 0 : DI SPLAY STRING (ascii

(Cisco PIX Firewall Version 6.2(1
:system sysOhjectID. 0O : OBJECT | DENTI FI ER

i so.org.dod.internet.private.enterprises.cisco.ciscoProducts. 390.
system sysUpTine.0 : Tineticks: (6630200) 18:25:02.00

:(system sysContact.0 : DI SPLAY STRING (ascii

system sysNane. 0 : DI SPLAY STRING (ascii): satan

:(system sysLocation.0 : DI SPLAY STRING (ascii

system sysServices.0 : |INTEGER 4
interfaces.ifNunber.0 : I NTEGER 3
interfaces.ifTable.ifEntry.iflndex.1l : INTEGER 1
interfaces.ifTable.ifEntry.iflndex.2 : INTEGER 2
interfaces.ifTable.ifEntry.iflndex.3 : INTEGER 3

:(interfaces.ifTable.ifEntry.ifDescr.1 : DI SPLAY STRING (ascii
PIX Firewal | 'outside' interface
:(interfaces.ifTable.ifEntry.ifDescr.2 : DI SPLAY STRING (ascii
PIX Firewal | '"inside' interface
:(interfaces.ifTable.ifEntry.ifDescr.3 : DI SPLAY STRING (ascii
PIX Firewall "intf2' interface
interfaces.ifTable.ifEntry.ifType.1 : |INTEGER ethernet-csnacd
interfaces.ifTable.ifEntry.ifType.2 : INTEGER ethernet-csnacd
interfaces.ifTable.ifEntry.ifType.3 : INTEGER ethernet-csnacd
interfaces.ifTable.ifEntry.ifMu.1 : INTEGER 1500
interfaces.ifTable.ifEntry.ifMu.2 : INTEGER 1500
interfaces.ifTable.ifEntry.ifMu.3 : INTEGER 1500
interfaces.ifTable.ifEntry.ifSpeed.1l : Gauge32: 10000000
interfaces.ifTable.ifEntry.ifSpeed.2 : Gauge32: 10000000
interfaces.ifTable.ifEntry.ifSpeed.3 : Gauge32: 10000000
-interfaces.ifTable.ifEntry.ifPhysAddress.1 : OCTET STRI NG
hex): length = 6)

- == == == - -- -- -- -- -- fe ea 30 54 50 00 :0

interfaces.ifTable.ifEntry.ifPhysAddress.2 : OCTET STRI NG (hex): length = 6
- == == == == == .- -- -- -- fe ea 31545000 :0

interfaces.ifTable.ifEntry.ifPhysAddress.3 : OCTET STRI NG (hex): length = 6
- s- -- -- -- == == == - -- fb be 42 27 90 00 :O

interfaces.ifTable.ifEntry.ifAdm nStatus.1 : |INTEGER up
interfaces.ifTable.ifEntry.ifAdm nStatus.2 : |INTEGER up
interfaces.ifTable.ifEntry.ifAdm nStatus.3 : | NTEGER down
interfaces.ifTable.ifEntry.ifQperStatus.1 : | NTEGER up



interfaces.ifTable.ifEntry.ifQperStatus.2 : | NTEGER up
interfaces.ifTable.ifEntry.ifQperStatus.3 : | NTEGER down
interfaces.ifTable.ifEntry.iflLastChange.1l : Tineticks: (6630200) 18:25:02.00
interfaces.ifTable.ifEntry.iflLastChange.2 : Tineticks: (6630200) 18:25:02.00
interfaces.ifTable.ifEntry.iflLastChange.3 : Tineticks: (6630200) 18:25:02.00
interfaces.ifTable.ifEntry.iflnCctets.1 : Counter: O
interfaces.ifTable.ifEntry.iflnCctets.2 : Counter: 19120151
interfaces.ifTable.ifEntry.iflnCctets.3 : Counter: O
interfaces.ifTable.ifEntry.iflnUcastPkts.1 : Counter: O
interfaces.ifTable.ifEntry.iflnUcastPkts.2 : Counter: 1180
interfaces.ifTable.ifEntry.iflnUcastPkts.3 : Counter: O
interfaces.ifTable.ifEntry.iflnNUcastPkts.1 : Counter: O
interfaces.ifTable.ifEntry.iflnNUcastPkts.2 : Counter: 246915

interfaces.ifTable.ifEntry.iflnNUcastPkts.3 : Counter: O
interfaces.ifTable.ifEntry.iflnDiscards.1 : Counter: O
interfaces.ifTable.ifEntry.iflnDiscards.2 : Counter: O
interfaces.ifTable.ifEntry.iflnDiscards.3 : Counter: O

interfaces.ifTable.ifEntry.iflnErrors.1 : Counter: O
interfaces.ifTable.ifEntry.iflnErrors.2 : Counter: O
interfaces.ifTable.ifEntry.iflnErrors.3 : Counter: O

interfaces.ifTable.ifEntry.ifQutCctets.1 : Counter: 60
interfaces.ifTable.ifEntry.ifQutCctets.2 : Counter: 187929
interfaces.ifTable.ifEntry.ifQutCctets.3 : Counter: O
interfaces.ifTable.ifEntry.ifQutUcastPkts.1l : Counter: 1
interfaces.ifTable.ifEntry.ifQutUcastPkts.2 : Counter: 2382

interfaces.ifTable.ifEntry.ifQutUcastPkts.3 : Counter: O
interfaces.ifTable.ifEntry.ifQutNUcastPkts.1 : Counter: O
interfaces.ifTable.ifEntry.ifQutNUcastPkts.2 : Counter: O
interfaces.ifTable.ifEntry.ifQutNUcastPkts.3 : Counter: O
interfaces.ifTable.ifEntry.ifQutDiscards.1 : Counter: O
interfaces.ifTable.ifEntry.ifQutDi scards.2 : Counter: O
interfaces.ifTable.ifEntry.ifQutDi scards.3 : Counter: O
interfaces.ifTable.ifEntry.ifQutErrors.1 : Counter: O
interfaces.ifTable.ifEntry.ifQutErrors.2 : Counter: O
interfaces.ifTable.ifEntry.ifQutErrors.3 : Counter: O

cinterfaces.ifTable.ifEntry.ifSpecific.1 : OBJECT | DENTIFI ER
ccitt.zerobDot Zero.
cinterfaces.ifTable.ifEntry.ifSpecific.2 : OBJECT | DENTI FI ER
ccitt.zerobDot Zero.
cinterfaces.ifTable.ifEntry.ifSpecific.3 : OBJECT | DENTIFI ER
ccitt.zerobDot Zero.
11 p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr. 212. 3. 3.1 : | pAddress

212.3.3.1

21 p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr. 10. 48. 66. 47 : | pAddress
10. 48. 66. 47

21 p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr. 127.0. 0.1 : | pAddress
127.0.0.1

i p.i pAddr Tabl e. i pAddrEntry. i pAdEnt|flndex.212.3.3.1 : INTEGER 1

i p.i pAddr Tabl e. i pAddrEntry. i pAdEnt | f | ndex. 10. 48. 66.47 : | NTEGER 2

i p.i pAddr Tabl e. i pAddrEntry. i pAdEnt|flndex.127.0.0.1 : |INTEGER 3

(i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Net Mask. 212.3.3.1 : | pAddress

255. 255. 255.0

(i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Net Mask. 10. 48. 66. 47 : | pAddress
255.255.254.0

(i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Net Mask. 127.0.0.1 : | pAddress

255. 255. 255. 255

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Bcast Addr. 212.3.3.1 : INTEGER: O

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Bcast Addr . 10. 48.66.47 : | NTEGER O
i p.i pAddr Tabl e. i pAddrEntry. i pAdEnt Bcast Addr. 127.0.0.1 : INTEGER: O

21 p.i pAddr Tabl e. i pAddr Entry. i pAdEnt ReasmVaxSi ze. 212. 3. 3.1 : | NTEGER
65535

21 p.i pAddr Tabl e. i pAddr Entry. i pAdEnt ReasniVaxSi ze. 10. 48. 66. 47 : | NTEGER
65535

21 p.i pAddr Tabl e. i pAddr Entry. i pAdEnt ReasmVaxSi ze. 127.0. 0.1 : | NTEGER



65535
. ci sco. ci scoMgnt . ci scoMenor yPool M B. ci scoMenor yPool Obj ect s
ci scoMenor yPool Tabl e. ci scoMenor yPool Ent ry. ci scoMenor yPool Nane. 1
DI SPLAY STRING (ascii): PIX system nenory
. ci sco. ci scoMgnt . ci scoMenor yPool M B. ci scoMenor yPool Obj ect s
ci scoMenor yPool Tabl e. ci scoMenor yPool Entry. ci scoMenoryPool Alternate. 1
| NTEGER: O
. ci sco. ci scoMgnt . ci scoMenor yPool M B. ci scoMenor yPool Obj ect s
ci scoMenor yPool Tabl e. ci scoMenor yPool Entry. ci scoMenoryPool Val i d. 1
I NTEGER true
. ci sco. ci scoMgnt . ci scoMenor yPool M B. ci scoMenor yPool Obj ect s
ci scoMenor yPool Tabl e. ci scoMenor yPool Ent ry. ci scoMenor yPool Used. 1
Gauge3d2: 21430272
. ci sco. ci scoMgnt . ci scoMenor yPool M B. ci scoMenor yPool Obj ect s
ci scoMenor yPool Tabl e. ci scoMenor yPool Ent ry. ci scoMenor yPool Free. 1
Gauge32: 12124160
. ci sco. ci scoMgnt . ci scoMenor yPool M B. ci scoMenor yPool Obj ect s
ci scoMenor yPool Tabl e. ci scoMenor yPool Entry. ci scoMenor yPool Lar gest Free. 1
Gauge32: O
. ci sco. ci scoMgnt . ci scoProcessM B. ci scoProcessM BObj ect s. cpnCPU
cpnCPUTot al Tabl e. cpnCPUTot al Ent ry. cpmCPUTot al Physi cal I ndex.1 : I NTEGER 0
. ci sco. ci scoMgnt . ci scoProcessM B. ci scoProcessM BObj ect s. cpnCPU
cpnCPUTot al Tabl e. cpmCPUTot al Entry. cpnCPUTot al 5sec. 1 : Gauge32: 0
. ci sco. ci scoMgnt . ci scoProcessM B. ci scoProcessM BObj ect s. cpnCPU
cpnCPUTot al Tabl e. cpmCPUTot al Entry. cpnCPUTot al 1nin. 1 : Gauge32: O
. ci sco. ci scoMgnt . ci scoProcessM B. ci scoProcessM BObj ect s. cpnCPU
cpnCPUTot al Tabl e. cpmCPUTot al Entry. cpnmCPUTot al 5nmin. 1 @ Gauge32: O
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwst at us. cf wHar dwar eSt at usTabl e. cf wHar dwar eSt at usEnt ry. cf wHar dwar el nf or mat i on
: (OCTET STRING (ascii : 6
.ci sco.ciscoMgnt. ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwst at us. cf wHar dwar eSt at usTabl e. cf wHar dwar eSt at usEnt ry. cf wHar dwar el nf or mat i on
: (OCTET STRING (ascii : 7
.ci sco.ciscoMgnt. ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwst at us. cf wHar dwar eSt at usTabl e. cf wHar dwar eSt at usEnt ry. cf wHar dwar eSt at usVal ue
INTEGER: 0 : 6
.ci sco.ciscoMgnt. ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
. cfwst at us. cf wHar dwar eSt at usTabl e. cf wHar dwar eSt at usEnt ry. cf wHar dwar eSt at usVal ue
INTEGER: 0 : 7
.ci sco.ciscoMgnt. ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
. cfwSt at us. cf wHar dwar eSt at usTabl e. cf wHar dwar eSt at usEnt ry. cf wHar dwar eSt at usDet ai |
OCTET STRING (ascii): Fail over Of : 6
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
. cfwSt at us. cf wHar dwar eSt at usTabl e. cf wHar dwar eSt at usEnt ry. cf wHar dwar eSt at usDet ai |
OCTET STRING (ascii): Fai l over OFf : 7
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cfwBufferStatlnformation
OCTET STRING (ascii): maxi mum nunber of allocated 4 byte blocks : 4.3
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ects. cf wSyst em
.cfwStatistics. cfwBufferStatsTabl e. cfwBufferStatsEntry. cfwBufferStatlnformation
OCTET STRING (ascii): fewest 4 byte blocks available : 4.5
since system startup
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwStatistics. cfwBufferStatsTabl e. cfwBufferStatsEntry. cfwBufferStatlnformation
COCTET STRING (ascii): current nunber of available 4 byte blocks : 4.8
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwStatistics.cfwBufferStatsTable. cfwBufferStatsEntry. cfwBufferStatlnformation
OCTET STRING (ascii): maxi mum nurmber of allocated 80 byte blocks : 80.3
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwStatistics. cfwBufferStatsTabl e. cfwBufferStatsEntry. cfwBufferStatlnformation
COCTET STRING (ascii): fewest 80 byte bl ocks available : 80.5
since systemstartup
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ects. cf wSyst em
.cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cfwBufferStatlnformation



OCTET STRING (ascii): current number of available 80 byte blocks : 80.8
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwStatistics.cfwBufferStatsTable. cfwBufferStatsEntry. cfwBufferStatlnformation
OCTET STRING (ascii): maxi mum nunber of allocated 256 byte bl ocks : 256.3
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cfwBufferStatlnformation
COCTET STRING (ascii): fewest 256 byte bl ocks available : 256.5
since system startup
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwStatistics. cfwBufferStatsTabl e. cfwBufferStatsEntry. cfwBufferStatlnformation
COCTET STRING (ascii): current number of available 256 byte bl ocks : 256.8
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwStatistics. cfwBufferStatsTabl e. cfwBufferStatsEntry. cfwBufferStatlnformation
COCTET STRING (ascii): maxi mum nunber of allocated 1550 byte bl ocks : 1550.3
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ects. cf wSyst em
.cfwStatistics.cfwBufferStatsTable. cfwBufferStatsEntry. cfwBufferStatlnformation
COCTET STRING (ascii): fewest 1550 byte bl ocks available : 1550.5
since system startup
.ci sco.ciscoMgnt. ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwStatistics.cfwBufferStatsTable. cfwBufferStatsEntry. cfwBufferStatlnformation
OCTET STRING (ascii): current number of avail able 1550 byte bl ocks : 1550.8
.ci sco.ciscoMgnt. ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwsStatistics. cfwBufferStatsTabl e. cf wBuf fer St at sent ry. cf wBuf f er St at Val ue
Gauge32: 1600 : 4.3
.ci sco.ciscoMgnt. ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwsStatistics. cfwBufferStatsTabl e. cf wBuf fer St at sent ry. cf wBuf f er St at Val ue
Gauge32: 1599 : 4.5
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwsStatistics. cfwBufferStatsTabl e. cf wBuf fer St at sent ry. cf wBuf f er St at Val ue
Gauge32: 1600 : 4.8
.ci sco.ciscoMgnt. ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwsStatistics. cfwBufferStatsTabl e. cf wBuf fer St at sEnt ry. cf wBuf f er St at Val ue
Gauge32: 400 : 80.3
.ci sco.ciscoMgnt. ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwsStatistics. cfwBufferStatsTabl e. cf wBuf fer St at sEnt ry. cf wBuf f er St at Val ue
Gauge32: 374 : 80.5
.ci sco.ciscoMgnt. ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwsStatistics. cfwBufferStatsTabl e. cf wBuf fer St at sEnt ry. cf wBuf f er St at Val ue
Gauge32: 400 : 80.8
.ci sco.ciscoMgnt. ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwsStatistics. cfwBufferStatsTabl e. cf wBuf fer St at sEnt ry. cf wBuf f er St at Val ue
Gauge32: 500 : 256.3
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwsStatistics. cfwBufferStatsTabl e. cf wBuf fer St at sent ry. cf wBuf f er St at Val ue
Gauge32: 498 : 256.5
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwsStatistics. cfwBufferStatsTabl e. cf wBuf fer St at sent ry. cf wBuf f er St at Val ue
Gauge32: 500 : 256.8
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ects. cf wSyst em
.cfwsStatistics. cfwBufferStatsTabl e. cf wBuf fer St at sent ry. cf wBuf f er St at Val ue
Gauge32: 1252 : 1550.3
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwsStatistics. cfwBufferStatsTabl e. cf wBuf fer St at sent ry. cf wBuf f er St at Val ue
Gauge32: 865 : 1550.5
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwsStatistics. cfwBufferStatsTabl e. cf wBuf fer St at sent ry. cf wBuf f er St at Val ue
Gauge32: 867 : 1550.8
sco. ci scoMgmt . ci scoFi rewal | M B. ci scoFi rewal | M BCbj ect s. cf wSyst em
.cfwStatistics.cfwConnectionStat Tabl e. cf wConnecti onStat Entry
cfwConnect i onSt at Descri ption. 40. 6
OCTET STRING (ascii): number of connections currently in use
by the entire firewall
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ects. cf wSyst em
.cfwStatistics.cfwConnectionStat Tabl e. cf wConnecti onStat Entry

. C



cfwConnecti onSt at Descri ption. 40.7
OCTET STRING (ascii): hi ghest nunber of connections in use
at any one time since systemstartup
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwStatistics.cfwConnectionStat Tabl e. cf wConnecti onStat Entry
cf wConnecti onSt at Count . 40. 6
Counter: O
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwStatistics.cfwConnectionStat Tabl e. cf wConnecti onStat Entry
cf wConnecti onSt at Count . 40. 7
Counter: O
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
.cfwStatistics.cfwConnectionStat Tabl e. cf wConnecti onStat Entry
cf wConnecti onSt at Val ue. 40. 6
Gauge32: O
.ci sco.ciscoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ects. cf wSyst em
.cfwStatistics.cfwConnectionStat Tabl e. cf wConnecti onStat Entry
cf wConnecti onSt at Val ue. 40. 7
Gauge32: O
.End of MB View
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