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=) Add Device

Sensor Mame: IPS
Sensar IP Address: 192,168,165.5
Web Server Port: 443

i_ommunication prokocal

(%) Use encrypted connection {https)

() Use non-encrypted connection (http)

Aukthentication

Configuration User Mame: Cisco a9

Configuration Password: (TITITITY]

] IJse the Same Account for Configuration and Event Subscription (This is nok
recommended):

Event Subscription User Mame: | cisco o

Event Subscription Password:  essssssss

Event Stark Time (UTC)
Most Recent Alerts

Exclude alerts of the Following severity level(s)

[ ]informational [ ]Low [ |Medium [ ] High

| 4 ]l | Cancel |

.OK
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s Certificate Information

Do you want to trust the following certificate?

Issuer: CH=192,168,165.8, QU=55M-IP510, O="Cisco Systems, Inc.", C=L5
YWalid From: Wed Jan 26 00:41:18 IST 2011

Yalid To; Sat Jan 26 00:41:18 IST 2013

Setial Murmber: 6FCE1954093E404E

Signature Algorithrm: SHALwiEhRSA

Subject: CH=19Z.165.165.8, QU=35M-IP510, O="Cisco Systems, Inc.”, C=U5
Fingerprink (MDS): D& SE 49 86 168 44 37 11 A9 EE DS 43 13 5E EB 95

Fingerprint (SHA): 24 55 28 03 EZ 51 F1 DC 31 04 2C C9 BC 5E AF C6 D4 E3 EE 62

Select Yes to accept the certificate and continue the https connection with this
sensor. The certificate is stored in the C:hDocuments and Settings' All

Users' Application Data' Cisco Systems" IME" sensorcerts file. If you select Mo
and reject the certificate, IME will not connect to the sensor.

ad|
Intrusion Prevention System Manager Express  gulai _J| IPS _auoll IPS alo] a
((IME

Emhﬂ&d:as:&hamm |
% Add(Z Edit[ff Delete P Start + Bl Stop v @ Status GRT.. -

Time Device Mare IP Address Device Tvpe Evant Status alobal Corralation Status Yarsion

192.168.165.8 |jpe.d4 24058 . Connected | Connected 70ES

&
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3 Refresh

IUS-I.‘T Paitherticetion: (3 Locel () Redis E:rv:rl

Local Authencicabion
Speafy the users that have socess bo the sensor, The service rale 5 & specesl rols dhst slicwss vow to bypass the CULF needed. Orby one service socount is allovesd,

Uzer namme Fok Stahue

service Sefvice Atve

Radius Authantcation
Hetwork Arcess 10 (175 Dafauk User Rale: | ~
Allows Local Suthenacstion if all Redis Servers ars Unresponsive

Primary Fadius Server

Server [P Address: (192160016529
Euthentication Port: 1612 Secondary Radmws Server {optional)

L

Tmeout [secondsh: |3
Shered Seorel: ST

Coreoke fuwthentcstion

Cansdla futhentication ||.\.!.IE|-:IHJR|"|DD_E W

RADIUS 23155 ACS (655
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cisco Cisco Secure ACS o

Filter: | | mateh i | w i | w

[ Hame a AP Mazk  MDELocston HOEDewee Type Descrptan
Mo data b disalay

Mabwork Davicas and A% Clients

................

Cuplicats =dit Delete | | i File Cperabons ][ Export J
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Address Auihentication Options

- TRCACE+ []
Singla IP Address IF Rangeds)
® o Sharad Secret: |

2 [P (1921601658 [l zingie conner Dedca
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b fr My Workspace
¥ [ Metwik Rasources
- lsars and ety Stores
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Mo cats o display
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® Conlain 4 - 32 charachars ® Confain 4 - 32 characlers
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2 Confirm F— Confirm
Passward: Passwnrd:

[ change password on nest ogin

| User information
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cisco Cisco Secure

b o My Workspace
" ﬁl- Metwork Resources

Welcome fo Cisco Secure Access Control System

v @8 Users and ldentity Stores

& Before ou Begin
Esseniial Reading 1o Get Started
&5 Palicy Model & Terminalogy =F

v & Policy Elemants
v [ Access Policies

"‘* Getting Started
Let ACS gulde you through these tasks

Quick Start =

Initial System Setup
Falicy Setup Steps F

Aaunch Monitorng & Report Yiawa

v 122 System Administration

A il cadli in order to pedl-authentication-RADIUS JI célaib

vifieifie
cisco Cisco Secur
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