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IJgb9s 1. louble pdelz RSA 1Jgl 0

iuuot.)ro Ui,p_, openssl genrsa -out <key_name>.key 4096.

<#root>
root@hostl:/home/admin/certificate#

openssl genrsa -out privatekey. key 4096
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<{froot>

vi m confi g. conf

2. 140 03l 1dpzeas: Sluwewsd Bsp Ipsluoe 1Upddeé wodluosd yuobed 1JbeJss
sb¢lJle SAN |Jplbdyus wew duw e [alt_names]:

<tfroot>

[ req ]

default_bits = 4096

default _nmd = sha256

pronpt = no

di stingui shed_nane = req_di sti ngui shed_nane

reg_extensions = v3_req

[ reg_distinguished_nane ]

countryName =

st at eOr Provi nceNane =

| ocalityNane =



or gani zati onName =

or gani zati onal Uni t Nane =

comonNane =

[ v3_req ]

subj ect Alt Nane = @l t_nanes

[ alt_names ]
DNS. 1 =

DNS. 2

DNS. 3



DNS. 4 =

1J¢lo96 3. IbJe, CSR Llgwwgsle IJpedole [JElo 9pJ0 IUodssy

wluwegsle ro%gé lJodssu 9ldpedelz 1UEluo 1U3s wp lugblgo puwedl Op wluuvle CSR
wluwegsle 1Jle, openssl req - zas> <key_name>.key -config <conf_name>.conf -out
<CSR_Name>.csr.

<ffroot>

openssl req -new -key privatekey. key -config config.conf -out CSR csr
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<ffroot>

root@FTD1:/home/admin/TZSANValue# openss] req -text -noout -verify -in CSR.csr



verify OK

Certificate Request:

Data:

Version: 1 (0x0)

Subject: C = US, ST = California, L
Subject Public Key Info:

PubTlic Key Algorithm: rsaEncryption
RSA Public-Key: (4096 bit)

Modulus:

00:de:6a:85:c6:1b:33:8c:14:a4:5b:0b:
c8:a3:2e:b6:74:63:0c:4e:ad:05:24:bd:
a3:b9:a3:3b:f4:c7:52:9d:f2:02:ff:67:
64:€2:9a2:70:53:9b:68:88:f1:92:1e:09:
76:31:c4:0a:e8:ce:de:61:8f:fb:1e:02:
78:c7:86:71:€9:46:d8:70:88:c0:c6:0d:
45:05:e6:b4:ca:26:39:b9:8e:42:6d:de:
c4:4d:11:7c:01:4a:d5:b9:bf:b7:5e:f6:
78:98:36:25:89:a3:52:1c:63:8a:40:f6:
8d:c7:b0:dd:29:b7:4a:e7:41:76:cc:b5:
90:9d:04:c2:cf:b8:66:8e:8c:50:5e:3d:
97:bd:8c:a3:fe:77:30:52:6c¢:38:30:10:
cc:ab:f8:85:fd:c8:c6:c2:88:39:42:e7:
48:44:78:ae:82:dd:e6:96:cb:eb:15:13:
86:03:bl:c3:fa:fc:5e:db:7c:79:bf:54:
9c:4e:83:de:97:7a:c0:e1:18:70:ba:d8:
58:52:23:4a:6f:78:e4:7f:f7:cb:b6:2f:
cf:d5:d5:7c:49:12:el1:9c:ef:24:83:0e:
Ol:ce:6f:ce:61:c3:a5:aa:bb:98:45:d3:
02:5a:b1:84:73:8b:31:94:1d:00:4b:96:
52:7c:f5:62:25:cd:17:eb:7a:1d:c3:0d:
c3:ce:94:42:35:6a:13:ac:db:76:ac: fc:
39:05:c2:1b:27:04:4f:67:bc:22:58:1d:
b0:99:44:7d:e9:55:ce:ca:bd:c0:42:26:
26:d5:74:5d:43:c4:ba:9c:25:6c:0f:b9:
a8:d1:01:b4:2c:63:40:46:8f:9a:e2:34:
39:cc:6b:3a:39:ff:cl:aa:c5:80:d1:ed:
a5:25:e8:2c:3a:52:b2:de:f5:03:76:26:
84:5c:f4:78:6f:f1:64:55:2a:f0:b0:1e:
65:1a:6c:ba:4a:el:c0:cf:22:cc:cd:e8:
60:14:c0:c7:dd:e0:61:34:77:a6:d6:cc:
15:e0:37:c3:f4:ed:a3:c0:69:52:78:38:
42:49:97:ff:23:76:80:5b:0b:cd:5e:2f:
77:91:bb:b8:52:24:ad:c5:86:8e:9b:18:

e2:bb:83

Exponent: 65537 (0x10001)
Attributes:

Requested Extensions:

X509v3 Subject Alternative Name:

DNS:

= San
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49:
9c:
f9:
93:
43:
a8:
6f:
ar7:
26:
e8:
7d:
3e:
06:
f8:
be:
80:
f1:
60:
53:
9d:
91:
9c:
2e:
02:
66:
be:
23:
59:
c2:
b7:

7e

e0:

fb:
ad:
of:
fc:
ab6:
83:
92:
2d:
84:
87:
75:
ag:
41:
al:
:dc:
20:
59:
94:
26:
c6:
23:
8d:
b4:
f8:
59:
00:
15:
9d:
3c:
175:
Se:
b3:
:30:
2e:

54

ce

Francisco, O = Cisco, OU = VPN, CN = <Domain Name>

5a:
cc:
cc:
34:
57:
ae:
a7:
4a:
b3:
ca:
ea:
9f:
51:
e3:

69:
db:
48:
99:
55:
8f:
al:
85:
88:
91:
81:
94:
8f:
b6:

Se:
d7:
c7:
ea:



Signature Algorithm: sha256WithRSAEncryption

60:9b:12:b8:1f8:e8:07:3f:d7:e7:73:f9:4e:d4:a9:28:7f:1d:
30:44:2b:16:88:dc:d6:01:39:ee:c0:06:71:61:90:ad:b4:c3:
fO:ea:eb:bb:4f:8b:11:68:fe:3c:24:ae:ab6:bc:cbh:68:4a:21:
77:bb:85:37:91:a3:fa:0c:ee:ce:b1:78:5f:fc:cb:d5:c6:2a:
ae:2d:41:df:0f:3d:d4:eb:8e:83:4c:8c:10:d0:81:42:62:0c:
€6:19:el:2e:14:ef:46:cd:32:20:64:1a:0d:32:44:57:b7:3d:
76:f3:4c:b9:61:51:a26:20:cf:6d:37:ca:b6:b3:4e:ea:36:16:
bb:a9:ec:8a:6d:5b:a0:c8:1a:fe:b5:8c:08:86:7f:c5:a9:f1:
d9:2c:7e:5a:f4:ca:e8:c2:4b:44:70:35:e2:80:ea:ad:12:7c:
70:5e:2c:c9:1f:db:9b:0e:f7:cf:68:a3:93:da:33:18:f2:6¢C:
8e:4f:2b:ed:04:9d:c0:58:2e:66:d6:dc:25:30:6c:19:54:a2:
9f:68:7d:e7:63:d7:a9:db:6b:6e:e5:53:b4:27:84:98:dc:bc:
65:47:25:ae:7e:02:62:5c:c8:da:83:34:4e:5b:52:5d:5b:76:
bc:47:8f:cc:57:e0:b8:55:2b:6b:78:b0:el1:04:4a:1b:4b:20:
6d:e3:01:06:58:99:1c:1d:15:fb:2b:48:9a:bl:ad:84:fc:ed:
b2:31:98:5d:22:97:26:69:0e:e6:0d:b4:2c:9b:40:7a:34:99:
€9:11:40:66:79:e1:0c:a9:7d:e7:47:bb:96:59:5a:af:f4:b3:
dc:73:5e:dc:8b:f5:97:88:b3:9d:0f:e0:fb:8a:63:a6:1e:af:
af:19:ea:c6:33:2a:97:a9:fl:bd:cf:67:54:5c:30:bf:1e:5b:
1c:68:9f:ba:91:4b:2f:3a:05:c5:be:43:fc:1a:0c:el:32:29:
2a:08:04:a7:00:32:33:5b:19:56:17:61:e3:8d:7d:a3:b2:f9:
a8:9d:24:a6:9c:9c:ab:12:09:c3:b3:12:db:8b:8b:39:5b:f8:
09:5e:a0:48:eb:e0:8e:f3:cb:83:d2:89:43:¢c4:64:06:30:ec:
fa:69:ed:96:08:67:b0:20:48:d8:e9:b2:1e:1b:66:0b:80:3e:
81:0e:cd:2b:a6:5e:07:de:40:b1:70:bd:b8:fb:bf:30:ad:b9:
66:6b:a2:48:da:4e:27:ab:ae:06:13:ec:61:1f:79:bc:eb6:cl:
4a:ef:75:f4:al1:bf:28:3d:f2:99:de:f3:71:84:cf:1c:58:17:
4d:66:97:8a:fe:f9:1c:77:ab:5d:b2:d9:20:93:ff:a3:c2:7c:

wPT)d I OW99p 0556 I‘Jnouoa;& whele IJgiol>s 1Jesdgo: o I volys. luwdd 1Us @lispesd
IJevluosd sloze gu luwele 1desuose 1dersds. Spdud 1986 Gsp Uvedd pulbb§s IJog sy
(SAN) eJs Idgisel>s g wol.



g Certificate

General Certification Path

Show:  <all= o

Field Value

: Issuer Footh.1l CA, 52, mex, mex, d...
:=1|Valid from Friday, July 12, 2024 10:26:3...
=1 Valid to Monday, July 12, 2027 10:26:...
:=1| Subject example,com, VPM, Cisco, San...
= | Public key RSA (4096 Bits)

== P T

<5AM Walue List>

DMS Mame =<5AM Yalue 1=
DMS Mame=<5AN Value 2=

DMS Mame =<SAN Value 3=
DMS Mame =<SAMN Value 4=

Edit Properties... Copy to File...

QK
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