lwoduuldd gble IoWl g IPsec 9o udJle
puwe9s lJogde [Jublisgd pg gpdslo ol
IJzie sluadizol

lJpzogslo
[NFXIYY
oo b Jole L wl o
e lb ol
IJedoule | 3006

2,86 gl sdo, NAT Cose
2dp

godsle lelss L wl

lJp 95,00

S 03l lJpuwows Jsbss IJodlb 1Jz;e6. sldbsle 1UIg s sldpuwless Bs puvlId puwess
lJogde gus Idovdly o gds v ds VPN o0 098¢ 1US p99€ £Js pogole Cisco IOS® XE.

U@C\Jﬁdg\&"_\
w90 Cisco yio oJ9o s pgy96 wldpesluose 1Joldss:

© pE)96 luwluwss wodsse Cisco IOS® CLI.
© pgy86 Iuwluss o IKEV2 g IPsec.

lJpdyole 1dpuuegspd
ouvew ldegdsele 19 Bs o3l ldpuuews [Js luosble Ido)lee IJeldss:
« CSR1000V - w,0lez Cisco 10S XE 1Jl_esl, 16.12.0,
e lodsle Iagdsplo 19ss Bis o3l I pumoos o 1izess 10p929s6 Bis wisiss pepdiss ¢luo6.

u)lu arogse |.JICOJO |.Jf0uuua)|00 k9._S o5l I.Jrouuuu) uu'J_SgSu forouuja (ldu)luDgS) l)l \.Jluu



peJsple luwlgwsd

Jible 1Jze 0 1516 §986 Jpuwlesed Bs 1dezdd eel Bl o IUese sop

buwlJol/l wegoldel wsu iao_jé ubs) VPN. Jol iool <9 ol Bl Il Idgwded 1U3s swp
publosco pg ozt leble IPsec swgld§ pe IIE)le 1U3s sop czpseo eds epdsle
IIdedl o)l Jiv gpdsle ouoese IJigble os o) pubds 9sed IJeslb IJosled
lJebs wsu ldlzojs IJulbs,é. 9dodl I wow: spdud wldss punldd IUlouold I welodol.

|Ji>_9|o |J 09556

ould bole pds38 wuwlesd gds odose IdIdodlb. sluueglz IJperzle: sopdsdol 1Y,
weuool:

« Wireshark: o3l pedd 2jp p 909z IJpuos) 199 283l 9pmweése.

s eds Yoo Idunlgus: ouwlesd psjo Cisco I0S XE gds 1Jpgeole gds gee lUIJo@lb
9U9BSS) puz LRSS Jpl sw9 gdso w3 2396 1dp)9s 91denswsded IUss swpe
weeseo ldbslog 1jp0s6 1Ugluos wo.

JsI9so wdysu IUIJoBlb eJs p9zo 10S XE

192.168.1.1 - 192.168.2.1
v L o
Side-A internet side-B

Suwogde IdIJo@lb $lises [d9uo9d Idesuwed (ACL) Idos wzd veg dd Ides9s Idos uvsepe
wzeseol 9gulssu Idpussy 9lUszes IUgluos wulble VPN s pélbg 2)Js 1) Iedss6.
Svwged oVl o v @ IJ UDP psule 500 9psule 4500 | NAT-T sYgu pduw gds Idpuwl).
YYD Jdo,olJ lJoslyo gluuile IJoWOE: ogwegse 2)Ids 1des9) 1Jpeds36 wy9e9dsd IP 50
(ESP) 19 UDP 4500 |3l wp wpdsou NAT-T.

p0 T2 Tuved gl Teble 1 euildd 1Jpog s wdozs Ideede sluadlzel szw luwesle goldsy
IP 1J2lu06 wob,le VPN Jldedlb Jsdss Idedlyso 29 1Jod.



— NG T EezZae8 2T -
(‘:3 G1 G1 :\<;>\| G2 e+
Side-A internet side-B

interface Tunnell

ip address 10.10.10.2 25¢

tunnel rce GigabitEthe

tunnel mode ipsec ipv4

tunnel destination 192.168.1.1

tunnel protection ipsec profile IPSEC-Profile-1

d
" lend

d with CNTL/Z.

# t
1)# permit
§# exit

config terminal

ip access-1ist extended <ACL name>

permit udp host <local address> host <peer address>
permit udp host <peer address> host <source address>
exit

exit

Sop luwedsle Slses lJozdp Ss 1suesd (ACL) Idws we wdssvol Jouossd erds 1de)s)
IJos wp lJlgvesdle gdsol 9swp 9000l gds 191206 1Jpwogsesd JJoBdly o eds 1o é.

Monitor capture cap access-list cap buffer size 10 interface GigabitEthernet 1 both

Name of the capture Name of the ACL Buffer size in MB  Interface to apply In-inbound packets
the capture Out-outbound packets
Both-inbound &
outbound packets



192.168.1.1 192.168.2.1

YN N o

(< I 1 A

‘\iif@l G1 G1 Q*)QI G2 G ‘:..L)G

Side-A internet side-B
Here Here

cap access-list cap buffer size 10 interface GigabitEthernetl both
e cap start

-Ethernetl, Direc

: LINEAR
(in MB):

m number er second: 1000
sampling ampling)

monitor capture <capture name> access-1ist <ACL name> buffer size <custom buffer size in MB> interface

wee» odso IJedlb: spdu ldodigs wo Jlsdlde: s puwzo: I luvetdlue 298 1Jp)s)
lJos we wgpseol oluweesle lJIgle) IJoldss:

Ozl9Y pU ped9ple IUIJoulb [Jglpé:show monitor capture

o wellsglo IUIdodlb: wiellsdly 1ol IJyil o

Sedd pu o IUIJodlb szee 1z 0: show monitor capture cap buffer
olze 18l p9z) Jeuds 1Je,9,: show monitor capture cap buffer 09z

* puwe Idldogl: puwz 2y Ide@lb IJyul e

*lovele Ll UIJogll:

gpdss ob)sE Ebole 1yl us

o lJoylb by o oss, bootflash:capture.pcap

wedsd luuvle IJowd wlgwedsle IJog@lb 1z e

93l o luhs puwadl JJedlsup eds 0B IPSec. sep buwld Izie £ws UDP og

lJ w93 500 9ld o83 4500 |51 wp wpdsu NAT-T. oe gpdsle IUIJo@lb. spdy J_§56 PIS> PO
pedsple o 09 1Uese ped Ieseds 1Jes sep ldodlss gdsel (ezds 1ls 1azds 2).Is
395 IJ zoli (dubis Is IUpuwozse): s Gse SPIJos wp lugildel JJws.



IKEV2 PACKET EXCHANGE
INITIATOR RESPONDER

UDP 500/4500 packets seen.
N | vio,sa, ke, Nonce :> NGoTAT
Initiator and responder roles.

IKE_SA_INIT Response SETTes

VID, SA, KE , Nonce | SECRET KEY
EXCHANGE

IKE_AUTH Request .
PROVE
PHASE 2 . IKE_AUTH Response IDENTITY

PHASE 1 AND PHASE 2 COMPLETE- ENCRYPTED &AUTHENTICATED

SPI values created.

Unencrypted
Unanuthenticated
&
i

Phase 1 in clear text.
Phase 2 encrypted

Encrypted
Unanuthenticated

1ol Iz 1Jeszs po el pu 1dpsze: sbo, Ideddled wso IUIElu: pg Luwld 25 UDP.
site-A#show monitor cap cap buffer brief

timestamp source estinatio C ) protocol

0.011992 52.168.2 - 1 8 C56 TUDP
0.026991 192.168.1.1 > 192.168.2.1 48 CSe TUDP
J. r : ¥ o UDF

UDP

UDP

UDP

UDP

- } 3 5 UDp

J 9 92.16 . - 92. L o TUDP
0.641009 . : g B..: CS56 UDP
0.655016 68. > : 68 . S6 UDP

2
2
. ]

[1=9

-~ oy

)]

w83 luwele Iedsst seuoss) pdd PCAP o0 IJeszo. Blu Ipsss pu Ipedsple pu lJzie
odyy o586 wluwwgsle wireshark.



File Edit Miew Go Capture Analyze Statistics Telephony Wireless Jools Help
Am @ B QResEFE ST =S Qi
rl|;:.'. ke .. <Corls = -]+
Ko, Time Source Dastination Protecal Langth Info
r 1 9.600000 192.168.1.1 192.168.2.1 ISAKMP 496 IKE_SA_INIT MID=-8@ Initiator Reguest
2 0.6eeese  192.168.2.1 192.168.1.1 ISAKMP 529 IKE_SA_INIT MID=8@ Responder Response
3 9.600008  192.168.1.1 192.168.2.1 ISAKMP 682 IKE_AUTH MID=e1 Initiator Request
4 B.6e0008  192.168.2.1 192.168.1.1 ISAKMP 362 IKE_AUTH MID=e1 Responder Response
5 ©.000000  192.168.2.1 192.168.1.1 ISAKMP 496 IKE_SA INIT MID=8@ Initiator Reguest
6 ©.600000 192.168.1.1 192.168.2.1 ISAKMP 529 IKE_SA_INIT MID=88 Responder Response
7 ©.600000  192.168.2.1 192.168.1.1 ISAKMP 682 IKE_AUTH MID=@1 Initiator Request
8 0.0P0RGE  192.168.1.1 192.168.2.1 ISAKMP 362 IKE_AUTH MID=P1 Responder Response
9 9.620000  192.168.2.1 192.168.1.1 ISAKMP 138 INFORMATIONAL MID=82 Initiator Request
18 ©.000060  192.168.2.1 192.168.1.1 ISAKMP 138 INFORMATIONAL MID=83 Initiator Request
11 ©.088060  192.168.1.1 192.168.2.1 ISAKMP 138 INFORMATIONAL MID=@2 Responder Response
12 9.0ee000  192.168.1.1 192.168.2.1 ISAKMP 138 INFORMATIONAL MID=83 Responder Response
13 A AARAAA 142 1RR 1 1 192 1RR 7 1 TSAKMP 13R TNFNRMATTOAMAI MTN=14 Rasnandar Raanset
> Frame 1: 496 bytes on wire (3968 bits), 496 bytes captured (3968 bits)
> Ethernet II, Src: Realtekl 00:80:80 (52:54:00:00:00:28), Dst: RealteklU 90:00:84 (52:54:00:00:90:04)
» Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.2.1
» User Datagram Protocol, Src Port: 500, Dst Port: 580
> Internet Security Association and Key Management Protocol

eds Yuwe wu9w9ded IJlue,uw pu 2ipd wuld IKE_SA_INIT I.,Ji_9Jc5 lJos swp huwldol sop
OS> L9BE EVISU IUpuod) 9lUszos Jzips UDP. B Guwe wu9wsdsd peblb wslule
lJeuweéde: wlboy 1Jpulds IJe e ed 99uwe l8wslo iplo Jloe,oe 9eu9w9ded blys
lJplose luosl IJes9esdsd: suge Iouwlds IJos swop wulbdol 939, IUzols wldlolds [Js
SPl1Jss wp loublde. us wzese wuoese leble IKEV2, sop &0 Idpedsple od ol slgd
wedle cusese IJigble.

o T Source Desmaign TP Dl Torw
10,000 192.168.1.1 192.168.2.1
2 8.808_ 192.168.2.1 192.168.1.1
3 8.800_ 193.168.1.1 1516821
4 0,000 192.168.2.1 192.168.1.1
50,000 192.168.1.1 19k, 168.1.1
5 8.8088_ 192.168.1.1 192.168.2.1
7 8.808_ 193.168.3.1 15 168.1.1
B .M. 192.168.1.1 192.188.2.1
90,000, 192.168.2.1 192.168.1.1

10 0,00 192.168.2.1 192.168.1.1
11 8088 192.168.1.1 193.168.2.1
13 5,000 192.168.1.1 192.1628.2.1

¢ Frame 1@ 496 Bytes on wire (31963 Bits), 496

B Realteki of
¢ | Enternet Frotocol Wersion 4, S

gra g grt: S0 grt: 508
w Intgrnet Security Asscciation and R‘j Fanagement Protocol
Inftiator SPI: efSfBI0@GETCS49
Resporder SPL: Ddaadaassisioadaai

Rext paylosd: Seowrity Associstion (33)
Wersionm: 1.0

Excharge typf: [KE_S3A_
» Flage: e |Indtistor, No higher version, Request)
Message I0:

Length: 434
Paylond: Secwrity Association (33)
» Paylosd: Key Exchange (34)
¢ Paylosd: NMomce (483
Paylosd: Wendor ID (43) : Clsco Delete Resson Supported
Paylosd: Wendor ID (43) : CHsco VPN Rewision 2
Paylosd: Werdas ID (43) & CEigo DyRasie Roule Suppadted
¢ Paylosd: Wemdor ID (43) @ Clsco FlexWPH Supported
¢ Paylosd: Notify (41) - MAT_DETECTION SOURCE_IP
Paylosd: Notify (41) - MAT_DETECTION DESTINATION_IF

BT = |Unencrypted!

IKEv2:(SESSION ID = 18,SA ID = 2):Sending Packet [To
192.168.2.1:500/From 192.168.1.1:500/VRF i0:f0]

Initiator SPI : E9F5FB100567C549 - Responder SPI : 0000000000000000
Message id: 0

IKEv2 IKE_SA_INIT Exchange REQUEST

Payload contents:

SA KE N VID VID VID VID NOTIFY(NAT_DETECTION_SOURCE_IP)
NOTIFY(NAT_DETECTION_DESTINATION_IP)

Debug crypto ikev?2
Debug crypto ipsec




IKE_SA_INIT Response

PHASE 1
<mﬂ,n,m ]

IKEv2:(SESSION ID = 18,SA ID = 2):Received Packet [From
192.168.2.1:500/To 192.168.1.1:500/VRF i0:f0]
Initiator SPI : E9F5FB100567C549 - Responder SPI : 4C6900B8D253AF89

Message id: 0
IKEv2 IKE_SA_INIT Exchange RESPONSE
Payload contents:

SA KE N VID VID VID VID NOTIFY(NAT_DETECTION_SOURCE_IP)
NOTIFY(NAT_DETECTION_DESTINATION_IP) CERTREQ

NOTIFY(HTTP_CERT_LOOKUP_SUPPORTED)

Unencrypted!

» Frome 2: 520 bytes on wire (4232 bits),
* E I : Real HoiH

» Ifternet Protocol Version 4, Srco 192.1
» Wfer Datagram Protocol, Sre Port: S0, Dit Port: 580

w B Hanagement Protocol
Initiator SPI: e9¥5fB1BASETC5AR
Resporder SPL: deGODSbRIIS iafRd

Time  Sowme Tstmation TP Dekta Time
19,880, 192.168.1.1 1592.168.2.1
20.000 (9236820 J192.168.1.1
38,880 192.168.1.1 193.168.2.1
49,080, 192.168,2.1 192.168.1.1
5 @00 192.168.2.1 192.168.1.1
69,098 192 168.1.1 182.168.2.1
7 0.008_ 192.168.2.1 192.168.1.1
B 9,080 192.168.1.1 192.168.2.1
99,000, 192.168.2.1 152.168.1.1
10 9. 009 192 168.2.1 192.168.1.1
11 8,008 192.168.1.1 192.168.2.1
12 @, 094 192.168.1.1 192.168.2.1

529 bytes captured (4232 bits)
= 5 : el Bz B8 1 : Realtekl €
68.2.1, Dst: 192.168.1.1

Next paylosd: Security Association (33}
¥ Wersion: 2.@

Exchamge typp: IEE_S5A_INIT (34)
Flags: 0xdd [Responder, o higher version, Response)
Message ID:

Length: 487
» Payload: Securdty Assoclation (33)
Payload: Key Exchange (34)
Payload: Nonce (40)
» Paylosd: Vendor 10 (43) : Cisco Delete Reason Supported
» Payload: Vendor ID (43} : Clsco VPH Revision 2
Payload: VWendor I0 (43) : Cisco Dynamic Route Supported
¢ Paylosd: Wendor ID (43} : Ciico FlexVPH Swpported
» Payload: Notify (41) - WAT_DETECTION_SOURCE_IP
» Payload: Wotify (A1) - WAT_DETECTION DESTIMATION_IP
Payload: Certificate Request (38)

P laod. MaRIE. FEAL GTTA STAT | SR CLERRARTIR

e lple pdlyole oobd IKE_AUTH: swpe wuvlds) 1Uzesds 9dIJdu: odsy weuo Idpgdyple
29d IJoVls o p)iss6: pod SPIIUsS wp logilye puwedl suse IJeyds Idos sope llgol.

IKE_AUTH Response

T mma ]

Initiator SPI : E9F5FB100567C549 - Responder SPI : 4C6900B8D253AF89

IKEv2 IKEiALJTH Exchange RESPONSH

Mo, Time St Darsbnabcn TOFDd
10,0000 192.168.1.1 192.168.2.1
29,000 152,158.2.1 192.168.1.1
3900 192.168.1.1 192.168.2.1

| 49,000 192,168.2.1 192.168.1.1
5 0000 192.168.2.1 192.168.1.1
60,808 152.158.1.1 192.168.2.1
T 0000 192.168.2.1 192.168.1.1
20808 192.168.1.1 192.168_2.1
99,000, 192.168.2.1 192.168.1.1

10 9.600_ 192.168.2.1 192.168.1.1
119,090 192,168,1.1 192.168.2.1
120000 192.168.1.1 192.168.2.1

€

» Frame 4: 362 bytes on wire (2856 bits), 362 bytes captured (2256 |
» Ethermet II, Src: Realtekl 00:00:04 (52:54:00:00:00:04), Dst: Real
» Intermet Protocol Version 4, Src: 192.168.2.1, Dst: 192.168.1.1
» User Datagras Protocel, Sre Pert: 500, Dst Port: 509
w Intermet Security Association and Eey Management Protocol
Initlator SPI: e9f5fb1O056TC549
Responder SPI: 4c6908b8d4251aF0%9
Mext pavload: Engrypted and Authenticated {45}
» Wersion: 2.8
Exchange type: IKE_AUTH (35)
v Flaps: (Responder, Mo higher wversion, Response)
+re . B ST RTTOTT
coel saow ® Version: Mo higher version
eele oo.. = RESpONFE: RESPONSE
Meiiage T0: Sl
Length: 320
» Paylosd: Encrypted snd Authenticated (46)

Encrypted!

cpzr oJBés 1) 25p6 cubsd IKE_LAUTH. sop 1deld ol s [Jowbé.



L Timg SeETE Tt TOF Dt

19,0 192, 168.1.1 192.168.2.1
20, . 192.168.2.1 152.168.1.1
30000 192.168.1.1 192.168.2.1
48 80 192,.158.2.1 152.168.1.1
50,000 192.168.2.1 19%.168.1.1
6@, 00 192.168.1.1 192.168.2.1
T, 192.168.2.1 192.168.1.1
B9 0e. 192.168.1.1 192.168.2.1
90.009_ 192.168.2.1 192.168.1.1
189,004 192,158.2.1 193.168.1.1
11 9, . 192, 168.1.1 192.168,2.1
12 9.0 192.168.1.1 152.168.2.1

£

> [Froma 3: €32 byles on wire (5456 bite), 652 bytes capluncd (536 bit Initiator SPI : E9F5FB100567C549 - Responder SPI : 4C6900B8D253AF89
* Ethernet II, Src: Realtekl 90:00:00 (52:54:00:00:00:00), Dst: Realte
+ Internet Protocol Version 4, Sre: 102.168.1.1, Dst: 192.168.2.1
» User Datagram Protocol, Src Port: SN, Dit Port: 580
¥ Intem:t‘:c:nritv Association and Key Msnagesent Protocol IKEVZ |KE—AUTH Ex{:han z REQUE
Initistor SPI: e9fSfb10ase67cs4a
Eesponder SPI: dc5000bSd753afE0
Mext payload: Encrypled and Authenticated (46)

* Mersjon: 2.8
Exchange tyfpe: IRKE_AUTH (350
w Flags: @& (Initiator, Mo higher wersiom, Reguest)
Coua 1. Iaieiss Ialeiss

el oue. ow Version: Mo higher version
el uoo = Responde: Requeit

Message I0:

Length: 648

> Payload: Encrypted and uthenticated (46) E nc rypted I

IJe,Js guspl sdou NAT Lo

& G1 G2 G G1 G2 G1

Side- NAT device internet Side-B

>

nat-transversal 09 536 Ig,s SpJdu Jdswol gupl swp wBly o IJudd. 131 JIy zolj poy ul
Seed gwdlul 9 IJl guslos suwedselu IJowd @ Bl Idlzojs wgs) pud3 UDP oy 500 |Js
4500 g IJovdly o eds 1dpeyzdos 2 (IKE_AUTH Exchange).

low P93 eds Izlow I

Mo, Tt SewrcE Des trnatery Praveas Langth
18.88. 192.168.1.1 192.168.2.1 ISAKMP
298.88. 192.168.2.1 192.168.1.1 ISAKMP
r 3 @9.88. 192.168.1.1 192.168.2.1 TSaKMP
4 9.88. 192.168.2.1 192.168.1.1 TSaKMP z
59.00. 192.168.1.1 192.168.2.1  Isakw IKEv2:(SESSION ID = 10,SA ID = 1):Received Packet [From
Sh el e e 192.168.1.1:4500/To 192.168.2.1:4500/VRF i0:f0]
7o.ee_ 192.168.1.1 192.168.2.1 TSAKMF = s e ls = be=e L =
80.00. 192.168.2.1 19216811 Isao® Initiator SP1 - EC01171F30D05063 - Responder SPI - 9A0F8B75COE01C78

Message id: 1
» Frame 3: 618 bytes on wire (4944 bits), 618 bytes capturad (4344
» Ethernet IE, Src: Realtqi@@spdadd (52:50:00:00:00:33) Deec IKEv2 IKE_AUTH Exchange REQUEST
» Internet Protoccl Versign 4, Src: 192.168.1.1, Dst: 192.168.2.1
» User Datagram Protocol, fore Port: 4580, Dst Port: 4580

| et o Tk Pk — IKEv2-(SESSION ID = 10,SA ID = 1)-Stopping timer to wait for auth message
 Internet Security Association and Key Mana, nt Protooo. -
st ant eeoar fropaany e IKEv2:(SESSION ID = 10,SA ID = 1):Checking NAT discovery
Mo paptond: Encrypeed and Auchenticsted (46) IKEv2:(SESSION ID = 10,SA ID = 1):NAT INSIDE found
> Version: 2.8 IKEv2:(SESSION ID = 10,SA ID = 1):NAT detected float to init port 4500,
. Exchange type: IEE_AUTH (35) r@ m.t dmn

Flags: 2x08 (Initiator, Mo higher wersion, Request)
Message ID: OxBROoBEal

Length: 572

» Payload: Encrypted and Muthenticated (d46)

luwy plees eds Ielow o



amge RE q EFTiZ=aeaeqn

LIE

e Timse Source Devtraton Protecsl
1 9.280089 198.51.100.1 192.168.2.1 ISAKMP
10,000000  192.168,2.1 198, 51.100.1 ISAKN
3 0000000  158.51.188.1 192.168.2.1 ISAKMP
4 8, 000 182 168.2.1 198,51 18,1 T52KMP
5 0. BB0a0a 158.51.186.1 192.168.2.1 TSAKMP
6 8. 000 192 168.2.1 198,51 18a.1 T52KMP
7 0. Db0a0a 158.51.186.1 192.168.2.1 TSAKMP
& 8. 008 192 168.2.1 198,51 18a.1 T52KMP

Ethermet II, Sre: Real

¢ Internet Protocol Versjon 4, Src: 19!1_51_13&_1J Dst: 192.168.2.1

User Datagram Protocol] Se¢ Port: 4588, Dst Port: 4589

+ Frame 3: 618 bytes on wire [4944 bits), 618 bytes coptured (-1.9-1.4 bl

» UDP Encapsulation of IFEET PaCRULS

Intermet Security Assoclation and Key Management Protocel
Initiator SPI: ec@l171f30d05063

Responder SPI: 9aBFEbT5cRe@lors

Hext payload: Encrypted and Authenticated (46)
Version: 2.8

Exchange type: IKE_AUTH {35)

Flags: @w@8 (Initiatos, Mo higher version, Request)
Message ID: exDIO0OOa1

Length: 572

Payload: Encrypted and Authenticated (46)

3

IKEv2-(SESSION ID = 11,SA ID = 1):Sending Packet [To
192.168.2_1:4500/From 198.51.100.1:4500/VRF 10:f0]

Initiator SPI1 - EC01171F30D05063 - Responder SPI - 9A0F8B/5C0EQ1C78
Message id: 1

IKEv2 IKE_AUTH Exchange REQUEST

Payload contents:

publdd puwess ldoede IUublisgd

8> ooy ould g9led prdss 9 hasd w98 eds vVl o 1o 9spIdu weassol pe 1ol
lsuol. Iduwsolysgole lJeldssé os IUIYS,) yusyel

lJodysu g5y poblod

Sedu ed o3l Idumwsobiss pu tdld IJob) Os wdsso I zols Bs 1derzds 191Jerzds 2. 9pe
3JYe 9> odyy ould pwsubsyole Jl owsd, Vol lpdluss 1dsuesd Ids Idb, 1dogss. gds
B puwless go bysd wesss Izol 1Uss syuwd NO_PROPOSAL_CHOSEN sl¢J 1Jz e |l
B Ipyeds 119 2. wuis, odo IJlgwezlus Us uise pl spdu o s ¢lbisl B IJodose s

poeds sdjp wedsdol.

File Edit View Go Capture Analgre Suatistics Telepromy Wireless Tools  Help
Am @ TRE S« EF aeeil
i -

z Pa— dak

3 0.000000 192.168.
4@, 000000 192,168,
5 0. 000000 192.168.
6 @, 000000 192.168.

B e
B

Protocel 10: IKE (1)
SPL Size: @

”
~ Payload: Transform (3}
Next payload: Transform (3)
Reserved: @@
Payload length: 12
Transform Type: Encryption Algorithm (EMCR) (1)
Reserved: @@
Transform ID (ENCR): ENCR_AES_CBC (12)
Transform Attribute (t=14,1=2): Key Length: 256
Baylogd: T form (3}

S N

gpdsle lehs 1Jbuwld

1 0. 000008 192.168.1.1 192.168.2.1 TSAKMP  TKE_SA THIT MID=0¢ ll\ltiatol‘ Request
e = pre=

192, 168.2.1  I5AKMP I“FOW'IWL MIp=25 Initiator Request
192,168.2.1 ISAKMP  IHFORMATIONAL MID=04 Initiator Request
192.168.2.1  ISAKMP  IKE_SA_INIT MID=09 Initiator Request

192,168.1.1  ISAKMP  IKE_SA_INIT MID=29 Responder Respense

] Length: 36 Values sent from site-A
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Am:e REA+«=»SF2_Eaqal
|LIE ay =R
Ha Tune Sowrce Dretmatan Fratoced o

192.168 192.168.1.

_INIT HIDKW aesponder Msporlse

2 T TOR T T THIT IO L e R o e 2 ¥
4 8.000008 192.168.1.1 192.168.2.1  ISAKHMP  INFORMATIONAL HID=24 Jn:!.: \lvr M“IUL':-‘.
5 2.000000 192.168.1.1 192.168.2.1  ISAKMP  IKE_SA_INIT MID=0@ Initiator Request

6 0.000000 192.168.2.1 192.168.1.1 ISAKMP  IKE_SA_INIT MID=0@ Responder Response

Frame 2: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)
Ethernet IT, Src: Realtekl @9:80:36 (52:54:00:00:00:36), Dst: Realtekl O0:00:33 (52:54:00:00
Internet Protocol version 4, Srci 192.168.2.1, Dst: 192.168.1.1
» User Datagram Protocol, Src¢ Port: 588, DSt Port: 500
w Internet Security Association and Key Managesent Protocol
Initiator SPI: SB2aT9a17edd0aze
Responder SPL: acetedf53frasced
Next payload: motify {(a1)
» wersion: 2.9
Exchange type: IKE_SA_INIT (34)
» Flags: ©@x20 (Responder, No higher version, Respense)
Hessage ID: @uddBodnd

Payload: Motify (41) - NO_PROPOSAL_CHOSEN H do not match was is

configured on site-B
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Amg:® TRE QesEFE _Eaqal
o, Time Sowree Otstation Protocel  Iofo ]
1. 800000 192.168.1.1 192.168.2.1  ISAKMP  IKE SA INIT MID=0@ Initiator Request e,
= -168.2.1 S168.1.1 ISAKMP IKE_SA_ =00 Initiator Reques
3 @, 000000 192.168.1.1 192.168.2.1 ISAKMP  IKE SA INIT MID=0@ Responder Response
& U.OUGOUU 194, 108.1.1  194.108:2.1 LSARMP  LRE_SA_INLI MLU=GW LNIT1atOr REQUEST
5 0.000008 192.168.1.1 192.168.2.1 ISAKMP  IKE_SA_INIT MID=8@ Initiator Request L
6 0.000000 192.168.1.1 192.168.2.1 ISAKMP  IKE_SA_INIT MID=08 Initiator Request
7 ©.000000 192,168.1.1 192.168.2.1  I5AKMP [IKE SA INIT MID=6@ Initiator Request
8 0.000000 192.168.2.1 192.168.1.1 ISAKMP  IKE_SA_INIT MID=08@ Initlator Request

9 2.9000008 192.168.1.1 192.168.2.1 ISAKMP  IKE_SA_INIT MID=3@ Responder Response

A device or service in betwe

that come f
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e TR QesEFE T EQQQT
[ I ___sexs pesesion pocs e
10.000000 192.168.2.1  192.168.1.1 ISAKMP IKE_SA_INIT MID=0@ Initiator Request
2 9.000000 192.168.2.1 192.168.1.1 TSAKMP  IKE_SA_INIT MID=08 Initiator Request
3 0.000000 192.168.2.1  192.168.1.1 ISAKMP  IKE_SA_INIT MID=08 Initiator Request
4 8. 008008 92.168.2. 92.168.1. SAKMP s D=88 _In aLo g ue

en is blocking UDP packets
rom side-A
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